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Abstract

In this thesis, we initially provide a general introduction to pairing-based cryp-

tography, consisting of the presentation of the established methods for construc-

ting and computing a pairing and some of the most fundamental pairing-based

schemes and protocols. We then focus on the analysis of the seminal Groth-Sahai

system for the construction of efficient non-interactive NIWI and NIZK proofs.

Finally, we examine the applications of the Groth-Sahai proof system to group

signature schemes and especially their contribution to achieving the required se-

curity properties without random oracles.

Keywords: pairing, bilinear map, pairing-based cryptography, Groth-Sahai

proof system, group signatures.

PerÐlhyh

Sthn paroÔsa diplwmatik  ergasÐa, parèqoume arqik� mÐa genik  eisagwg 

sthn kruptografÐa zeugm�twn, apoteloÔmenh apì thn parousÐash twn kajierwmè-

nwn mejìdwn kataskeu c kai upologismoÔ zeugm�twn kai merik¸n ek twn jemeli-

wdèsterwn sqhm�twn kai prwtokìllwn pou basÐzontai se zeÔgmata. Sth sunè-

qeia, epikentrwnìmaste sthn an�lush tou epidrastikoÔ sust matoc Groth-Sahai

gia thn kataskeu  apodotik¸n mh dialogik¸n NIWI kai NIZK apodeÐxewn. Telik¸c,

exet�zoume tic efarmogèc tou sust matoc apìdeixhc Groth-Sahai se sq mata

omadik¸n upograf¸n kai eidikìtera th sumbol  touc sthn epÐteuxh twn apaitoÔ-

menwn idiot twn asf�leiac qwrÐc th qr sh tuqaÐwn manteÐwn.

Lèxeic kleidi�: pairing, digrammik  apeikìnish, pairing-based cryptography,

Groth-Sahai proof system, group signatures.
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EuqaristÐec

Ja  jela na euqarist sw touc kajhghtèc mou sto MPLA, oi opoÐoi mou pareÐqan

to gnwstikì upìbajro kai me eis gagan sthn ereunhtik  mejodologÐa gia na

antapexèljw sthn paroÔsa ergasÐa kai sugkekrimèna ta mèlh thc trimeloÔc exe-

tastik c epitrop c, kurÐouc Eust�jio Z�qo, 'Aggelo Kiagi� kai 'Arh Pagourtz ,

giatÐ me th didaskalÐa touc  rja se gnwrimÐa me to antikeÐmeno thc kruptografÐac.

Eidikìtera, euqarist¸ ton kÔrio Pagourtz , o opoÐoc wc epiblèpwn kajhght c

mou me kajod ghse shmantik� kat� th di�rkeia suggraf c thc ergasÐac. Jèlw

telik¸c na ekfr�sw tic euqaristÐec mou ston kÔrio Dhm trio Jhlukì gia thn epir-

ro  tou ston episthmonikì trìpo skèyhc mou kat� th di�rkeia twn proptuqiak¸n

kai metaptuqiak¸n mou spoud¸n.
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Prìlogoc

H sÔgqronh kruptografÐa, kat� thn exèlix  thc, oikeiopoieÐtai wc ergaleÐa èn-

noiec apì to q¸ro twn majhmatik¸n kai thc upologistik c poluplokìthtac. Ta

zeÔgmata (pairings, bilinear maps), dhlad  oi digrammikèc, mh ekfulistikèc kai

apodotik� upologÐsimec apeikonÐseic, efarmìsthkan arqik� se mejìdouc krupta-

n�lushc gia sust mata tou probl matoc tou diakritoÔ logarÐjmou [MOV93],

[FR94] p�nw se mÐa eidik  all� sp�nia, ìpwc metèpeita apodeÐqthke [BK98], kath-

gorÐa elleiptik¸n kampul¸n. Stic arqèc thc perasmènhc dekaetÐac, prwtopìroi

ereunhtèc ekmetalleÔthkan tic idiaiterìthtec aut¸n twn kampul¸n gia na kataskeu-

�soun zeÔgmata pou orÐzontai se sÔntoma anaparast�simec om�dec kai na ta

qrhsimopoi soun se kainoÔriec efarmogèc, genn¸ntac me autìn ton trìpo ton

kl�do thc kruptografÐac zeugm�twn (pairing-based cryptography). Oi kalèc

idiìthtec twn zeugm�twn bo jhsan sthn epÐlush anoiqt¸n problhm�twn, ìpwc

h trimer c antallag  kleidi¸n se èna gÔro [Jou00] kai kurÐwc h kataskeu  tou

pr¸tou leitourgikoÔ kai apodedeigmèna asfaloÔc sq matoc kruptogr�fhshc b�-

sei tautot twn (Identity-Based encryption Scheme) [BF01]. H kruptografÐa b�-

sei tautot twn (Identity-Based Cryptography - IBC) eÐnai mÐa kathgorÐa asÔm-

metrhc kruptografÐac pou eis gage o A.Shamir [Sha85] me upodom  diafore-

tik  thc klasik c upodom c PKI (Public Key Infrastucture): mÐa pl rwc èmpi-

sth Genn tria Idiwtik¸n Kleidi¸n (Private Key Generator - PKG) dhmiourgeÐ

tic paramètrouc tou sust matoc kai katèqei èna mustikì kleidÐ mèsw tou opoÐou

dhmiourgeÐ ta idiwtik� kleidi� twn qrhst¸n. Par�llhla, ta dhmìsia kleidi� prokÔ-

ptoun apì thn tautìthta twn qrhst¸n   k�poio �llo proswpikì touc stoiqeÐo.

To prwtìkollo antallag c kleidioÔ b�sei tautot twn tou [SOK00]  tan kai h

aparq  thc kruptografÐac zeugm�twn.

Meg�lo pl joc kathgori¸n sqhm�twn upograf¸n me endiafèronta qarakthri-

stik� basÐzontai sta zeÔgmata. MÐa apì autèc eÐnai kai oi omadikèc upografèc

(group signatures), ìpou ta mèlh mÐac om�dac mporoÔn na upogr�foun an¸numa

ek mèrouc   sta plaÐsia aut c. Se perÐptwsh diafwnÐac, ènac diaqeirist c om�dac

(group manager) èqei thn exousÐa na apokalÔyei thn tautìthta tou upogr�fontoc.

Oi pr¸tec kai dhmofilèsterec omadikèc upografèc apì thn kruptografÐa zeug-

m�twn parousi�sthkan sta [BBS04], [BS04], me mikrì mègejoc upograf c kai

uyhl  taqÔthta upologismoÔ.

Apì thn �llh pleur�, ta mh dialogik� sust mata apìdeixhc (non-interactive

proof systems - NIPS), ìpou o epalhjeut c peÐjetai gia thn al jeia mÐac prìtashc

majaÐnontac tÐpota pèran thc apìdeixhc pou tou dÐnetai, orÐsthkan arqik� sto

[BFM88] kai èktote kajier¸jhkan sthn kruptografÐa me shmantikèc efarmogèc,
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ìpwc thn kataskeÔh sq matoc kruptogr�fhshc dhmìsiou kleidioÔ me CCA asf�-

leia. Ta pr¸ta sust mata kataskeu c mh dialogik¸n apodeÐxewn mhdenik c gn¸-

shc (non-interactive zero knowledge - NIZK) me upojèseic apì probl mata thc

kruptografÐac zeugm�twn  tan twn [GOS06a], [GOS06b]. Epeid  ìmwc oi teqnikèc

touc eÐnai polÔplokec, h efarmog  touc odhgeÐ se sqetik� bari� kruptografik�

sq mata sthn pr�xh, ìpwc ta sq mata omadik¸n upograf¸n [BW06], [Gro06].

ShmeÐo anafor�c gia th sÔgqronh èreuna apoteleÐ to apodotikì sÔsthma mh dia-

logik¸n apodeÐxewn Groth-Sahai [GS08] gia thn epalhjeusimìthta sunìlou exi-

s¸sewn pou perièqoun zeÔgmata, kai to opoÐo efarmìzetai sthn kataskeu  sqh-

m�twn sto standard montèlo.

H dom  thc ergasÐac èqei wc ex c:

• Sto Kef�laio 1, parèqetai to aparaÐthto jewrhtikì upìbajro ¸ste na gÐ-

noun katanohtoÐ o orismìc kai o trìpoc upologismoÔ twn gnwst¸n mèqri

s mera zeugm�twn. To kef�laio kleÐnei me mÐa sÔntomh anafor� se neìtera

sqetik� apotelèsmata.

• Sto Kef�laio 2, dÐnetai o genikìc orismìc tou zeÔgmatoc pou qrhsimopoieÐ-

tai stic efarmogèc kaj¸c kai orismèna shmantik� probl mata twn opoÐwn h

duskolÐa upotÐjetai sta plaÐsia thc kruptografÐac zeugm�twn. Parousi�-

zontai ta jemeli¸dh sq mata twn [SOK00], [Jou00], [BF01], [BLS01] kai

anafèrontai oi kuriìterec epekt�seic touc. Apì metèpeita sq mata, melet¸-

ntai oi upografèc tou [BB04c] sto standard montèlo.

• To Kef�laio 3, afier¸netai se meg�lo bajmì sthn pl rh parousÐash tou

sust matoc apìdeixhc Groth-Sahai. Diatup¸nontai epÐshc oi proapaitoÔ-

menec ènnoiec gia thn katanìhs  tou, en¸ sto tèloc paratÐjentai orismènec

metèpeita belti¸seic sthn epÐdos  tou.

• Sthn arq  tou KefalaÐou 4, perigr�fontai ta kuriìtera montèla sÔntaxhc

kai asf�leiac twn omadik¸n upograf¸n. Sth sunèqeia, perigr�fontai oi

omadikèc upografèc [BBS04] kai [BS04], me asf�leia sto montèlo tuqaÐou

manteÐou (random oracle model - ROM). Sto upìloipo tou kefalaÐou melet¸-

ntai ta sq mata omadik¸n upograf¸n twn [BW06], [Gro07], [LCSL07], [LV09],

[LPY12a] sto standard montèlo. H ergasÐa oloklhr¸netai me k�poiec epi-

plèon sqetikèc anaforèc sth bibliografÐa mazÐ me sumper�smata kai idèec

gia thn edraÐwsh twn omadik¸n upograf¸n sth sÔgqronh kruptografÐa.

H ergasÐa qwrÐzetai se èna genikì kai èna eidikì mèroc. Skopìc twn dÔo pr¸twn

kefalaÐwn eÐnai na up�rxei sthn ellhnik  bibliografÐa, èna ìso to dunatìn perie-
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ktikì kai genikì shmeÐo anafor�c gia touc melethtèc thc kruptografÐac zeug-

m�twn. Sto eidikì mèroc, pou perilamb�nei ta dÔo teleutaÐa kef�laia, epiqeireÐtai

mÐa enhmerwmènh sullog  twn shmantikìterwn sqhm�twn omadik¸n upograf¸n

pou sthrÐzontai sto sÔsthma apìdeixhc Groth-Sahai.
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Kef�laio 1

Mèjodoi Kataskeu c

Zeugm�twn

Oi kajierwmènec mèjodoi kataskeu c zeugm�twn eÐnai oi apodotikoÐ upologismoÐ

twn zeugm�twn Tate kai Weil, kai twn parallag¸n touc, p�nw se kat�llhla

epilegmènec elleiptikèc kampÔlec. Gia thn katanìhs  touc, aparaÐthth eÐnai h

gn¸sh jewrÐac diairet¸n, stoiqeÐa thc opoÐac paratÐjentai se autì to kef�laio.

Gia ekten  melèth thc jewrÐac twn elleiptik¸n kai genikìtera twn algebrik¸n

kampul¸n, o anagn¸sthc parapèmpetai sta [Sil86], [Ste94]. Epiplèon, gÐnetai mÐa

sÔntomh parousÐash tou orismoÔ kai tou trìpou upologismoÔ twn zeugm�twn

Tate kai Weil, en¸ analutikìterh perigraf  touc mporeÐ na brejeÐ sto [BSS05

§IX]. To kef�laio oloklhr¸netai me zht mata qronik c poluplokìthtac, neìterec

prot�seic mejìdwn kataskeu c kaj¸c kai orismèna anoiqt� erwt mata.

1.1 Elleiptikèc KampÔlec

O austhrìc majhmatikìc orismìc thc elleiptik c kampÔlhc proèrqetai apì th

jewrÐa algebrik¸n kampul¸n. SÔmfwna me autìn, elleiptik  kampÔlh eÐnai mÐa

probolik  algebrik  kampÔlh gènouc 1, efodiasmènh me èna akrib¸c ep' �peiron

shmeÐo, to r0 : 1 : 0s P P2. Sthn kruptografÐa qrhsimopoieÐtai sun jwc o

parak�tw aplìc enallaktikìc orismìc sto afinikì epÐpedo.

Orismìc 1.1.1. 'Estw s¸ma K kai K̄ h algebrik  tou kleistìthta kai èstw h

exÐswsh

y2 � α1xy � α3y � x3 � α2x
2 � α4x� α6, (1.1)

ìpou α1, α2, α3, α4, α5, α6 P K̄. MÐa elleiptik  kampÔlh E eÐnai to sÔnolo twn

zeug¸n tou afinikoÔ epipèdou A2pK̄q � K̄ � K̄ pou apoteloÔn lÔseic thc p1.1q
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mazÐ me èna shmeÐo O, pou onom�zetai ep' �peiron shmeÐo.

An α1, α2, α3, α4, α5, α6 P K, tìte lème ìti h elleiptik  kampÔlh orÐzetai uper�nw

tou K kai sumbolÐzetai E{K. Suqn� to shmeÐo O af netai na ennohjeÐ, opìte h

kampÔlh qarakthrÐzetai kai onomatÐzetai apì thn antÐstoiqh exÐswsh. IsodÔnama,

h kampÔlh E{K qarakthrÐzetai apì to polu¸numo

fpx, yq � y2 � α1xy � α2y � x3 � α2x
2 � α4x� α6 P Krx, ys

mèsw thc exÐswshc

E : fpx, yq � 0.

H genik  exÐswsh p1.1q kaleÐtai exÐswsh Weierstrass kai mporeÐ na aplopoihjeÐ

an�loga me thn qarakthristik  tou s¸matoc K, charpKq, stic parak�tw morfèc

me kat�llhlh allag  suntetagmènwn:

(i). y2 � γy � x3 � αx� β   y2 � xy � x3 � αx� β, e�n charpKq � 2.

(ii). y2 � x3 � αx� βx� γ, e�n charpKq � 3.

(iii). y2 � x3 � αx� β, e�n charpKq � 2, 3.

ApaitoÔme h kampÔlh na eÐnai mh idi�zousa (non-singular, smooth), dhlad  oi

merikèc par�gwgoi
�
Bf
Bx

�
kai

�
Bf
By

	
, orismènec apì th fusik  genÐkeush apì to

Rrx, ys ston daktÔlio poluwnÔmwn tuqaÐou s¸matoc Frx, ys, den mhdenÐzontai

tautìqrona se kanèna shmeÐo thc E. ApodeiknÔetai ìti e�n h elleiptik  kampÔlh

E{K : fpx, yq � 0 eÐnai mh idi�zousa, tìte eÐnai an�gwgh (irreducible), dhlad 

de gr�fetai wc ènwsh dÔo algebrik¸n kampul¸n pou eÐnai gn sia uposÔnol� thc

[Kim07 Proposition 2]. Gia lìgouc aplìthtac, h an�lush periorÐzetai sto ex c

se mh idi�zousec elleiptikèc kampÔlec me exÐswsh E: y2 � x3 � αx� β.

Prìtash 1.1.2. 'Estw E{K: y2 � x3 � αx� β. Ta akìlouja eÐnai isodÔnama:

(i). H E eÐnai mh id�zousa.

(ii). 4α3 � 27β2 � 0.

(iii). To polu¸numo x3 � αx� β den èqei pollaplèc rÐzec.

Apìdeixh. piq ô piiq. 'Estw P � px0, y0q idi�zon shmeÐo thc E. 'Eqoume�Bf
Bx


P

�
�Bf
By


P

� 0 ô �3x2
0 � α � 2y0 � 0

charpKq�2ô y0 � 0, α � �3x2
0 ô

ô x3
0 � αx0 � β � 0, α � �3x2

0 ô 4α3 � 27β2 � 0.

piq ô piiiq. E�n x0 eÐnai pollapl  rÐza tou x3 � αx � β, tìte x3
0 � αx0 � β � 0

kai px3 � αx� βq1 |x0� 3x2
0 � α � 0. Epomènwc to px0, 0q eÐnai idi�zon shmeÐo thc

kampÔlhc, sÔmfwna me tic parap�nw isodunamÐec.
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Efaptìmenec eujeÐec kai shmeÐa tom c. Se k�je shmeÐo P � px0, y0q mÐac
elleiptik c kampÔlhc E : fpx, yq � 0, oi merikèc par�gwgoi

�
Bf
Bx

�
P
kai

�
Bf
By

	
P
den

mhdenÐzontai tautìqrona afoÔ h E eÐnai mh idi�zousa. Sunep¸c, h efaptìmenh

eujeÐa thc E sto P , TP , orÐzetai mh tetrimmèna wc

TP :

�Bf
Bx


P

� px� x0q �
�Bf
By


P

� py � y0q � 0. (1.2)

'Estw t¸ra eujeÐa L : αx � βy � γ � 0 � A2pK̄q. H E eÐnai trÐtou bajmoÔ

kai to K̄ eÐnai algebrik� kleistì, �ra h L tèmnei thn E se trÐa, ìqi kat' an�gkh

diakekrimèna, shmeÐa. Ex�llou, ìpwc sto R2, ètsi kai se k�je afinikì epÐpedo dÔo

diakekrimèna shmeÐa orÐzoun akrib¸c mia eujeÐa. Ta parap�nw kajistoÔn dunatì

ton orismì ajroÐsmatoc dÔo shmeÐwn miac elleiptik c kampÔlhc.

Orismìc 1.1.3. (Kanìnac qord c efaptomènhc). 'Estw elleiptik  kampÔlh E

kai P,Q P E kai R to trÐto shmeÐo tom c thc eujeÐac PQ (efaptìmenh sthn E an

P � Q). Tìte wc P �Q orÐzetai to trÐto shmeÐo tom c thc eujeÐac OR.

Gewmetrik  epopteÐa tou kanìna ajroÐsmatoc 1.1.3 se kampÔlh uper�nw tou R
faÐnetai sta parak�tw diagr�mmata gia tic peript¸seic P � Q kai P � Q. Ed¸

wc P �Q jewreÐtai to shmeÐo R1.

1. P � Q.

15



2. P � Q.

Je¸rhma 1.1.4. Mia elleiptik  kampÔlh E efodiasmènh me pr�xh ton kanìna

qord c - efaptomènhc sunist� Abelian  om�da.

Apìdeixh. (i). ('Uparxh oudèterou stoiqeÐou). An P � O, tìte PQ � OQ,

epomènwc to R eÐnai to trÐto shmeÐo tom c thc OQ kai �ra to Q eÐnai to

trÐto shmeÐo tom c thc OR. ProkÔptei ìti

P �Q � O�Q � Q.

OmoÐwc an Q � O paÐrnoume

P �Q � P � O � P.

(ii). ('Uparxh antÐjetou stoiqeÐou). EÐnai profanèc apì ton orismì tou kanìna

ìti ta P �Q,R,O eÐnai ta trÐa shmeÐa tom c thc eujeÐac OR me thn E. Wc

ek toÔtou, isqÔei ìti

pP �Qq �R � O. (1.3)

H p1.3q gia Q � O gÐnetai pP �Oq�R � Oñ R � �P , dhlad  to antÐjeto
stoiqeÐo enìc tuqaÐou shmeÐou P eÐnai to trÐto shmeÐo tom c thc eujeÐac OP

me thn E.

(iii). (Prosetairistikìthta). H apìdeixh eÐnai makroskel c lìgw periptwseologÐac

kai o anagn¸sthc mporeÐ na anatrèxei sto [Sil86 III.2.2.(e)].
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(iv). (Metajetikìthta). Apì to gegonìc ìti oi eujeÐec PQ, QP tautÐzontai.

%

'Opwc se k�je prosjetik  om�da, orÐzoume to m-ostì pollapl�sio enìc shmeÐou

P me m P Z wc

rmsP � P � � � � � Ploooooomoooooon
m forèc

, m ¡ 0

r0sP � O

r�msP � rmsp�P q, m   0.

Prìtash 1.1.5. (Algebrik  èkfrash tou kanìna qord c - efaptomènhc). 'Estw

kampÔlh E: y2 � x3 � αx � β kai shmeÐa P � pxP , yP q, Q � pxQ, yQq P EztOu.
Tìte prokÔptei ìti to shmeÐo R � P �Q dÐnetai apì touc parak�tw tÔpouc:

(i). E�n xP � xQ tìte eÐte

paq. R � O eÐte

pbq. xR � λ2 � xP � xQ, yR � �λxR � ν,

ìpou λ � 3x2
P � α

2yP
kai ν � �x3

P � αxP � 2β

2yP
.

(ii). E�n xP � xQ tìte xR � λ2 � xP � xQ, yR � �λxR � ν,

ìpou λ � yQ � yP
xQ � xP

kai ν � xQyP � xPyQ
xQ � xP

.

Apìdeixh. (i). xP � xQ ñ y2
P � y2

Q ñ yP � �yQ.

paq. yP � �yQ, epomènwc to Q eÐnai to summetrikì wc proc �xona 0x shmeÐo

tou P , dhlad  to trÐto shmeÐo tom c thc eujeÐac OP me thn E. Apì to

Je¸rhma 1.1.4 èqoume ìti Q � �P ô R � O.

pbq. yP � yQ ñ P � Q. H efaptìmenh eujeÐa TP èqei exÐswsh λx� ν � y

ìpou

λ � 3x2
P � α

2yP
kai ν � �x3

P � αxP � 2β

2yP
.

'Apì ton Orismì 1.1.3 prokÔptei ìti to R eÐnai to summetrikì wc proc

�xona 0x tou shmeÐou tom c thc TP me thn E. Oi suntetagmènec pxR, yRq
upologÐzontai

xR � λ2 � xP � xQ

yR � �λxR � ν.
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(ii). xP � xQ. 'Opwc kai sthn perÐptwsh piiq.pbq mìno pou antÐ thc TP jewroÔme

thn eujeÐa PQ: λx� ν � y, ìpou

λ � yQ � yP
xQ � xP

kai ν � xQyP � xPyQ
xQ � xP

.

%

AntÐstoiqoi tÔpoi up�rqoun kai gia th genik  perÐptwsh pou h E orÐzetai apì thn

exÐswsh (1.1) (bl. [Sil86 III.2.3]).

Pìrisma 1.1.6. 'Estw elleiptik  kampÔlh E. To sÔnolo

EpKq � pE XK2q Y tOu

eÐnai upoom�da thc E.

Apìdeixh. AfoÔ to K eÐnai s¸ma, oi upologismoÐ stouc tÔpouc thc Prìtashc

1.1.5 ekteloÔntai entìc tou K.

%

Elleiptikèc kampÔlec uper�nw peperasmènwn swm�twn. Sthn krupto-

grafÐa, oi elleiptikèc kampÔlec orÐzontai uper�nw peperasmènwn swm�twn Fq
pl jouc q � pr, ìpou p eÐnai h qarakthristik  tou s¸matoc. 'Opwc proanafèr-

jhke, ja perioristoÔme sthn perÐptwsh ìpou p � 2, 3. H algebrik  kleistìth-

ta enìc peperasmènou s¸matoc eÐnai to s¸ma F̄ � �
i¥1 Fqi , to opoÐo den eÐnai

peperasmèno. EntoÔtoic, sÔmfwna me to Pìrisma 1.1.6, to sÔnolo EpFqq apoteleÐ
peperasmènh om�da. H t�xh thc EpFqq den mporeÐ mporeÐ na eÐnai megalÔterh apì

2q � 1, sunupologÐzontac kai to O, afoÔ gia k�je x P Fq to polÔ dÔo zeÔgh

tou efinikoÔ epipèdou mporoÔn na eÐnai lÔseic thc y2 � x3 � αx � β � 0. 'Ena

austhrìtero fr�gma dÐnetai apì to epìmeno shmantikì je¸rhma.

Je¸rhma 1.1.7. (Je¸rhma Hasse).

| #EpFqq � q � 1 |¤ 2
?
q .

Apìdeixh. [Sil86 V.1.1]. %

Orismìc 1.1.8. 'Estw t � q � 1 � #EpFqq. H elleiptik  kampÔlh E kaleÐtai

uperidi�zousa (supersingular), e�n p � t. Diaforetik�, h E kaleÐtai sun jhc

(ordinary).
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H posìthta t onom�zetai Ðqnoc (trace) thc E kai apì to Je¸rhma 1.1.7 èqoume ìti

| t |¤ 2
?
q. Oi uperidi�zousec kampÔlec eÐnai mÐa idiaÐterhc shmasÐac kathgorÐa

elleiptik¸n kampul¸n, tìso gia thn elleiptik  kruptografÐa ìso kai gia thn

kruptografÐa zeÔgmatoc, ìpwc ja doÔme se epìmena kef�laia.

MporoÔme t¸ra na d¸soume èna upologistikì par�deigma ìswn anafèrjhkan se

aut n thn enìthta, shmei¸nontac ìti gia kampÔlec E{Fq o kanìnac ajroÐsmatoc

stereÐtai gewmetrik c ermhneÐac kai apodÐdetai mìno algebrik� apì touc tÔpouc

thc Prìtashc 1.1.5.

Par�deigma 1.1.9. 'Estw elleiptik  kampÔlh E{F23: y2 � x3 � x. H om�da

EpF23q sunÐstatai apì ta parak�tw 24 shmeÐa:

O (0,0) (1,5) (1,18)

(9,5) (9,18) (11,10) (11,13)

(13,5) (13,18) (15,3) (15,20)

(16,8) (16,15) (17,10) (17,13)

(18,10) (18,13) (19,1) (19,22)

(20,4) (20,19) (21,6) (21,17)

Πίνακας 1.1. Η ομάδα EpF23q.

'Estw P � p1, 5q, Q � p9, 18q. Tìte apì touc tÔpouc thc Prìtashc 1.1.4

λ � p18� 5q{p9� 1q � 13{8 � 13 � 3 � 16

ν � p9 � 5� 1 � 18q{p9� 1q � 27{8 � 27 � 3 � 12

epomènwc to shmeÐo R � P �Q � pxR, yRq upologÐzetai

xR � λ2 � xP � xQ � 162 � 1� 9 � 3� 10 � �7 � 16

yR � �λxR � ν � �16 � 16� 12 � �268 � �15 � 8

dhlad  R � p16, 8q P EpF23q.
To Ðqnoc thc E eÐnai t � #EpFqq � q � 1 � 24 � 23 � 1 � 0 kai fusik� 23 � 0,

dhlad  h E eÐnai uperidi�zousa.

1.2 Rhtèc Sunart seic kai Diairètec

'Estw E{K: fpx, yq � 0 kai xfpx, yqy � tgpx, yq � fpx, yq | gpx, yq P Krx, ysu
to kÔrio ide¸dec tou daktulÐou Krx, ys pou par�getai apì to fpx, yq. Wc da-

ktÔlio suntetagmènwn (coordinate ring)KrEs thc E orÐzoume ton daktÔlio phlÐko

Krx, ys{ xfpx, yqy. H E eÐnai an�gwgh, to opoÐo isodunameÐ me ìti aq to xfpx, yqy
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eÐnai pr¸to ide¸dec kai bq o KrEs eÐnai akèraia perioq  [Kun05 Corollary 1.12].

OrÐzetai loipìn wc sun jwc to s¸ma phlÐko tou KrEs, to opoÐo sumbolÐzetai

KpEq. Entel¸c parìmoia orÐzontai o K̄rEs kai to K̄pEq.
Orismìc 1.2.1. To s¸ma phlÐko K̄pEq kaleÐtai to s¸ma sunart sewn (function

field) thc E. Ta stoiqeÐa tou K̄pEq onom�zontai rhtèc sunart seic (rational

functions).

Ex orismoÔ, dÔo rhtèc sunart seic g1{h1, g1{h2 tautÐzontai ann g1h2 � g2h1.

MÐa rht  sun�rthsh eÐnai diaÐresh kl�sewn isodunamÐac

gpx, yq � xfpx, yqy
hpx, yq � xfpx, yqy ,

epeid  ìmwc sta shmeÐa thc kampÔlhc E h fpx, yq ex orismoÔ mhdenÐzetai, k�-

je kl�sh rpx, yq � xfpx, yqy P K̄rEs orÐzei kal¸c, mèsw tou antipros¸pou thc

rpx, yq, mÐa poluwnumik  sun�rthsh E ÝÑ K̄. MporoÔme epomènwc na gr�foume

ta stoiqeÐa tou daktulÐou poluwnÔmwn wc poluwnumikèc sunart seic kai tic rhtèc

sunart seic wc phlÐka poluwnÔmwn.

MÐa mh mhdenik  rht  sun�rthsh r orÐzetai sto shmeÐo P � O, an mporeÐ na

grafeÐ wc r � g{h, g, h P K̄rEs me hpP q � 0. An h f den ìrÐzetai sto P ,

gr�foume fpP q � 8. O orismìc thc r sto O apaiteÐ gn¸seic jewrÐac algebrik¸n

kampul¸n pou xefeÔgoun apì touc skopoÔc thc paroÔsac ergasÐac. Apì kajar�

upologistik  skopi�, èqoume ìti gia k�je k P K̄rEs h exÐswsh thc kampÔlhc E

epitrèpei antikajist¸ntac touc ìrouc y2n, n P N me thn par�stash px3�αx�βqn,
na grafeÐ to k se kanonik  morf  wc

kpx, yq � Spxq � yT pxq P K̄rEs.

Sth sunèqeia orÐzetai wc bajmìc tou a h posìthta

degpkq � maxt2 � degxpSq, 3� 2 � degxpT qu. (1.4)

ìpou degxpSq, degxpT q oi bajmoÐ twn poluwnÔmwn Spxq, T pxq. B�sei tou bajmoÔ

enìc stoiqeÐou tou daktulÐou suntetagmènwn orÐzoume gia thn r � g{h

rpOq �

$''&
''%

0, degpgq   degphq
αg
αh
, degpgq � degphq

8, degpgq ¡ degphq
(1.5)

ìpou αg, αh oi suntelestèc kÔriwn ìrwn twn g, h se kanonik  morf .

Par�deigma 1.2.2. JewroÔme thn kampÔlh E{F7: y2 � x3� x� 1 kai th rht 

sun�rthsh
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r � g{h � x5 � 2x2y � y2 � 1

2x4 � 3y3 � 5
. Antikajist¸ntac ton ìro y2 me x3 � x� 1 èqoume

r � x5 � 2x2y � px3 � x� 1q � 1

2x4 � 3px3 � x� 1qy � 5
� px5 � x3 � x� 2q � yp2x2q
p2x4 � 5q � yp3x3 � 3x� 3q

'Ara degpgq � maxt2 � 5, 3� 2 � 2u � 10 kai degphq � maxt2 � 4, 3� 2 � 3u � 9 kai

telik� apì p1.5q paÐrnoume rpOq � 8.

Prìtash 1.2.3. 'Estw f, g P K̄rEs. IsqÔei ìti

degpf � gq � degpfq � degpgq.

Apìdeixh. 'Estw fpx, yq � Sf pxq � yTf pxq kai gpx, yq � Sgpxq � yTgpxq. Tìte

f � g � pSf pxq � yTf pxqq � pSgpxq � yTgpxqq � Sf �gpxq � yTf �gpxq
ìpou antikajist¸ntac ton ìro y2 me x3 � αx� β èqoume

Sf �gpxq � Sf pxqSgpxq � px3 � αx� βqTf pxqTgpxq kai
Tf �gpxq � Tf pxqSgpxq � TgpxqSf pxq.

H p1.5q dÐnei

degpf � gq � maxt2 � degpSf �gq, 3� 2 � degpTf �gqu

'Omwc

degpSf �gq � maxtdegpSf q � degpSgq, 3� degpTf q � degpTgqu
degpTf �gq � maxtdegpTf q � degpSgq, degpTgq � degpSf qu

(1.6)

DiakrÐnoume tic ex c peript¸seic:

(i). degpfq � 2 � degpSf q kai degpgq � 2 � degpSgq. Sunep¸c

2 � degpSf q ¥ 3� 2 � degpTf q
2 � degpSgq ¥ 3� 2 � degpTgq

+
ñ

2 � pdegpSf q � degpSgqq ¥ 2 � p3� degpTf q � degpTgqq
degpSf q ¥ degpTf q
degpSgq ¥ degpTgq

,/.
/-ñ

degpSf q � degpSgq ¥ 3� degpTf q � degpTgq
2 � pdegpSf q � degpSgqq ¥ p3� 2 � degpTf qq � 2 � degpSgq
2 � pdegpSf q � degpSgqq ¥ p3� 2 � degpSf qq � 2 � degpTgq

,/.
/-

p1.6qñ
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degpSf �gq � degpSf q � degpSgq
2 � degpSf q � degpSgq ¥ 3� 2 � degpTf �gqu

+
ñ

2 � degpSf �gq ¥ 3� 2 � degpTf �gq ñ
degpf � gq � 2 � degpSf �gq � 2 � degpSf q � 2 � degpSgqq � degpfq � degpgq.

An�loga ergazìmaste gia tic upìloipec peript¸seic:

(ii). degpfq � 2 � degpSf q kai degpgq � 3� 2 � degpTgq.

(iii). degpfq � 3� 2 � degpTf q kai degpgq � 2 � degpSgq.

(iv). degpfq � 3� 2 � degpTf q kai degpgq � 3� 2 � degpTgq.

%

Orismìc 1.2.4. 'Ena shmeÐo P thc E onom�zetai rÐza an fpP q � 0 kai pìloc an

fpP q � 8.

Orismìc 1.2.5. 'Estw P P E. Mia rht  sun�rthsh u eÐnai par�metroc omoi-

omorfÐac (uniformizing parameter, uniformizer) gia to shmeÐo P an èqei tic ex c

idiìthtec:

(i). upP q � 0.

(ii). p@f P K̄pEqzt0uqpDd P Z, s P K̄pEqq : pspP q � 0,8q ^ pf � ud � sq.

Gia sunart seic f P K̄pEqzt0u me fpP q � 0,8, tetrimmèna gr�foume f � u0 � f .
To je¸rhma pou akoloujeÐ, exasfalÐzei thn Ôparxh paramètrou omoiomorfÐac gia

k�je shmeÐo mia elleiptik c kampÔlhc.

Je¸rhma 1.2.6. 'Estw P P E kai eujeÐa L: λx� µy� ν � 0 pou dièrqetai apì

to P kai den ef�ptetai sthn E. Tìte h L eÐnai par�metroc omoiomorfÐac gia to

shmeÐo P .

Apìdeixh. [Men93 2.22]. %

Pìrisma 1.2.7. MÐa par�metroc omoiomorfÐac gia shmeÐo P P E: x3 � αx� β

eÐnai h sun�rthsh

(i). upx, yq � x� xP , e�n P � pxP , yP q � O kai h t�xh tou P den eÐnai 2.

(ii). upx, yq � y, e�n h t�xh tou P eÐnai 2.
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(iii). upx, yq � x

y
, e�n P � O.

Apìdeixh. Ja deÐxoume pr¸ta ìti

rankpP q � 2 ô r2sP � P � P � 0 ô P � �P 1.1.5ô yP � �yP ô yP � 0. (1.7)

(i). 'Amesa èqoume upP q � xP � xP � 0. Apì thn (1.2), h efaptìmenh eujeÐa

TP èqei exÐswsh

�p3x2
P � αxP q � px� xP q � 2yP py � yP q � 0

kai eÐnai di�forh thc x � xP � 0 afoÔ p1.7q ñ yP � 0. Lìgw tou Jewr -

matoc 1.2.6, h upx, yq � x�xP eÐnai par�metroc omoiomorfÐac gia to shmeÐo

P .

(ii). p1.7q ñ yP � 0, �ra upP q � yP � 0. Epiplèon

TP : x� xP � 0

pou eÐnai di�forh thc upx, yq � y, epomènwc lìgw tou Jewr matoc 1.2.6, h

upx, yq � y eÐnai par�metroc omoiomorfÐac gia to shmeÐo P .

(iii). To ìti upOq � 0 prokÔptei apì tic (1.4), (1.5) kai apì to gegonìc pwc

degpxq � 2, degpyq � 3. 'Estw t¸ra f � g{h P K̄pEqzt0u me fpP q P t0,8u
(mh tetrimmènh perÐptwsh). Apì (1.4) èqoume d � degpfq � degpgq � 0.

Efarmìzontac thn Prìtash 1.2.3 prokÔptei

degpydfq � degpxdgq � pdegpydq � degpfqq � pdegpxdq � degpgqq
� 3d� degpfq � 2d� degpgq
� d� degpfq � degpgq � 0

kai �ra rpy
x
qdfpx, yqspOq � 0. Gr�foume thn f wc

f � px
y
qd � rpy

x
qdfpx, yqs.

H upx, yq � x

y
eÐnai loipìn par�metroc omoiomorfÐac.

%
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Orismìc 1.2.8. 'Estw P P E kai u par�metroc omoiomorfÐac gia to shmeÐo P .

OrÐzoume t�xh mÐac sun�rthshc f � g{h P K̄pEqzt0u kai gr�foume ordP pfq ton
arijmì d P Z ¸ste

f � ud � s,
ìpou s P K̄pEq : spP q R t0,8u. An to P eÐnai rÐza thc f , tìte lème ìti to P èqei

poluplokìthta ordP pfq, en¸ an to P eÐnai pìloc thc f , tìte lème ìti to P èqei

poluplokìthta �ordP pfq.
H epìmenh prìtash apodeiknÔei ìti o parap�nw orismìc eÐnai kalìc.

Prìtash 1.2.9. (Monadikìthta tou arijmoÔ d). 'Estw u, v par�metroi omoiomor-

fÐac gia to shmeÐo P P E kai f P K̄pEqzt0u.
An f � ud � s kai f � vd

1 � t me s, t P K̄pEq : spP q, tpP q R t0,8u, tìte d � d1.

Apìdeixh. AfoÔ oi u, v eÐnai par�metroi omoiomorfÐac up�rqoun α, β P Z kai rhtèc

sunart seic q, r P K̄pEq: qpP q, rpP q R t0,8u ¸ste

u � vα � q
v � uβ � r . (1.8)

Oi exis¸seic (1.8) dÐnoun

u � uαβ � qpα.
EÐnai profanèc ìti mÐa par�metroc omoiomorfÐac den mporeÐ na eÐnai mhdenik 

sun�rthsh, �ra up�rqei rht  sun�rthsh u�1. Epomènwc isqÔei ìti

uαβ�1 � qpα � 1 ñ αβ � 1

diìti diaforetik� ja eÐqame ruαβ�1 � qpαspP q P t0,8u. An α � β � �1 èqoume

u � v�1q ô uv � q ñ qpP q � upP qvpP q � 0

pou eÐnai �topo apì thn epilog  thc q. Upoqrewtik� loipìn α � β � 1 kai �ra

f � ud � s � vd
1 � t � puqqd1 � t � ud

1pqd1 � tq ñ ud�d
1 � qd

1 � ts�1.

Apì thn epilog  twn q, s, t isqÔei qd
1 � ts�1 � 0. SumperaÐnoume ìti

d� d1 � 0 ô d � d1.

%

Diajètoume plèon ìla ta ergaleÐa ¸ste na orÐsoume thn ènnoia tou diairèth. H

om�da diairet¸n mÐac elleiptik c kampÔlhc E, DivpEq, eÐnai h eleÔjerh abelian 

om�da pou par�getai apì ta shmeÐa thc kampÔlhc.
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Orismìc 1.2.10. 'Enac diairèthc (divisor) D P DivpEq eÐnai èna tupikì �jroi-

sma shmeÐwn

D �
¸
PPE

nP pP q,

ìpou to pl joc twn mh mhdenik¸n nP P Z eÐnai peperasmèno.

To �jroisma dÔo diairet¸n sthn DivpEq orÐzetai wc¸
PPE

nP pP q �
¸
PPE

mP pP q �
¸
PPE

pnP �mP qpP q.

To sÔnolo supppDq � tP P E | nP � 0u onom�zetai forèac (support) tou D.

O bajmìc tou D eÐnai to �jroisma

degpDq �
¸
PPE

nP .

Oi diairètec mhdenikoÔ bajmoÔ sunistoÔn upoom�da thc DivpEq, h opoÐa sum-

bolÐzetai Div0pEq.

Diairètec apì rhtèc sunart seic. 'Estw f � g{h P K̄pEq. To pl joc

twn riz¸n kai twn pìlwn thc f eÐnai peperasmèno kaj¸c fr�ssetai apì to pl joc

twn riz¸n twn poluwnÔmwn gpx, yq, hpx, yq. Autì shmaÐnei pwc ta shmeÐa ìpou h

f èqei mh mhdenik  t�xh eÐnai peperasmèna. MporoÔme epomènwc na orÐsoume to

diairèth thc f wc to tupikì �jroisma

divpfq �
¸
nP PE

ordP pfqpP q. (1.9)

An u par�metroc omoiomorfÐac gia tuqaÐo shmeÐo P kai f � ud � s, g � ud
1 � t,

tìte f � g � ud�d
1 � pstq kai f{g � ud�d

1 � ps{tq. Sunep¸c
ordP pf � gq � ordP pfq � ordP pgq
ordP pf{gq � ordP pfq � ordP pgq.

Efarmìzontac tic parap�nw sqèseic sto �jroisma ìlwn twn shmeÐwn thc E tou

orismoÔ (1.9), prokÔptoun oi parak�tw qr simec sqèseic.

divpf � gq � divpfq � divpgq
divpf{gq � divpfq � divpfq. (1.10)

'Enac diairèthc D P DivpEq gia ton opoÐo up�rqei f P K̄pEq ¸ste D � divpfq
onom�zetai kÔrioc. ApodeiknÔetai [Sil86 II.3.1] ìti k�je kÔrioc diairèthc eÐnai

mhdenikoÔ bajmoÔ. DÔo diairètec D1, D2 kaloÔntai isodÔnamoi wc proc th sqèsh

�, e�n h diafor� touc eÐnai kÔrioc diairèthc, dhlad 
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D1 � D2 ô Df P K̄pEq : D1 �D2 � divpfq.
ParathroÔme ìti an D1 � D1

1 kai D2 � D1
2 tìte D1 � D2 � D1

1 � D1
2. Sunep¸c

to sÔnolo kl�sewn isodunamÐac DivpEq{ � gÐnetai om�da an efodiasteÐ me thn

kal¸c orismènh pr�xh

rD1s ` rD2s � rD1 �D2s.
H om�da phlÐko DivpEq{ � kaleÐtai om�da Picard thc E kai sumbolÐzetai PicpEq.
Wc om�da kl�sewn diairet¸n (divisor class group) thc E orÐzoume thn om�da

Pic0pEq � Div0pEq{ � .

L mma 1.2.11. H apeikìnish

σ : E ÝÑ Pic0pEq
σpP q ÞÝÑ rpP q � pOqs

eÐnai omomorfismìc om�dwn.

Apìdeixh. 'Estw P,Q P E, PQ � lpx, yq : λx� µy � ν � 0 kai R to trÐto shmeÐo

tom c thc PQ me thn E. H t�xh thc sun�rthshc lpx, yq eÐnai mh mhdenik  mìno

stic rÐzec (ta shmeÐa tom c me thn EztOu) kai touc pìlouc thc (to shmeÐo O).

DiakrÐnoume tic ex c peript¸seic:

(i). µ � 0. Tìte lpx, yq : λx� ν � 0 kai λ � 0. Gia to shmeÐo O èqoume ìti

λx� ν �
�
x

y


�2

�
�
x

y


2

� pλx� νq � λx3 � νx2

x3 � αx� β

kai apì to Pìrisma 1.2.7.(iii)

degpλx3 � νx2q � degpx3 � αx� βq � 6 ñ r
�
x

y


2

lpx, yqspP q R 0,8 ñ

ñ ordOplq � �2.

AfoÔ h PQ eÐnai k�jeth ston �xona x, isqÔei ìti R � O kai �ra oi rÐzec

thc lpx, yq eÐnai akrib¸c ta shmeÐa P,Q. Ex�llou, gnwrÐzoume ìti o bajmìc

tou divplq eÐnai mhdèn, �ra upoqrewtik�

divplq �
#
pP q � pQq � 2pOq, P � Q

2pP q � 2pOq, P � Q
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(ii). µ � 0. Me parìmoia an�lush katal goume ìti ordOplq � �2 kai �ra

divplq �
#
pP q � pQq � pRq � 3pOq, P � Q

2pP q � pRq � 3pOq, P � Q

Se k�je perÐptwsh loipìn mporoÔme na gr�youme

divpλx� µy � νq � pP q � pQq � pRq � 3pOq

.

OmoÐwc gia thn eujeÐa OR : x� xR � 0 paÐrnoume

divpx� xRq � pRq � pP �Qq � 2pOq.

AfairoÔme kat� mèlh kai èqoume

divpλx� µy � νq � divpx� xRq � pP q � pQq � pP �Qq � pOq p1.10qñ

pP �Qq � pOq � pP q � pOq � pQq � pOq � divpλx� µy � ν

x� xR
q ñ

rpP �Qq � pOqs � rpP q � pOq � pQq � pOqs ñ
rpP �Qq � pOqs � rpP q � pOqs ` rpQq � pOqs ñ

σpP �Qq � σpP q ` σpQq.
%

Me b�sh to L mma 1.2.11 apodeiknÔetai to akìloujo basikì je¸rhma:

Je¸rhma 1.2.12. 'Estw diairèthc D � °PE
nP pP q mhdenikoÔ bajmoÔ. O D

eÐnai kÔrioc an kai mìno an °
PE
rnP sP � O.

Apìdeixh. JewroÔme ton omomorfismì tou L mmatoc 1.2.11 P
σÞÝÑ rpP q � pOqs.¸

PPE

rnP sP � Oô σp
¸
PPE

rnP sP q � 0� ô
¸
PPE

nPσpP q � 0� ô

¸
PPE

nP rpP q � pOqs � 0� ô r
¸
PPE

nP pP qs a r
¸
PPE

nP pOqs � 0� ô

rDs a r0 � pOqs � 0� ô rDs � 0� ,

dhlad  o D eÐnai kÔrioc.

%
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O Orismìc 1.2.10 epekteÐnetai se k�je algebrik  kampÔlh kai apoteleÐ eidik 

èkfrash tou diairèth Weil (Weil divisor) gia algebrikèc pollaplìthtec. Oi di-

airètec eÐnai èna ergaleÐo me efarmog  se merik� apì ta spoudaiìtera jewr -

mata thc jewrÐac algebrik¸n kampul¸n, me qarakthristikìtero Ðswc par�deigma

to je¸rhma Riemann-Roch pou leitourgeÐ wc sundetikìc krÐkoc metaxÔ thc alge-

brik c kai thc topologik c prosèggishc mÐac kampÔlhc [Ste94 §4.3]. Ed¸ diatup¸-

noume èna aparaÐthto je¸rhma gia ton orismì twn zeugm�twn Tate kai Weil, gnw-

stì kai wc nìmoc amoibaiìthtac tou Weil.

Je¸rhma 1.2.13. 'Estw f, g P K̄pEq. Tìte

fpdivpgqq � gpdivpfqq.

Apìdeixh. [BSS05 IX.Appendix] kai [CC90 §7]. %

1.3 To zeÔgma Tate

O upologismìc tou zeÔgmatoc Tate p�nw se peperasmèna s¸mata, prot�jhke apì

touc G.Frey kai H.G.Rück [FR94], [FMR99] . Arqik¸c dÐnoume ton genikì orismì

tou zeÔgmatoc Tate, ìpwc eis gage o J.Tate [Tat57], gia elleiptikèc kampÔlec.

JewroÔme elleiptik  kampÔlh E{K0 kai n P Z� sqetik� pr¸to me th qara-

kthristik  tou s¸matoc K0. Gia tuqaÐo s¸ma F , ìpou K0 � F � K̄ orÐzoume tic

ex c upoom�dec tic EpF q:

• H upoom�da twn shmeÐwn m-sustrof c (m-torsion points) eÐnai

EpF qrms � tP P EpF q | rmsP � Ou

dhlad  h upoom�da twn stoiqeÐwn thc EpF q pou h t�xh touc diaireÐ to m.

Gia F � K̄ gr�foume apl¸c Erms.

• H mEpF q � trmsP | P P EpF qu.

• To sÔnolo phlÐko EpF q{mEpF q pou eÐnai om�da, afoÔ h mEpF q eÐnai kano-
nik  wc upoom�da abelian c om�dac.

Je¸rhma 1.3.1. 'Estw elleiptik  kampÔlh E{Fq, q � pr. E�n m P Z� :

gcdpm, qq � 1 tìte Erms � Zm � Zm � Zm ` Zm. E�n m � pe tìte

Erpes �
#
tOu, uperidi�zousa

Zpe , sun jhc
(1.11)
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Apìdeixh. [Sil86 3.6.4, 5.3.1]. %

OrÐzoume to sÔnolo twn n-ost¸n riz¸n thc mon�dac Un � tu P K̄ | un � 1u kai
K � K0pUnq thn epèktash tou K pou par�getai apì to Un. OrÐzoume epÐshc thn

upoom�da pK�qn � tun | u P K�u thc pollaplasiastik c om�dac K�.

An oi foreÐc tou diairèth rht c sun�rthshc f kai enìc diairèthD � °PPE nP pP q
mhdenikoÔ bajmoÔ eÐnai xènoi metaxÔ touc, orÐzoume thn posìthta

fpDq �
¹

PPsupppDq

fpP qnP . (1.12)

L mma 1.3.2. 'Estw D P Div0pEq, f P K̄pEq: supppdivpfqq X supppDq � H.

Tìte gia k�je g � c � f , c P K�

fpDq � gpDq.
Apìdeixh. IsqÔei ìti supppdivpfqq � supppdivpgqq kai epomènwc orÐzetai h posì-

thta gpDq. An D � °PPE nP pP q tìte
°
PPE nP �

°
PPsupppDq nP � 0 kai �ra

gpDq �
¹

PPsupppDq

gpP qnP �
¹

PPsupppDq

prc � f spP qqnP � c
°
PPsupppDq nP �

¹
PPsupppDq

fpP qnP

� c0 �
¹

PPsupppDq

fpP qnP � fpDq.

%

Orismìc 1.3.3. 'Estw P P EpKqrns kai f P KpEq ¸ste divpfq � npP q �
npOq. 'Estw epÐshc Q P EpKq kai diairèthc D P Div0pEq ¸ste D � pQq � pOq
kai supppdivpfqq X supppDq � H. Wc zeÔgma Tate (Tate pairing) orÐzoume thn

apeikìnish

x, yn : EpKqrns � EpKq{nEpKq ÝÑ K�{pK�qn

xP,Qyn � fpDq.
Ja deÐxoume thn orjìthta tou OrismoÔ 1.3.3. Ta Q, fpDq eÐnai antiprìswpoi
twn sumplìkwn Q� nEpKq P EpKq{nEpKq kai fpDq � pK�qn P K�{pK�qn antÐ-

stoiqa. H Ôparxh rht c sun�rthshc ¸ste divpfq � npP q � npOq exasfalÐzetai
apì to ìti P P EpKqrns ô rnsP � O � rnsO. Ex�llou, ènac diairèthc mhdenikoÔ
bajmoÔ D me tic idiìthtec tou orismoÔ mporeÐ na brejeÐ eÔkola epilègontac shmeÐo

S R tO,�Q,P, P � Qu kai orÐzontac D � pQ � Sq � pSq: tìte degpDq � 0 kai

apì to Je¸rhma 1.2.12

D �Q� O � Oô pDq � pQq � pOq.
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Epiplèon èqoume supppdivpfqq X supppDq � tQ�S, SuX tP,Ou � H, epomènwc

fpDq �
¹

PPsupppDq

fpP qnP � fpQ� Sq
fpSq � 0 ñ fpDq P K�.

L mma 1.3.4. Gia dÔo opoiad pote shmeÐa P P EpKqrns, Q P EpKq h eikìna

xP,Qyn den exart�tai apì thn epilog  twn f,D.

Apìdeixh. 'Estw f1, f2 kai D1, D2 pou plhroÔn tic proôpojèseic tou OrismoÔ

1.3.3. Ja deÐxoume ìti oi f1pD1q kai f2pD2q eÐnai antiprìswpoi tou Ðdiou sumplìkou
thc om�dac phlÐko K�{pK�qn, dhlad  ìti up�rqei r P K� : f1pD1q � f2pD1qrn.
Gia k�poia stajer� c P K, f2 � c � f1, afoÔ

divpf1q � divpf2q � npP q � npOq p1.10qñ divpf1{f2q � 0,

dhlad  h f1{f2 eÐnai stajer . Apì to L mma 1.3.2 èqoume f1pD1q � f2pD1q kai
f1pD2q � f2pD2q kai mporoÔme loipìn na epilèxoume f � f1   f � f2 qwrÐc na

ephreasteÐ to apotèlesma. An D1 � D2 � pQq � pOq kai oi foreÐc twn D1, D2

eÐnai xènoi me ton forèa tou diairèth thc f , tìte gia k�poia g P K̄pEq èqoume

D1 � D2 � divpgq ô
¸

supppD1q

n1
P pP q �

¸
supppD2q

n2
P pP q �

¸
supppdivpgqq

ngP pP q.

supppdivpgqq � supppD1q Y supppD2q ñ supppdivpgqq X supppdivpfqq � H,

sunep¸c

fpD1q � fpD2 � divpgqq �
¹

PPsupppD2�divpgqq

fpP qn1
P �

�
¹

PPsupppD2q

fpP qn2
P �

¹
PPsupppdivpgqq

fpP qngP �

� fpD2q � fpdivpgqq 1.2.13� fpD2q � gpdivpfqq �

� fpD2q � gpnpP q � npOqq � fpD2q � pgpP q
gpOq q

n.

AfoÔ P,O R supppgq èqoume ìti gpP q
gpOq P K

�. Shmei¸noume epÐshc thn anagkaiì-

thta thc qr shc tou nìmou amoibaiìthtac tou Weil sthn apìdeixh twn parap�nw

isot twn.

%
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To zeÔgma Tate uper�nw peperasmènwn swm�twn. 'Estw E{Fq, q � pr.

Tìte K � FqpUnq eÐnai peperasmènh epèktash tou K0. O mikrìteroc akèraioc k

¸ste Fqk � K onom�zetai bajmìc emb�ptishc (embedding degree) thc E wc proc

n. Apì th jewrÐa peperasmènwn swm�twn èqoume ìti o bajmìc emb�ptishc k eÐnai

o mikrìteroc akèraioc ¸ste

n � qk � 1 � #F�
qk . (1.13)

Sunep¸c to zeÔgma Tate uper�nw tou peperasmènou swm�toc Fq orÐzetai wc

x, yn : EpFqkqrns � EpFqkq{nEpFqkq ÝÑ F�
qk{pF�

qkqn,

pP,Qq x,ynÞÝÑ fpDq .
Shmantik  parat rhsh eÐnai pwc h eikìna xP,Qyn � fpDq den eÐnai mÐa sugkekri-
mènh tim  all� kl�sh isodunamÐac sthn om�da F�

qk
{pF�

qk
qn, k�ti genik¸c anepi-

jum to stic efarmogèc. To prìblhma xepern�tai uy¸nontac thn eikìna sthn
qk�1
n

-ost  dÔnamh: an P1, P2 P EpFqkqrns kai Q1, Q2 P EpFqkq{nEpFqkq ¸ste

xP1, Q1yn, xP2, Q2yn na eÐnai antiprìswpoi thc Ðdiac kl�shc, tìte gia k�poia sta-

jer� c P F�
qk

: xP1, Q1yn � xP2, Q2yn � cn. Epomènwc

pxP1, Q1ynq
qk�1
n � pxP2, Q2yn � cnq

qk�1
n � pxP2, Q2ynq

qk�1
n � cqk�1 � pxP2, Q2ynq

qk�1
n .

Suqn� sth bibliografÐa, orÐzetai enallaktik� to anhgmèno zeÔgma Tate (reduced

Tate pairing) uper�nw tou Fq

tnpP,Qq � xP,Qy
qk�1
n

n .

Je¸rhma 1.3.5. 'Estw E{Fq, akèraioc n P Z ¸ste gcdpcharpFqq, nq � 1 kai

èstw Fqk � FqpUnq. Tìte to zeÔgma Tate ikanopoieÐ tic ex c idiìthtec:

(i). Digrammikìthta pBilinearityq:
gia k�je P, P1, P2 P EpFqkqrns kai Q,Q1, Q2 P EpFqkq{nEpFqkq :

xP1 � P2, Qyn � xP1, QynxP2, Qyn
xP,Q1 �Q2yn � xP,Q1ynxP,Q2yn.

(ii). Mh ekfulismìc pNon-degeneracyq:

p@P P EpFqkqrnsztOuqpDQ P EpFqkq{nEpFqkqq : xP,Qyn � 1 kai

p@Q P rEpFqkq{nEpFqkqsztnEpFqkquqpDP P EpKqrnsq : xP,Qyn � 1.
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Apìdeixh. (i). 'Estw P3 � P1 � P2 kai g, f1, f2 ¸ste

pP3q � pOq � pP1q � pOq � pP2q � pOq � divpgq
divpf1q � npP1q � npOq
divpf2q � npP2q � npOq.

Uy¸nontac thn pr¸th isìthta sth n-ost  dÔnamh kai prosjètontac kat� mèlh

èqoume

divpf1 � f2 � gnq � npP3q � npOq.
'Estw diairèthc D � pQq � pOq : supppDq X tP1, P2, P3,Ou � H. Tìte

xP1 � P2, Qyn � xP3, Qyn � rf1 � f2 � gnspDq � f1pDq � f2pDq � gpDqn

to opoÐo eÐnai isodÔnamo me xP1, Qyn � xP2, Qyn, afoÔ gpDqn P pF�
qk
qn.

'Estw Q3 � Q1 � Q2 kai diairètec D1 � pQ1q � pOq, D2 � pQ2q � pOq. Tìte

D1 �D2 � pQ1q � pOq � pQ2q � pOq � pQ1 �Q2q � pOq � pQ3q � pOq kai afoÔ
supppD1 � D2q � supppD1q Y supppD2q, èqoume ìti an gia tuqaÐa f orÐzetai h

tim  fpD1 �D2q, tìte orÐzontai kai oi fpD1q, fpD2q epomènwc

xP,Q1 �Q2yn � xP,Q3yn � fpD1 �D2q � fpD1q � fpD2q
to opoÐo eÐnai isodÔnamo me xP,Q1yn � xP,Q2yn .

(ii). [FR94 Proposition 2.1] kai [Hess04 Theorem 3].

%

To tropopoihmèno zeÔgma Tate. H idiìthta tou mh ekfulismoÔ tou zeÔg-

matoc Tate exasfalÐzei thn Ôparxh enìc shmeÐou Q P pEpKq{nEpKqqztnEpKqu
¸ste xP,Qyn � 1 (kai antÐstoiqa gia to deÔtero ìrisma). Autì eÐnai arketì apì

majhmatik c skopi�c, sthn pr�xh ìmwc endiaferìmaste kai gia thn eÔresh enìc

tètoiou shmeÐou. Gia to lìgo autì, suqn� lamb�netai mia parallagmènh ekdoq 

tou klasikoÔ orismoÔ, qwrÐc fusik� na q�netai h idiìthta thc digrammikìthtac. H

mèjodoc pou ja parousi�soume ofeÐletai ston Verheul [Ver01] kai qrhsimopoieÐ

paramorfwtikèc apeikonÐseic.

Orismìc 1.3.6. 'Estw elleiptik  kampÔlh E{Fq, q � pr, n P Z : gcdpp, nq � 1

kai P P EpFqqrns. MÐa paramorfwtik  apeikìnish (distortion map) wc proc P

eÐnai ènac endomorfismìc φ P EndpEq pou apeikìnizei to P se èna shmeÐo φpP q
grammik¸c anex�rthto tou P .

Gia ènan endomorfismì φ isqÔoun ta ex c:
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• AfoÔ h φ eÐnai omomorfismìc isqÔei ìti φpOq � O, epomènwc h φ den mporeÐ

na eÐnai paramorfwtik  apeikìnish wc proc O.

• φpErnsq � Erns, dhlad  φ P EndpErnsq. Sunep¸c φpP q P Erns.
• Apì to Je¸rhma 1.3.1, h Erns par�getai apì dÔo grammik¸c anex�rthta

shmeÐa thc kai mÐa b�sh thc eÐnai h tP, φpP qu. 'Etsi, e�n Erns � EpFqq,
tìte h eikìna φpP q den an kei sthn EpFqq. Epiplèon, h om�da EpFqqrns eÐnai
kuklik  kai ènac genn tor�c thc eÐnai to P .

Sto epìmeno l mma parajètoume ènan isodÔnamo qarakthrismì twn uperidiazous¸n

kampul¸n.

L mma 1.3.7. Mia elleiptik  kampÔlh eÐnai uperidi�zousa an kai mìno an o

daktÔlioc twn endomorfism¸n EndpEq eÐnai mh metajetikìc.

Apìdeixh. [Sil86 V.3.1& III.9.4]. %

Prìtash 1.3.8. 'Estw sun jhc elleiptik  kampÔlh E{Fq q � pr, n P Z :

gcdpp, nq � 1 kai P P EpFqqrns. E�n Erns � EpFqq, tìte den up�rqei paramor-

fwtik  apeikìnish wc proc P .

Apìdeixh. 'Estw ìti up�rqei paramorfwtik  apeikìnish wc proc P , φ kai φpP q �
Q R EpFqq, afoÔ Erns � EpFqq. JewroÔme ton endomorfismì Frobenius sthn

q-ost  dÔnamh

Fq : px, yq ÞÝÑ pxq, yqq,
o opoÐoc stajeropoieÐ ta shmeÐa tou Fq. Pr�gmati, pxq, yqq � px, yq ô xq � x � 0,

yq � y � 0 kai ta polu¸numa xq � x � 0, yq � y � 0 èqoun to polÔ q rÐzec en¸

k�je stoiqeÐo Fq eÐnai rÐza touc apì to je¸rhma tou Euler. SumperaÐnoume ìti ta

stajer� shmeÐa thc Fq eÐnai akrib¸c ta zeÔgh px, yq P F2
q. Epomènwc

FqpφpP qq � FqpQq � Q � φpP q � φpFqpP qq ñ Fq � φ � φ � Fq
kai �ra o EndpEq eÐnai mh metajetikìc, pou eÐnai �topo apì to L mma 1.3.7.

%

SÔmfwna me thn Prìtash 1.3.8, gia mÐa meg�lh kl�sh sun jwn kampul¸n den

up�rqei paramorfwtik  apeikìnish. AntÐjeta, o E.Verheul èdeixe ìti gia ìlec tic

uperidi�zousec kampÔlec mporoÔn p�nta na brejoÔn paramorfwtikèc apeikonÐseic

wc proc ta shmeÐa thc om�dac Erns, ìpou n pr¸toc kai n � p [Ver04 Theorem 5].

Autì eÐnai èna apì ta pleonekt mata thc qr shc uperidiazous¸n kampul¸n sthn

kruptografÐa zeugm�twn, all� ìqi to spoudaiìtero, ìpwc ja faneÐ sthn enìthta

1.5.
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Se mÐa kampÔlh E{Fq, gia thn opoÐa up�rqei paramorfwtik  apeikìnish φ wc

proc ìla ta shmeÐa thc ektìc tou O, to tropopoihmèno zeÔgma Tate, (modified

Tate pairing) orÐzetai wc

xP,Qyφn � xP, φpQqyn.

Je¸rhma 1.3.9. 'Estw E{Fq, n pr¸toc ¸ste n � q � 1 kai P P EpFqqrnsztOu.
An orÐzetai tropopoihmèno zeÔgma Tate sthn kampÔlh E, tìte

xP, P yφn � 1.

Apìdeixh. AfoÔ n � q � 1 o bajmìc emb�ptishc k thc E eÐnai megalÔteroc tou 1

opìte Fq � pFqkq. Epeid  to Fqk eÐnai to mikrìtero s¸ma pou perièqei ta Fq, Un,
èqoume ìti Fq � pFqkqn. Epiplèon, h E kai to shmeÐo P orÐzontai uper�nw tou Fq,
epomènwc apì ton orismì 1.3.3 èqoume ìti

xP, P yn P Fq ñ xP, P yn � 1.

EÐnai eÔkolo na deÐxoume pwc k�je sÔmploko EpFqkq{nEpFqkq perièqei èna shmeÐo
R P Erns [Sco02]. 'Estw loipìn tuqaÐo Q P Fqk kai R P Erns pou an kei sto Ðdio

sÔmploko me to Q. Up�rqei epomènwc R1 P Fqk ¸ste Q � R � nR1. GnwrÐzoume

 dh ìti se k�je perÐptwsh to sÔnolo tP, φpP qu eÐnai mÐa b�sh tou Erns. Sunep¸c
up�rqoun λ, µ P t0, 1, . . . , n� 1u ¸ste R1 � rλsP � rµsφpP q �ra

xP,Ryn � xP,R1yn � xP,R1y � xP, rλsP � rµsφpP qyn �
� pxP, P ynqλ � pxP, φpP qynqµ � pxP, φpP qynqµ,

(1.14)

ìpou h trÐth isìthta prokÔptei lìgw digrammikìthtac. H (1.14) sunep�getai ìti

an xP, P yφn � xP, φpP qyn � 1 tìte to zeÔgma Tate eÐnai ekfulistikì, �topo.

%
Enallaktik� twn paramorfwtik¸n apeikonÐsewn, mporoÔme na qrhsimopoi soume

thn apeikìnish Ðqnouc (trace map):

Tr : EpFqkq ÝÑ EpFqq

Trppx, yqq �
k�1̧

i�0

pxqi , yqiq.

To �jroisma sumbolÐzei pr�xeic sthn EpFqkq kai �ra h apeikìnish Ðqnouc eÐ-

nai omomorfismìc. Me parìmoia an�lush prokÔptei ìti an n pr¸toc kai Q P
EpFqkqrnszEpFqqrns ¸ste TrpQq � O, tìte xTrpQq, Qyn � 1. H mèjodoc aut 

mporeÐ na efarmosteÐ kai se sun jeic elleiptikèc kampÔlec (bl. [BSS05 IX.7.4]).
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Upologismìc tou zeÔgmatoc Tate. O V.Miller [Mil86] parousÐase ènan al-

gìrijmo gia ton apodotikì upologismì tou zeÔgmatoc Weil (bl. §1.4), me th qr sh
rht¸n sunart sewn f twn opoÐwn oi diairètec eÐnai thc morf c

divpfq � ipP q � prisP q � pi� 1qpOq, i P N.

H apl  double-and-add teqnik  pou efarmìzei mporeÐ na qrhsimopoihjeÐ gia ton

upologismì tou anhgmènou zeÔgmatoc Tate. H orjìthta tou algorÐjmou sthrÐze-

tai sto epìmeno l mma.

L mma 1.3.10. 'Estw P P E{Fq kai oikogèneia sunart sewn F � pfiqiPI ¸ste
divpfiq � ipP q � prisP q � pi� 1qpOq. Oi pfiqiPI ikanopoioÔn tic ex c idiìthtec:

(i). H f1 eÐnai stajer .

(ii). An l � risP rjsP kai v eÐnai oi eujeÐec pou qrhsimopoioÔntai sto �jroisma

risP � rjsP � ri� jsP , tìte

fi�j � fi � fj � pl{vq.

Apìdeixh. H (i) eÐnai profan c gia i � 1. Gia thn (ii) èqoume ìpwc kai sthn

apìdeixh tou L mmatoc 1.2.11 ìti

divpl{vq � divplq � divpvq �
� pprisP q � prjsP q � pRijq � p3Oqq � ppRijq � pri� jsP q � p2Oqq �
� prisP q � prjsP q � pri� jsP q � pOq,

ìpou Rij to trÐto shmeio tom c thc eujeÐac l. Sunep¸c

divpfi � fj � pl{vqq � pipP q � prisP q � pi� 1qpOqq � ppjpP q � prjsP q � pj � 1qpOqq�
� pprisP q � prjsP q � pri� jsP q � pOqq �

� pi� jqpP q � pri� jsP q � pi� j � 1qpOq � divpfi�jq.
%

O algìrijmoc Miller efarmìzei to L mma 1.3.10 ekkin¸ntac apì to shmeÐo P kai

th sun�rthsh f1 � 1 ¸ste na upologistoÔn telik� ta rnsP , fnpDq � xP,Qyn.
Epilègoume S, D � pQ�Sq�pSq � pQq�pOq kai ekmetalleuìmaste thn idiìthta
1.3.9.(ii), ¸ste na upologÐzoume tic endi�mesec timèc fi�jpDq. H epilog  tou

S mporeÐ na gÐnei tuqaÐa, up�rqoun ìmwc kai nteterministikèc mèjodoi epilog c

[BSS05 §IX.8]. EpishmaÐnetai ìti e�n P P Erns, tìte divpfnq � npP q � npOq.
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O algìrijmoc Miller gia to zeÔgma Tate

EÐsodoc: P,Q P EpKq, P t�xhc n.

'Exodoc: tnpP,Qq � xP,Qy
qk�1
n

n .

1. Di�lexe kat�llhlo S P EpKq.
2. Q1 ÐÝ Q� S.

3. T ÐÝ P .

4. mÐÝ tlogpnq � 1u, f ÐÝ 1.

5. 'Oso m ¥ 0:

6. Upìlogise tic eujeÐec l, v tou ajroÐsmatoc T � T � r2sT .
7. T ÐÝ r2sT .
8. f ÐÝ f 2 � lpQ

1qvpSq
vpQ1qlpSq .

9. E�n to m-ostì bit tou n eÐnai 0 tìte:

10. Upolìgise tic eujeÐec l, v tou ajroÐsmatoc T � P .

11. T ÐÝ T � P .

12. f ÐÝ f � lpQ
1qvpSq

vpQ1qlpSq .
13. mÐÝ m� 1.

14. EpÐstreye f .

H kardi� tou algorÐjmou brÐsketai ston kÔrio brìgqo tou (grammèc 5-13), o

opoÐoc kaleÐtai brìgqoc Miller (Miller loop). Ta b mata upologismoÔ ekteloÔntai

me trìpo parìmoio tou algorÐjmou Epanalambanìmenou TetragwnismoÔ (Repeated

Squaring) gia Ôywsh dun�mewn modulo m. O arijmìc ektelèswn tou brìgqou

eÐnai logpnq kai thc prìsjeshc stic grammèc 10-12 ìsoc kai to pl joc twn mon�dwn
sth duadik  anapar�stash (b�roc Hamming) tou n. Sunep¸c, o algìrijmoc

Miller eÐnai poluwnumikoÔ qrìnou.

1.4 To zeÔgma Weil

To zeÔgma Weil prokÔptei apì ton enallaktikì orismì tou arqikoÔ orismoÔ pou

eis gage o A.Weil [Sil86 §III.8], lìgw thc dunatìthtac upologismoÔ pou prosfèrei

o pr¸toc. MÐa apìdeixh thc susqètishc twn dÔo orism¸n dÐnetai sto [CC90 §10].

Orismìc 1.4.1. 'Estw E{K0, n P Z sqetik� pr¸toc me thn qarakthristik  tou

K0 kai P,Q P Erns. 'Estw epÐshc diairètec D � pP q � pOq, D1 � pQq � pOq me
xènouc foreÐc kai rhtèc sunart seic f, g ¸ste divpfq � nD kai divpgq � nD1. To

zeÔgma Weil (Weil pairing) orÐzetai wc
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en :Erns � Erns ÝÑ Un

enpP,Qq � fpD1q
gpDq .

H Ôparxh kat�llhlwn sunart sewn f, g exasfalÐzetai apì to Je¸rhma 1.2.12 kai

thn parat rhsh ìti

P,Q P Erns ñ rnsP � rnsO � rnsQ� rnsO � O.

Ja deÐxoume t¸ra ìti o Orismìc 1.4.1 eÐnai kalìc.

Je¸rhma 1.4.2. To zeÔgma Weil èqei wc pedÐo tim¸n to Un kai h tim  enpP,Qq
eÐnai anex�rthth thc epilog c twn D,D1, f, g.

Apìdeixh. Apì to nìmo amoibaiìthtac tou Weil èqoume

penpP,Qqqn �
�
fpD1q
gpDq


n
� fpnD1q

gpnDq �
fpdivpgqq
gpnDq � gpdivpfqq

gpnDq � gpnDq
gpnDq � 1.

Epiplèon, an D2 � pQq �O, eÐnai diairèthc ¸ste supppD2q X supppDq � H, tìte

up�rqei rht  sunart sh r ¸ste D2 � D1 � divprq 'Estw t¸ra rht  sunart sh h

me divphq � nD2. Tìte divphq � divpnD1 � ndivprqq � divpg � rnq 1.3.2ñ hpDq �
rg � rnspDq kai �ra

fpD2q
hpDq � fpD1q � fpdivprqq

rg � rnspDq � fpD1q � fpdivprqq
gpDq � rnpDq � fpD1q � rpdivpfqq

gpDq � rpnDq � fpD1q
gpDq .

Entel¸c an�loga apodeiknÔetai kai h anexarthsÐa epilog c wc proc D, f .

%

Je¸rhma 1.4.3. 'Estw E{K0, n P Z sqetik� pr¸toc me thn qarakthristik 

tou K0. To zeÔgma Weil ikanopoieÐ tic ex c idiìthtec:

(i). Digrammikìthta: gia k�je P, P 1, Q,Q1 P Erns,

enpP � P 1, Qq � enpP,Qq � enpP 1, Qq,

enpP,Q�Q1q � enpP,Qq � enpP,Q1q.

(ii). Mh ekfulismìc: e�n P � O, tìte up�rqei Q P Erns ¸ste enpP,Qq � 1.

(iii). Enall�ssousa (Alternating): enpP,Qq � enpQ,P q�1.

37



Apìdeixh. (i). 'EstwD � pP q�pOq, D1 � pP 1q�pOq kaiD2 � pQq�pOq diairètec
¸ste supppDq X supppD2q � H kai supppD1q X supppD2q � H. Tìte apì to

L mma 1.2.11 ñ D�D1 � pP q � pP 1q � pOq kai supppD�D1q X supppD2q � H.

'Estw epÐshc rht  sun�rthsh h ¸ste divphq � nD�nD1. An f, f 1 oi sunart seic

pou epilègontai gia ta enpP,Qq kai enpP 1, Qq, tìte divphq � divpf � f 1q 1.3.2ñ
hpDq � rf � f 1spDq kai �ra

enpP � P 1, Qq � hpD2q
gpD �D1q �

rf � f 1spD2q
gpDq � gpD1q �

fpD2q � f 1pD2q
gpDq � gpD1q �

� enpP,Qq � enpP 1, Qq.

An�loga apodeiknÔetai kai h grammikìthta wc proc to Q.

(ii). 'Estw P P Erns : p@Q P Ernsq : enpP,Qq � 1 kai S R tO, P,�Q,P � Qu.
Tìte D � pP � Sq � p�Sq � pP q � pOq kai D1 � pQ � Sq � pSq � pQq � pOq,
epomènwc gia kat�llhlec f, g

enpP,Qq � fppQ� Sq � pSqq
gppP � Sq � pSqq �

fppQ� Sqq
fppSqq � gpDq.

AfoÔ enpP,Qq � 1 èqoume ìti

fppQ� Sqq � gpDq � fppSqq. (1.15)

Apì thn anexarthsÐa epilog c tou shmeÐou S gia thn tim  enpP,Qq, mporoÔme na
epilèxoume Q � S antÐ gia S. Ekkin¸ntac apì thn (1.15) kai me epagwg  sto n

prokÔptei ìti

fpprnsQ� Sqq � gnpDq � fppSqq QPErnsñ gnpDq � 1. (1.16)

Apì tic (1.15) kai (1.16) sumperaÐnoume ìti p@Q P Ernsq : fnppQ�Sqq � fnppSqq.
H fn paramènei stajer  gia metatopÐseic kat� Q P Erns, epomènwc apì gnwstì

je¸rhma [Sil86 III.4.10], gia k�poia h P K̄pEq : fn � h � rns, ìpou rns eÐnai o
pollaplasiasmìc P ÞÝÑ rnsP , pou eÐnai sun�rthsh epÐ wc mh stajerìc morfismìc
[Sil86 II.2.3 & III.4.2.(a)]. Proc apagwg  se �topo, upojètoume pwc h h èqei

rÐza R kai èstw R1 : rnsR1 � R. Tìte lìgw thc (1.16), h h � rns mhdenÐzetai se
ìlo to sÔnolo trnspR1 � Qq | Q P Ernsu. 'Omwc apì thn Prìtash 1.2.3 èqoume

divph � rnsq � divpfnq � n � divpfq � n2pP q � n2pOq, �ra h h � rns èqei wc mình
rÐza to shmeÐo P . Epomènwc h h eÐnai stajer  kai �ra

divph � rnsq � 0 ñ n2pP q � n2pOq � 0 ñ P � O.
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(iii). H digrammikìthta mac dÐnei

enpP �Q,P �Qq � enpP, P q � enpP,Qq � enpQ,P q � enpQ,Qq,
arkeÐ loipìn na deÐxoume ìti gia tuqaÐo shmeÐo R P Erns isqÔei ìti enpR,Rq � 1.

'Estw D,D1 � pRq � pOq ¸ste supppDq X supppD1q � H kai rhtèc sunart seic

f, f 1 me divpfq � nD kai divpf 1q � nD1. Tìte up�rqei rht  sunart sh r ¸ste

D1 � D � divprq. 'Eqoume ìti
divpf 1q � nD � n � divprq � divpf � rnq 1.3.2ñ f 1pDq � rf � rnspDq.

Sunep¸c

enpR,Rq � fpD1q
f 1pDq �

fpD1q
f 1pDq � rnpDq �

fpD1q
f 1pDq � rpnDq �

fpDq
f 1pDq � rpdivpfqq

1.2.13�

� fpDq
f 1pDq � fpdivprqq �

fpDq
f 1pDq � fpD1 �Dq �

fpDq � f 1pDq
f 1pDq � fpDq � 1.

%

'Ena polÔ shmantikì z thma pou endiafèrei stic kruptografikèc efarmogèc, eÐnai

to mègejoc tou pedÐou orismoÔ tou zeÔgmatoc Weil, dhlad  pìso meg�lh eÐnai h

el�qisth epèktash tou Fq ¸ste na perièqei to Erns. H ap�nthsh dÐnetai apì touc

R.Balasubramanian kai N.Koblitz [BK98] sto epìmeno je¸rhma.

Je¸rhma 1.4.4. 'Estw E{Fq kai n pr¸toc ¸ste n � #EpFqq kai n � q � 1.

Tìte Erns � EpFqkq ann n � qk � 1.

Apìdeixh. [BK98 Theorem 1] kai Je¸rhma 1.3.1. %

Oi proôpojèseic tou Jewr matoc 1.4.4 apoteloÔn polÔ suqn� krit rio epilog c

paramètrwn kat� to Setup ènìc sq matoc sthn kruptografÐa zeugm�twn, ìpwc

ja doÔme sto kef�laio 2.

To tropopoihmèno zeÔgma Weil. 'Estw elleiptik  kampÔlh E{Fq, q � pr

kai n � p pr¸toc. 'Estw epÐshc ìti gia up�rqei paramorfwtik  apeikìnish φ wc

proc k�je P P EpFqqrnsztOu. Tìte to tropopopoihmèno zeÔgma Weil (modified

Weil pairing) orÐzetai wc

eφnpP,Qq � enpP, φpQqq.
'Opwc kai sthn perÐptwsh tou zeÔgmatoc Tate, katal goume sto akìloujo je¸rhma:

Je¸rhma 1.4.5. 'Estw E{Fq, n pr¸toc kai P P EpFqqrns. An orÐzetai to

tropopoihmèno zeÔgma Weil sthn kampÔlh E, tìte

eφnpP, P q � 1.
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Apìdeixh. Kaj¸c to sÔnolo tP, φpP qu eÐnai b�sh thc om�dac Erns, èqoume ìti

gia tuqaÐo R P Erns up�rqoun λ, µ P t0, . . . , n � 1u ¸ste R � rλsP � rµsφpP q.
Epomènwc

enpP,Rq � enpP, rλsP � rµsφpP qq � enpP, P qλ � enpP, φpP qqµ 1.4.3.piiiq� eφnpP, P qµ.

Apì to aujaÐreto thc epilog c tou shmeÐou R, prokÔptei ìti an eφnpP, P qµ � 1,

tìte h en eÐnai ekfulistik , �topo.

%

EÐnai profanèc me thn èwc t¸ra an�lush ìti h apeikìnish Ðqnouc mporeÐ na qrhsi-

mopoihjeÐ kai gia to zeÔgma Weil.

Upologismìc tou zeÔgmatoc Weil. To 1986, o V.Miller [Mil86] parousÐase

ènan algìrijmo o opoÐoc me eÐsodo mia algebrik  kampÔlh C gènouc g, shmeÐo

P P C kai diairèth D mhdenikoÔ bajmoÔ, epistrèfei wc èxodo rht  sun�rthsh f

¸ste divpfq � D � gpP q � D1, ìpou D1 diairèthc bajmoÔ g kai D1 � gpP q ann
o D eÐnai kÔrioc. H pr¸th efarmog  tou algorÐjmou  tan o upologismìc tou

zeÔgmatoc Weil gia elleiptikèc kampÔlec ìpou g � 1.

Gia P,Q P Erns, Q � P 1, epilègontai S, T P E ¸ste ta P, P � S,Q,Q � T

na eÐnai diaforetik� metaxÔ touc. Jètoume diairètec DP � pP � Sq � pSq kai
DQ � pQ� T q � pT q. 'Estwsan fn,P , fn,Q ¸ste divpfn,P q � npP � Sq � npSq kai
divpfn,Qq � npQ� T q � npT q. To zeÔgma Weil upologÐzetai wc

enpP,Qq � fn,P pDQq
fn,QpDP q �

fn,P ppQ� T q � pT qq
fn,QppP � Sq � pSqq �

fn,P pQ� T qfn,QpSq
fn,QpP � Sqfn,P pT q .

Gia ton upologismì tou fn,P pDQq dhmiourgeÐtai ajroistik  alusÐda, exart¸menh

apì th duadik  anapar�stash tou n, apì sunart seic pfi,P qiPrts ¸ste

p@i ¤ tq : divpfi,P q � ipP � Sq � ipSq � prisP q � pOq,
oi opoÐec plhroÔn thn idiìthta (ii) tou L mmatoc 1.3.10. AfoÔ P P Erns, prokÔptei
ìti divpfn,P q � npP q � npOq � nDP . Gia th sun�rthsh ekkÐnhshc f1 isqÔei ìti

f1,P pDQq � vpQ� T q
lpQ� T q �

lpT q
vpT q ,

ìpou l, v oi eujeÐec pou qrhsimoioÔntai sto �jroisma P � S. Oi endi�mesec timèc

fi,P pDQq upologÐzontai ìpwc faÐnetai apì ton akìloujo algìrijmo:

1gia P � Q tetrimmèna isqÔei enpP,Qq � 1

40



O algìrijmoc Miller gia to zeÔgma Weil

EÐsodoc: P,Q, P Erns, S, T P E.
'Exodoc: fn,P pnpQ� T q � npT qq, ìpou divpfn,P q � npP � Sq � npSq.
1. Upìlogise tic eujeÐec l, v tou ajroÐsmatoc P � S.

2. RÐÝ P , f ÐÝ vpQ� T q
lpQ� T q �

lpT q
vpT q , f1 ÐÝ f .

3. mÐÝ tlogpnq � 1u.

4. 'Oso m ¥ 0:

5. Upìlogise tic eujeÐec l, v tou ajroÐsmatoc R �R � r2sR.
6. RÐÝ r2sR.
7. f ÐÝ f 2 � lpQ� T q

vpQ� T q �
vpT q
lpT q .

8. E�n to m-ostì bit tou n eÐnai 0 tìte:

9. Upolìgise tic eujeÐec l, v tou ajroÐsmatoc R � P .

10. RÐÝ R � P .

11. f ÐÝ f � f1 � lpQ� T q
vpQ� T q �

vpT q
lpT q .

12. mÐÝ m� 1.

13. EpÐstreye f .

An�loga upologÐzoume kai thn tim  fn,QpDP q.

1.5 Qronik  Poluplokìthta kai Belti¸seic

Parathr¸ntac touc algorÐjmouc pou parousi�sthkan stic enìthtec 1.4 kai 1.5,

gÐnetai emfanèc ìti to zeÔgma Tate upertereÐ tou zeÔgmatoc Weil apì �poyh

taqÔthtac upologismoÔ. Pio sugekrimèna, o algìrijmoc Miller ekteleÐtai dÔo

forèc gia to zeÔgma Weil, kaj¸c apaiteÐtai h eÔresh dÔo kat�llhlwn rht¸n

sunart sewn. Autì apodeiknÔetai kai majhmatik�, afoÔ suqn� h digrammik 

apeikonÐsh Weil upologÐzetai apì th sqèsh

enpP,Qq � xP,Qyn
xQ,P yn ,

ìpou h x, yn gia zeÔgoc pQ,P q P EpFqkqrns � EpFqqrns orÐzetai parìmoia me ton

Orismì 1.3.3. Sunep¸c, o anamenìmenoc qrìnoc ektèleshc eÐnai perÐpou dipl�-

sioc apì ìti gia to zeÔgma Tate, gia dedomènh kampÔlh E kai akèraio n. Oi

S.Galbraith, K.Harrison kai D.Soldera [GHS02] epishmaÐnoun pwc h diafor� eÐnai

akìmh megalÔterh lìgw tou perissìterou qrìnou pou qrei�zetai gia ton upologi-

smì thc tim c xQ,P yn apì thn xP,Qyn (oi E.Brown, E.Errthum kai D.Fu [BEF03]
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entopÐzoun peiramatik  diafor� � 70%). To meionèkthma tou zeÔgmatoc Weil den

mporeÐ na antistajmisteÐ oÔte apì thn epiplèon Ôywsh se dÔnamh pou qrei�zetai

gia ton telikì upologismì tou zeÔgmatoc Tate.

MÐa �mesh beltÐwsh thc klasik c mejìdou upologismoÔ gia to zeÔgma Tate eÐnai

h antikat�stash thc f ston algìrijmo Miller apì f1, f2 ¸ste f � f1{f2. Wc

apotelèsma, apofeÔgontai oi qronobìrec endi�mesec diairèseic. Stic grammèc 8, 12

oi f1, f2 upologÐzontai qwrist� kai h f prokÔptei apì mÐa telik  diaÐresh. Oi

P.Barretto k.�. [BKLS02], [BLS03a] apèdeixan ìti gia grammik¸c anex�rthta P,Q

isqÔei

xP,Qy
qk�1
n

n � fpQq q
k�1
n .

Epomènwc, oi posìthtec lpSq, vpSq mporoÔn na paraleifjoÔn kai oi grammèc 8, 12

na aplousteutoÔn perissìtero stic

8. f1 � f 2
1 lpQq kai f2 � f 2

2 vpQq.

12. f1 � f 2
1 lpQq kai f2 � f 2

2 vpQq.
Gia perissìterec leptomèreiec sqetik� me ta parap�nw parapèmpoume sto [BSS05

§IX.14].

KampÔlec kat�llhlec gia zeÔgmata (Pairing-friendly Curves). O upolo-

gismìc enìc zeÔgmatoc eÐnai tic perissìterec forèc h pio epÐponh diadikasÐa stic

efarmogèc thc kruptografÐac zeÔgm�twn. H epilog  mÐac kampÔlhc me paramètrouc

pou thn epitaqÔnoun eÐnai anamfisb thta to aparaÐthto pr¸to b ma sthn kataskeu 

apodotik¸n sqhm�twn. Anafèroume en suntomÐa k�poia genik� krit ria gia k�je

par�metro:

• O akèraioc n prèpei na eÐnai arket� meg�loc ¸ste to prìblhma diakritoÔ

logarÐjmou se elleiptik  kampÔlh (ECDLP) stic upoom�dec t�xhc n thc

E{Fq ìpou orÐzetai to zeÔgma, na paramènei dÔskolo gia epijèseic mejìdou

Pollard-rho (blèpe [Sti06 6.2.2]). Epiplèon protim¸ntai akèraioi n qamhloÔ

b�rouc Hamming ¸ste na perioristoÔn oi prosjèseic sto eswterikì tou

brìgqou Miller.

• Oi epijèseic MOV/FR [MOV93], [FR94] an�goun to ECDLP se om�da tou

pedÐou orismoÔ tou zeÔgmatoc sto prìblhma diakritoÔ logarÐjmou (DLP) se

upoom�da tou pedÐou tim¸n tou. Epomènwc, o bajmìc emb�ptishc k kai to

pl joc stoiqeÐwn q prèpei na eÐnai arket� meg�la ¸ste to DLP sthn Fqk
na paramènei dÔskolo gia epijèseic mejìdou Index Calculus (blèpe [Sti06

6.2.4]). EntoÔtoic, mikrèc timèc tou k eÐnai anagkaÐec kaj¸c ìlec oi pr�xeic

ekteloÔntai sto Fqk , pou eÐnai kai to mikrìtero s¸ma pou perièqei tic n-ostèc
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rÐzec thc mon�dac. Endeiktikèc timèc gia asf�leia 128-bit eÐnai n � 2256 kai

qk � 23072.

Oi pr¸tec kampÔlec pou qrhsimopoi jhkan sthn kruptografÐa zeugm�twn  tan oi

uperidi�zousec elleiptikèc kampÔlec exaitÐac tou mikroÔ bajmoÔ emb�ptis c touc.

Je¸rhma 1.5.1. Oi dunatèc timèc tou bajmoÔ emb�ptishc mÐac uperidi�zousac

elleiptik c kampÔlhc eÐnai 1, 2, 3, 4, 6.

Apìdeixh. [MOV93 4.Table 1]. %

Arqik� ta prwtìkolla kai sq mata pou parousi�sthkan sthrÐqjhkan se aut n

thn kathgorÐa kampul¸n, afoÔ gia tuqaÐa epilegmènh elleiptik  kampÔlh kai pr¸-

to p to endeqìmeno o bajmìc emb�ptishc na eÐnai mikrìc eÐnai polÔ sp�nio [BK98

Theorem 2]. H an�gkh ìmwc gia megalÔterh asf�leia kai taqÔterh ulopoÐhsh,

od ghse touc ereunhtèc na anazht soun eidikèc sun jeic elleiptikèc kampÔlec

all� kai algebrikèc kampÔlec megalÔterou gènouc. Oi A.Miyaji, M.Nakabayashi

kai S.Takano [MNT01] k.�. me th qr sh twn CM-mejìdwn (bl. [BSS99 §VIII])

gia thn kataskeu  kampul¸n dedomènwn gènouc g kai Ðqnouc t, prìteinan trìpouc

epilog c sun jwn elleiptik¸n kampul¸n pr¸thc t�xhc me k � 3, 4, 6 kai q pr¸to.

Ta apotelèsmat� touc sthrÐqjhkan sto akìloujo je¸rhma, ìpou diatup¸nontai

ta gnwst� MNT-krit ria.

Je¸rhma 1.5.2. 'Estw sun jhc elleiptik  kampÔlh E{Fq ¸ste #EpFqq �
q � 1 � t na eÐnai pr¸toc. Tìte o parak�tw pÐnakac perièqei ìlec tic dunatèc

peript¸seic gia ta zeÔgh tim¸n pq, tq ìtan k P t3, 4, 6u, l P Z.

k q t

3 12l2 � 1 �1� 6l

4 l2 � l � 1 �l   l � 1

6 4l2 � 1 1� 2l

Πίνακας 1.2.

Apìdeixh. [MNT01 Theorems 2,3,4]. %

Oi MNT-mèjodoi gr gora genikèuthkan gia timèc tou k di�forec twn 3, 4, 6

diathr¸ntac to q pr¸to [DEM02], [BLS03b]. Oi mèjodoi pou proanafèrjhkan

dèqontai wc eÐsodo mÐa epijumht  tim  gia to k kai èna k�tw fr�gma r gia thn

Ôparxh upoom�dac t�xhc pr¸tou r kai epistrèfoun pr¸to q kai kampÔlh E{Fq
pou plhroÔn tic proôpojèseic. Oi kampÔlec pou kataskeu�zontai upìkeintai ston

periorismì

ρ � logpqq{logprq ¤ 2 ô r ¤ ?
q,
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dhmiourg¸ntac ètsi èna sqetik� qamhlì �nw fr�gma gia thn t�xh thc upoom�dac.

'Opwc  tan logikì, h el�ttwsh tou lìgou ρ apotèlese kentrikì pedÐo èreunac sthn

kruptografÐa ta akìlouja qrìnia. Idanik� ja jèlame epÐshc h t�xh thc kampÔlhc

na eÐnai prwtìc arijmìc, dhlad  h zhtoÔmenh upoom�da na eÐnai h Ðdia h kampÔlh.

SpoudaÐa apotelèsmata dìjhkan apì touc P.Barreto kai M.Noehrig [BN05], oi

opoÐoi prìteinan ènan aplì algìrijmo gia kataskeu  elleiptik¸n kampul¸n pr¸-

thc t�xhc kai k � 12. Oi BN-kampÔlec, ìpwc onom�sthkan, apoteloÔn èwc s mera

apì tic kalÔterec epilogèc stic efarmogèc tìso lìgw tic taqÔthtac upologismoÔ

touc, ìso kai twn standard asfaleÐac pou epitugq�noun (bl. §2.6). Epiplèon,

sto [BN05] analÔetai mèjodoc pou odhgeÐ se timèc ρ � r{pr � 1q, gia k � 2r kai

r pr¸to. IdiaÐtero endiafèron parousi�zei kai h ergasÐa twn D.Freeman, M.Scott

kai E.Teske [FST06] , ìpou perigr�fontai kai axiologoÔntai oi kuriìterec mèjodoi

pou anaptÔjhkan èwc tìte gia kataskeu  elleiptik¸n kampul¸n kat�llhlwn gia

zeÔgmata, kai proteÐnontai kampÔlec me epijumht� qarakthristik� gia k ¤ 50.

MÐa episthmonik  diam�qh, h opoÐa af nei anoiqt� arket� erwt mata, eÐnai kat�

pìson h qr sh kampul¸n megalÔterou gènouc, kai idiaitèrwc twn uperelleiptik¸n

kampul¸n, mporeÐ na èqei emfan  pleonekt mata stic efarmogèc. MÐa uperellei-

ptik  kampÔlh C gènouc g eÐnai mia algebrik  kampÔlh me exÐswsh

C : y2 � hpxqy � fpxq,
ìpou hpxq, fpxq P Fqrxs sun jwc epilègontai ¸ste degpfpxqq � 2g � 1 kai

degphpxqq ¤ g. ParathroÔme ìti gia g � 1 èqoume thn eidik  perÐptwsh thc

elleiptik c kampÔlhc. Oi prosjèseic metaxÔ shmeÐwn kai metaxÔ diairet¸n miac

uperelleiptik c kampÔlhc mporoÔn na oristoÔn kal¸c, epomènwc eÐnai dunat  h

an�ptuxh uperelleiptik c kruptografÐac zeÔgmatoc. 'Ena apì ta spoudaiìtera

pleonèkthmata eÐnai to megalÔtero eÔroc tim¸n tou bajmoÔ emb�ptishc k mÐac

uperidi�zousac uperelleiptik c kampÔlhc (bl. [Gal01 Definition 2] gia ton orismì

thc uperidi�zousac algebrik c kampÔlhc). O S.Galbraith [Gal01] prosdiìrise èna

�nw fr�gma kpgq gia to k exart¸meno mìno apì gènoc thc kampÔlhc. Endeiktikèc

timèc dÐnontai ston epìmeno pÐnaka.

g 1 2 3 4 5 6

kpgq 6 12 30 60 120 210

Πίνακας 1.3.

Ex�llou, gia thn om�da kl�sewn diairet¸n thc C isqÔei ìti #Pic0
FqpCq � qg, �ra

gia na èqoume om�da megèjouc m bits arkeÐ na qrhsimopoi soume s¸ma m{g bits.

EntoÔtoic sthn pr�xh, oi uperelleiptikèc kampÔlec, an kai èqoun endiafèrousec
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idiìthtec, den xepernoÔn genik¸c se taqÔthta upologismoÔ tic elleiptikèc. O

lìgoc ρ pou plèon orÐzetai wc

ρ � logpqgq{logpnq � glogpqq{logpnq,

den èqei akìma proseggÐsei tic timèc pou ft�noun oi elleiptikèc kampÔlec. Sto

[KT08] epitugq�netai 3 ¤ ρ ¤ 4 gia aujaÐreth tim  tou k, en¸ sto [GV11]

parousi�zontai oikogèneiec kampul¸n me 2.25 ¤ ρ ¤ 4, fr�ssontac ìmwc to

k P r5, 35s. Apì ìso gnwrÐzoume, timèc tou ρ   2 den èqoun gÐnei akìmh efiktèc.

An sunupologÐsoume kai thn plhj¸ra apotelesmatik¸n teqnik¸n pou up�rqoun

gia kataskeu  kat�llhlwn elleiptik¸n kampul¸n, gÐnetai katanoht  h duspistÐa

thc kruptografik c koinìthtac, toul�qiston me ta shmerin� dedomèna, apènanti

sth qr sh uperelleiptik¸n kampul¸n. MÐa polÔ katatopistik  sÔgkrish kai axi-

olìghsh twn pleonekthm�twn twn elleiptik¸n kai uperelleiptik¸n kampul¸n dÐne-

tai sta praktik� twn omili¸n twn S.Galbraith, F.Hess kai F.Vercauteren [GHV07]

sta plaÐsia tou sunedrÐou PAIRING 2007. Diatup¸nontai epÐshc shmantik�

anoiqt� probl mata kai paratÐjetai ekten c sqetik  bibliografÐa.

To zeÔgma Ate. To 2006, oi F.Hess, N.Smart kai F.Vercauteren [HSV06],

akolouj¸tac ta b mata twn P.Barreto k.�. [BGhS04] sthn anaz thsh nèwn mejì-

dwn upologismoÔ zeugm�twn, eis gagan to zeÔgma Ate, periorÐzontac to pedÐo

orismoÔ tou zeÔgmatoc Tate se idioq¸rouc tou endomorfismoÔ Frobenius.

Orismìc 1.5.3. 'Estw elleiptik  kampÔlh E{Fq, kai n pr¸toc r � #EpFqq.
'Estw epÐshc T � t � 1, ìpou t to Ðqnoc thc E kai Fq : px, yq ÞÝÑ pxq, yqq o
endomorfismìc Frobenius sthn q-ost  dÔnamh. Gia Q P G2 � ErrsXKerpFq�rqsq,
P P G1 � ErrsXKerpFq�r1ssq, dhlad  FqpQq � rqsQ kai FqpP q � P . Epilègoume

rht  sun�rthsh fT,Q ¸ste divpfT,Qq � T pQq � prT sQq � pT � 1qpOq. To zeÔgma

Ate eÐnai h apeikìnish

G2 �G1 ÞÝÑ Fqk{pFqkqr

arpQ,P q � fT,QpP q.
Prìtash 1.5.4. To zeÔgma Ate ikanopoieÐ tic ex c idiìthtec:

(i). H ar eÐnai digrammik .

(ii). An k o bajmìc emb�ptishc thc E, N � gcdpT k�1, qk�1q kai T k�1 � mN ,

tìte

pxQ,P yrqm � anpQ,P qcpqk�1q{N ,

ìpou c � °k�1
i�0 T

k�1�iqi � kqk�1 mod prq.
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(iii). An r � m, tìte h ar eÐnai mh ekfulistik .

Apìdeixh. [HSV06] Theorem 1. %

Apì thn 1.5.4.(ii) ex�goume to anhgmèno zeÔgma Ate, âr � arpQ,P qpqk�1q{r P Ur.
Par�llhla orÐzetai kai mÐa diaforetik  ekdoq  tou zeÔgmatoc Ate, to sunestram-

mèno zeÔgma Ate (twisted Ate pairing). H onomasÐa proèrqetai apì mÐa eidik 

kathgorÐa isomorfism¸n metaxÔ miac elleiptik c kampÔlhc E 1 uper�nw elaqi-

stik c wc proc to bajmì epèktashc tou s¸matoc Fq kai thc E pou kaloÔntai

twists kai epitrèpoun to shmeÐo Q na lhfjeÐ apì mia diaforetik  upoom�da thc E,

apodotikìtera anaparast�simh apì thn G2.

ParathroÔme ìti o qrìnoc ektèleshc Miller twn dÔo zeugm�twn exart�tai plèon

apì to Ðqnoc t � q � 1 � #EpFqq thc kampÔlhc, to opoÐo den tugq�nei p�nta

mikrì. 'Ena k�tw fr�gma gia to pl joc ektelèsewn tou brìgqou Miller eÐnai to

logprq{φpkq, ìpou φpkq o bajmìc tou k-ostoÔ kuklotomikoÔ poluwnÔmou

Φkpxq �
¹
ukPUk

px� ukq.

KampÔlec stic opoÐec to zeÔgma Ate upologÐzetai kont� se autì to fr�gma èqoun

Ðqnoc t � r1{φpkq kai k�poiec mporoÔn na brejoÔn sta [BLS03b], [DCC05] . Ta a-

ntÐstoiqa zeÔgmata pou prokÔptoun onom�sthkan apì ton F.Vercauteren bèltista

(optimal) [Ver10]. Sthn Ðdia ergasÐa dÐnetai algìrijmoc susthmatik c paragwg c

bèltistwn Ate zeugm�twn kai h efarmog  tou se eureÐa lÐsta kat�llhlwn ellei-

ptik¸n kampul¸n. Ta bèltista zeÔgmata emfanÐzoun peiramatik� korufaÐec epidì-

seic kai ¸jhsan idiaÐtera thn prìsfath èreuna (bl. PÐnakac 1.4).

Se sÔntomo qronikì di�sthma prot�jhkan parallagèc p�nw ston arqikì Orismì

1.5.4 me skopì na antimetwpistoÔn k�poiec adunamÐec pou emfanÐzei. Oi S.Matsuda

k.�. [MKHO07] prìteinan th je¸rhsh akeraÐou S � q mod pmq, r ¥ 5, antÐ tou

T � t � 1 kai mia parìmoia allag  ston orismì tou sunestrammènou zeÔgmatoc

Ate. Ta beltistopoihmèna (optimised) zeÔgmata pou prokÔptoun upologÐzontai

toul�qiston ìso gr gora ìso to antÐstoiqo zeÔgma Tate, en¸ ftanoÔn na eÐ-

nai e¸c dÔo forèc taqÔtera. Mia genÐkeush tou orismoÔ sumbaÐnei an l�boume

Ti � pt � 1qi � qi mod prq, 0   i   k, antÐ gia T , opìte orÐzetai to zeÔg-

ma Atei: ai,npQ,P q � fTi,QpP q [ZZH07]. To kèrdoc eÐnai ìti to zeÔgma Atei
mporeÐ na upologisteÐ epitugq�nontac to bèltisto Ti � r1{φpkq se perissìterec

oikogèneiec kat�llhlwn elleiptik¸n kampul¸n . To pleonèkthma autì epaux�ne-

tai sthn peraitèrw genÐkeush tou zeÔgmatoc Atei, to zeÔgma R-ate, to opoÐo orÐze-

tai austhr� sto [LLP08]. 'Enac pio aplìc orismìc pou qrhsimopoieÐtai sun jwc

stouc upologismoÔc eÐnai o ex c:
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RA,BpQ,P q � fa,rBsQpP qr � fb,QpP q �GaB,b,QpP q,
ìpou A,B, a, b P Z : A � aB � b kai GaB,b,Q rht  sun�rthsh ¸ste

divpGaB,b,Qq � praBsQq � prbsQq � praB � bsQq � pOq.
IsqÔei ìti

divpfaB,Qq � paBqpQq � praBsQq � paB � 1qpOq �
� apBpQq � prBsQq � pB � 1qpOqq�
� paprBsQq � praBsQq � pa� 1qpOqq �

� a � divpfB,Qq � divpfa,rBsQq.
Epomènwc faB,Q � faB,Q � fa,rBsQ mèqri stajer�c, �ra

fA,QpP q � faB�b,QpP q � faB,QpP q � fb,QpP q �GaB,b,QpP q �
� faB,QpP q � fa,rBsQpP q � fb,QpP q �GaB,b,QpP q �
� fB,QpP qa �RA,BpQ,P q,

ìpou h deÔterh isìthta prokÔptei apì to L mma 1.3.10. Gia A � qi kai B � r

èqoume ìti Ti � pt� 1qi � b mod prq �ra
fqi,QpP q � far�b,QpP q � far,QpP q � fb,QpP q � far,QpP q � fTi,QpP q ñ

ñ arpQ,P q � Rqi,rpQ,P q.
Pr�gmati loipìn to zeÔgma Atei apoteleÐ eidik  perÐptwsh tou zeÔgmatoc R-ate.

Tèloc, axÐzei na anafèroume ìti o orismìc tou zeÔgmatoc Ate epekteÐnetai se

uperelleiptikèc kampÔlec ìpou, ìpwc apodeiknÔetai sto [GHO�07], h eikìna upo-

logÐzetai apeujeÐac sto Un qwrÐc na ekteleÐtai h sun jhc telik  Ôywsh se dÔnamh.

AntÐstoiqa orÐzetai kai to uperelleiptikì zeÔgma R-ate.

Parallagèc tou zeÔgmatoc Weil. To 2008, o F.Hess [Hes08] eis gage mÐa

nèa oikogèneia zeugm�twn h opoÐa sqetÐzetai �mesa me to zeÔgma Weil. Stig-

miìtupa thc oikogèneiac af noun uposqèseic gia akìma apodotikìterec mejìdouc

kataskeu c zeugm�twn, afoÔ prosfèrontai gia par�llhlo upologismì.

Je¸rhma 1.5.5. 'Estw sun jhc elleiptik  kampÔlh E{Fq me k ¥ 2 kai r ¥ 5

pr¸toc par�gontac thc #EpFqq JewroÔme prwtarqik  k-ost  rÐza s � 1 modpr2q,
hpxq � °d

i�0 hix
i P Zrxs : hpSq � 0modprq, R P EpFqkqrrs kai th monadik  monik 

rht  sun�rthsh fs,h,R, ¸ste

pfs,h,Rq �
ḑ

i�0

hipprsisRq � pOqq.
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E�n k � #AutpEq, tìte up�rqei w P Fq X Ue.k.p.p2,kq ¸ste h apeikìnish

EpFqkqrrs � EpFqkqrrs ÞÝÑ Ur.

es,hpP,Qq � w � fs,h,P pQq
fs,h,QpP q ,

na eÐnai digrammik . Epiplèon, er,s,h eÐnai mh ekfulistik  ann hpsq � 0 modpr2q.
IsqÔei ìti

er,s,hpP,Qq � erpP,Qqhpsq{r.
Apìdeixh. [Hes08 Theorem 1]. %

Prìsfata, oi D.Aranha k.�. [AKMRH11], epilègontac paramètrouc prosar-

mosènec se BN-kampÔlec kai hαpxq � p2z � 1q � p6z2 � 2zqx, hβpxq � p6z �
2q � x � x2 � x3, z P Z , ìrisan ta zeÔgmata α Weil kai β Weil kai èdeixan ìti

uperteroÔn se taqÔthta twn bèltistwn zeugm�twn Ate se ulopoi seic me ektèlesh

8 threads an� pur na. To gegonìc autì se sunduasmì me thn t�sh proc mejìdouc

par�llhlhlou upologismoÔ twn zeugm�twn kajist� pijan  thn èxodo tou zeÔg-

matoc Weil apì to ereunhtikì perij¸rio pou eÐqe brejeÐ, kaj¸c oi perissìteroi

melethtèc eÐqan epikentrwjeÐ se teqnikèc pou aforoÔsan to zeÔgma Ate kai tic

parallagèc tou.

Oloklhr¸noume thn enìthta parajètontac k�poiec apì tic korufaÐec epidìseic

upologismoÔ zeugm�twn pou shmei¸jhkan ta teleutaÐa qrìnia. Gia ìla ta apote-

lesm�ta èqoun epileqjeÐ BN-kampÔlec pou pl roun ta standards asf�leiac twn

128-bits.

ErgasÐa EÐdoc zeÔgmatoc KÔkloi upologismoÔ Epexergast c

[HMS08] R-ate 107 single core

[NNS10] bèltisto Ate 4.38� 106 single core

[BGDM�10] bèltisto Ate 2.33� 106 single core

[AKL�11] bèltisto Ate 1.573� 106 single core

[AKMRH11] bèltisto Ate 1.107� 106 8 threads/core

[AKMRH11] α Weil 0.936� 106 8 threads/core

[AKMRH11] β Weil 0.84� 106 8 threads/core

Πίνακας 1.4.

1.6 SÔnoyh KefalaÐou

Parajèsame stoiqeÐa thc jewrÐac elleiptik¸n kampul¸n kai thc jewrÐac di-

airet¸n pou eÐnai aparaÐthta gia th diatÔpwsh twn orism¸n kai thn apìdeixh
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twn idiot twn twn zeugm�twn Tate kai Weil. Melet same tropopoi seic touc

pou qrhsimopoioÔntai sthn kruptografÐa kai ton algìrijmo Miller gia ton upo-

logismì touc. Sth sunèqeia, staj kame se k�poia basik� shmeÐa pou aforoÔn

sthn qronik  poluplokìtht� tou algorÐjmou Miller kai sta krit ria epilog c

mÐac kampÔlhc kat�llhlhc gia thn kataskeu  zeugm�twn. Anafèrame ta kuriìtera

sqetik� apotelèsmata mèqri kai thn kajièrwsh twn BN-kampul¸n. Entèlei, peri-

gr�yame tic parallagèc twn zeugm�twn Tate kai Weil, Ate, R-Ate, α Weil kai β

Weil, parèqontac epiplèon mÐa lÐsta orismènwn ek twn taqÔterwn qrìnwn upolo-

gismoÔ touc.
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Kef�laio 2

Prwtìkolla, Sq mata kai

ErgaleÐa

ZeÔgmata emfanÐsthkan pr¸th for� se efarmogèc thc kruptografÐac to 1993,

ìtan oi A.Menezes, T.Okamoto kai S.Vanstone [MOV93] èdeixan ìti to ECDLP

mporeÐ mèsw tou zeÔgmatoc Weil na anaqjeÐ se prìblhma diakritoÔ logarÐjmou

(DLP) se peperasmèna s¸mata. 'Ena qrìno argìtera, oi G.Frey kai H.G.Rück

[FR94] prìteinan mÐa parìmoia epÐjesh qrhsimopoi¸ntac to zeÔgma Tate. Gia ar-

ketì kairì, oi dÔo parap�nw mèjodoi kruptan�lushc  tan ta mìna deÐgmata qr -

shc twn zeugm�twn sthn kruptografÐa, en mèrei diìti apaitoÔsan meg�lo qrìno

upologismoÔ gia ta dedomèna thc epoq c. H kat�stash �llaxe rizik� to 2000,

me tic ergasÐec twn R. Sakai, K. Ohgishi kai M. Kasahara [SOK00] kai tou

A.Joux [Jou00], opìte kai parousi�sthkan sq mata upograf c kai prwtìkol-

la antallag c kleidioÔ basismèna se zeÔgmata. 'Htan h arq  miac entatik c

ereunhtik c drasthriìthtac mèqri ta mèsa perÐpou thc perasmènhc dekaetÐac, ta

apotelèsmata thc opoÐac èjesan ta jemèlia thc kruptografÐac zeugm�twn kai

apoteloÔn mèqri s mera kÔria shmeÐa anafor�c gia touc ereunhtèc. Exèqousa

jèsh katèqei to Sq ma Kruptogr�fhshc B�sei Tautot twn (Identity-Based En-

cryption Scheme - IBE-Scheme) twn D.Boneh kai M.Franklin [BF01] , to opoÐo

èdwse pl rh ap�nthsh sto epÐ qrìnia anoiqtì er¸thma Ôparxhc ènoc tètoiou

apodeeigmèna leitourgikoÔ sq matoc apì ton [Sha85]. Sto kef�laio perigr�fontai

orismèna apì ta basikìtera prwtìkolla kai sq mata sthn kruptografÐa zeug-

m�twn, akolouj¸ntac kurÐwc th ro  tou [BSS05 §X], me anaforèc sth sqetik 

bibliografÐa ìpou eÐnai anagkaÐo.
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2.1 Ta zeÔgmata wc {maÔra kouti�}

To prohgoÔmeno kef�laio afier¸jhke se jèmata pou aforoÔn sth fÔsh kai ton

upologismì twn kuriìterwn zeugm�twn pou eÐnai gnwst� èwc t¸ra. EntoÔtoic,

up�rqoun k�poia koin� epijumht� qarakthristik� ta opoÐa epitrèpoun na antimetw-

pÐzoume se epÐpedo efarmog c ta zeÔgmata makroskopik�, dhlad  wc apeikonÐseic

metaxÔ om�dwn me sugkekrimènec idiìthtec, qwrÐc na endiafèrei h proèleus  touc.

Pio sugkekrimèna, periorÐzoume to pedÐo orismoÔ sto kartesianì ginìmeno ku-

klik¸n om�dwn t�xhc r, xP y � G1 �G2 � xQy, ìpou P,Q kat�llhla epilegmèna

shmeÐa thc kampÔlhc. To pedÐo tim¸n, ìpwc èqoume dei, eÐnai oi r-ostèc rÐzec

thc mon�dac tou Fqk , ìtan qrhsimopoioÔme to zeÔgma Weil   to anhgmèno zeÔgma

Tate. Epiplèon, e�n apaiteÐtai to zeÔgoc pP, P q na mhn apeikonÐzetai sth mon�-

da, tropopoioÔme ta zeÔgmata ìpwc stic enìthtec 1.3 kai 1.4. H ikanopoÐhsh

twn sunjhk¸n tou Jewr matoc 1.4.4, h dunatìthta tropopoÐhshc twn zeugm�twn

kai pollèc mèjodoi kataskeu c kat�llhlwn elleiptik¸n kampul¸n proôpojètoun

oi G1,G2,GT na eÐnai pr¸thc t�xhc, k�ti pou sto ex c ja ennoeÐtai ektìc e�n

dhl¸netai diaforetik�. Telik¸c odhgoÔmaste ston akìloujo orismì:

Orismìc 2.1.1. 'Estw G1,G2 prosjetikèc kuklikèc om�dec t�xhc r kai GT

pollaplasiastik  kuklik  om�da t�xhc r, ìpou r pr¸toc. MÐa apeikìnish

e : G1 �G2 ÝÑ GT

kaleÐtai zeÔgma (pairing, bilinear map) e�n ikanopoieÐ tic ex c idiìthtec:

(i). Digrammikìthta: gia k�je P, P 1 P G1, Q,Q1 P G2

epP � P 1, Qq � epP,Qq � epP 1, Qq,
epP,Q�Q1q � epP,Qq � epP,Q1q.

(ii). Mh ekfulismìc: an P,Q eÐnai genn torec twn G1,G2 antÐstoiqa tìte

epP,Qq � 1.

(iii). H er upologÐzetai apodotik�.

Apì thn 2.1.1.(i) èqoume ìti eprαsP, rβsQq � epP,Qqαβ, en¸ apì thn 2.1.1.(ii) kai

afoÔ #GT � r, h eikìna epP,Qq eÐnai genn torac thc GT . E�n G1 � G2 to zeÔgma

kaleÐtai summetrikì, diaforetik� kaleÐtai asÔmmetro. Ta summetrik� zeÔgmata

upologÐzontai se uperidi�zousec kampÔlec mèsw paramorfwtik¸n apeikonÐsewn,

en¸ ta asÔmmetra se sun jeic. Ta asÔmmetra zeÔgmata qwrÐzontai se dÔo upo-

kathgorÐec, an�loga me to an up�rqei apodotik� upologÐsimoc isomorfismìc metaxÔ

twn G2 kai G1. Sunep¸c mporoÔme na diakrÐnoume treic diaforetikoÔc tÔpouc

zeugm�twn:
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• TÔpoc 1. G1 � G2.

• TÔpoc 2. G1 � G2 kai up�rqei isomorfismìc φ : G2 ÝÑ G1 pou upologÐzetai

apodotik�.

• TÔpoc 3. G1 � G2 kai den up�rqei isomorfismìc φ : G2 ÝÑ G1 pou upo-

logÐzetai apodotik�.

Gia èna zeÔgma e TÔpou 2 jewroÔme ìti den up�rqei apodotik� upologÐsimoc

isomorfismìc ψ : G1 ÝÑ G2, diaforetik� to e mporeÐ na ermhneuteÐ isodÔnama wc

to TÔpou 1 zeÔgma e1 : pP, P 1q ÞÝÑ epP, ψpP 1qq. Wc isomorfismìc φ : G2 ÝÑ G1

mporeÐ na lhfjeÐ h apeikìnish Ðqnouc periorismènh sth G2. ParathroÔme ìti èna

zeÔgma TÔpou 1 eÐnai metajetikì, dhlad  epP,Qq � epQ,P q.
H af' uyhloÔ je¸rhsh twn zeugm�twn pou prokÔptei apì ton Orismì 2.1.1 para-

k�mptei tic austhrèc majhmatikèc leptomèreiec, all� tautìqrona krÔbei kai pollèc

idiaiterìthtec exart¸menec apì ta qarakthristik� touc. Oi S.Galbraith, K.Pa-

terson kai N.Smart [GPS08] epishmaÐnoun pwc h eukolÐa upologismoÔ, h sÔntomh

anapar�stash twn stoiqeÐwn twn G1,G2 kai h dunatìthta hashing stic G1,G2 den

eÐnai p�nta efikt� se ìlouc touc tÔpouc zeugm�twn. Parajètoun epÐshc sunoptik�

ton bajmì duskolÐac miac seir�c shmantik¸n teqnik¸n zhthm�twn gia k�je tÔpo

zeÔgmatoc, gia asf�leia 80 kai 256 bits [GPS08 Table 3]. Genik¸c isqÔei ìti ta

asÔmmetra zeÔgmata se epÐpeda asf�leiac 256 bits èqoun sÔntomec anaparast�-

seic kai ektelèseic ajroÐsewn stic G1,G2, en¸ eidik� ta zeÔgmata TÔpou 3 eÐnai

upologÐzontai taqÔtera, k�ti pou ta kajist� protimìtera stic sÔgqronec efar-

mogèc.

2.2 Probl mata basismèna se zeÔgmata

H asf�leia sthn kruptografÐa zeugm�twn basÐzetai se upojèseic upologistik c

duskolÐac k�poiwn nèwn problhm�twn pou orÐzontai p�nw stic om�dec orismoÔ  

tim¸n enìc zeÔgmatoc. Ta perissìtera apì aut� eÐnai epekt�seic tou upologi-

stikoÔ probl matoc Diffie Hellman (CDH) kai tou probl matoc apìfashc Diffie

Hellman (DDH). UpenjumÐzoume k�poiec aparaÐthtec ènnoiec kai sumbolismoÔc.

Orismìc 2.2.1. Mia sun�rthsh ε : N ÝÑ R kaleÐtai amelhtèa e�n

p@c P NqpDnc Q Nqp@n ¡ ncq : |εpnq|   1

nc
.

Perigrafik�, lème ìti mÐa sun�rthsh ε eÐnai amelhtèa e�n εpnq � opPolypnqq. Wc
antÐpalo (adversary) kaloÔme k�je non-uniform pijanotikì algìrijmo poluw-

numikoÔ qrìnou (PPT), tAkukPN, ìpou k h par�metroc asf�leiac tou sq matoc.

Suqn�, ìtan h par�metroc asf�leiac uponoeÐtai, ja gr�foume apl¸c A.
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Orismìc 2.2.2. DÔo oikogèneiec tuqaÐwn metablht¸n (t.m.) tUnunPN, tVnunPN
onom�zontai upologistik� mh diakrÐsimec (computationally indistinguishable),

e�n gia k�je PPT algìrijmo D kai k�je polu¸numo p, up�rqei x arket� meg�lou

m kouc ¸ste

| PrrDpUnq � 1s �PrrDpVnq � 1s |  1

ppnq .

SÔmfwna me ton Orismì 2.2.2, dÔo mh diakrÐsimec oikogèneiec t.m. epib�lloun

amelhtèa diafor� sthn telik  apìfash enìc PPT algorÐjmou.

Orismìc 2.2.3. 'Ena upologistikì prìblhma Πf me zhtoÔmeno thn tim  thc

eikìnac fpx1, . . . , xnq jewreÐtai dÔskolo e�n gia k�je antÐpalo A up�rqei amelhtèa

sun�rthsh εA ¸ste

PrrApx1, . . . , xn, 1
kq � fpx1, . . . , xnqs ¤ εApkq.

'Ena prìblhma apìfashc ΠR me zhtoÔmeno ton èlegqo thc sqèshc Rpx1, . . . , xnq
jewreÐtai dÔskolo e�n oi eÐsodoi px1, . . . , xnq P R kai oi tuqaÐec eÐsodoi eÐnai mh

diakrÐsimec oikogèneiec t.m. wc proc thn par�metro asf�leiac k. Oi pijanìthtec

lamb�nontai p�nw se ìlec tic eisìdouc kai tic rÐyeic nomÐsmatoc tou A.

UpenjumÐzoume ta parak�tw kajierwmèna probl mata thc kruptografÐac dhmì-

siou kleidioÔ gia pollaplastikèc1 kuklikèc om�dec t�xhc n:

Prìblhma tou diakritoÔ logarÐjmou sthn G (DLPpGqq: dedomènwn genn -
tora g kai gx P G na upologisteÐ to x P Zn.

Upologistikì prìblhma Diffie-Hellman sthn G (CDHpGqq: dedomènwn gen-
n tora g kai gx, gy P G na upologisteÐ to gxy P G.

To prìblhma apìfashc Diffie-Hellman sthn G (DDHpGqq: dedomènwn gen-
n tora g kai gx, gy, u P G na apofasisteÐ e�n u � gxy.

EÐnai gnwst  h parak�tw alusÐda poluwnumik¸n p¤Pq anagwg¸n:
DDHpGq ¤P CDHpGq ¤P DLPpGq.

SÔmfwna me ton Orismì 2.2.3, h upìjesh DDHpGq apaiteÐ oi oikogèneiec t.m.

tpn,Gq Ð Gp1kq;x, y $Ð Zn : pgx, gy, gxyquk kai
tpn,Gq Ð Gp1kq;x, y $Ð Zn : pgx, gy, gzquk ,

eÐnai mh diakrÐsimec. O sumbolismìc
$Ð dhl¸nei tuqaÐa epilog  stoiqeÐwn kai h G

eÐnai genn tria thc om�dac G, kai �ra #G � n � Polypkq.
1H epanadiatÔpwsh twn parap�nw problhm�twn gia ajroistikèc upoom�dec p�nw se elleiptikèc

kampÔlec gÐnetai eÔkola me thn bo jeia tou bajmwtoÔ ginomènou.
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Sth sunèqeia parajètoume trÐa jemeli¸dh probl mata sthn kruptografÐa zeug-

m�twn kai tic sqèseic pou up�rqoun tìso metaxÔ touc, ìso kai me ta parap�nw

probl mata. 'Estw zeÔgma e : G1 �G2 ÝÑ GT . OrÐzoume ta ex c:

Upologistikì Digrammikì Prìblhma Diffie-Hellman (Computational Bi-

linear Diffie-Hellman - CBDH): dedomènwn gennhtìrwn P,Q twn G1,G2 antÐ-

stoiqa kai rαsP , rβsP , rβsQ, rγsQ, na upologisteÐ to epP,Qqαβγ P GT .

ShmeÐwsh. To BCDHPpG1,G2q orÐzetai suqn� se summetrik� zeÔgmata gia P �
Q, opìte zhteÐtai h tim  erpP, P qαβγ.
Digrammikì prìblhma apìfashc Diffie-Hellman (Decisional Bilinear Diffie-

Hellman - DBDH): dedomènwn gennhtìrwn P,Q twn G1,G2 antÐstoiqa kai rαsP ,
rβsP , rβsQ, rγsQ, u P GT , na apofasisteÐ e�n u � epP,Qqαβγ.
To suzeuktikì prìblhma CDH (co-CDH): dedomènwn gennhtìrwn P,Q twn

G1,G2 antÐstoiqa kai rαsP , rβsQ, na upologisteÐ to rαβsP P G1.

Prìtash 2.2.4. IsqÔoun oi ex c poluwnumikèc kai pijanotikèc poluwnumikèc

p¤RPq anagwgèc:

(i). DLPpG1q ¤RP DLPpGT q kai DLPpG2q ¤RP DLPpGT q.

(ii). DDHpG1q ¤P DBDH, DDHpG2q ¤RP DBDH kai DBDH ¤P DDHpGT q.

(iii). CBDH ¤P CDHpG1q, CBDH ¤P CDHpG2q kai CBDH ¤P CDHpGT q.

(iv). CBDH ¤P co-CDH.

(v). DBDH ¤P CBDH.

Apìdeixh. Ja apodeÐxoume ta (i),(iii). An�loga apodeiknÔontai ta (ii),(iv),(v).

(i). 'Estw PPT algìrijmoc AT gia to DLPpGT q. JewroÔme ton algìrijmo
A1pP, S � rαsP q :

1. Di�lexe tuqaÐo genn tora Q thc G2.

2. uÐÝ epP,Qq, v ÐÝ epS,Qq.
3. EpÐstreyepAT pu, vqq.

To u eÐnai genn torac gia thn GT kai v � uα. Epomènwc AT pu, vq � α kai

�ra o A1 epilÔei to DLPpG1q. 'Omoia douleÔoume gia to DLPpG2q (Anagwg 
MOV/Frey-Rück).

(iii). 'Estw PPT algìrijmoc AT gia to CDHpGT q. JewroÔme ton algìrijmo
ApP,Q, S � rαsP,R � rβsP,R1 � rβsQ, T � rγsQq :
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1. uÐÝ epP,Qq, v ÐÝ epS,Qq, w ÐÝ epR, T q.
2. EpÐstreyepAT pu, v, wqq.

IsqÔei ìti v � uα, w � uβγ, �ra ApP,Q, S,R,R1, T q � epP,Qqαβγ, dhlad  o A1

epilÔei to DDHpG1q.
E�n up�rqei PPT algìrijmoc A1 gia to CDHpG1q, tìte upologÐzoume eÔkola

epA1pP, S,Rq, T q � eprαβsP, rγsQq � epP,Qqαβγ.

Tèloc, dedomènou PPT algorÐjmou A2 gia to CDHpG2q mporoÔme na epilÔsoume
to CBDH apì thn exÐswsh

epS,A2pQ,R1, T qq � eprαsP, rβγsQq � epP,Qqαβγ.

%

Om�dec q�smatoc Diffie-Hellman. Ta probl mata q�smatoc (gap problems)

eÐnai mÐa kathgorÐa problhm�twn pou eis gagan oi T.Okamoto kai D.Pointcheval

[OP01], ìpou zhteÐtai h epÐlush enìc upologistikoÔ probl matoc me th bo jeia

enìc manteÐou gia to antÐstoiqo prìblhma apìfashc. Eidikìtera, gia ta probl -

mata Diffie-Hellman orÐzetai to ex c nèo prìblhma.

Prìblhma q�smatoc Diffie Hellman sthn G (GDHpGqq: dedomènwn genn -

tora g kai gx, gy P G na upologisteÐ to gxy P G me th bo jeia manteÐou DDHpGq.
EÐnai fanerì ìti to GDHpGq parousi�zei endiafèron se om�dec ìpou to CDHpGq
jewreÐtai dÔskolo all� to DDHpGq eÐnai eÔkolo. Om�dec pou èqoun aut  thn

idiìthta onom�zontai om�dec q�smatoc Diffie-Hellman (GDH Groups) kai mporoÔn

na qrhsimopoihjoÔn se sq mata upograf¸n ìpwc parak�tw:

Sq ma Upograf¸n GDH

'Estw om�da q�smatoc Diffie-Hellman G kai g ènac genn tor�c thc. 'Estw epÐshc

sun�rthsh hash H : t0, 1u� ÝÑ G�. Gia na steÐlei o A èna tuqaÐo m numa

M P t0, 1u� upogegrammèno ston B ekteloÔntai ta ex c b mata:

1. O A epilègei mustikì kleidÐ s P Z�
n kai upologÐzeim � HpMq, thn upograf 

σ � ms kai to dhmìsio kleidÐ h � gs. Apostèllei ston B thn tri�da

ph,M, σq.

2. O B upologÐzei m � HpMq kai apodèqetai ann DDHpGqpg, h,m, σq � 1.
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H egkurìthta thc upograf c apodeiknÔetai eÔkola afoÔ

hloggpmq � mloggphq � ms � σ.

Epiplèon, CDHpGqpg, h,mq � σ, �ra h dunatìthta plastogr�fhshc an�getai sth

duskolÐa epÐlushc tou CDHpGq.
Sthn epìmenh prìtash apodeiknÔetai ìti oi om�dec tou pedÐou orismoÔ enìc zeÔg-

matoc mporoÔn na jewrhjoÔn upì proôpojèseic om�dec q�smatoc Diffie-Hellman.

Prìtash 2.2.5. 'Estw zeÔgma e : G1 �G2 ÝÑ GT . To DDHpG1q eÐnai eÔkolo
an to e eÐnai TÔpou 1 kai to DDHpG2q eÐnai eÔkolo an to e eÐnai TÔpou 2.

Apìdeixh. An to e eÐnai TÔpou 1, tìte gia k�je eÐsodo P, S � rαsP,R � rβsP, T
tou DDHpG1q elègqoume se poluwnumikì qrìno ìti

rαβsP � T ô epS,Rq � epP, T q.

Epiplèon, an to e eÐnai TÔpou 2 kai φ : G2 ÝÑ G1 apodotikìc isomorfismìc, tìte

gia k�je eÐsodo Q,S � rαsQ,R � rβsQ, T tou DDHpG2q p�li se poluwnumikì

qrìno elègqoume ìti

rαβsQ � T ô epφpSq, Rq � epφpQq, T q.

%

2.3 To Mh Dialogikì Sqhma Dianom c KleidioÔ

B�sei Tautot twn twn Sakai-Ohgishi-Kasahara

To 2000, oi R.Sakai, K.Ohgishi kai M.Kasahara [SOK00], [SOK01] qrhsimopoÐ-

hsan zeÔgmata gia na par�xoun sq mata upograf c, dianom c kleidioÔ kai kru-

ptogr�fhshc b�sei tautot twn. To èrgo touc an kai arqik� paragnwrismèno,

jewreÐtai s mera h aparq  thc kruptografÐac zeugm�twn. Eidikìtera to Mh

Dialogikì Sqhma Dianom c KleidioÔ B�sei Tautot twn (Identity-Based Non-

Interactive Key Distribution Scheme - IB-NIKDS) pou ja perigr�youme up rxe

shmantik  epirro  gia to prìtupo sq ma kruptogr�fhshc b�sei tautot twn twn

D.Boneh kai M.Franklin [BF01] .

Sthn kruptografÐa b�sei tautot twn (IBC), ìpwc thn oramatÐsthke o A.Shamir

[Sha85], mÐa Genn tria Idiwtik¸n Kleidi¸n (Private Keu Generator - PKG) dhmi-

ourgeÐ tic paramètrouc tou sust matoc kai katèqei èna mustikì kleidÐ mèsw tou

opoÐou par�gei ta idiwtik� kleidi� twn qrhst¸n. Par�llhla, ta dhmìsia klei-

di� prokÔptoun apì thn tautìthta twn qrhst¸n   k�poio �llo proswpikì touc

stoiqeÐo. Sto SOK00 ID-Based NIKDS, h PKG dhmiourgeÐ tic paramètrouc
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pr,G1,GT , eq enìc summetrikoÔ zeÔgmatoc e : G1 � G1 ÝÑ GT kaj¸c kai mÐa

sun�rthsh hash H1 : t0, 1u� ÝÑ G1 kai epilègei mustikì kleidÐ s P Z�
r . To

idiwtikì kai dhmìsio kleidÐ enìc qr sth A me tautìthta IDA eÐnai ta skA �
rssH1pIDAq, pkA � H1pIDAq antÐstoiqa. OmoÐwc gia qr sth B èqoume skB �
rssH1pIDBq, pkB � H1pIDBq. Oi A,B sumfwnoÔn sto koinì kleidÐ

KAB � epskA, pkBq � eprssH1pIDAq, H1pIDBqq �
� eppkA, skBq � epH1pIDAq, rssH1pIDBqq � epH1pIDAq, H1pIDBqqs.

Ergazìmenoi anex�rthta, oi R.Dupont kai A.Enge [DE02] epinìhsan èna parì-

moio sq ma gia asÔmmetra zeÔgmata to opoÐo genikeÔei to SOK00. H apìdeixh

asf�leiac tou DE02 prosarmìzetai eÔkola sto SOK00 ìpwc sthn epìmenh prì-

tash:

Prìtash 2.3.1. H asf�leia tou SOK00 ID-Based NIKDS an�getai sth dusko-

lÐa tou CBDH.

Apìdeixh. 'Estw epitijèmenoc E pou mporeÐ na parakoloujeÐ ta kan�lia dianom c

idiwtik¸n kleidi¸n kai èstw PPT algìrijmoc A pou epilÔei to BCDH. O E ex�gei

apì to kan�li zeÔgoc pP, rssP q, kai upologÐzei to KAB wc

ApP,H1pIDAq � rxsP, rssP,H2pIDBq � rysP q � epP, P qxsy � KAB.

%
'Ena isqurìtero apotèlesma gia thn asf�leia tou DE02 eÐnai ìti to sq ma eÐnai

isodÔnamo me to CBDH [DP02 Proposition 1&Theorem 2]. H apìdeixh gÐnetai

sto montèlo tuqaÐou manteÐou (random oracle model - ROM) [BR93], ìpou oi

sunart seic hash jewroÔntai tuqaÐec me thn ènnoia ìti gia k�je ìrisma (er¸thma)

x h eikìna (ap�nthsh) Hpxq epilègetai anex�rthta kai omoiìmorfa apì to pedÐo

tim¸n, paramènontac ìmwc stajer  gia metèpeita erwt mata x.

2.4 To Trimerèc Prwtìkollo Antallag c KleidioÔ

Enìc GÔrou tou Joux

PolÔ kont� qronik� me touc R.Sakai, K.Ohgishi kai M.Kasahara, o A.Joux

[Jou00] prìteine èna prwtìkollo antallag c kleidioÔ enìc gÔrou pou mporeÐ na

eklhfjeÐ wc to trimerèc an�logo tou klasikoÔ prwtokìllou Diffie-Hellman. Gia

na to petÔqei, ekmetalleÔthke th digrammikìthta tou zeÔgmatoc Weil.

'Estw loipìn sÔsthma me paramètrouc pr,G1,GT , e, P,Qq, ìpou P,Q grammik¸c

anex�rthtoi genn torec thc G1 � Zr`Zr. Treic qr stec tou sust matoc A,B,C
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pou epijumoÔn na epikoinwn soun epilègoun timèc α, β, γ P Z�
r antÐstoiqa. O

A apostèllei ta prαsP, rαsQq stouc B,C kai ìmoia oi B,C apostèlloun ta

prβsP, rβsQq, prγsP, rγsQq stouc �llouc dÔo qr stec. Kai oi treic pleÔrec sum-

fwnoÔn sto koinì kleidÐ

KABC � eprβsP, rγsQqα � eprαsP, rγsQqβ � eprαsP, rβsQqγ � epP,Qqαβγ.

AparaÐthth proôpìjesh gia th leitourgÐa tou prwtokìllou eÐnai na isqÔei ìti

epP,Qq � 1, to opoÐo exasfalÐzetai apì thn anexarthsÐa twn P,Q. O E.Verheul

[Ver01] sthn ergasÐa pou analÔei th mèjodo tropopoÐhshc zeugm�twn mèsw para-

morfwtik¸n apeikonÐsewn, beltÐwnei to prwtìkollo Jou00 qrhsimopoi¸ntac mona-

dikì genn tora P se tropopoihmèno zeÔgma Weil, ê. To apotèlesma eÐnai na perio-

ristoÔn oi apait seic se bandwidth kat� to  misu kaj¸c sunolik� apostèllontai

mìno ta rαsP, rβsP, rγsP . To koinì kleidÐ eÐnai to KABC � êpP, P qαβγ, ìpou
êpP, P q � 1 apì to Je¸rhma 1.4.4 .

H asf�leia tou sust matoc sthrÐzetai sto CBDH, afoÔ k�je epitejèmenoc è-

qei sth di�jes  tou stigmiìtupa tou en lìgw probl matoc. EÐnai emfanèc ìti

to prwtìkollo Jou00, ìpwc kai to prwtìkollo Diffie-Hellman, eÐnai eu�lwto se

epijèseic endi�mesou pros¸pou (man-in-the-middle attacks) [GB08 11.1.5]. Pr�g-

mati, ènac energ� summetèqwn epitijèmenoc mporeÐ na epilèxei prαsP, rαsQq kai na
sumfwn sei se koinì kleidÐ me touc B,C paraplan¸ntac touc ìti eÐnai o A. Oi

S.Al-Riyami kai K.Paterson [ARP02] antimet¸pisan apotelesmatik� to prìblhma

apofeÔgontac th qr sh upograf c gia tic apostellìmenec timèc kai èdeixan ìti h

aujentikopoÐhsh tou prwtokìllou Jou00 stereÐ opoiod pote pleonèkthma ènanti

twn kajierwmènwn prwtokìllwn me MACs. Peraitèrw anaforèc sth bibliografÐa

brÐskontai sto [BSS05 X.6.2].

2.5 To Sq ma Kruptogr�fhshc b�sei Tautot twn

twn Boneh-Franklin

H ergasÐa twn D.Boneh kai M.Franklin [BF01] sunèbale, Ðswc perissìtero apì

opoiad pote �llh, sth ragdaÐa an�ptuxh thc kruptografÐac zeugm�twn. Oi idèec

sta [SOK00], [SOK01] steroÔntai austhr c jemelÐwshc montèlwn asf�leiac, en¸

to prwtìkollo [Jou00] antimetwpÐsthke m�llon san endiafèrousa parat rhsh

par� san uposqìmenh efarmog . AntÐjeta, h dhmosÐeush tou pr¸tou qrhstikoÔ

kai apodedeigmèna asfaloÔc IBE-sq matoc 2 kajièrwse ta zeÔgmata wc ergaleÐo

thc asÔmmetrhc kruptografÐac. Sto [BF01] anaptÔssontai dÔo IBE-sq mata,

2Argìtera apokalÔpthke ìti o C.Cocks [Coc01] efhÔre èna IBE-sq ma ektìc thc kruptografÐac

zeugm�twn nwrÐtera tou [BF01], qwrÐc wstìso na to dhmosieÔsei pr¸toc.
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ìpou to pr¸to sq ma BasicIdent leitourgeÐ wc b�sh gia to pl rec apì �poyh

leitourgikìthtac kai asf�leiac deÔtero sq ma FullIdent .

To IBE-sq ma BasicIdent. To sq ma sunÐstatai apì touc algorÐjmouc Setup,

Extract, Encrypt,Decrypt wc ex c:

Setupp1kq: ìpwc sthn upodom  tou SOK00, h PKG me par�metro asf�leiac k

epilègei pr¸to r, mustikì kleidÐ s P Z�
r kai par�gei zeÔgma e : G1 � G1 ÝÑ GT ,

ìpou G1 � xP y, P0 � rssP kai H1 : t0, 1u� ÝÑ G1, H2 : GT ÝÑ t0, 1un sunart -

seic hash, ìpou n to m koc mhnum�twn. Oi dhmìsiec par�metroi tou sust matoc

eÐnai oi pr,G1,GT , e, n, P, P0, H1, H2q.
Extractps, IDq: gia tuqaÐa tautìthta ID P t0, 1u�, upologÐzetai to idiwtikì

kleidÐ dID � rssH1pIDq.
EncryptpM, IDAq: o qr sthc B gia na kruptograf sei m numa M proc ton A,

epilègei tuqaÐo t P Z�
r kai upologÐzei to kruptokeÐmeno

C � xrtsP,M `H2pepH1pIDAq, P0qtqqy.

DecryptpC, dIDAq: o A apokruptografeÐ to C � xU, V y apì th sqèsh

M � V `H2pepdIDA , Uqq.

H kruptogr�fhsh kai apokruptogr�fhsh enìc mhnÔmatoc apaiteÐ sunolik� dÔo

upologismoÔc p�nw sto zeÔgma e. H orjìthta tou sq matoc parèqetai apo th

digrammikìthta tou e kai tic akìloujec isìthtec.

V `H2pepdIDA , Uqq �M `H2pepH1pIDAq, P0qtq `H2pepdIDA , rtsP qq �
�M `H2pepH1pIDAq, rssP qtq `H2peprssH1pIDAq, rtsP qq �
�M `H2pepH1pIDAq, P qstq `H2pepH1pIDAq, P qstq �M.

EÐnai eÔkolo na doÔme se perigrafikì epÐpedo pwc, ìpwc kai sto prwtìkollo

Joux00, e�n deqtoÔme to ROM, h asf�leia tou BasicIdent exart�tai apì th dusko-

lÐa tou BCDHPpG1,G2q. 'Eqoume ìti gia k�poio x P Z�
r : rssH1pIDAq � rxsP

kai �ra ènac epitijèmenoc pou parakoloujeÐ thn kÐnhsh metaxÔ twn qrhst¸n, ìqi

ìmwc kai to kan�li dianom c twn idiwtik¸n kleidi¸n, èqei sth di�jes  tou ta

P, rssP, rtsP, rxsP . Epomènwc, an mporeÐ na upologÐsei to epP, P qstx � epdIDA , Uq,
arkeÐ na jèsei sto manteÐo to er¸thma H2pepdIDA , Uqq.
Gia na diatup¸soume austhrìtera to parap�nw, qreiazìmaste montèla asf�leiac

prosarmosmèna sthn kruptografia b�sei tautot twn. AnakaloÔme pr¸ta k�poiouc

aparaÐthtouc orismoÔc montèlwn asf�leiac gia thn klasik  kruptografÐa dhmì-

siou kleidioÔ.
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Orismìc 2.5.1. 'Estw sq ma kruptogr�fhshc dhmìsiou kleidioÔ C� pG,E,Dq,
ìpou G h genn tria idiwtik¸n kai dhmìsiwn kleidi¸n kai E,D oi algìrijmoi kru-

ptogr�fhshc kai apokruptogr�fhshc. JewroÔme to akìloujo paÐgnio metaxÔ tou

prokaloÔntoc (challenger) C kai tou antip�lou A � pA1,A2q:
PaÐgnio Mh Diakrisimìthtac (Indistinguishability Game):

1. O C me par�metro asf�leiac k ekteleÐ ton G kai ex�gei zeÔgoc kleidi¸n sk, pk.

2. O A ekteleÐ ton A1 me eÐsodo pk kai epistrèfei mhnÔmata M0,M1 kai plhro-

forÐa s.

3. O C epilègei tuqaÐo bit b P t0, 1u kai upologÐzei to kruptokeÐmeno

C � EpMb, pkq.

4. O A ekteleÐ ton A2 me eÐsodo pC, pk, sq kai epistrèfei bit b1 P t0, 1u.

O A kerdÐzei an b1 � b. Wc pleonèkthma tou A sto paÐgnio mh diakrisimìthtac

orÐzetai h posìthta

AdvINDA �| Prrb1 � bs � 1

2
| .

E�n o antÐpaloc A den èqei prìsbash se manteÐo apokruptogr�fhshc (decryp-

tion oracle) tìte lème ìti ekteleÐ epÐjesh epilog c mhnum�twn (chosen plaintext

attack - CPA). E�n mìno o A1 èqei prìsbash se manteÐo apokruptogr�fhshc

tìte o A ekteleÐ epÐjesh mh prosarmosmènhc epilog c kruptokeimènwn (non-

adaptive chosen plaintext attack - CCA1). Tèloc, ean kai oi dÔo algìrijmoi

A1,A2 èqoun prìsbash se manteÐo apokruptogr�fhshc, tìte o A ekteleÐ epÐjesh

prosarmosmènhc epilog c kruptokeimènwn (adaptive chosen plaintext attack -

CCA2). Sthn teleutaÐa perÐptwsh, den epitrèpetai ston A na jèsei er¸thma

apokruptogr�fhshc gia to kruptokeÐmeno prìklhshc C.

Orismìc 2.5.2. To sq ma kruptogr�fhshc dhmosÐou kleidioÔ C� pG,E,Dq
èqei asf�leia IND-CPA/CCA1/CCA2 e�n den up�rqei antÐpaloc pou kerdÐzei

to paÐgnio mh diakrisimìthtac me mh amelhtèo pleonèkthma ektel¸ntac antÐstoiqa

CPA/CCA1/CCA2.

EÐnai fanerì ìti to pio isqurì epÐpedo asf�leiac parèqetai apì to montèlo

IND-CCA2, to opoÐo apoteleÐ to plèon apodektì standard asf�leiac. To IND-

CCA2 apodeiknÔetai isodÔnamo me ta montèla SS-CCA2 kai NM-CCA2 pou orÐ-

zontai mèsw dÔo diaforetik¸n proseggÐsewn thc asf�leiac kruptosusthm�twn,

thc (semantic) kai thc (non-malleable) asf�leiac, pou ìmwc de ja epektajoÔme

peraitèrw (bl. [BDPR98], [WSI03]).
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Sthn kruptografÐa b�sei tautot twn, èna IBE-sq ma montelopoieÐtai apì mÐa

tetr�da CIB� pS,X,E,Dq, ìpou G h genn tria twn paramètrwn tou sust matoc,

X o algìrijmoc exagwg c idiwtikoÔ kleidioÔ kai E,D oi algìrijmoi kruptogr�fh-

shc kai apokruptogr�fhshc, ìpwc oi Setup ,Extact, Encrypt, Decrypt sto Basic-

Ident. Sto [BF01] orÐzetai èna kainoÔrgio paÐgnio pou apotup¸nei èna realistik�

sen�rio epÐjeshc gia to CIB.

Orismìc 2.5.3. 'Estw IBE-sq ma CIB� pS,X,E,Dq. JewroÔme to akìloujo

paÐgnio metaxÔ tou prokaloÔntoc C kai tou antip�lou A:

PaÐgnio Mh Diakrisimìthtac Epijèsewc Epilegmènwn Kruptokeimè-

nwn B�sei Tautot twn (Indistinguishability under Identity-Based Chosen Ci-

phertext Attack - IND-ID-CCA):

1. Setup: o C epilègei par�metro asf�leiac k kai ekteleÐ ton S dhmiourg¸ntac

tic dhmìsiec paramètrouc, tic opoÐec dÐnei ston A, kai to kÔrio kleidÐ s pou

krat� mustikì.

2. F�sh 1: o A jètei erwt mata q1, . . . , qm ìpou to qi mporeÐ na eÐnai:

• Er¸thma exagwg c idiwtikoÔ kleidioÔ xIDiy : o C ekteleÐ ton X kai apant�

apostèllontac to antÐstoiqo idiwtikì kleidÐ di ston A.

• Er¸thma apokruptogr�fhshc xIDi, Ciy : o C ekteleÐ touc X,D gia na

apokruptograf sei to kruptokeÐmeno Ci me to idiwtikì kleidÐ di kai apant�

apostèllontac to antÐstoiqo m numa.

To er¸thma qi mporeÐ na tÐjetai prosarmosmèno stic apant seic twn q1, . . . , qi�1.

3. Prìklhsh: o A epilègei tautìthta ID R tID1, . . . , IDmu kai mhnÔmata

M0,M1 kai ta apostèllei ston C. O C epilègei tuqaÐo bit b P t0, 1u kai

upologÐzei to kruptokeÐmeno C � EpMb, IDq, me to opoÐo prokaleÐ ton A.

4. F�sh 2: o A jètei nèa erwt mata qm�1, . . . , qn ìpwc sth F�sh 1 me ton

periorismì xIDiy � ID kai xIDi, Ciy � xID,Cy.
5. Apìkrish: o A manteÔei bit b1 P t0, 1u kai kerdÐzei an b1 � b.

Wc pleonèkthma tou A orÐzetai h posìthta

AdvID�CCA
A �| Prrb1 � bs � 1

2
| .

To kruptosÔsthma CIB èqei asf�leia IND-ID-CCA e�n den up�rqei antÐpaloc

pou kerdÐzei to paÐgnio IND-ID-CCA me mh amelhtèo pleonèkthma. E�n to CIB

antistèketai se antip�louc pou den èqoun th dunatìthta na jètoun erwt mata

apokruptogr�fhshc, tìte lème ìti to CIB èqei asf�leia IND-ID-CPA.
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Ta montèla asf�leiac IND-ID-CPA kai IND-ID-CCA epekteÐnoun fusik� ta

montèla IND-CPA kai IND-CCA2 antÐstoiqa. Gia to sq ma BasicIdent isqÔei to

akìloujo je¸rhma.

Je¸rhma 2.5.4. 'Estw ìti oi H1, H2 eÐnai tuqaÐa manteÐa. An to sq ma Basic-

Ident den èqei asf�leia IND-ID-CPA, tìte up�rqei PPT algìrijmoc B pou epilÔei

to CBDH me mh amelhtèo pleonèkthma.

Apìdeixh. [BF03 Theorem 4.1]. %

To IBE-sq ma FullIdent. EÐnai logikì na jewr soume ìti to BasicIdent apè-

qei apì ta epijumht� epÐpeda asf�leiac. Gia autì to lìgo metatrèpetai sto

sq ma FullIdent akolouj¸ntac thn teqnik  ubridik c kruptogr�fhshc Fujisaki-

Okamoto [FO99] ¸ste na epiteuqjeÐ asf�leia IND-ID-CCA upojètontac th dusko-

lÐa tou CBDH.

Je¸rhma 2.5.5. 'Estw kruptosÔsthma dhmosÐou kleidioÔ CPub � pG,E,Dq.
Me EpkpM ; rq sumbolÐzoume thn kruptogr�fhsh tou mhnÔmatocM upì to dhmìsio

kleidÐ pk ìtan o algìrijmoc E qrhsimopoieÐ ta tuqaÐa bits r. 'Estw epÐshc sq ma

CHyb
Pub ìpou h kruptogr�fhsh tou M orÐzetai wc

E
Hyb
pk pMq � xEpkpσ;Hpσ,Mqq, Gpσq `My,

ìpou σ kat�llhlo tuqaÐo string kai H,G kat�llhlec tuqaÐec sunart seic hash.

An to CPub èqei asf�leia IND-CPA, tìte to CHyb
Pub èqei asf�leia IND-CCA2.

Apìdeixh. [FO99 Theorem 12]. %

Wc ek toÔtou, to sq ma FullIdent kajorÐzetai apì touc algorÐjmouc Setup, Ex-

tract, Encrypt, Decrypt wc ex c:

Setupp1kq: ìpwc kai sto BasicIdent, par�gontai oi dhmìsiec par�metroi tou

sust matoc pr,G1,GT , e, n, P, P0, H1, H2q kai epiprosjètwc oi sunart seic hash

H3 : t0, 1un � t0, 1un ÞÝÑ Z�
r , H4 : t0, 1un ÞÝÑ t0, 1un.

Extractps, IDq: gia tuqaÐa tautìthta ID P t0, 1u�, upologÐzetai to idiwtikì

kleidÐ dID � rssH1pIDq.
EncryptpM, IDAq: o qr sthc B gia na kruptograf sei m numa M gia ton A

epilègei tuqaÐo σ P Z�
r , jètei t � H3pσ,Mq kai upologÐzei to kruptokeÐmeno

C � xrtsP, σ `H2pepH1pIDAq, P0qtq,M `H4pσqqy.
DecryptpC, dIDAq: o A apokruptografeÐ to C � xU, V,W y upologÐzontac σ1 �
V `H2pepdIDA , Uqq, M 1 � W `H4pσ1q kai t1 � H3pσ1,M 1q. E�n U � rt1sP , tìte
apokruptografeÐ to C wc M 1, diaforetik� aporrÐptei.
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Epekt�seic tou IBE-sq matoc FullIdent . To FullIdent pou mìlic perigr�-

yame mporeÐ na prosarmosteÐ eÔkola ¸ste na uposthrÐzei th qr sh perissìterwn

apì mÐa èmpistwn arq¸n PKG, tìso se orizìntio ìso kai se diabajmismèno epÐpedo.

Ja melet soume kai tic dÔo ekdoqèc.

H qr sh pollapl¸n PKG sto Ðdio epÐpedo gÐnetai me fusikì trìpo. K�je arq 

TAi, i � 1 . . . , n krat� mustikì ta kÔrio kleidÐ thc si kai oi dhmìsiec par�metroi

eÐnai oi pr,G1,GT , e, P, rs1sP, . . . , rsnsP,H1, H2, H3, H4q. To idiwtikì kleidÐ k�je

qr sth A upologÐzetai wc

dA �
ņ

i�1

rsisH1pIDAq � r
ņ

i�1

sisH1pIDAq.

H kruptogr�fhsh enìc mhnÔmatoc M gia ton A par�gei to kruptokeÐmeno

C � xrH3pσ,MqsP, σ `H2pepH1pIDAq,
ņ

i�1

rsisP qtq,M `H4pσqqy.

H parap�nw diadik�sia mporeÐ na epektajeÐ peraitèrw se èna sq ma katwflioÔ

Shamir (Shamir threshold scheme) me t-out-of-n meseggÔhsh kleidioÔ (key es-

crow) gia to kÔrio kleidÐ s kai kat' epèktash gia to dA (bl. [Sti06 §13.1],[BF01

§5). Gia dhmìsia gnwstèc timèc x1, . . . , xn upologÐzetai to monadikì polu¸numo p

bajmoÔ t� 1 ¸ste ppx0q � s kai ppxiq � si, i � 1 . . . , n. O A epilègei t èmpistec

arqèc TAσpiq, i � 1 . . . , t lamb�nei ta merik� idiwtik� kleidi� rsσpiqsH1pIDAq kai o
A upologÐzei to idiwtikì tou kleidÐ wc

dA �
ţ

i�1

λi,trsσpiqsH1pIDAq,

ìpou λi,t �
±t

j�1,j�i

xσpjq � x0

xσpjq � xσpiq
oi antÐstoiqoi suntelestèc Lagrange. Epiplèon,

o A mporeÐ na entopÐsei mia anèntimh arqh TAσpiq elègqontac apl�

eprsσpiqsH1pIDAq, P q � epH1pIDAq, rsσpiqsP q,

q�rh sthn eukolÐa tou DDH(G1). Efarmogèc tou sq matoc FullIdent me pol-

laplèc PKG dÐnontai metaxÔ �llwn sta [CHSS02], [MPB03].

To pr¸to leitourgikì ierarqikì IBE-sq ma (hierarchical IBE- HIBE) epino jhke

apì touc C.Gentry kai A.Silverberg [GS02] me thn èntaxh k�je ontìthtac tou

sq matoc se èna epÐpedo ierarqÐac, ìpou h mhtrik  arq  (root authority) brÐske-

tai sto epÐpedo 0. K�je ontìthta A epipèdou t ¡ 0 orÐzetai apì tic tautìth-

tec xID1
A, . . . , ID

t
Ay kai èqei wc an¸terèc tou th mhtrik  arq  kai tic ontìthtec

xID1
A, . . . , ID

i
Ay, 0   i   t. H A mporeÐ na par�gei kleidi� gia ontìthtec epipèdou
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t � 1, ìpwc orÐzei to sq ma FullHIBE, to opoÐo sunÐstatai apì touc ex c pènte

algorÐjmouc:

RootSetup: ìpwc kai sto FullIdent, h mhtrik  arq  dhmiourgeÐ to kÔrio kleidÐ

s0 kai tic dhmìsiec par�metrouc tou sust matoc

pr,G1,GT , e, P0, Q0 � rs0sP0, H1, H2, H3, H4q.
LowerLevelSetup: mÐa ontìthta epipèdou t epilègei mustikì kleidÐ st P Z�

r .

Extract: to idiwtikì kleidÐ mÐac ontìthtac Et � xID1, . . . , IDty, upologÐzetai
apì ton gonèa thc xID1, . . . , IDt�1y, o opoÐoc ekteleÐ ta akìlouja b mata:

1. UpologÐzetai to Pt � H1pID1, . . . , IDtq.
2. UpologÐzetai to idiwtikì kleidÐ St � St�1�st�1Pt kai apostèlletai asfal¸c

sthn Et. OrÐzetai S0 � 1G1 .

3. DÐnontai sthn Et oi timèc Qi � rsisP0, 1 ¤ i   t.

Encrypt: gia thn kruptogr�fhsh mhnÔmatoc M gia thn Et epilègetai tuqaÐo σ P
t0, 1u� kai upologÐzontai ta Pi � H1pID1, . . . , IDiq, 1 ¤ i ¤ t kai r � H3pσ,Mq.
To kruptokeÐmeno eÐnai to

C � xrrsP0, rrsP2, . . . , rrsPt, σ `H2pepQ0, P1qrq,M `H4pσqqy.
Decrypt: h Et apokruptografeÐ to C � xU0, U2, . . . , Ut, V,W y ektel¸ntac touc
akìloujouc upologismoÔc:

σ1 � V `H2p epU0, Stq±t
i�2 epQi�1, Uiq

q, M 1 � W `H4pσq, r1 � H3pσ1,M 1q.

E�n EncryptpxID1, . . . , IDty,M 1; r1q � xU0, U2, . . . , Ut, V y, epistrèfei M 1, di-

aforetik� aporrÐptei.

H par�leiyh thc posìthtac rrsP1 kat� thn kruptogr�fhsh den gÐnetai tuqaÐa

kaj¸c h gn¸sh thc ja epètrepe se ènan epitijèmeno na upologÐsei thn m�ska

H2pepQ0, P1qrq � H2pepQ0, rrsP1qq.
H kruptogr�fhsh apaiteÐ ènan upologismì zeÔgmatoc, all� to m koc twn krupto-

keimènwn megal¸nei ìso aux�nei to t. H apokruptogr�fhsh tou C apaiteÐ t upo-

logismoÔc zeÔgmatoc kai eÐnai efikt  gia k�je prìgono thc Et apì thn exÐswsh

V `H2p epU0, Sjq±j
i�2 epQi�1, Uiq

q � σ1.
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2.6 To Sq ma Upograf¸n twn Boneh-Lynn-Shacham

SÔntoma met� th dhmosÐeush tou [BF01], emfanÐsthkan di�fora sq mata upo-

graf¸n pou ekmetalleÔthkan thn upodom  twn BasicIdent kai FullIdent. Epidra-

stikìtero ìlwn up rxe to sq ma sÔntomwn upograf¸n twn D.Boneh, B.Lynn kai

H.Shacham [BLS01], oi opoÐoi sthrÐqjhkan epÐshc sto sq ma upograf¸n GDH

(bl. §2.2) kai sthn parak�tw genik  parat rhsh apì ton M.Naor [BF01 §5].

H parat rhsh tou Naor. K�je IBE-sq ma CIB� pS,X,E,Dq mporeÐ na meta-
trapeÐ eÔkola se sq ma upograf c DS wc ex c:

• To idiwtikì kleidÐ tou DS eÐnai to kÔrio kleidÐ s tou CIB.

• To dhmìsio kleidÐ tou DS eÐnai oi dhmìsiec par�metroi tou CIB.

• H upograf  enìc mhnÔmatoc M � ID eÐnai to kleidÐ rssM .

• H epal jeush thc upograf c gÐnetai me thn kruptogr�fhsh enìc tuqaÐou

mhnÔmatoc M 1 me to kleidÐ ID kai sth sunèqeia ton èlegqo thc isìthtac

DpEpM 1, IDq, rssIDq ?�M 1.

Sthn perÐptwsh ìpou to IBE-sq ma eÐnai to BasicIdent to sq ma upograf c

BLS sunÐstatai apì touc ex c algorÐjmouc:

Keygenp1kq: dhmiourgoÔntai to idiwtikì kleidÐ s kai to dhmìsio kleidÐ

pk � pr,G1,GT , e, n, P, rssP,Hq, ìpou H : t0, 1u� ÝÑ G1.

Signps,Mq: h upograf  enìc mhnÔmatoc M eÐnai h σ � rssHpMq.
Verifyppk,M, σq: h epal jeush thc upograf c gÐnetai me ton èlegqo thc isìthtac

epσ, P q ?� epHpMq, rssP q.
H apodotikìthta tou algorÐjmou V erify prokÔptei apì thn eukolÐa tou DDHpG1q
se zeÔgma TÔpou 1. Gia thn asf�leia tou sq matoc BLS qreiazìmaste ton epìmeno

orismì montèlou asf�leiac gia sq mata upograf c

Orismìc 2.6.1. 'Estw sq ma upograf¸n DS� pK, S,Vq. JewroÔme to akìlou-
jo paÐgnio metaxÔ tou prokaloÔntoc C kai tou antip�lou A :

PaÐgnio Uparxiak c Mh Plastogr�fhshc en�ntia se EpÐjesh Epileg-

mènwn Mhnum�twn (Existential Unforgeability against Chosen-Message At-

tacks - EUF-CMA):

1. O C ekteleÐ ton K par�gei zeÔgoc idiwtikoÔ kai dhmìsiou kleidioÔ pk, sk kai

dÐnei to pk ston A.
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2. O A jètei erwt mata upograf c gia mhnÔmataMi, i � 1, . . . ,m thc epilog c

tou kai o C apant� antÐstoiqa σi � Spsk,Miq.

3. O A ex�gei zeÔgoc pM,σq, ìpou M �Mi, i � 1, . . . ,m kai kerdÐzei e�n

Vppk,M, σq � 1.

Wc pleonèkthma tou A orÐzetai h posìthta

AdvEUF�CMA
A � PrrVppk,M, σq � 1 | pM,σq ÐÝ ASpskqppkq; ppk, skq $ÐÝ Ks,

ìpou o sumbolismìc ASpskqppkq dhl¸nei thn ektèlesh tou algorÐjmou A me eÐsodo

pk kai sumboulèc apì manteÐo S me eÐsodo sk. To DS èqei asf�leia EUF-CMA

e�n den up�rqei antÐpaloc pou kerdÐzei to paÐgnio EUF-CMA me mh amelhtèo

pleonèkthma.

Prìtash 2.6.2. To sq ma upograf¸n BLS èqei asf�leia EUF-CMA e�n h H

jewrhjeÐ tuqaÐo manteÐo, dedomènou ìti to CDHpG1q eÐnai dÔskolo.

Apìdeixh. [BLS01 Lemma 5]. %

To m koc mÐac upograf c BLS exart�tai apokleistik� apì to mègejoc anapar�-

stashc thc G1 � EpFqq kai eÐnai perÐpou logpqq bits. Basik  proôpìjesh eÐnai to

DLP(EpFqq) na paramènei dÔskolo akìmh kai se epijèseic MOV [MOV93] mèsw

tou zeÔgmatoc e. 'Etsi se pr¸th an�lush, h qr sh uperidi�zouswn elleiptik¸n

kampul¸n me bajmì emb�ptishc 6 (kai epomènwc qarakthristik c 3, apì [Men93

Table 5.2]) faÐnetai epark c gia asf�leia 80 bit. Se autì to epÐpedo epitugq�-

nontai upografèc BLS m kouc � 160 bits, arket� mikrìterec twn 1024-bit RSA

kai 320-bit DSA.

EntoÔtoic, sto pl rec paper [BLS03c] epishmaÐnetai ìti h Ôparxh eidik¸n algo-

rÐjmwn gia epÐlush tou DLP se s¸mata mikr c qarakthristik c kajist� tic upo-

grafèc BLS pio eu�lwtec se sÔgkrish me touc antagwnistèc touc. Oi D.Boneh,

B.Lynn kai H.Shacham, jewroÔn wc lÔsh thn eÔresh kampul¸n me bajmì emb�-

ptishc ¥ 10 kai EpFqq pr¸thc t�xhc, èna prìblhma pou parèmeine anoiqtì mè-

qri thn anak�luyh twn BN-kampul¸n apì touc P.Barreto kai M.Naehrig [BN05].

Dedomènhc mÐac tètoiac elleiptik c kampÔlhc, to sq ma BLS prosarmìzetai se

asÔmmetra zeÔgmata TÔpou 2 wc ex c:

Keygenp1kq: dhmiourgoÔntai to idiwtikì kleidÐ s kai to dhmìsio kleidÐ

pk � pr,G1,G2,GT , e, P2, rssP2, Hq, ìpou P2 genn torac thc G2.

Signps,Mq: h upograf  enìc mhnÔmatoc M eÐnai h σ � rssHpMq.
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Verifypparams,M, σq: h epal jeush thc upograf c gÐnetai me ton èlegqo thc

isìthtac

epσ, P2q ?� epHpMq, rssP2q.
H asf�leia tou tropopoihmènou sq matoc BLS exart�tai pleìn apì th duskolÐa

tou co-CDH stic G1,G2 jewr¸ntac thn H sto ROM. H Ôparxh apodotikoÔ iso-

morfismoÔ ψ : G2 ÝÑ G1 eÐnai aparaÐthth sthn apìdeixh ([BLS03 §4.2&Theorem

3.2] ).

Epekt�seic tou sq matoc upograf¸n BLS. Poll� sq mata upograf¸n me

endiafèrousec idiìthtec basÐsthkan se tropopoi seic twn upograf¸n BLS . Qara-

kthristik� paradeÐgmata eÐnai oi multi upografèc, threshold upografèc kai tu-

flèc upografèc (blind signatures) thc A.Boldyreva [Bol02], oi proxy upografèc

twn F.Zhang, R.Safavi kai C.Lin [ZSNL03] kai to sq ma kruptupogr�fhshc

(signcryption scheme) twn B.Libert kai J.Quisiquater [LQ04], èna ergaleÐo ìpou

kruptogr�fhsh kai h upograf  gÐnetai tautìqrona se mÐa enèrgeia. Oi Stanfield

k.�. [SBWP03] epekteÐnontac to sq ma upograf¸n BLS epinìhsan tic univer-

sal designated-verifier upografèc, ìpou o qr sthc B mporeÐ na epalhjeÔsei thn

upograf -pistopoihtikì tou A, den mporeÐ ìmwc na peÐsei k�poion �llon qr sth

gia thn egkurìtht� thc. 'Ena �llo polÔ endiafèron ergaleÐo eÐnai oi ajrois-

tikèc upografèc (aggregate signatures), oi opoÐec parousi�sthkan mazÐ me sq -

mata upograf¸n daktulÐou (ring signatures) kai verifiably encrypted upograf¸n

sthn ergasÐa twn D.Boneh k.�. [BGLS03] . Oi ajroistikèc upografèc exelÐssoun

tic multi upografèc me thn ènnoia ìti èna sÔnolo n mel¸n mporeÐ na upogr�yei

sunolik� dhmiourg¸ntac mÐa sÔntomh upograf , epark  ¸ste na peÐsei gia th

summetoq  ìlwn twn mel¸n sth diadikasÐa. Ta b mata pou ekteloÔntai eÐnai ta

akìlouja:

• Se diakekrimèna mhnÔmata Mi, i � 1, . . . ,m lamb�nontai apì ìla ta mèlh

upografèc BLS σi � HpMiq . To dhmìsio kleidÐ eÐnai to

pr,G1,G2,GT , e, P2, rs1sP2, . . . , rsmsP2, Hq.

• Oi σi ajroÐzontai sthn sunolik  upograf  σ � °m
i�1 σi P G1.

• H epal jeush gÐnetai me ton èlegqo thc isìthtac

epσ, P2q ?�
m¹
i�1

epHpMq, rsisP2q.

To paÐgnio asf�leiac gia tic ajroistikèc upografèc eÐnai parìmoio me to EUF-

CMA me th diafor� ìti sto tèloc o antÐpaloc A par�gei n � 1 nèa kleidi�
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pk2, . . . , pkm kai kerdÐzei e�n dhmiourg sei ègkurh sunolik  upograf  σ apì ta mh-

nÔmataM1, . . . ,Mm me dhmìsia kleidi� pk, pk2, . . . , pkm. H asf�leia tou sq matoc

apaiteÐ ta mhnÔmata na eÐnai diakekrimèna [BGLS03 §3.2]. O periorismìc autìc

argìtera afairèjhke apì touc M.Bellare, C.Namprempre kai G.Neven [BNN06].

2.7 KruptografÐa Dhmìsiou KleidioÔ QwrÐc

Pistopoihtik�

H entatik  èreuna se IBC efarmogèc pou akìloujhse th dhmosÐeush tou [BF01],

od ghse se mia seir� IB-sqhm�twn kruptogr�fhshc [Lyn02], [MSK02], [CHK03],

upograf¸n [Hes02], [Pat02b], [LQ03], [CC03] kai antallag c kleidioÔ [Sma02],

anapìfeukta ìmwc kai sthn anaz thsh twn peript¸sewn pou h IBC eÐnai shmantik�

protimìterh thc klasik c kruptografÐac dhmosÐou kleidioÔ (PKC). Anafèroume

k�poia basik� shmeÐa sÔgkrishc kai parapèmpoume sto [Pat02a] gia analutikìterh

prosèggish tou jèmatoc.

Aujentikìthta Paramètrwn Sust matoc: tìso sthn IBC ìso kai sthn

PKC, opoiad pote kakìboulh alloÐwsh twn paramètrwn tou sust matoc mporeÐ

na prokalèsei kai thn olik  kat�rreus  tou.

Dianom  Idiwtik¸n Kleidi¸n: sthn IBC, h ap¸leia olikoÔ elègqou enìc qr -

sth sto idiwtikì tou kleidÐ dhmiourgeÐ thn apaÐthsh Ôparxhc asfaloÔc kanalioÔ

metaxÔ qr sth kai PKG. Apì thn �llh den up�rqei h an�gkh upodom c dianom c

kleidi¸n ìpwc sthn PKC.

MeseggÔhsh KleidioÔ: h PKG se èna IB-sÔsthma èqei pl rh isqÔ p�nw stouc

qr stec, me thn ènnoia ìti mporeÐ na apokruptograf sei kruptokeÐmena pou touc

aforoÔn all� kai na plastograf sei upografèc touc. K�ti tètoio den eÐnai dunatì

stthn PKC par� mìno me sumfwnÐa metaxÔ qrhst¸n kai arq c pistopoÐhtik¸n

(certificate authority - CA). H meseggÔhsh kleidioÔ mporeÐ na antimetwpisteÐ me

th qr sh pollapl¸n PKG.

An�klhsh: sthn IBC up�rqei idiaÐterh duskolÐa sthn an�klhsh tou dhmìsiou

kleidioÔ enìc qr sth kaj¸c prokÔptei k�nontac hashing sthn tautìtht� tou. H

eÔkolh lÔsh qrhsimopoÐhshc lhxhprìjesmwn tautot twn stereÐ apì to sq ma ton

IB qarakt ra tou.

DiaqeÐrish KÔriou KleidioÔ: h exasf�lish thc mustikìthtac tou kÔriou

kleidioÔ apì thn PKG eÐnai zwtik c shmasÐac gia èna IB-sÔsthma. Autì kajist�

thn PKG basikì stìqo epÐjeshc kai epomènwc tÐjentai zht mata diaqeÐrishc kÔ-

riou kleidioÔ. H suqn  allag  tou kÔriou kleidioÔ den eÐnai p�nta sunet  lÔsh
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kaj¸c epibarÔnei to sÔsthma me thn enhmèrwsh twn paramètrwn kai twn dhmìsiwn

kleidi¸n twn qrhst¸n.

Dunatìthta DieÔrunshc: h PKG, se antÐjesh me thn CA sthn PKC den

epibarÔnetai me ton èlegqo twn pistopoihtik¸n, èqei ìmwc thn eujÔnh eggraf c

kai dhmiourgÐac idiwtik¸n kleidi¸n twn qrhst¸n. O fìrtoc ergasÐac mporeÐ na

epimeristeÐ se perissìterec PKG me th qr sh enìc ierarqikoÔ IB-sq matoc, ìpwc

sto [GS02] .

MazÐ me ta prohgoÔmena prèpei na sunupologÐsoume thn kajierwmènh empistosÔnh

pou up�rqei sthn PKC lìgw thc makrìqronhc qr shc PKC-susthmat¸n, all�

kai touc periorismoÔc pou epib�lloun di�foroi kanonismoÐ kai nomojesÐec. Gia

par�deigma, sÔmfwna me thn odhgÐa 1999/93/EC thc Eurwpaðk c 'Enwshc o qr -

sthc prèpei na èqei apokleistikì èlegqo tou idiwtikoÔ tou kleidioÔ ¸ste na ento-

pÐzontai tuqoÔsec allagèc sta dedomèna me ta opoÐa sundèetai h hlektronik 

upograf  tou. Genikìtera, h IBC faÐnetai problhmatik  se efarmogèc pou endia-

fèrei h mh ap�rnhsh (non-repudiation) enèrgeiac apì èna qr sth kai, parìlo

pou diajètei k�poia shmantik� pleonekt mata, den mporeÐ na antikat�st sei thn

klasik  kruptografÐa ex olokl rou. AntÐjeta, h epilog  enìc IB-sq matoc jèlei

idiaÐterh epÐ toÔtou melèth an�loga me tic an�gkec thc ek�stote efarmog c.

Akolouj¸ntac thn parap�nw an�lush, oi A.Al-Riyami kai K.Paterson [ARP03]

epinìhsan mia nèa ekdoq  kruptografÐac dhmosÐou kleidioÔ, ìpou den apaitoÔntai

pistopoihtik� all� kai den ufÐstatai to prìblhma meseggÔhshc kleidioÔ. To

ubridikì eÐdoc kruptografÐac pou apofeÔgei ta parap�nw eggen  probl mata thc

PKC kai IBC antÐstoiqa onom�sthke KruptografÐa Dhmìsiou KleidioÔ qwrÐc

Pistopoihtik� (Certificateless Public-Key Cryptography - CL-PKC) kai pros-

diorÐztai apì thn parak�tw upodom :

• MÐa èmpisth trÐth arq  pou kaleÐtai Kèntro Paragwg c Kleidi¸n (Key Gen-

erating Center - KGC), parèqei mèsw asfaloÔc kanalioÔ se mia ontìthta

A èna merikì idiwtikì kleidÐ dA, to opoÐo upologÐzei apì thn tautìthta tou

A, IDA, kai èna kÔrio kleidÐ.

• H A sundu�zontac to dA me k�poia mustik  thc plhroforÐa par�gei to prag-

matikì idiwtikì thc kleidÐ SA.

• To dhmìsio kleidÐ PA thc A upologÐzetai apì thn mustik  thc plhroforÐa

kai tic dhmìsiec paramètrouc tou sust matoc

Oi basikèc diaforèc me thn upodom  thc IBC eÐnai emfaneÐc: h KGC den èqei

prìsbash sta idiwtik� kleidi� twn mel¸n tou sust matoc kai ta dhmìsia klei-

di� den kajorÐzontai monadik� apì tic tautìthtèc touc. Se epÐpedo asf�leiac,
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h empistosÔnh pou up�rqei KGC plhsi�zei thn antÐstoiqh sthn CA sthn PKC.

JewroÔme dhlad  ìti h KGC mporeÐ na parakoloujeÐ thn epikoinwnÐa kai na jètei

erwt mata apokruptogr�fhshc, ìqi ìmwc kai na alloi¸nei ta dhmìsia kleidi�.

Lìgw èlleiyhc pistopoihtik¸n prèpei na upojèsoume ìti èna CL-PKC-sq ma eÐ-

nai asfalèc akìmh kai apènanti se antip�louc pou mporoÔn, ektìc tou na jètoun

erwt mata exagwg c (merik¸n) idiwtik¸n kleidi¸n kai apokruptogr�fhshc ìp-

wc sto paÐgnio IND-ID-CCA, na antikajistoÔn to dhmìsio kleidÐ miac ontìth-

tac me kleidi� thc epilog c touc. Wc pr¸to deÐgma CL-PKC-sust matoc, oi

A.Al-Riyami kai K.Paterson parousÐasan èna CL-PKC-sq ma kruptogr�fhshc

to opoÐo basÐzetai sto BasicIdent kajorÐzetai apì touc ex c ept� algorÐjmouc:

Setupp1kq: ìpwc kai sto Setup tou BasicIdent, h KGC epilègei kÔrio kleidÐ

s P Z�
r kai dhmiourgeÐ tic paramètrouc tou sust matoc

pr,G1,GT , e, n, P, P0, H1, H2q.

PartialPrivateKeyExtractps, IDAq: h KGC upologÐzei gia ton qr sth A me

tautìthta IDA to merikì idiwtikì kleidÐ dA � rssH1pIDAq.
SetSecretValuep�q: o A epilègei mustik  plhroforÐa xA P Z�

r .

SetPrivateKeypdA, xAq: o A upologÐzei to idiwtikì kleidÐ tou wc

SA � rxAsdA � rxAssH1pIDAq.

SetPublicKeypxAq: o A upologÐzei to dhmìsio kleidÐ tou wc

PA � xXA, YAy � xrxAsP, rxAsP0y.

EncryptpM,PA, IDAq: gia thn kruptogr�fhsh mhnÔmatoc M P t0, 1un gia to

qr sth A ekteloÔntai ta akìlouja b mata:

1. Elègqetai e�n epXA, P0q ?� epYA, P q.
2. Epilègetai tuqaÐo t P Z�

r .

3. UpologÐzetai to kruptokeÐmeno

C � xrtsP,M `H2pepH1pIDAq, YAqtqy.

DecryptpC, SAq: gia thn apokruptogr�fhsh tou C � xU, V y upologÐzoume

M � V `H2pepSA, Uqq.

Parìmoia me ta b mata sto [BF01], efarmìzontac thn teqnik  Fujisaki-Okamoto

to par�p�nw sq ma metatrèpetai se èna CL-PKC-sq ma me asf�leia IND-CCA
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sto ROM dedomènhc thc upologistik c duskolÐac tou CBDH se summetrik� zeÔg-

mata [ARP03 Theorem 1].

Sto [ARP03] perigr�fontai epÐshc CL-PKC-sq mata upograf¸n, sumfwnÐac

kleidioÔ kai ierarqik c kruptogr�fhshc, basismèna sta antÐstoiqa sqhm�ta twn

[Hes02], [SOK00] kai [GS02] . Oi idèec twn A.Riyami kai K.Paterson ètuqan

meg�lhc ap qhshc apì thn kruptografik  koinìthta me sunèpeia ton emploutismì

thc kruptografÐac zeÔgmatoc, kai ìqi mìno, me poikÐlec mejìdouc kataskeu c

CL-PKC-susthm�twn [YL04], [ARP05], [LQ06], [ZWXF06], [BF08].

2.8 KruptografÐa Zeugm�twn sto Standard Montèlo

Oi apodeÐxeic asf�leiac twn arqik¸n sqhm�twn pou emfanÐsthkan sthn krupto-

grafÐa zeÔgm�twn sthrÐqjhkan sto montèlo tuqaÐou manteÐou. Logik� epakìlou-

jh  tan h anaz thsh nèwn sqhm�twn pou pareÐqan asf�leia sto standard montèlo,

ìpou o antÐpaloc periorÐzetai mìno apì upojèseic upologistik c poluplokìth-

tac. Sta [CHK03], [BB04a] proteÐnontai IBE-sq mata me aut  thn idiìthta, al-

l� me shmantik  èkptwsh sto montèlo epÐjeshc tou antip�lou. To pr¸to IBE-

sq ma pou eÐnai IND-ID-CCA asfalèc sto standard montèlo parousi�sthke sthn

ergasÐa twn D.Boneh kai X.Boyen [BB04b] kai belti¸jhke se apodotikìthta

apì ton B.Waters [Wat05]. Pèran aut¸n, oi upografèc sto standard montèlo

twn [BB04c], [CL04], [Wat05] epèdrasan katalutik� ¸ste sta perissìtera apì ta

metèpeita endiafèronta sq mata na epidi¸ketai asf�leia qwrÐc th je¸rhsh tuqaÐ-

wn manteÐwn [BBS04], [BBG05], [SW05] [Gen06]. Se aut n thn enìthta meletoÔme

to sq ma upograf¸n twn D.Boneh kai X.Boyen [BB04c], to opoÐo up rxe h b�sh

gia metèpeita sq mata omadik¸n upograf¸n (group signatures), ìpwc ja doÔme

analutik� sto Kef�laio 4.

Gia thn asf�leia twn upograf¸n BB, oi D.Boneh kai X.Boyen eis gagan to

parak�tw nèo prìblhma p�nw se zeÔgma e : G1 �G2 ÝÑ GT :

q-Isqurì prìblhma Diffie-Hellman (q-Strong Diffie-Hellman - q-SDH): de-

domènwn gennhtìrwn P,Q twn G1,G2 antÐstoiqa kai P, rxsP, rx2sP, . . . , rxqsP ,
rxsQ, na brejeÐ zeÔgoc rpx� cq�1sP , ìpou c P Zrzt�xu.

To sq ma upograf¸n BB sunÐstatai apì touc parak�tw algorÐjmouc:

Keygenp1kq: dhmiourgoÔntai to idiwtikì kleidÐ sk � pP, x, yq P Z�
r � Z�

r kai to

dhmìsio kleidÐ pk � pr,G1,G2,GT , e, Q,X � rxsQ, Y � rysQ, z � epP,Qqq.
Signpsk,Mq: gia m numa M P Z�

r epilègetai t P Zrztp�x�Mq{yu kai par�getai
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h upograf 

pt, σq � pt, rpM � x� ytq�1sP q P Zrztp�x�Mq{yu �G1.

Verifyppk,M, σq � 1 ô epσ,X � rtsY � rM sQq � z.

To sq ma upograf¸n BB eÐnai sunepèc. Pr�gmati,

epσ,X�rtsY �rM sQq � eprpM�x�ytq�1sP, rx�yt�M sQq � epP,Qqx�yt�Mx�yt�M � z.

Gia thn apìdeixh asf�leiac tou sq matoc qreiazìmaste touc orismoÔc twn parak�tw

paignÐwn. H asf�leia SEUF-CMA kai SEUF-WCMA orÐzontai an�loga.

PaÐgnio Isqur c Uparxiak c Mh Plastogr�fhshc en�ntia se EpÐjesh

Epilegmènwn Mhnum�twn (Strong Existential Unforgeability against Chosen-

Message Attacks - EUF-CMA): ìpwc sto paÐgnio EUF-CMA, o prokal¸n C dÐnei

ston antÐpalo A dhmìsio kleidÐ pk kai apant� se erwt mata tou A gia mhnÔmata

Mi, i � 1, . . . ,m me upografèc σi � Spsk,Miq. O A kerdÐzei an par�xei ègkuro

zeÔgoc pM,σq me ton periorismì to pM,σq na eÐnai di�foro twn pMi, σiq.
PaÐgnio Isqur c Uparxiak c Mh Plastogr�fhshc en�ntia se Asje-

n  EpÐjesh Epilegmènwn Mhnum�twn (Strong Existential Unforgeability

against Weak Chosen-Message Attacks - SEUF-WCMA): ìpwc to SEUF-CMA,

me th diafor� ìti o A upoqreoÔtai na jèsei ta erwt mat� tou ston C protoÔ o C

tou d¸sei to pk.

H diafor� thc asf�leiac SEUF apì thn EUF eÐnai ìti sthn pr¸th, o antÐpa-

loc ìqi mìno den mporeÐ na plastograf sei upograf  se nèo m numa, all� oÔte

na plastograf sei diaforetik  upograf  se èna  dh upogegrammèno m numa. H

asf�leia SEUF afor� kurÐwc sq mata ìpou upeisèrqetai tuqaÐothta kat� thn

upograf  enìc mhnÔmatoc, opìte epitrèpontai pollèc upografèc gia sugkekrimèno

m numa. Se nteterministik� sq mata, ìpwc to weak-BB pou ja doÔme sto epìmeno

je¸rhma, oi asf�leiec SEUF kai EUF tautÐzontai.

Je¸rhma 2.8.1. E�n to q-SDHP eÐnai dÔskolo, tìte to sq ma upograf¸n BB

èqei asf�leia SEUF-CMA.

Apìdeixh. JewroÔme to aploÔstero sq ma upograf¸n weak-BB:

Keygenp1kq: sk � pP, x, yq, pk � xG1,G2,GT , e, Q,X � rxsQ, z � epP,Qqy.
Signpsk,Mq � rpM � xq�1sP .
Verifyppk,M, σq � 1 ô epσ,X � rM sQq � z.

Isqurismìc 1: E�n to q-SDH gia tic G1,G2 eÐnai dÔskolo tìte to sq ma

upograf¸n weak-BB èqei asf�leia SEUF-WCMA [BB04c Lemma 9].
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'Estw antÐpaloc A tou sq matoc upograf c weak-BB pou kerdÐzei to paÐgnio

EUF-WCMA me mh amelhtèo pleonèkthma. Kataskeu�zoume algìrijmo B pou

epilÔei to q-SDH se poluwnumikì qrìno. Gia eÐsodo pP,R1, ...Rq, Q, Uq, ìpou
U � rxsQ, Ri � rxisP , o B prokaleÐ ton A o opoÐoc me th seir� tou jètei

erwt mataMi, i � 1, . . . , q. O B epilègei tuqaÐo θ P Zr kai èqontac to polu¸numo
fpXq �±q

i�1pX �Miq �
°q
i�1 αiX

i upologÐzei

P 1 �
q̧

i�1

rαiθsRi � rθfpxqsP.

O B dÐnei ston A to pk � xG1,G2,GT , e, Q,X � rxsQ, z1 � epP 1, Qqy kai apant�
sta erwt mata me tic upografèc

σi �
q̧

i�1

rβiθsRi � rθfipxqsP � rpx�Miq�1sP 1,

ìpou fipXq � fpXq{pX �Miq �
±q

j�1,j�ipX �Mjq �
°q�1
j�0 βjX

j. Oloklhr¸no-

ntac thn allhlepÐdras  tou me ton B, o A epistrèfei ègkuro zeÔgoc pM,σq.
Epomènwc isqÔei

epσ,X � rM sQq � epP 1, Qq ñ σ � r θfpxq
x�M

sP. (2.1)

Efarmìzontac diaÐresh poluwnÔmwn prokÔptei

fpXq � pX �MqgpXq � υ � pX �Mq
q�1̧

j�0

γjX
j � υ. (2.2)

Apì tic (2.1) kai (2.2) èqoume

σ � rθp υ

x�M
�

q�1̧

j�0

γjX
jqsP.

Telik¸c, o B upologÐzei

w � rυ�1s
�
rθ�1sσ �

q�1̧

i�0

r�γisRi

�
� rpx�Mq�1sP,

kai epistrèfei zeÔgoc pM,wq.

Isqurismìc 2: E�n to to sq ma upograf¸n BB èqei asf�leia SEUF-CMA,

tìte sq ma upograf¸n weak-BB èqei asf�leia SEUF-WCMA [BB04c Lemma

10].
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'Estw antÐpaloc A tou sq matoc upograf¸n BB pou kerdÐzei to paÐgnio SEUF-

CMA. Kataskeu�zoume antÐpalo B tou sq matoc upograf¸n weak-BB pou ker-

dÐzei to paÐgnio SEUF-WCMA. O B jètei erwt mataMi, i � 1, . . . , q lamb�nontac

wc ap�nthsh to pk � xG1,G2,GT , e, Q, U, zy kai tic upografèc σi, i � 1, . . . , q.

Oi σi eÐnai monadikèc gia k�je Mi afoÔ upojètontac M � �x 3 èqoume

epσi, U �rM sQq � epσ1i, U �rM sQq � z ñ epσi�σ1i, rx�M sQq � 1GT ñ σ � σi.

O B dÐnei ston A dhmìsio kleidÐ pk1 � xG1,G2,GT , e, Q, rxsQ, rysQ, zy. AkoloÔ-
jwc o A jètei erwt mata M 1

i , i � 1, . . . , q kai o B epilègontac kat�llhla

ti P Zr apant� me ta zeÔgh pσi, tiq, i � 1, . . . , q. O A epistrèfei ègkuro zeÔ-

goc pM�, pσ�, t�qq. H allhlepÐdrash tou B me ton A diaforopoieÐtai sÔmfwna me

tic tic ex c peript¸seic:

1. O A den epistrèfei zeÔgoc pM�, pσ�, t�qq ¸ste ty �M� R tM1, . . . ,Mqu.
Tìte o y epilègetai tuqaÐa kai rxsQ � U . Epomènwc isqÔei ìti

epσ, U � rtsrysQ� rM�sQq � z ô epσ, U � rty �M�sQq � z,

dhlad  to pty�M,σq eÐnai ègkuro zeÔgoc gia to sq ma upograf c weak-BB.

2. O A epistrèfei zeÔgoc pM�, pσ�, t�qq ¸ste ty �M� P tM1, . . . ,Mqu.
Tìte to x epilègetai tuqaÐa kai rysQ � U . Gia k�poio i P t1, . . . , qu èqoume

M 1
i � yti �M � yt. Epiplèon,

pM 1
i , tiq � pM�, t�q ñ epσi, rx� yti �MisQq � epσ�, rx� yt� �M�sQq � z

ñ σi � σ� ñ pMi, pσi, tiqq � pM�, pσ�, t�qq,

to opoÐo eÐnai �topo apì touc periorismoÔc tou paignÐou SEUF-CMA, kai

afoÔM 1
i�yti �M�yt isqÔei ìtiM 1

i �M� kai ti � t�. Sunep¸c o B mporeÐ

na upologÐsei to idiwtikì kleidÐ y � pM 1
i �M�qpti � t�q�1 pou antistoiqeÐ

sto dhmìsio kleidÐ pou tou dìjhke kai na plastograf sei upograf  se

opoiod pote m numa thc areskeÐac tou.

H apìdeixh tou jewr matoc eÐnai �mesh sunèpeia twn dÔo isqurism¸n.

%

Oi upografèc BB èqoun m koc � 2logprq ìpwc kai oi upografèc DSA kai uperte-

roÔn twn upograf¸n BLS tìso se qrìno upograf c kaj¸c den apaiteÐtai hashing,

ìso kai se qrìno epal jeushc ìpou ekteleÐtai mìno ènac upologismìc zeÔgmatoc.

3gia x�M � 0 jètoume σ � 0G1

75



Epiprosjètwc, sto [BB04c §5] dÐnetai èna �llo sq ma upograf c basismèno sto

weak-BB m kouc � logprq, to opoÐo èqei asf�leia SEUF-CMA sto ROM de-

domènhc thc duskolÐac tou q-SDH en¸ diathreÐ ta upologistik� pleonekt mata

tou arqikoÔ sq matoc BB.

2.9 SÔnoyh KefalaÐou

D¸same to genikì orismì tou zeÔgmatoc kai diatup¸same ta basik� probl mata

apì thn kruptografÐa zeugm�twn CBDH, DBDH kai co-CDH, sugkrÐnontac th

duskolÐa touc tìso metaxÔ touc ìso kai me ta kajierwmèna probl mata thc asÔm-

metrhc kruptografÐac DLP, CDH kai DDH. Sth sunèqeia melet same tèssera

jemeli¸dh sq mata thc kruptografÐac zeugm�twn: to prwtìkollo antallag c

kleidioÔ b�sei tautot twn SOK00, to trimerèc prwtìkollo antallag c kleidioÔ

Jou00, to sq ma kruptogr�fhshc b�sei tautot twn FullIdent (BF01) kai to sq -

ma upograf¸n BLS01. Anafèrame epÐshc k�poiec shmantikèc epekt�seic touc

dÐnontac èmfash sto ierarqikì sq ma kruptogr�fhshc b�sei tautot twn CG02,

tic ajroistikèc upografèc BGLS03 kai to prìtupo sq ma kruptogr�fhshc qwrÐc

pistopoihtik� ARP03. Apì ta neìtera sq mata sto standard montèlo, epilè-

xame na parousi�soume tic upografèc BB, lìgw thc efarmog c touc se sq mata

omadik¸n upograf¸n pou ja analÔsoume sto teleutaÐo kef�laio.
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Kef�laio 3

To Mh Dialogikì SÔsthma

Apìdeixhc Groth-Sahai

Ta sust mata apìdeixhc �rqisan na qrhsimopoioÔntai eurèwc sthn kruptografÐa

ìtan, èna qrìno met� ton orismì twn apodeÐxewn mhdenik c gn¸shc (zero knowl-

edge proofs - ZK proofs) apì touc S.Goldwasser, S.Micali kai C.Rackoff [GM-

R85], oi O.Goldreich, S.Micali kai A.Widgerson [GMW86] periègrayan mia genik 

mejodologÐa sqediasmoÔ kruptografik¸n ZK prwtokìllwn. LÐgo argìtera, oi

M.Blum, P.Feldman kai S.Micali [BFM88] kataskeÔasan to prwto sq ma kru-

ptogr�fhshc dhmìsiou kleidioÔ me CCA asf�leia eis�gontac kai qrhsimopoi¸-

ntac ta mh dialogik� sust mata apìdeixhc mhdenik c gn¸shc (non-interactive

zero knowledge - NIZK - proof systems), mÐa eidik  kathgorÐa ZK susthm�twn

apìdeixhc ìpou o epalhjeut c peÐjetai gia thn al jeia mÐac prìtashc majaÐnontac

tÐpota pèran thc apìdeixhc pou tou dÐnetai. Se ìla ta qrìnia pou akoloÔjhsan,

ta mh dialogik� sust mata apìdeixhc  tan sto epÐkentro thc kruptografik c

èreunac, me di�forec tropopoi seic tou arqikoÔ orismoÔ proc exup rethsh twn

ek�stote eidik¸n apait sewn. To 2006, oi J.Groth, R.Ostrovsky kai A.Sahai

èlusan to anoiqtì prìblhma Ôparxhc mh dialogik¸n epiqeirhm�twn statistik c

mhdenik c gn¸shc gia k�je gl¸ssa sto NP [GOS06b] kai eis gagan nèec NIZK

teqnikèc [GOS06a] qrhsimopoi¸ntac upojèseic apì thn kruptografÐa zeugm�twn.

Oi idèec touc qrhsimopoÐhjhkan sthn kataskeu  sqhm�twn omadik¸n upograf¸n

sto standard montèlo [BW06], [Gro06].

EntoÔtoic, h meg�lh praktik  qrhsimìthta twn zeugm�twn den eÐqe faneÐ mè-

qri thn parousÐash mÐac apl c kai genik c mejodologÐac kataskeu c sÔntomwn

NIZK apodeÐxewn epalhjeusimìthtac exis¸sewn pou basÐzontai se zeÔgmata. Oi

dhmiourgoÐ aut¸n twn apodeÐxewn eÐnai oi J.Groth kai A.Sahai kai h ergasÐa touc

me tÐtlo {Efficient Non-interactive Proof Systems for Bilinear Groups} [GS08]

sunist� to kentrikì antikeÐmeno melèthc tou kefalaÐou. Kat� thn apìdosh twn
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proapaitoÔmenwn ennoi¸n, akoloujoÔme to formalismì tou [Gol04 §4], apodo-

smèno mèsw thc orologÐac pou qrhsimopoieÐtai sto [Z�q07 §17].

3.1 Dialogik� Sust mata Apìdeixhc

Orismìc 3.1.1. MÐa dialogik  mhqan  Turing (interactive Turing machine -

ITM) eÐnai mÐa polutainiak  TM me mÐa read-only tainÐa eisìdou, mÐa read-only

tuqaÐa tainÐa, mÐa read-and-write tainÐa ergasÐac, mÐa write-only tainÐa exìdou, mÐa

read-and-write tainÐa enìc kelioÔ enallag c twn katast�sewn energìc/adran c

kai èna zeÔgoc taini¸n epikoinwnÐac me ta ex c qarakthristik�:

• mÐa read-only tainÐa paralab c mhnum�twn,

• mÐa write-only tainÐa apostol c mhnum�twn.

Lème epÐshc ìti dÔo ITM sundèontai, e�n oi tanÐec eisìdou touc sumpÐptoun, h

read-only tainÐa paralab c mhnum�twn thc mÐac eÐnai h write-only tainÐa apostol c

mhnum�twn thc �llhc, oi tuqaÐec tainÐec kai oi tainÐec exìdou touc eÐnai diaforetikèc

metaxÔ touc kai oi tainÐec enallag c touc sumpÐptoun sumplhrwmatik�, dhlad 

ìtan h mÐa TM eÐnai energìc, tìte h �llh eÐnai adran c. DÔo sundeìmenec ITM

dialègontai e�n ekteloÔn k�poion upologismì me koin  eÐsodo. Me xA,Bypxq
sumbolÐzoume thn tuqaÐa metablht  pou anaparist� thn èxodo thc B ìtan aut 

dialègetai me thn A me koin  eÐsodo x. MÐa ITM A èqei qronik  poluplokìthta

t : N ÝÑ N e�n se k�je dialogikì upologismì thc me eÐsodo x termatÐzei se tp|x|q
b mata.

Orismìc 3.1.2. 'Ena zeÔgoc sundeìmenwn ITM pP,Vq kaleÐtai dialogikì sÔsth-
ma apìdeixhc (interactive proof system - IPS) gia th gl¸ssa L, e�n h V eÐnai

poluwnumikoÔ qrìnou kai ikanopoioÔntai oi ex c dÔo sunj kec

(i). Plhrìthta (Completeness): gia k�je x P L

PrrxP,Vypxq � 1s ¥ 2

3
.

(ii). Orjìthta (Soundness): gia k�je x R L kai k�je ITM P�

PrrxP�,Vypxq � 1s ¤ 1

3
.

H kl�sh ìlwn twn glwss¸n pou epidèqontai IPS onom�zetai IP. H ITM P kaleÐ-

tai apodeÐkthc (prover), en¸ h V epalhjeut c (verifier). O apodeÐkthc jewreÐtai

qwrÐc periorismoÔc upologistik¸n pìrwn.
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'Opwc sthn perÐptwsh thc kl�shc BPP, h pijanìthta sf�lmatoc mporeÐ na gÐnei

amelhtèa èpeita apì poluwnumikì pl joc ektelèsewn. Ex�llou, k�je L P BPP

jewreÐtai ìti èqei epalhjeut  o opoÐoc apokrÐnetai qwrÐc allhlepÐdrash, en¸ k�je

L P NP èqei IPS mhdenik c pijanìthtac sf�lmatoc, apì touc orismoÔc twn dÔo

kl�sewn. IsqÔei epomènwc ìti

BPPYNP � IP.

'Ena isqurìtero apotèlesma pou ofeÐletai ston A.Shamir eÐnai to:

Je¸rhma 3.1.3. IP � PSPACE.

Apìdeixh. [Sha92]. %

Parajètoume èna antiproswpeutikì par�deigma gl¸ssac pou brÐsketai sto IP

[Gol04 §4.2.2].

Par�deigma 3.1.4. Mh Isomorfismìc Grafhm�twn.

GNI � txG0 � pV0, E0q, G1 � pV1, E1qy | den up�rqei isomorfismìc φ : G0 Ñ G1u.

O V epilègei tuqaÐo i P t0, 1u kai tuqaÐa met�jesh σ : Vi ÝÑ Vi. DhmiourgeÐ

telik� tuqaÐo gr�fhma H � σpGiq isomorfikì tou Gi kai to stèlnei ston P

zht¸ntac tou j P t0, 1u tètoio ¸ste to Gj na eÐnai isomorfikì tou H. E�n

pG0, G1q P GNI, tìte o P, pou den periorÐzetai qronik�, brÐskei poio apì ta

dÔo graf mata eÐnai isomorfikì me to H kai stèlnei ston V to swstì j. E�n

pG0, G1q R GNI, tìte o P den mporeÐ na diakrÐnei apì poio gr�fhma proèkuye to

H, opìte stèlnei tuqaÐo j1 P t0, 1u. Efìson oi pG0, G1q eÐnai isomorfikoÐ, tìte
ta sÔnola

tσ : V0 ÝÑ V0 | σpG0q � Hu kai tσ : V1 ÝÑ V1 | σpG1q � Hu

eÐnai isoplhjik�. Epomènwc, ènac tuqaÐoc apodeÐkthc P� de lamb�nei shmantik 

plhroforÐa gia to j apì thn σ kai �ra den mporeÐ na xegel�sei ton V ¸ste na

apodeqteÐ me pijanìthta megalÔterh tou 1{2.

Kat� thn ektèlesh enìc dialogikoÔ prwtokìllou, eÐnai pijanì oi dÔo pleurèc,

pèran thc allhlepÐdras c touc, na diaqeirÐzontai proc ìfelìc touc kai k�poia

idiwtik  plhroforÐa proerqìmenh eÐte apì to perib�llon tou sust matoc eÐte apì

eswterik  empeirÐa prìterwn ektelèsewn. To fainìmeno montelopoieÐtai epaux�no-

ntac ton Orismì 3.1.1 me thn prìsjesh mÐac read-only bohjhtik c tainÐac eisìdou

pou perÐeqei thn epiplèon plhroforÐa pou mporeÐ na deqjeÐ k�poia ITM. H qronik 

poluplokìthta mÐac dialogik c mhqan c Turing me bohjhtik  eÐsodo (ITM with
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auxiliay input - aux-ITM) orÐzetai ìpwc prin. An�loga me ton Orismì 3.1.1

epaux�netai kai o Orismìc 3.1.2 ¸ste na prokÔyei to montèlo tou dialogikoÔ

sust matoc apìdeixhc me bohjhtk  eÐsodo (IPS with auxiliay input - aux-IPS).

Oi sunj kec pou prèpei na ikanopoioÔntai t¸ra eÐnai

(i). Plhrìthta: gia k�je x P L , up�rqei y ¸ste gia k�je z

PrrxPpyq,Vpzqypxq � 1s ¥ 2

3
.

(ii). Orjìthta: gia k�je x R L kai k�je ITM P�, kai gia k�je y, z

PrrxP�pyq,Vpzqypxq � 1s ¤ 1

3
.

Me xApyq,Bpzqypxq sumbolÐzoume thn tuqaÐa metablht  pou anaparist� thn èxodo
thc B ìtan aut  dialègetai me thn A me koin  eÐsodo x kai oi bohjhtikèc eÐsodoi

twn A,B eÐnai y, z antÐstoiqa. Sto ex c, gia eukolÐa ja anaferìmaste genik� se

ITM kai IPS upodhlìnwntac th bohjhtik  eÐsodo apì touc sumbolismoÔc.

Shmantik  efarmog  sthn montelopoÐhsh kruptografik¸n prwtokìllwn brÐskei

h asjenèsterh apaÐthsh thc upologistik c orjìthtac, ìpou arkeÐ o epalhjeut c

na paraplan�tai me amelhtèa pijanìthta gia apodeÐktec poluwnumikoÔ qrìnou.

'Ena upologistik� orjì IPS kaleÐtai epiqeÐrhma (argument).

ApodeÐxeic gn¸shc. Suqn� se èna prwtìkollo metaxÔ twn P,V zht�me apì

ton P antÐ gia thn apìdeixh mÐac prìtashc, thn apìdeixh k�poiac eidik c gn¸shc,

ìpwc gia par�deigma to idiwtikì kleidÐ pou antistoiqeÐ se èna dhmìsio kleidÐ.

Tupik�, gia k�poia dimel  sqèsh R jèloume gia koin  eÐsodo x o P na apodeÐxei

ston V ìti gnwrÐzei èna w ¸ste Rpx,wq.
Orismìc 3.1.5. 'Ena prwtìkollo sundeìmenwn ITM pP,Vq, ìpou V poluw-

numikoÔ qrìnou, eÐnai apìdeixh gn¸shc (Proof of knowledge - PoK) gia th dimel 

sqèsh R me sf�lma gn¸shc κ e�n ikanopoioÔntai oi ex c sunj kec:

(i). Tèleia plhrìthta: gia k�je px,wq P R

PrrxPpwq,Vypxq � 1s � 1.

(ii). Egkurìthta (Validity): up�rqei PPT ITM K ¸ste gia k�je ITM P�, kai

gia k�je x,w1

PrrxP�pw1q,Vypxq � 1s �Prry Ð KP�px,w1qpxq : Rpx,wq � 1s ¤ κp|x|q
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HK onom�zetai exagwgèac gn¸shc (knowledge extractor) gia thn R. H posìthta

κp|x|q uponoeÐ thn pijanìthta na peisteÐ o V qwrÐc o P� na èqei prìsbash sthn

trapdoor plhroforÐa pou tou parèqei o m�rturac w. E�n to κp|x|q eÐnai amelhtèo,
tìte èpetai h orjìthta tou pP,Vq, to opoÐo kaleÐtai dialogikì sÔsthma apìdeixhc

gn¸shc (IPS-PoK).

Par�deigma 3.1.6. To parak�tw prwtìkollo tri¸n gÔrwn (prwtìkollo tou

Schnorr)

Ppw, xq Vpxq
1. Dèsmeush: r

$ÐÝ Zp; z � gr
rÝÑ

2. Prìklhsh:
bÐÝ b

$ÐÝ Z2t

3. Ap�nthsh: a � r � bw
aÝÑ Vpxq � 1 ô ga � z � xb

eÐnai apìdeixhc gn¸shc tou diakritoÔ logarÐjmou loggpxq P Zp .

H plhrìthta eÐnai �mesh afoÔ Rpx,wq ô w � loggpxq ñ z � xb � gr � gbw � ga.

H egkurìthta èpetai apì thn kataskeu  tou exagwgèa gn¸shc K o opoÐoc gia

eÐsodo x kai apodeÐkth P�:

1. EkteleÐ ton P�pxq kai lamb�nei z.

2. Stèlnei ston P� prìklhsh b0 kai lamb�nei ap�nthsh a0.

3. Epanafèrei ton P� sthn kat�stash prin to B ma 2 kai ton prokaleÐ ek nèou

me b1 � b0 lamb�nontac a1.

4. Epistrèfei thn tim  pa1 � a0q{pb1 � b0q.

ParathroÔme ìti an ta a0, a1 eÐnai orjèc apant seic tìte

a1 � a0 � loggpz � xb1q � loggpz � xb0q � pb1 � b0q � loggpxq ô
ô loggpxq � pa1 � a0q � pb1 � b0q�1,

epomènwc ènac apodeÐkthc pou de gnwrÐzei ton m�rtura w mporeÐ na apant sei sw-

st� to polÔ se mÐa prìklhsh me pijanìthta 1{2t. H dunatìthta exagwg c gn¸shc

apì dÔo orjèc apant seic se diaforetikèc prokl seic upì thn Ðdia dèsmeush kaleÐ-

tai eidik  orjìthta (special soundness).
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3.2 ApodeÐxeic Mhdenik c Gn¸shc kai

Mh Diakrisimìthtac M�rturoc

Se mÐa dialogik  apìdeixh, idiaÐtero endiafèron up�rqei gia to ti wfèlimh plhro-

forÐa majaÐnei o epalhjeut c kat� to di�logì tou me ton apodeÐkth. Stic kru-

ptografikèc efarmogèc zhteÐtai h plhroforÐa na eÐnai h el�qisth dunat , ¸ste

na apofeÔgetai h prìslhyh gn¸shc pou mporeÐ na apobeÐ shmantikì pleonèkthma

gia k�poion antÐpalo. H apaÐthsh aut  ikanopoieÐtai me ton kalÔtero trìpo stic

apodeÐxeic mhdenik c gn¸shc, all� kai h asjenèsterh idiìthta thc mh diakrisimìth-

tac m�rturoc eÐnai pollèc forèc epark¸c epijumht . O austhrìc orismìc thc

mhdenik c gn¸seic eÐnai o akìloujoc:

Orismìc 3.2.1. 'Estw IPS pP,Vqq gia th gl¸ssa L. To pP,Vq eÐnai tèleiac
mhdenik c gn¸shc (perfect zero-knowledge - PZK) e�n gia k�je PPT ITM V�

up�rqei PPT algìrijmoc S ¸ste gia k�je x P L oi t.m. xP,V�ypxq kai Spxq èqoun
ìmoia katanom , dhlad 

@α P t0, 1u� : PrrxP,V�ypxq � αs � PrrSpxq � αs.

O algìrijmoc A onom�zetai prosomoiwt c thc allhlepÐdrashc tou P me ton V.

SÔmfwna me ton Orismì 3.2.1, èna IPS eÐnai mhdenik c gn¸shc e�n ènac poluw-

numik� fragmènoc epalhjeut c den mporeÐ na apokt sei kamÐa shmantik  epiprì-

sjeth gn¸sh apì aut  pou ja kèrdize ektel¸ntac k�poion kat�llhlo poluwnumikì

algìrijmo. DÔo qalar¸seic tou arqikoÔ orismìu prokÔptoun apì tic ènnoiec

thc upologistik c kai thc statistik c mh diakrisimìthtac oikogenei¸n t.m.. H

upologistik  mh diakrisimìthta oikogenei¸n t.m. epanadiatup¸netai sumbatik� me

touc sumbolismoÔc tou kefalaÐou.

Orismìc 3.2.2. 'Estw gl¸ssa L P t0, 1u�. DÔo oikogèneiec t.m. tUxuxPL kai

tVxuxPL onom�zontai upologistik� mh diakrÐsimec (computationally indistinguish-

able), e�n gia k�je PPT algìrijmo D kai k�je polu¸numo p, up�rqei x arket�

meg�lou m kouc ¸ste

| PrrDpUx, xq � 1s �PrrDpVx, xq � 1s |  1

pp|x|q .

Orismìc 3.2.3. 'Estw gl¸ssa L P t0, 1u�. DÔo oikogèneiec t.m. tUxuxPL
kai tVxuxPL onom�zontai statistik� mh diakrÐsimec (statistically indistinguish-

able), e�n h statistik  diafor� touc ∆p|x|q eÐnai amelhtèa, dhlad  e�n gia k�je

polu¸numo p, up�rqei x arket� meg�lou m kouc ¸ste

∆p|x|q � 1

2

¸
α

| PrrUx � αs �PrrVx � αs |  1

pp|x|q .
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SÔmfwna me touc OrismoÔc 3.2.2 kai 3.2.3, èqoume touc ex c orismoÔc:

Orismìc 3.2.4. 'Estw IPS pP,Vq gia th gl¸ssa L. To pP,Vqq eÐnai upologi-
stik c pstatistik cq mhdenik c mhdenik c gn¸shc (computatational pstatisticalq
zero-knowledge - CZK pSZKq), e�n gia k�je PPT ITM V� up�rqei PPT algìrij-

moc S ¸ste oi oikìgeneiec t.m. txP,V�ypxquxPL kai tSpxquxPL na eÐnai upologistik�

(statistik�) mh diakrÐsimec.

Profan¸c isqÔoun oi sunepagwgèc PZK ñ SZK ñ CZK. Epeid  sthn

kruptografÐa endiafèroun oi poluwnumikoÐ upologismoÐ, ìtan anaferìmaste se

sust mata mhdenik c gn¸shc (ZK) ja uponooÔme PZK, en¸ oi �llec dÔo ekdoqèc

ja dhl¸nontai rht�. MÐa qr simh idiìthta, asjenèsterh thc mhdenik c gn¸shc,

eÐnai h Ôparxh prosomoiwt  mìno gia to di�logo tou apodeÐkth me ton kajorismèno

epalhjeut  V (honest verifier zero-knowledge - HVZK).

Enallaktik�, mporoÔme na orÐsoume th mhdenik  gn¸sh me thn Ôparxh prosomoi-

wt  S gia thn �poyh tou tuqaÐou epalhjeut  V�, viewP
V�pxq, dhlad  thn akoloujÐa

pou perigr�fei thn tuqaÐa tainÐa tou V� mazÐ me ta mhnÔmata pou antall�ssontai

kat� thn allhlepÐdrash tou V� me ton P. Se aut n thn perÐptwsh zhtoÔme th mh

diakrisimìthta twn oikogenei¸n t.m. viewP
V�pxqxPL kai tSpxquxPL.

H ènnoia thc mhdenik c gn¸shc epekteÐnetai fusik� se aux-IPS, orizìmenh wc h

mh diakrisimìthta twn oikogenei¸n t.m.

txPpyxq,V�pzqypxquxPL,zPt0,1u� kai tApx, zquxPL,zPt0,1u� ,

ìpou yx ikanopoieÐ thn sunj kh plhrìthtac wc proc x. O prosomoiwt c A ektìc

apì thn koin  eÐsodo diajètei plèon kai th bohjhtik  eÐsodo tou epalhjeut ,

profan¸c ìmwc ìqi kai tou apodeÐkth.

Par�deigma 3.2.5. Isomorfismìc Grafhm�twn [Gol04 §4.3.2].

GI � txG0 � pV0, E0q, G1 � pV1, E1qy | up�rqei isomorfismìc φ : G0 Ñ G1u.

O P epilègei tuqaÐo i P t0, 1u kai tuqaÐa met�jesh σ : Vi ÝÑ Vi. DhmiourgeÐ

telik� gr�fhma H � σpGiq isomorfikì tou Gi kai to stèlnei ston V. O V

epilègei tuqaÐo j P t0, 1u kai zht� apì ton P na tou apodeÐxei ìti to Gj eÐnai

isomorfikì tou H. E�n i � j, o P apostèllei thn met�jesh h � σ. E�n i � j,

tìte

1. E�n xG0, G1y P GI, tìte o P upologÐzei isomorfismì τ : Gj ÝÑ Gi kai

apostèllei thn h � σ � τ .

2. E�n xG0, G1y R GI, tìte o P apostèllei tuqaÐa met�jesh h.
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Se k�je perÐptwsh, o V elègqei e�n hpGjq � H kai exapat�tai mìno e�n i � j

kai xG0 � pV0, E0q, G1 � pV1, E1qy P GI me pijanìthta sf�lmatoc 1/2. To pP,Vq
eÐnai PZK afoÔ h mình plhroforÐa pou lamb�nei o V� eÐnai to H, to opoÐo ja

mporoÔse na par�gei epilègontac kat�llhlh tuqaÐa met�jesh.

Oi O.Goldreich, S.Micali kai A.Widgerson [GMW86] èdeixan ìti e�n up�rqoun

sunart seic mon c kateÔjunshc (one-way functions - OWF), tìte k�je gl¸ssa

sto NP èqei ZK-IPS, kataskeu�zontac arqik� èna tètoio sÔsthma apìdeixhc gia

to NP-pl rec prìblhma tou qrwmatismoÔ graf matoc me 3 qr¸mata.

Oi ZK apodeÐxeic èqoun eureÐa efarmog  sto sqediasmì asfal¸n prwtokìllwn

ìpou den up�rqei empistosÔnh metaxÔ twn mel¸n. Se èna prwtìkollo mhdenik c

gn¸shc, èna mèloc apodeiknÔei thn timiìtht� tou qwrÐc na apokalÔyei mustikèc

tou plhroforÐec, ìpwc sto prwtìkollo anagn¸rishc (identification protocol) twn

U.Feige, A.Fiat kai A.Shamir [FFS88], to opoÐo perigr�fetai parak�tw.

Setup:

1. MÐa trÐth èmpisth arq  TTP epilègei tuqaÐouc mustikoÔc pr¸touc p, q kai

upologÐzei dhmìsio n � pq.

2. O P epilègei tuqaÐa gia idiwtikì tou kleidÐ to sk � s1, . . . , sk P Zn.

3. O P upologÐzei to dhmìsio kleidÐ pk � p1, . . . , pk, ìpou pi � �s�2
i mod pnq,

i � 1, . . . , k.

Prwtìkollo anagn¸rishc:

1. O P epilègei tuqaÐo r P Zn kai stèlnei ston V thn tim  x � �r2 mod pnq.
2. O V epilègei tuqaÐa pb1, . . . , bkq P t0, 1uk ta opoÐa kai stèlnei ston P.

3. O P upologÐzei thn tim  y � r �±Ei�1 si kai th stèlnei ston V.

4. O V apodèqetai ann x � �y2 �±Ei�1 pi.

To prwtìkollo sthrÐzetai sth duskolÐa upologismoÔ tetragwnik¸n riz¸n mod pnq
kai eÐnai idiaÐtera gr goro kaj¸c oi upologismoÐ perilamb�noun mìno pollaplasi-

asmoÔc. O P� mporeÐ na xegel�sei ton V me pijanìthta 1{2k.

To prìblhma tou par�llhlou upologismoÔ. EÐnai fanerì ìti h mhdenik 

gn¸sh eÐnai mÐa idiìthta tou apodeÐkth enìc IPS. H mhdenik  gn¸sh diathreÐtai

se seiriak  sÔnjesh ektelèsewn ZK-IPS, e�n oi apodeÐktec eÐnai aux-ITM [GO94

§3.3], ìqi ìmwc kai sth genik  perÐptwsh tou OrismoÔ 3.2.4 [GK96 Theorem 4.1].

'Otan ekteleÐtai par�llhloc upologismìc, h idiìthta de diathreÐtai oÔte sto akìma
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isqurìtero montèlo, ìpou jewreÐtai ìti up�rqei kajolikìc prosomoiwt c (black-

box simulator) MP tou dialìgou metaxÔ tou apodeÐkth P me k�je epalhjeut  V�,

me ton MP na kaleÐ ton ek�stote V� wc manteÐo [GK96 §5]. To meionèkthma thc

mh diat rhshc upì par�llhlh sÔnjesh den emfanÐzetai se mÐa pio asjen  idiìthta

tou apodeÐkth, thn mh diakrisimìthta m�rturoc, thn opoÐa eis gagan oi U.Feige

kai A.Shamir [FS90].

Orismìc 3.2.6. 'Estw aux-IPS pP,Vq gia th gl¸ssa L P NP kai èstw RL

sqèsh marturÐac (witness relation) gia thn L 1. Lème ìti to pP,Vq èqei mh

diakrisimìthta m�rturoc (witness indisinguishability - WI), e�n gia k�je poluw-

numikì epalhjeut  V � kai k�je dÔo akoloujÐec tw1
xuxPL, tw2

xuxPL oi oikìgeneiec

t.m.

txPpw1
xq,V�pzqypxquxPL,zPt0,1u� kai txPpw2

xq,V�pzqypxquxPL,zPt0,1u� ,
eÐnai upologistik� mh diakrÐsimec.

Perigrafik�, èna sÔsthma eÐnai WI e�n o epalhjeut c den mporeÐ na diakrÐnei

apodeÐxeic pou qrhsimopoioÔn diaforetikoÔc m�rturec. Tetrimmèna isqÔei ìti k�je

IPS qwrÐc bohjhtikèc eisìdouc all� kai k�je apodeiktikì sÔsthma ìpou gia k�je

x o RL-m�rturac w tou x gia thn L eÐnai monadikìc eÐnai WI. K�je ZK-IPS eÐnai

kai WI-IPS, afoÔ h èxodoc enìc prosomoiwt  sust matoc mhdenik c gn¸shc eÐnai

anex�rthth apì ton m�rtura pou qrhsimopoieÐ o apodeÐkthc. To antÐstrofo den

isqÔei, ìpwc faÐnetai sto epìmeno par�deigma.

Par�deigma 3.2.7. 'Estw met�jesh mon c kateÔjunshc f . OrÐzoume gl¸ssa

L0 � ty | to pr¸to bit tou f�1pyq eÐnai 0u,
kaj¸c epÐshc sqèsh marturÐac RL � tpfpwq, wq | w P t0, 1u�u. 'Estw aux-IPS

pP,Vq gia thn L0 ìpou o P me koin  eÐsodo y kai bohjhtik  eÐsodo f�1pyq, stèlnei
f�1pyq ston V. To pP,Vq eÐnai WI all� ìqi ZK.

Apìdeixh. To pP,Vq eÐnai profan¸c WI lìgw monadikìthtac twn martÔrwn f�1pyq.
Apì thn �llh, qwrÐc th gn¸sh tou f�1pyq o epalhjut c den mporeÐ na epitÔqei

tÐpota shmantik� kalÔtero apì to na rÐxei èna nìmisma, afoÔ h f eÐnai mon c

kateÔjunshc. Epomènwc to pP,Vq den eÐnai ZK.

%

Sto epìmeno je¸rhma apodeiknÔetai ìti h idiìthta thc mh diakrisimìthtac m�rtu-

roc diathreÐtai sthn perÐptwsh thc poluwnumik c genik c sÔnjeshc, ìpou pepera-

smèna to pl joc IPS me apodeÐktec poluwnumikoÔ qrìnou ekteloÔntai tautìqrona

1dhl. RLpx,wq ô |w| ¤ polyp|x|q ^ x P L kai h RL eÐnai poluwnumik� epalhjeÔsimh.
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kai poluwnumik�, wc proc to mègejoc twn eisìdwn, pollèc forèc me seiriakì  

par�llhlo trìpo   kai me opoiad pote parembol  metaxÔ twn stadÐwn twn prw-

tokìllwn. To isqurì autì montèlo apotup¸nei realistik� tic dunatìthtec ek-

met�lleushc plhrofori¸n apì èna kakìboulo qr sth (epalhjeut ).

Je¸rhma 3.2.8. 'Estwsan WI-IPS pPi,Viq gia tic sqèseic RLi , i � 1, . . . , t kai

pP,Vq to IPS pou prokÔptei apì th genik  sÔnjesh pPi1 ,Vi1q, . . . , pPiqpnq ,Viqpnqq,
ìpou q polu¸numo kai ij P rts, j � 1, . . . , qpnq. E�n oi Pi, i � 1, . . . , t eÐnai

poluwnumikoÔ qrìnou, tìte to pP,Vq eÐnai WI gia th sqèsh

RL � tpx̄, w̄ | @j, pxj, wjq P RLipjqu,

ìpou x̄ � px1, . . . , xqpnqq, h koin  eÐsodoc tou pP,Vq kai w̄ � pw1, . . . , wqpnqq h
bohjhtik  èisodoc tou P.

Apìdeixh. (Skiagr�fhsh). 'Estw epalhjeut c V � pou diakrÐnei touc m�rturec

w̄1 � pw1
1, . . . , w

1
qpnqq, w̄2 � pw2

1, . . . , w
2
qpnqq thc koin c eisìdou x̄. Efarmìzontac

ubridikì epiqeÐrhma (hybrid argument) èqoume ìti gia k�poio k o V � diakrÐnei

touc m�rturec

pw1
1, . . . , w

1
k, w

2
k�1, . . . , w

2
qpnqq kai pw1

1, . . . , w
1
k�1, w

2
k�2, . . . , w

2
qpnqq.

Kataskeu�zoume epalhjeut  V �
k�1, o opoÐoc èqontac wc bohjhtik  eÐsodo ta x̄

kai w1
1, . . . , w

1
k, w

2
k�2, . . . , w

2
n, prosomoi¸nei to di�logo twn Pij ,Vij , j � k � 1

wc ex c: epilègei gia k�je j-ost  ektèlesh, j � k � 1, koin  eÐsodo xj kai

bohjhtik  eÐsodo apodeÐkth wj. Sth sunèqeia kaleÐ touc P,V� kai gia k�je m numa

m1, . . . ,mqpnq pou stèlnei o V�, o V �
k�1 prowjeÐ k�je mj, j P rqpnqsztk� 1u ston

antÐstoiqo apodeÐkth Pij . Wc apotèlesma, af netai {elèujeroc} mìno o di�logoc

twn Pik�1
,V�

k�1. Sunep¸c èqoume ìti gia koin  eÐsodo xk�1

| PrrxPik�1
pw1

k�1q,V
�
k�1pzqypxk�1qq � 1s �PrrxPk�1pw

2
k�1q,V

�
k�1pzqypxk�1qq � 1s |�

�| PrrxPpw̄1q,V�pzqypx̄qq � 1s �PrrxPpw̄2q,V�pzqypx̄qq � 1s |,

Epomènwc o V �
k�1 mporeÐ na diakrÐnei touc w1

k�1, w
2
k�1 kai �ra to pPik�1

,Vik�1
q den

eÐnai WI, �topo.

%

3.3 Mh Dialogik� Sust mata Apìdeixhc

Ta mh dialogik� sust mata apìdeixhc eÐnai mÐa ekdoq  twn IPS ìpou den up�rqei

kamÐa parap�nw allhlepÐdrash pèra apì thn apostol  thc apìdeixhc ston epalh-

jeut . Sto sunhjèstero mh dialogikì montèlo, oi dÔo pleurèc èqoun prìsbash,
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pèran thc koin c eisìdou, se èna tuqaÐo string koin c anafor�c (common refer-

ence string - CRS). O orismìc twn mh dialogik¸n susthm�twn apìdeixhc sto CRS

dìjhke M.Blum, P.Feldman kai S.Micali [BFM88], oi opoÐoi epÐshc apèdeixan thn

Ôparxh NIZK sÔsthmatoc apìdeixhc gia ènan isqurismì {x
?P L}, gia k�je gl¸ssa

L sto NP. Oi M.Blum k.�. [BSMP91], epèkteinan to [BFM88], se NIZK sÔsthma

apìdeixhc poluwnumikoÔ pl jouc isqurism¸n. Kai oi dÔo parap�nw kataskeuèc

sthrÐzontai sthn upìjesh tetragwnik¸n upoloÐpwn (quadratic residue assump-

tion -QRA) kai parousi�zoun kurÐwc jewrhtikì endiafèrwn kaj¸c eÐnai arket�

polÔplokec. Shmantik  wstìso apìrroia thc apìdeixhc tou [BSMP91] eÐnai ìti

o apodeÐkthc mporeÐ na eÐnai mÐa PPT TM me bohjhtik  eÐsodo ènan m�rtura

thc koin c eisìdou x. NwrÐtera, oi U.Feige, D.Lapidot kai A.Shamir [FLS90],

sthrizìmenoi se genikèc upojèseic poluplokìthtac, kataskeÔasan NIZK sÔsth-

mata apodeixhc gia k�je gl¸ssa sto NP kai par�llhla èdeixan p¸c poluwnumikoÔ

pl jouc apodeÐktec mporoÔn na moirastoÔn to Ðdio CRS. Deqìmenoi thn Ôparxh

trapdoor metajèsewn, oi apodeÐktec sto [FLS90] mporoÔn na eÐnai poluwnumikoÔ

qrìnou ìpwc parap�nw.

Se èna mh dialogikì sÔsthma apìdeixhc oi orismoÐ thc mhdenik c gn¸shc kai thc

mh diakrisimìthtac m�rturoc eÐnai aploÔsteroi, afoÔ h mh allhlepÐdrash me ton

apodeÐkth kajist� epark  thn prosomoÐwsh thc dr�shc mìno tou arqikoÔ epalh-

jeut . AparaÐthth gia thn kataskeu  asfal¸n sqhm�twn kruptogr�fhshc eÐnai

h je¸rhsh kakìboulwn apodeikt¸n kai prosomoiwt¸n pou leitourgoÔn prosar-

mostik�. Epomènwc, tropopoioÔme ton arqikì orismì tou [BFM88], upojètontac

ìti h koin  eÐsodoc x epilègetai apì ton antÐpalo afoÔ gnwstopoihjeÐ to CRS

kai o prosomoiwt c ex�gei CRS thc epilog c tou. Tupik� èqoume

Orismìc 3.3.1. 'Ena zeÔgoc pijanotik¸n TM pP,Vq kaleÐtai mh dialogikì

sÔsthma apìdeixhc (non-interactive proof system - NIPS) gia mÐa gl¸ssa L e�n

h V eÐnai poluwnumikoÔ qrìnou kai ikanopoioÔntai oi dÔo ex c sunj kec:

(i). Plhrìthta: gia k�je x P L

Prrπ Ð Ppwx, x, rq : Vpx, r, πq � 1s ¥ 2

3
,

ìpou r eÐnai tuqaÐo string omoiìmorfa katanemhmèno sto t0, 1upolyp|x|q kai wx
m�rturac tou x gia thn L.

(ii). Orjìthta: gia k�je TM B

Prrpx, πq Ð Bprq : Vpx, r, πq � 1^ x R Ls ¤ 1

3
,

ìpou r ìpwc prin.
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Shmei¸noume ìti o orismìc thc prosarmostik c plhrìthtac, an kai dunatìc, den

eÐnai anagkaÐoc kaj¸c ìla ta sun jh kruptografik� prwtìkolla èqoun tèleia

plhrìthta, dhlad  mhdenik  pijanìthta sf�lmatoc.

Orismìc 3.3.2. 'Ena NIPS pP,Vq eÐnai mhdenik c gn¸shc (NIZK-PS), e�n

up�rqei PPT algìrijmoc S � pS1, S2q ¸ste gia k�je antÐpalo A � pA1,A2q

Prrr $Ð t0, 1upolypnq; px,wxq Ð A1prq; π Ð Ppwx, x, rq : A2pr, x, πq � 1s
� Prrpr, τq Ð S1p1nq; px,wxq Ð A1prq; π Ð S2px, τq : A2pr, x, πq � 1s,

ìpou � sumbolÐzei thn amelhtèa diafor� twn dÔo pijanot twn kai wx m�rturac

tou x gia thn L.

Orismìc 3.3.3. 'Ena NIPS pP,Vq èqei mh diakrisimìthta m�rturoc (NIWI-PS),

e�n gia k�je antÐpalo A � pA1,A2q kai k�je dÔo akoloujÐec tw1
xuxPL, tw2

xuxPL

Prrr $Ð t0, 1upolypnq; px,w1
x, w

2
xq Ð A1prq; π Ð Ppw1

x, x, rq : A2pr, x, πq � 1s

� Prrr $Ð t0, 1upolypnq; px,w1
x, w

2
xq Ð A1prq; π Ð Ppw2

x, x, rq : A2pr, x, πq � 1s,
ìpou w1

x, w
2
x m�rturec tou x gia thn L.

Par�deigma 3.3.4. Dedomènou sq matoc kruptogr�fhshc C � pG,E,Dq me
asf�leia CPA kai enìc NIZK-PS gia NP gl¸ssec pP,Vq kataskeu�zetai sq -
ma kruptogr�fhshc C� me asf�leia CCA1 pou sunÐstatai apì touc parak�tw

algorÐjmouc:

• G�p1kq. EkteleÐtai dÔo forèc o Gp1kq kai par�gontai zeÔgh kleidi¸n psk1, pk1q,
psk2, pk2q. Epilègetai tuqaÐo r P t0, 1upolypkq kai to zeÔgoc dhmìsiou kai idiw-
tikoÔ kleidioÔ sto nèo sq ma eÐnai sk� � sk1, pk

� � ppk1, pk2, rq.

• E�ppk�,Mq. Epilègontai tuqaÐa w1, w2 P t0, 1u�, upologÐzontai ta kru-

ptokeÐmena C1 � EpM ||w1q, C2 � EpM ||w2q kai o P ex�gei thn apìdeixh

Ppr, pc1, c2q, pw1, w2,Mqq. To kruptokeÐmeno gia to M eÐnai to

C � xC1, C2, πy.

• C�psk�, Cq. E�n Vpr, pc1, c2q, πq � 1, tìte upologÐzetai to Dpsk1, C1q, al-
li¸c epistrèfetai K.

H analutik  parousÐash kai h apìdeixh asf�leiac tou sq matoc dÐnontai sto

[NY90].
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Mh dialogik� sust mata sto ROM. 'Ena diaforetikì montèlo kataskeu c

mh dialogik¸n prwtokìllwn prokÔptei e�n antÐ tou CRS jewrhjeÐ ìti o apodeÐ-

kthc kai o epalhjeut c èqoun koin  gn¸sh enìc tuqaÐou manteÐou H. H plhrìthta

kai h orjìthta enìc NIPS orÐzontai gia opoiad pote H antÐstoiqa me ton Orismì

3.3.1. H basik  idèa metatrop c dialogik¸n prwtokìllwn se NIPS sto ROM

apodÐdetai ston M.Blum o opoÐoc qrhsimopoi¸ntac tic euretikèc teqnikèc twn

A.Fiat kai A.Shamir [FS86], antikatèsthse ta erwt mata enìc epalhjeut  me

hashing gnwst¸n mhnum�twn. Austhrìc orismìc thc mhdenik c gn¸shc sto ROM

dìjhke apì touc M.Bellare kai A.Rogaway [BR93 §5]: o apodeÐkthc diajètei

bohjhtik  eÐsodo w kai o epalhjeut c idiwtikì tuqaÐo string r. O prosomoiwt c

S epitrèpetai na programmatÐsei èna poluwnumikì tm ma tou tuqaÐou manteÐou R,

dhlad  poluwnumikì pl joc zeug¸n px1, y1q, . . . , pxt, ytq ìpou Rpxiq � yi, i �
1, . . . , t, en¸ to upolìpoipo mèroc tou R jewreÐtai tuqaÐo gia ton S. 'Opwc kai prin,

h mhdenik  gn¸sh prokÔptei apì thn mh diakrisimìthta twn txPpwq,VprqypxquxPL
kai tSpxquxPL. Sto [BR93 §5.2] dÐnetai genik  mèjodoc kataskeu c NIZK-PS sto

ROM apì tuqaÐo IPS-ZK gia gl¸ssa L. Prìsfath melèth thc mhdenik c gn¸shc

sto ROM brÐsketai sta [Pas03], [Wee09].

H epìmenh prìtash afor� sthn kataskeu  NIZK-PS sto ROM apì ta polÔ

diadedomèna Σ-prwtìkolla.

Orismìc 3.3.5. 'Ena prwtìkollo pP,Vq tri¸n gÔrwn eÐnai Σ-prwtìkollo gia

th gl¸ssa L e�n ikanopoioÔntai oi ex c sunj kec:

(i). Plhrìthta.

(ii). Eidik  Orjìthta: me koin  eÐsodo x, gia k�je zeÔgoc apodektik¸n dialìgwn

dèsmeushc, prìklhshc, ap�nthshc pr, b, aq kai pr, b1, a1q, ìpou b � b1, mporeÐ

na exaqjeÐ m�rturac w tou x gia thn L.

(iii). Eidik  HVZK : up�rqei prosomoiwt c S, opoÐoc me eÐsodo x kai prìklhsh b

epistrèfei apodektikì di�logo pr, b, aq pou akoloujeÐ thn Ðdia katanom  me

ton pragmatikì di�logo metaxÔ twn P,V me koin  eÐsodo x.

EÔkola prokÔptei ìti to prwtìkollo tou Schnorr (Par�deigma 3.1.6) ikanopoieÐ

thn eidik  HVZK kai �ra eÐnai Σ-prwtìkollo.

Prìtash 3.3.6. 'Estw Σ-prwtìkollo pP,Vq: P
rÑ V, P

bÐ V, P
aÑ V. 'Estw

pPH ,VHq to sÔsthma pou prokÔptei apì to pP,Vq an o P antikatast sei ton gÔro

P
bÐ V me er¸thma se tuqaÐo manteÐo H gia to pr, xq, ìpou x h koin  eÐsodoc,

upologÐsei to a b�sei tou b � Hpr, xq kai aposteÐlei thn apìdeixh pr, aq. O VH

jètei to er¸thma Hpr, xq gia na l�bei to b kai sth sunèqeia epalhjeÔei ìpwc o V.

To pPH ,VHq eÐnai NIZK-PS-PoK sto ROM .
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Apìdeixh. (Skiagr�fhsh) H plhrìthta tou pPH ,VHq eÐnai profan c. Gia th mh-

denik  gn¸sh, parathroÔme pr¸ta ìti h eidik  HVZK sunep�getai thn HVZK.

Pr�gmati, dedomènou prosomoiwt  eidik c HVZK S kataskeu�zoume HVZK pro-

somoiwt  S1, o opoÐoc me eÐsodo x epilègei tuqaÐo b, kaleÐ ton S me eÐsodo px, bq kai
epistrèfei thn èxodo tou S, pr, b, aq. O ZK prosomoiwt c S� kaleÐ ton S1 me eÐsodo

x kai lamb�nei tri�da pr, b, aq. ProgrammatÐzei thn H wc b � Hpr, xq kai epistrè-
fei thn tri�da pr, b, aq pou akoloujeÐ thn Ðdia katanom  me thn pr,Hpr, xq, aq tou
pragmatikoÔ dialìgou2.

H apìdeixh gn¸shc prokÔptei apì thn Ôparxh exagwgèa gn¸shc K, o opoÐoc

apì apodeÐkth P�, lamb�nei thn apìdeixh pr, aq, epanaprogrammatÐzei thn H wc

b1 � Hpr, xq, b1 � b kai perimènei nèa ap�nthsh pr, a1q apì ton P�. E�n oi pr, aq,
pr, a1q eÐnai apodektèc, tìte ex�gei m�rtura w tou x apì tic tri�dec pr, b, aq kai
pr, b1, a1q, ìpwc eggu�tai h eidik  orjìthta tou pP,Vq.

%

Oi O.Goldreich kai Y.Oren èdeixan ìti den up�rqoun IPS enìc gÔrou kai mh-

denik c gn¸shc gia gl¸ssec ektìc tou BPP sto standard montèlo [GO94 Theo-

rem 4.3], to opoÐo sunep�getai ìti to montèlo CRS eÐnai aparaÐthto sthn kataskeu 

endiafèrontwn kruptografik¸n sqhm�twn pou qrhsimopoioÔn NIZK-PS kai de

sthrÐzoun thn asf�lei� touc sto ROM. Gia autìn to lìgo polloÐ ereunhtèc upon-

nooÔn thn Ôparxh CRS, paragìmenou apì mÐa èmpisth arq , ìtan anafèrontai se

sq mata sto standard montèlo, ìpwc ja doÔme sto kef�laio 4. O R.Pass [Pas03]

entopÐzei thn eggen  adunamÐa twn NIZK-PS sto montèlo CRS na plhroÔn thn

idiìthta thc diayeusimìthtac (deniability), dhlad  thc ektèleshc tou prosomoi-

wt  apì ton Ðdio ton epalhjeut  diìti se èna mh dialogikì prwtìkollo, to CRS

eÐnai mÐa dhmìsia kai prokajorismènh plhroforÐa. Epomènwc, se efarmogèc ìpou h

diayeusimìthta eÐnai basikìc stìqoc (bl. [DNS98 §1.3]) ta NIZK-PS sto montèlo

CRS eÐnai akat�llhla.

3.4 To sÔsthma apìdeixhc Groth-Sahai

Oi mh dialogikèc apodeÐxeic anaparistoÔn me akrÐbeia kruptografik� prwtìkol-

la ìpou h allhlepÐdrash eÐte den eÐnai dunat    eÐnai apofeuktèa. 'Ena apì ta

shmantikìtera praktik� probl mata pou emfanÐzei to CRS montèlo eÐnai h pi-

jan  anagwg  se NP-pl rh gl¸ssa (p.q. Circuit-SAT). Mèqri prìsfata, to

ROM  tan to kÔrio montèlo susthmatik c kataskeu c apodotik¸n mh dialogik¸n

prwtokìllwn, to opoÐo ìmwc èqei uposteÐ amifisb thsh, arq c genomènhc sto

[CGH98], wc proc to kat� pìson parèqei pragmatik  asf�leia. Ex�llou, gia

2EÐnai fanerì ìti h HVZK eÐnai ikan  gia thn ZK tou pPH ,VHq
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thn kataskeu  NIPS me thn asf�leia tou CRS montèlou efarmìsimwn sthn kru-

ptografÐa zeugm�twn eÐnai qr simoc o susqetismìc me gl¸ssec pou proèrqontai

apì probl mata basismèna se zeÔgmata. Ta pr¸ta shmantik� apotelèsmata proc

aut n thn kateÔjunsh sunant¸ntai stic mh dialogikèc apodeÐxeic twn [GOS06a],

[GOS06b], [Gro06], steroÔntai ìmwc apodotikìthtac kaj¸c sunÐstantai apì eujÔ

sunduasmì poll¸n mikrìterwn. H spoudaiìthta thc ergasÐac twn J.Groth kai

A.Sahai [GS08] eÐnai h epinìhsh mÐac genik c mejodologÐac gia thn kataskeu 

sÔntomwn mh dialogik¸n apodeÐxewn gia gl¸ssec pou sthrÐzontai se probl mata

zeugm�twn (group-depended languages). An�logec apodeÐxeic mhdenik c gn¸shc

gia tètoiec gl¸ssec den proôp rqan oÔte sthn eurÔterh kathgorÐa twn IPS.

Gia thn kalÔterh parousÐash twn GS-apodeÐxewn prosarmìzoume to sumbolismì

gnwst¸n ennoi¸n sth graf  tou [GS08].

• 'Estw sqèsh R pou apoteleÐtai apì tri�dec pgk, x, wq ìpou gk to Setup, x

o isqurismìc kai w o antÐstoiqoc m�rturac. MÐa gl¸ssa L pou apoteleÐtai

apì isqurismoÔc thc R sthrÐzetai se zeÔgmata e�n to gk perigr�fei k�poio

zeÔgma.

• 'Ena NIPS gia th sqèsh R eÐnai mÐa tetr�da PPT algorÐjmwn pG,K,P,Vq
ìpou o G epistrèfei zeÔgoc Setup, prìsjethc (pijan¸c ken c) plhroforÐac

pgk, skq, o K me eÐsodo pgk, skq kataskeu�zei to CRS σ, o apodeÐkthc P

me eÐsodo pgk, σ, x, wq par�gei apìdeixh π kai o epalhjeut c V elègqei

thn egkurìthta thc apìdeixhc me eÐsodo pgk, σ, x, πq. H plhrìthta tou

pG,K,P,Vq apaiteÐtai tèleia, dhlad 

PrrVpgk, σ, x, πq � 1 | pgk, x, wq P Rs � 1,

en¸ h orjìthta exasfalÐzetai jewr¸ntac amelhtèa thn pijanìthta

Prrpx, πq Ð Apgk, σq : V pgk, σ, x, πq � 1 | x R Ls,

gia k�je antÐpalo A.

• Sto sun jh orismì thc orjìthtac, o antÐpaloc epiqeireÐ na peÐsei ton V gia

x P L̄. EpekteÐnontac ton orismì èqoume thn idiìthta thc Lco-orjìthtac,

ìpou Lco tuqaÐa gl¸ssa exart¸menh apì ta gk, σ. Epomènwc jewroÔme

amelhtèa thn pijanìthta

Prrpx, πq Ð Apgk, σq : V pgk, σ, x, πq � 1 | x P Lcos,

gia k�je antÐpalo A.
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• O orismìc thc mh diakrisimìthtac m�rturoc isquropoieÐtai sth sunjèsimh

WI (composable WI - co-WI), ìpou o prosomoiwt c S dhmiourgeÐ èna CRS

to opoÐo eÐnai mh diakrÐsimo apì autì pou par�gei o K kai par�llhla den

parèqei kamÐa plhroforÐa pou ja kajist� diakrÐsimouc dÔo diaforetikoÔc

m�rturec. Tupik� gia k�je antÐpalo A zhtoÔme

Prrpgk, skq Ð Gp1kq;σ Ð Kpgk, skq : Apgk, σq � 1s �
� Prrpgk, skq Ð Gp1kq;σ Ð Spgk, skq : Apgk, σq � 1s

kai

Prrσ Ð Spgk, skq; px,w0, w1q Ð Apgk, σq;π Ð Ppgk, σ, x, w0q : Apπq � 1s �

� Prrσ Ð Spgk, skq; px,w0, w1q Ð Apgk, σq;π Ð Ppgk, σ, x, w1q : Apπq � 1s.

• An�loga enisqÔoume ton orismì thc mhdenik c gn¸shc sth sunjèsimh ZK

(composable ZK - co-ZK) upojètontac ìti o prosomoiwt c S � pS1, S2q
par�gei mh diakrÐsimo CRS σ kai prìsjeth plhroforÐa τ h opoÐa den pros-

dÐdei k�poio shmantikì pleonèkthma ston antÐpalo ¸ste na diakrÐnei tic pro-

somoiwmènec apodeÐxeic. IsqÔei dhlad  ìti

Prrpgk, skq Ð Gp1kq;σ Ð Kpgk, skq : Apgk, σq � 1s �
� Prrpgk, skq Ð Gp1kq; pσ, τq Ð S1pgk, skq : Apgk, σq � 1s

kai

Prrpσ, τq Ð S1pgk, skq; px,wq Ð Apgk, σ, τq;π Ð Ppgk, σ, x, wq : Apπq � 1s �

� Prrpσ, τq Ð S1pgk, skq; px,wq Ð Apgk, σ, τq;π Ð S2pgk, σ, τ, xq : Apπq � 1s,

ìpou pgk, x, wq P R.

Oi exis¸seic Groth-Sahai. To mh dialogikì sÔsthma apìdeixhc Groth-Sahai

GSPS par�gei apodeÐxeic gia thn tautìqronh isqÔ sunìlou exis¸sewn pou an -

koun stic parak�tw kathgorÐec:

'Estw zeÔgma e : G1 � G2 ÝÑ GT , ìpou G1,G2,GT t�xhc n kai metablhtèc

X1, . . . , Xm P G1, Y1, . . . , Yn P G2, x1, . . . , xm1 , y1, . . . , yn1 P Zn.

ExÐswsh ginomènou-zeÔgmatoc:

n¹
i�1

epAi, Yiq �
m¹
i�1

epXi, Biq �
m¹
i�1

n¹
j�1

epXi, Yjqγij � tT , (3.1)

ìpou Ai P G1, Bi P G2, tT P GT , γij P Zn.
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ExÐswsh bajmwtoÔ pollaplasiasmoÔ sthn G1:

n1¸
i�1

ryisAi �
m̧

i�1

rbisXi �
m̧

i�1

n1¸
j�1

rγijyjsXi � T1, (3.2)

ìpou Ai, T1 P G1 kai bi, γij P Zn.

ExÐswsh bajmwtoÔ pollaplasiasmoÔ sthn G2:

ņ

i�1

raisYi �
m1¸
i�1

rxisBi �
m1¸
i�1

ņ

j�1

rγijxjsYi � T2, (3.3)

ìpou Bi, T2 P G2 kai ai, γij P Zn.

Tetragwnik  ExÐswsh sthn Zn:

n1¸
i�1

aiyi �
m1¸
i�1

xibi �
m1¸
i�1

n1¸
j�1

γijxiyj � t, (3.4)

ìpou ai, bi, γij, t P Zn.

Gia thn aplopoÐhsh twn (3.1-4) eÐnai qr simh h parak�tw ènnoia:

Orismìc 3.4.1. 'Estw metajetikìc daktÔlioc pR,�, �, 0, 1q. Mia abelian  om�da

G eÐnai R-prìtupo (R-module) e�n o R dra p�nw sthn G ètsi ¸ste gia k�je

r, s P R kai x, y P G:

pr � sqx � rx� sx^ rpx� yq � rx� ry ^ rpsxq � prsqx^ 1x � x.

SÔmfwna me ton Orismì 3.4.1, oi G1,G2,GT eÐnai Zn-prìtupa. EpÐshc gia digram-
mik  apeikìnish f : G1 � G2 ÝÑ GT kai x1, . . . , xm P G1 kai y1, . . . , yn P G2

jewroÔme thn genik  tetragwnik  exÐswsh

~a � ~y � ~x �~b� ~x � Γ~y � t, (3.5)

ìpou Γ PMatm�npRq kai ~p � ~q �
°
i fppi, qiq.

EÐnai fanerì ìti oi (3.1-4) apoteloÔn eidikèc peript¸seic thc (3.5) kai mporoÔn

na grafoÔn wc

ExÐswsh ginomènou-zeÔgmatoc:

G1 � G1, G2 � G2, GT � GT , fpX, Y q � epX, Y q
p ~A � ~Y qp ~X � ~Bqp ~X � Γ~Y q � tT . (3.6)
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ExÐswsh bajmwtoÔ pollaplasiasmoÔ sthn G1:

G1 � G1, G2 � Zn, GT � G1, fpX, yq � rysX
~A � ~y � ~X �~b� ~X � Γ~y � T1. (3.7)

ExÐswsh bajmwtoÔ pollaplasiasmoÔ sthn G2:

G1 � Zn, G2 � G2, GT � G2, fpx, Y q � rxsY
~a � ~Y � ~x � ~B � ~x � Γ~Y � T2. (3.8)

Tetragwnik  ExÐswsh sthn Zn:

G1 � Zn, G2 � Zn, GT � Zn, fpx, yq � xy mod n

~a � ~y � ~x �~b� ~x � Γ~y � t. (3.9)

Sq mata dèsmeushc apì prìtupa. 'Ena mh dialogikì sq ma dèsmeushc (com-

mitment scheme) eÐnai èna zeÔgoc algorÐjmwn pSetup, Commitq me tic idiìthtec
thc


 apìkruyhc (hiding) thc tim c x kat� th f�sh dèsmeushc:

Up�rqei antÐpaloc A ¸ste

(i). tSetupp1kqu � tAp1kqu.
(ii). Gia k�je x1, x2

PrrparamsÐ Ap1kq; r $Ð t0, 1upolypkq : Commitpparams, x1, rq � cs �
� PrrparamsÐ Ap1kq; r $Ð t0, 1upolypkq : Commitpparams, x2, rq � cs


 susqètishc (binding) mÐac dèsmeushc c me thn tim  x kat� thn f�sh apok�luyhc:

Gia k�je antÐpalo A h pijanìthta

PrrparamsÐ Setupp1kq; c, x, x1, r, r1 Ð Apparamsq :

x � x1 ^ c � Commitpx, rq ^ c � Commitpx1, r1qs
eÐnai amelhtèa.

Ta sq mata dèsmeushc suqn� sunistoÔn prwtìkolla mhdenik c gn¸shc. Sto

[GS08] kataskeu�zountai NIWI-PS kai NIZK-PS ìpou desmeÔontai oi metablhtèc

~x � x1, . . . , xm P G1 kai ~y � y1, . . . , yn P G2 miac genik c exÐswshc (3.5).

'Estw R-prìtupa A1,A2,AT kai B1,B2,BT , R-grammikèc apeikonÐseic ι1, ι2, ιT ,

p1, p2, pT kai digrammikèc apeikonÐseic f, F , ìlec ektìc thc pT apodotik� upologÐsi-

mec, ìpwc to parak�tw sq ma met�bashc:
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A1 � A2
fÝÑ AT

ι1 ÓÒ p1 ι2 ÓÒ p2 ιT ÓÒ pT
B1 � B2

FÝÑ BT

'Amesa prokÔptoun oi parak�tw sqèseic:

p@x P A1qp@y P A2q : F pι1pxq, ι2pyqq � ιT pfpx, yqq
p@x P B1qp@y P B2q : fpp1pxq, p2pyqq � pT pF px, yqq

(3.10)

Gia ~x P Bm1 , ~y P Bm2 orÐzoume

~x � ~y �
m̧

i�1

F pxi, yiq.

Jètoume wc Setup kai CRS

gk � pR,A1,A2,AT , fq kai σ � pB1,B2,BT , F, ι1, ι2, ιT , p1, p2, pT , ~u,~v,H1, . . . , Hqq,

ìpou ~u � u1, . . . , um̂ P B1, ~v � v1, . . . , vn̂ P B2 kai H1, . . . , Hq PMatm̂�n̂pRq ¸ste
~u �Hi~v � 0.

Oi desmèuseic stic timèc xi P A1, yj P A2 upologÐzontai epilègontac tuqaÐa

stoiqeÐa ri1, . . . , rim̂ kai sj1, . . . , sjn̂ tou R wc

ci � ι1pxiq �
m̧̂

t�1

ritui kai di � ι2pyjq �
ņ̂

t�1

sjtuj.

Sunep¸c katalhgoÔme stic kajolikèc desmèuseic

~c � ι1p~xq �R~u kai ~d � ι2p~yq � S~v, (3.11)

ìpou R PMatm�m̂pRq, S PMatn�n̂pRq tuqaÐoi pÐnakec.
To pr¸to b ma sthn allhlepÐdrash tou apodeÐkth P kai tou epalhjeut  V eÐnai o

upologismìc twn desmeÔsewn ~c, ~d gia touc m�rturec ~x, ~y antÐstoiqa. Sth sunèqeia

zhteÐtai apì ton P na peÐsei gia thn isqÔ mÐac tetragwnik c exÐswshc thc morf c

(3.5) me th qr sh twn ~c, ~d. 'Etsi, to kÔrio mèroc thc mh dialogik c apìdeixhc

apoteleÐtai apì ta ex c st�dia:
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Isqurismìc: Ta ~c, ~d eÐnai desmeÔseic gia ~x, ~y tètoia ¸ste:

~a � ~y � ~x �~b� ~x � Γ~y � t.

Apìdeixh: EpÐlexe tuqaÐa T PMatm̂�n̂ kai r1, . . . , rq P R.

Upolìgise

~θ � SJι1p~aq � SJΓJι1p~xq � T~u

~π � RJι2p~bq �RJΓι2p~bq �RJΓS~v � TJ~v �
q̧

i�1

riHi~v

kai epÐstreye thn apìdeixh p~θ, ~πq.
Epal jeush: EpÐstreye 1 ann

ι1p~aq � ~d� ~c � ι2p~bq � ~c � Γ~d � ιT ptq � ~u � ~π � ~θ � ~v.

Je¸rhma 3.4.2. (Tèleia plhrìthta) 'Estw ~x P Am
1 , ~y P An

2 , R P Matm�m̂pRq,
S PMatn�n̂pRq ¸ste

~c � ι1p~xq �R~u, ~d � ι2p~yq � S~v, ~a � ~y � ~x �~b� ~x � Γ~y � t.

Tìte gia k�je epilog  twn T, r1, . . . , rq o V apodèqetai tic ~θ, ~π.

Apìdeixh. Apì tic sqèseic (3.11) èqoume

ι1p~aq � ι2p~yq � ι1p~xq � ι2p~bq � ι1p~xq � Γι2p~yq � ιT p~a � ~yq � ιT p~x �~bq � ιT p~x � Γ~yq �
� ιT p~a � ~y � ~x �~b� ~x � Γ~yq � ιT ptq.

Antikajist¸ntac thn parap�nw exÐswsh ston èlegqo tou V èqoume

ι1p~aq � ~d� ~c � ι2p~bq � ~c � Γ~d �
� ι1p~aq � ι2p~yq � ι1p~xq � ι2p~bq � ι1p~xq � Γι2p~yq�
�R~u � ι2p~bq �R~u � Γι2p~yq �R~u � ΓS~v � ι1p~aq � S~v � ι1p~xq � ΓS~v

~u�Hi~v�0�
� ιT ptq � ~u � pRJι2p~bq �RJΓι2p~yq �RJΓS~vq �°n

i�1 rip~u �Hi~vq � ~u � TJ~v�
�T~u � ~v � pSJι1p~aq � SJΓJι1p~xqq � ~v �

� ιT ptq � ~u � ~π � ~θ � ~v.
%
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To pP,Vq eÐnai NIWI-PS, upì tic proôpojèseic pou orÐzoun ta epìmena dÔo

jewr mata:

Je¸rhma 3.4.3. (Proôpojèseic orjìthtac) 'Estw ìti p1p~uq � ~0, p2p~vq � ~0 kai

oi apeikonÐseic ι1 � p1, ι2 � p2, ιT � pT den eÐnai tetrimmènec . Tìte mÐa ègkurh

apìdeixh p~θ, ~πq sunep�getai thn isìthta

p1pι1p~aqq � p2p~dq � p1p~cq � p2pι2p~bq � p1p~cq � Γp2p~dqq � pT pιptqq.
Apìdeixh. AfoÔ h p~θ, ~πq eÐnai ègkurh isqÔei ìti

ι1p~aq � ~d� ~c � ι2p~bq � ~c � Γ~d � ιT ptq � ~u � ~π � ~θ � ~v.
Epomènwc apì tic (3.10) kai efìson p1p~uq � 0, p2p~vq � 0 èqoume

p1pι1p~aqq � p2p~dq � p1p~cq � p2pι2p~bq � p1p~cq � Γp2p~dqq �
� pT pι1p~aq � ~dq � pT p~c � ι2p~bqq � pT p~c � Γ~dq �
� pT pιT ptq � ~u � ~π � ~θ � ~vq �
� pT pιT ptqq � p1p~uq � p2p~πq � p1p~θq � p2p~vq � pT pιptqq.

%

SÔmfwna me tic proôpojèseic orjìthtac, oi dèsmeuseic ~c, ~d perièqoun tic mh

tetrimmènec plhroforÐec p1p~cq � p1pιp~xqq kai p2p~dq � p2pιp~yqq gia tic ~x, ~y. Epi-

plèon, e�n oi ι1�p1, ι2�p2 kai ιT �pT eÐnai oi tautotikèc apeikonÐseic twn A1,A2,AT ,

tìte èqoume tèleia susqètish twn desmeÔsewn, dhlad  ~x � p1p~cq kai ~y � p2p~dq,
kai tèleia orjìthta afoÔ ikanopoieÐtai h ~a�p1p~cq�p2p~dq�~b�p1p~cq�Γp2p~dq � t. 'Otan

den prokÔptoun oi tautotikèc apeikonÐseic, mporoÔme na epitÔqoume Lco-orjìthta

gia kat�llhlh gl¸ssa Lco.

Je¸rhma 3.4.4. (Proôpojèseic WI) 'Estw ìti ι1pA1q � xu1, . . . , um̂y, ι2pA2q �
xv1, . . . , vn̂y kai oi pÐnakec H1, . . . , Hq par�goun to R-prìtupo

H � tH PMatm̂�n̂pRq | ~u �H~v � 0u.
Tìte ìloi oi kat�llhloi m�rturec ~x, ~y sunep�gontai apodeÐxeic p~θ, ~πq pou eÐnai

omoiìmorfa katanemhmènec upì th sunj kh ìti ikanopoioÔn thn exÐswsh epal -

jeushc.

Apìdeixh. Efìson ι1pA1q � xu1, . . . , um̂y kai ι2pA2q � xv1, . . . , vn̂y up�rqoun pÐ-

nakec A,B,X, Y ¸ste ι1p~aq � A~u, ι1p~xq � X~u, ι2p~bq � B~v kai ι2p~yq � Y ~v.

'Epomènwc èqoume ~c � pX �Rq~u ka ~d � pY � Sq~v kai oi ~θ, ~π gr�fontai wc

~θ � pSJA� SJΓJX � T q~u
~π � pRJB �RJΓY �RJΓS � TJq~v � p°q

i�1 riHiq~v
(3.12)
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H tuqaÐa epilog  tou T epitrèpei na jewroÔme th ~θ wc omoiìmorfh t.m. mèsw

thc ~θ � Θ~u, gia tuqaÐa epilègmeno pÐnaka Θ kai thn ~π wc ~π � Π~v, ìpou Π eÐnai

t.m. exart¸menh apì ton Θ. Apì to Je¸rhma 3.4.2 ìloi oi m�rturec sunep�gontai

p~θ, ~πq ¸ste

ι1p~aq � ~d� ~c � ι2p~bq � ~c � Γ~d� ιT ptq � ~θ � ~v � ~u � ~π � ~u � Π~v.

Sunep¸c, dedomènou Θ gia dÔo lÔseic ~π, ~π1 èqoume

~u � pΠ� Π1q~v � 0 ñ Π� Π1 P Hñ Π � Π1 �
q̧

i�1

ziHi,

gia k�poia z1, . . . , zq P R. Epomènwc, se sunduasmì me tic (3.12) sumperaÐnoume

ìti dedomènhc ~θ, �ra kai dedomènou T , oi lÔseic p~θ, ~πq katanèmontai omoiìmorfa
sÔmfwna me ta r1, . . . , rq P R. H apìdeixh eÐnai pl rhc apì thn omoiìmorfh epilog 

thc ~θ.

%

Oi proôpojèseic WI exasfalÐzoun thn tèleia apìkruyh twn desmeÔsewn ~c, ~d. H

sunjesimìthta epitugq�netai jewr¸ntac ìti pragmatik� kai prosomoiwmèna CRS

σ kai σ1 antÐstoiqa upologÐzontai me mh diakrÐsimo trìpo, ìpwc ja doÔme kai sta

stigmiìtupa pou akoloujoÔn. Gia suntomÐa, kat� thn perigraf  twn σ, σ1 ìlec oi

par�metroi ektìc twn ~u,~v ja paraleÐpontai wc uponooÔmenec.

DÔo endiafèrousec eidikèc peript¸seic eÐnai ìtan ~a � 0 kai Γ � 0, ìpote

prokÔptei h apl  grammik  exÐswsh

~x �~b � t,

kaj¸c kai h summetrik  perÐptwsh B1 � B2 � B, m̂ ¥ n̂, ui � vi gia i ¤ m̂

kai F px, yq � F py, xq gia k�je x, y P B. Sthn teleutaÐa prosjètontac n̂ � m̂

mhdenik� sth θ prokÔptei ~θ1 isom khc me thn ~π. O apodeÐkthc apostèllei thn

apìdeixh ~φ � ~π � ~θ1 kai o epalhjeut c elègqei thn isìthta

ι1p~aq � ~d� ~c � ι2p~bq � ~c � Γ~d � ιT ptq � ~u � ~φ.

To parap�nw NIPS epekteÐnetai sto sÔsthma apìdeixhc GSPS gia thn ikanopoih-

simìthta N tetragwnik¸n exis¸sewn me paramètrouc t~ai, ~bi,Γi, tiuNi�1. Ta gk, σ

kaj¸c kai oi desmeÔseic ~c, ~d gia touc antÐstoiqouc m�rturec ~x, ~y orÐzontai ìpwc

prin. O apodeÐkthc upologÐzei gia k�je tetr�da paramètrwn zeÔgoc p~θi, ~πiq kai
apostèllei telik¸c hn apìdeixh p~c, ~d, tp~θi, ~πiquNi�1q. Me th seir� tou o epalhjeut c

me eÐsodo gk, σ, t~ai, ~bi,Γi, tiuNi�1, p~c, ~d, tp~θi, ~πiquNi�1q apodèqetai ann

@i P rN s : ι1p~aiq � ~d� ~c � ι2p~biq � ~c � Γi~d � ιT ptiq � ~u � ~πi � ~θi � ~v.
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E�n oi metablhtèc ~x � x1, . . . , xm, ~y � y1, . . . , yn, desmeÔontai mèsw twn ~u �
u1, . . . , um̂, ~v � v1, . . . , vm̂, tìte ~c P Bm1 , ~d P Bn2 kai πi P xu1, . . . , um̂ym̂, θi P
xv1, . . . , vn̂yn̂ epomènwc to mègejoc thc apìdeixhc p~c, ~d, tp~θi, ~πiquNi�1q eÐnai m�Nm̂
stoiqeÐa tou B1 kai n�Nn̂ stoiqeÐa tou B2.

Gia to GSPS èqoume to akìloujo kÔrio je¸rhma.

Je¸rhma 3.4.5. To GSPS èqei tèleia plhrìthta, tèleia Lco-orjìthta kai sun-

jèsimh mh diakrisimìthta m�rturoc, ìpou Lco eÐnai h gl¸ssa!
t~ai, ~bi,Γi, tiuNi�1 | p@~x, ~yqpDiq : p1pι1p~aiqq � ~y � ~x � p2pι2p~biqq � ~x � Γi~y � pT pιT ptiqq

)
Apìdeixh. H tèleia plhrìthta èpetai apì to Je¸rhma 3.4.2.

Gia thn orjìthta jewroÔme apìdeixh p~c, ~d, tp~θi, ~πiquNi�1q apì to σ Ð Kpgk, skq.
Jètoume ~x � p1p~cq, ~y � p2p~dq kai apì to Je¸rhma 3.4.3 èqoume

@i P rN s : p1pι1p~aiqq � ~y � ~x � p2pι2p~biqq � ~x � Γi~y � pT ptiq.
Epomènwc t~ai, ~bi,Γi, tiuNi�1 R Lco kai �ra prokÔptei tèleia Lco-orjìthta.

'Estw t¸ra prosomoiwmèno CRS σ1 Ð Spgk, skq to opoÐo upojètoume mh diakrÐsi-
mo apì aut� pou par�gei o K. Ta ~c, ~d apokrÔptoun upologistik� touc m�rturec

~x, ~y kai apì to Je¸rhma 3.4.4 gia k�je exÐswsh dÔo m�rturec odhgoÔn se ègkurec

apodeÐxeic pou akoloujoÔn thn Ðdia omoiìmorfh katanom . Efarmìzontac ubridikì

epiqeÐrhma èqoume tèleia WI.

%

To GSPS sthn kruptografÐa zeugm�twn. Sto pl rec paper [GS07], oi J.

Groth kai A.Sahai parajètoun trÐa stigmiìtupa efarmog c tou GSPS basismèna

sta akìlouja upotijèmena dÔskola probl mata se zeÔgma e : G1 �G2 ÝÑ GT .

Prìblhma apìfashc upoom�dac sthn G (Subgroup decision problem - SDP):

dedomènwn n � pq, ìpou p, q �gnwstoi pr¸toi, ¸ste G1 � G2 � G � Gp�Gq kai

x tuqaÐa epilegmènou eÐte apì thn G eÐte apì thn Gq, na apofasisteÐ e�n x P Gq.

Upìjesh summetrikoÔ exwterikoÔ Diffie-Hellman (Symmetric external Dif-

fie-Hellman - SXDH - assumption): dedomènwn P,Q gennhtìrwn twn G1,G2

antÐstoiqa, ta DDHpG1q kai DDHpG2q eÐnai dÔskola probl mata.

Grammikì prìblhma apìfashc sthn G (Decisional Linear problem - DLin):

dedomènwn genn tora P thc G1 � G2 � G kai prαsP, rβsP, rrαsP, rsβsP , rtsP q P
G5, na apofasisteÐ e�n t � r � s.

Perigrafik� mporoÔme na poÔme ìti sto SDP [BGN05] ènac antÐpaloc den mpo-

reÐ na diakrÐnei èna tuqaÐo stoiqeÐo thc G apì èna tuqaÐo stoiqeÐo thc Gq, en¸
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sto DLin [BBS04] eÐnai dÔskolo na diakrijeÐ an t � r � s   to t eÐnai tuqaÐo.

To DLin qrhsimopoieÐtai se om�dec ìpou to DDH eÐnai eÔkolo, kaj¸c eÔkola

prokÔptei ìti DDHpGq ¤ DLinpGq3. Epiplèon, h SXDH eÐnai isquropoÐhsh thc

exwterik c upìjeshc Diffie-Hellman (XDH) ìpou upojètoume ìti èna ek twn

DDHpG1q, DDHpG2q eÐnai dÔskola. Ta antÐstoiqa stigmiìtupa GS-apodeÐxewn

eÐnai ta ex c:

SDP [GS07 Istantiation 1]: Setup : pgk, skq � ppn,G,GT , e, P q, pp,qqq, ìpou
e : G�G ÝÑ GT zeÔgma TÔpou 1 kai P genn torac thc G t�xhc n � p � q, p,q

pr¸toi. ZhtoÔme thn ikanopoihsimìthta sunìlou exis¸sewn tÔpou (3.6),(3.8),(3.9)

epomènwc desmeuìmaste eÐte gia stoiqeÐa thc G eÐte gia stoiqeÐa tou Zn. Jètoume

ta prìtupa B1 � B2 � G kai BT � GT kaj¸c epÐshc F pX, Y q � epX, Y q. O

algìrijmoc K ex�gei σ � U � rrpsP gia tuqaÐo r P Zn. Gia Z P G, z P Zn

orÐzoume

ιpZq � Z, ppZq � rλsZ, ι1pzq � rzsP, p1przsP q � λz,

ìpou λ � 1 mod p kai λ � 0 mod p. DiakrÐnoume tic ex c peript¸seic:

(i). gia Y P G kai gia tuqaÐo s P Zn h dèsmeush D � ιpY q � rssU apokrÔptei

tèleia to Y . E�n U P Gq tìte

ppDq � ppιpY qq � rssppUq � λY � rλsrssU � λY � O � λY,

dhlad  to Y prosdiorÐzetai monadik� sthn Gp.

(ii). gia x P Zn kai gia tuqaÐo r P Zn h dèsmeush C � ι1pxq � rrsU apokrÔptei

tèleia to x e�n U P Gq, tìte h C prosdiorÐzei to p1pCq � λx � x mod q.

ParathroÔme ìti oi ι � p, ι1 � p1 prob�lloun stoiqeÐa twn G,Zn stic antÐstoiqec

upoom�dec t�xhc p, Gp kai Zp. Sth sunèqeia kataskeu�zoume gia k�je tÔpo

tetragwnik c exÐswshc kat�llhlec sunart seic ιT , pT ¸ste na ikanopoioÔntai oi

(3.10) kai h apeikìnish ιT � pT na prob�lei stoiqeÐa thc GT sthn upoom�da t�xhc

p. Wc apotèlesma h apìdeixh èqei tèleia Lco-orjìthta, ìpou Lco eÐnai h gl¸ssa

twn sunìlwn tetragwnik¸n exis¸sewn pou den ikanopoioÔntai stic upoom�dec

t�xhc p twn G,GT ,Zn. Ex�llou, to DSP sunep�getai thn mh diakrisimìthta tou

pragmatikoÔ CRS σ � rrpsP t�xhc q apì èna prosomoiwmèno CRS σ1 � rr1sP
gia tuqaÐo r1 P Zn t�xhc n. O monadikìc pÐnakac-stoiqeÐo H P Mat1�1pRq pou
ikanopoieÐ thn F pU,HUq � epU,HUq � 1 eÐnai oH � 0 kai den perilamb�netai sta

CRS. Sunep¸c, afoÔ oi desmeÔseic C,D pou prokÔptoun apì to σ1 apokrÔptontai

tèleia, telik� èqoume co-WI.

3H pP,Q,R, Sq eÐnai DDH-tetr�da ann h pP,Q,R, S, r2sRq eÐnai DLin-pent�da
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To par�deigma apoteleÐ efarmog  thc summetrik c perÐptwshc kai to mègejoc thc

apìdeixhc eÐnai m � n � N stoiqeÐa G, ìpou m,n to plhjìc twn proc dèsmeush

stoiqeÐwn twn G,Zn antÐstoiqa kai N to pl joc twn exis¸sewn.

SXDH [GS07 Istantiation 2]: Setup : pgk, skq � ppp,G1,G2,GT , e, P1, P2q,Λq,
ìpou e : G1 �G2 ÝÑ GT asÔmmetro zeÔgma TÔpou 3 4 kai P1, P2 genn torec twn

G1,G2 t�xhc p, ìpou p pr¸toc. OrÐzontai ta B1 � G2
1, B2 � G2

2 me prìsjesh

kat� shmeÐo kai BT � G4
T me pollaplasiasmì kat� shmeÐo. Jètoume epÐshc

F p
�
X1

X2

�
,

�
Y1

Y2

�
q �

�
epX1, Y1q epX1, Y2q
epX2, Y1q epX2, Y2q

�
.

Wc CRS èqoume to σ � pu1, u2, v1, v2q, ìpou u1 � pP1, rα1sP1q, v1 � pP2, rα2sP2q,
u2 � rt1su1, v2 � rt2sv1 gia tuqaÐa α1, α2 P Z�

p kai t1, t2 P Z�
p.

Desmeuìmaste gia metablhtèc X1, . . . , Xm P G1, Y1, . . . , Yn P G2, x1, . . . , xm1 ,

y1, . . . , yn1 P Zp sunìlou tetragwnik¸n exis¸sewn tÔpou (3.6-9). Gia thn G1

orÐzoume ι1pZq � pO, Zq, p1pZ1, Z2q � Z2 � rα1sZ1 kai parathroÔme ìti p1pu1q �
p1pu2q � O kai ι1 � p1 � idG1 . Gia th dèsmeush enìc stoiqeÐou X P G1 epilègoume

tuqaÐa r1, r2 P Zp kai upologÐzoume

C � ι1pXq � r1u1 � r2u2.

'Omoia ergazìmaste gia thn G2. Gia x P Zp orÐzoume ι11pzq � zpu2 � pO, P1qq,
p11prz1sP1, rz2sP1q � z2�α1z1 kai th dèsmeush c � ι11pxq� ru1, ìpou to r epilège-

tai tuqaÐa sto Zp. ProkÔptei ìti p11pu1q � 0 kai ι11 � p11 � idZp . AntÐstoiqa

upologÐzoume ta ι12, p
1
2, d gia y P Zp.

Oi ιT , pT gia k�je tÔpo exÐswshc kataskeu�zontai ¸ste ι1T � p1T � idGT , opìte

kai èqoume tèleia orjìthta apì to Je¸rhma 3.4.3. H co-WI epitugq�netai me

thn prosomoÐwsh σ1 � pu1, u2, v1, v2q me u1, v1 ìpwc prin kai u2 � t1u1 � pO, P1q,
v2 � t2v1 � pO, P2q gia tuqaÐa t1, t2 P Z�

p. E�n up�rqei non-uniform algìrijmoc

tAkukPN pou mporeÐ na diakrÐnei ta σ, σ1, dhlad  tetr�dec

pP, rαs, rtsP, rαtsP q kai pP, rα1s, rt1sP, rα1t1 � 1sP q,

tìte kataskeu�zoume algìrijmo pou apofasÐzei an mÐa tetr�da pP,Q, U, V q eÐ-
nai lÔsh tou DDH sthn Gi, i P t1, 2u kal¸ntac ton Ak na apofasÐsei gia tic

tetr�dec pP,Q, U, V q kai pP,Q, U, V �P q. K�ti tètoio ìmwc antibaÐnei sthn upì-

jesh SXDH.

ParathroÔme ìti ta u1, u2 eÐnai grammik� anex�rthta. Pr�gmati, e�n u1 � ku2 gia

k�poio k P Zp tìte afoÔ o P1 eÐnai genn torac thc G2 èqoume

4an to e eÐnai TÔpou 2, tìte apì Prìtash 2.2.7 to DDHpG2q eÐnai eÔkolo kai epomènwc den isqÔei

h SDXH.
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kt1 � 1 mod p kai a1 � a1kt1 � k mod p

to opoÐo eÐnai adÔnato. 'OmoÐwc ta v1, v2 eÐnai grammik� anex�rthta. Epomènwc

ta F pu1, v1q, F pu1, v2q, F pu2, v1q, F pu2, v2q eÐnai grammik� anex�rthta kai �ra o

monadikìc pÐnakac H P Mat2�2pRq ¸ste ~u � H~v � 0 eÐnai o mhdenikìc kai den

perilamb�netai sta CRS. Epiplèon, lìgw anexarthsÐac twn u1, u2 kai v1, v2 èqoume

ìti ι2pG1q � xu1, u2y � G2
1 kai ι2pG2q � xv1, v2y � G2

2. EpÐshc ι11pZpq � xu1y
kai ι12pZpq � xv1y. Sunep¸c ta stoiqeÐa tou σ1 � pu1, u2, v1, v2q ek kataskeu c

apokrÔptoun omoiìmorfa tic desmeumènec timèc kai èqoume tèleia WI. To mègejoc

thc apìdeixhc eÐnai 2m � 2m1 � 4N1 � 2N2 � 4N3 � 2N4 stoiqeÐa thc G1 kai

2n�2n1�4N1�4N2�2N3�2N4 stoiqeÐa thc G2, ìpou N1, N2, N3, N4 to pl joc

tetragwnik¸n exis¸sewn tÔpou (3.6),(3.7),(3.8),(3.9) antÐstoiqa, ìtan autèc den

empÐptoun sthn eidik  perÐptwsh grammik c exÐswshc.

DLin [GS07 Istantiation 3]: Setup : pgk, skq � ppp,G,GT , e, P q,Λq. 'Opwc

kai sto SDP, desmeuìmaste gia metablhtèc Y1, . . . , Yn P G2, x1, . . . , xm1 P Zp

sunìlou tetragwnik¸n exis¸sewn tÔpou (3.7),(3.8) kai (3.10). Sugkekrimèna,

jètoume B1 � B2 � G3, BT � G9 kai oi digrammikèc apeikonÐseic

F̃ p

�
��X1

X2

X3

�
�
,
�
��Y1

Y2

Y3

�
�
q �

�
��epX1, Y1q epX1, Y2q epX1, Y3q
epX2, Y1q epX2, Y2q epX2, Y3q
epX3, Y1q epX3, Y2q epX3, Y3q

�
�
.

F px, yq � 1

2
F̃ px, yq � 1

2
F̃ py, xq.

O K ex�gei σ � pu1, u2, u3q, ìpou u1 � prαsP,O, P q, u2 � pO, rβsP, P q kai u3 �
ru1 � su2 tuqaÐa α, β P Z�

p kai r, s P Zp. Gia Z,Z1, Z2, Z3 P G, z.z1, z2, z3 P Zp

orÐzoume

ιpZq � pO,O, Zq ppZ1, Z2, Z3q � Z3 � rα�1sZ1 � rβ�1sZ2

ι1pzq � zu p1prz1sP, rz2sP, rz3sP q � z3 � α�1z1 � β�1z2

Oi 3� 3 pÐnakec pou ikanopoioÔn thn ~u �H~v � 0 upologÐzontai stajeroÐ gia tic

F, F̃ kai paraleÐpontai. Gia Y P G upologÐzoume C � ιpY q � s1u1 � s2u2 � s3u3,

en¸ gia x P Zp èqoume c � ι1pxq � r1u1 � r2u2, ìpou s1, s2, s3, r1, r2 epilègontai

tuqaÐa apì to Zp.

IsqÔei ìti ιpGq � xu1, u2, u3y, ι1pZpq � xu1, u2y, ppu1q � ppu2q � ppu3q � O,

p1pu1q � p1pu2q � 0 kai ι � p, ι1 � p1 eÐnai tautotikèc apeikonÐseic. 'Ena prosomoi-

wmèno CRS σ1 � pu1, u2, u3q, ìpou u1, u2 ìpwc prin kai u3 � ru1�su2�pO,O, P q,
me epiqeirhmatologÐa an�logh tou stigmiìtupou SXDH, eÐnai mh diakrÐsimo apì to
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σ dedomènhc thc duskolÐac tou DLin. Mèsw twn F, F̃ kataskeÔazontai kat�llh-

lec ιT , pT , wste h ιT � pT na eÐnai h tautotik  kai telik� èqoume tèleia orjìthta

kai co-WI. Oi pÐnakec H P Mat3�3pRq ¸ste ~u � H~v � 0 prokÔptoun stajeroÐ

gia tic F̃ , F kai den perilamb�nontai sta CRS. To mègejoc thc apìdeixhc eÐnai

3m � 3n � 9N1 � 9N2 � 6N3 stoiqeÐa thc G, ìpou N1, N2, N3 to pl joc tetra-

gwnik¸n exis¸sewn tÔpou (3.6),(3.8),(3.9) antÐstoiqa, , ìtan autèc den empÐptoun

sthn eidik  perÐptwsh grammik c exÐswshc.

Egkurìthta kai mhdenik  gn¸sh sto GSPS. Parathroume ìti to GSPS

eÐnai apìdeixhc gn¸shc mhdenikoÔ sf�lmatoc, afoÔ e�n o K par�gei prìsjeth

plhroforÐa (p.q. thn paragontopoÐhsh tou n gia to stigmiìtupo SDP) ikan 

gia ton upologismì twn p1, p2, tìte mporoÔn na exaqjoÔn oi m�rturec ~x � p1p~cq
kai ~y � p2p~dq. Epiprosjètwc, gia mÐa eureÐa kl�sh tetragwnik¸n exis¸sewn to

GSPS mporeÐ eÔkola na metatrapeÐ se NIZK-PS. ProtoÔ kajorÐsoume autèc tic

kathgorÐec perigr�foume th genik  eikìna mèsw R-protÔpwn.

Sthn perÐptwsh ìpou A1 � R, A2 � AT kai fpx, yq � xy kataskeu�zoume

prosomoiwt  S � pS1, S2q wc ex c:

• O S1 me eÐsodo gk, sk par�gei to σ kai prìsjeth plhroforÐa τ � ~s, ¸ste

ι1p1q � ι1p0q � ~sJ~u.

• O S2 me eÐsodo gk, σ, ~s kai tic tetragwnikèc exis¸seic tp~θi, ~πiquNi�1:

1. Metatrèpei k�je exÐswsh sth morf 

~ai � ~y � ~x �~bi � fpδ,�tiq � ~x � Γi~y � 0.

OrÐzei epÐshc ~x � ~0, ~y � ~0, δ � 0, pou eÐnai m�rturac gia ìlec tic

tropopoihmènec exis¸seic.

2. Epilègei tuqaÐouc R P Matm�m̂pRq, S P Matn�n̂pRq kai upologÐzei tic
desmeÔseic ~c � ~0 � R~u, ~d � ~0 � S~v kai ι1p1q � ι1p0q � ~sJ~u gia tic

metablhtèc ~x, ~y, δ antÐstoiqa.

3. UpologÐzei kanonik� apodeÐxeic pθi, πiq gia k�je exÐswsh p~ai,~bi,�ti,Γi, 0q
kai epistrèfei thn prosomoiwmènh apìdeixh p~c, ~d, tpθi, πiquNi�1q.

H plhrìthta thc prosomoiwmènhc apìdeixhc prokÔptei apì to gegonìc ìti o S2

gnwrÐzei ton m�rtura ~0,~0, 0 kai to Je¸rhma 3.4.2, epomènwc h p~c, ~d, tpθi, πiquNi�1q
ikanopoieÐ gia k�je i thn exÐswsh

ι1p~aiq � ~d� ~c � ι2p~biq � F pι1p1q,�ι2ptiqq � ~c � Γi~d � ιT p0q � ~u � ~πi � ~θi � ~v. (3.13)
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Prosjètontac kat� mèlh sthn (3.13) ton ìro F pι1p1q, ι2ptiqq kai lamb�nontac

F pι1p1q, ι2ptiqq � ιT pfp1, tiqq � ιT ptiq apì tic (3.10) sumperaÐnoume ìti h pro-

somoiwmènh apìdeixh ikanopoieÐ thn exÐswsh epal jeushc.

H mhdenik  gn¸sh tou sust matoc se èna prosomoiwmèno CRS eÐnai sunjèsimh

kai tèleia. Oi desmeÔseic ~c, ~d, c akoloujoÔn thn Ðdia katanom  eÐte upologÐzontai

p�nw se {aujentikì} m�rtura ~x, ~y eÐte ston kataskeuasmèno, mèsw thc trpadoor

plhroforÐac m�rtura, ~0,~0, 0. Apì to Je¸rhma 3.4.4 èqoume ìti se k�je perÐptwsh

oi tpθi, πiquNi�1 katanèmontai omoiìmorfa sto pl joc twn tim¸n pou ikanopoioÔn

thn exÐswsh epal jeushc.

Entel¸c parìmoia mejodologÐa akoloujoÔme gia thn perÐptwsh A2 � R � Zn,

A1 � AT . H efarmog  stic exis¸seic (3.6-9) pou aforoÔn thn kruptografÐa

zeÔgm�twn eÐnai �mesh kaj¸c oi sunj kec A1pA2q � R � Zn, A2pA1q � AT kai

fpx, yq � xy ikanopoioÔntai stic (3.7-9). K�ti tètoio den isqÔei genik� gia mÐa

exÐswsh ginomènou-zeÔgmatoc (3.6)

p ~A � ~Y qp ~X � ~Bqp ~X � Γ~Y q � tT ,

diìti akìmh kai h gn¸sh trapdoor plhroforÐac pijanìn na mhn eÐnai arket  gia

thn exagwg  enìc m�rtura afoÔ h tim  fpδ,�tT q den orÐzetai. Sthn eidik  ìmwc

perÐptwsh ìpou tT � 1 tìte o ~O, ~O eÐnai ènac kat�llhloc m�rturac gia ton proso-

moiwt . Epomènwc, e�n tT � 1, tìte mporoÔme na kataskeu�zoume NIZK apodeÐx-

eic kai gia exis¸seic tÔpou (3.6).

MÐa endiafèrousa teqnik  kataskeu c NIZK apodeÐxewn gia exis¸seic ginomènou-

zeÔgmatoc eÐnai sthn eidik  perÐptwsh tT �
±n

i�1 epPi, Qiq, ìpou eis�goume teqnh-
tèc metablhtèc Zi kai exis¸seic tÔpou (3.8) δZi� δQi � O kai xanagr�foume thn

exÐswsh ginomènou-zeÔgmatoc wc p ~A � ~Y qp ~X � ~Bqp~P � ~Zqp ~X �Γ~Y q � 1 pou eÐnai xan�

tÔpou (3.6) me tT � 1.

H diìrjwsh twn stigmiotÔpwn SDXH kai DLin kai h upìjesh SDLin.

To 2009, oi E.Ghadafi, N.Smart kai B.Warinschi [GSW09] entìpisan èna leptì

all� shmantikì l�joc pou up rqe sta arqik� stigmiìtupa SDXH kai DLin tou

GSPS pou dìjhkan apì touc J.Groth kai A.Sahai ìson afor� sthn ikanopoÐhsh

twn sqèsewn met�bashc (3.10). Sugkekrimèna, gia exis¸seic tÔpou (3.7-9) h

sun�rthsh ιT orÐzetai ètsi ¸ste h idiìthta

@x P A1@y P A2 : F pι1pxq, ι2pyqq � ιT pfpx, yqq

na mhn ikanopoieÐtai gia mh tetrimmènec ιT �f . To apotèlesma eÐnai ìti h plhrìthta
tou Jewr matoc 3.4.2 den eustajeÐ, dhlad  oi NIWI apodeÐxeic den epalhjeÔontai

genik�. Sto [GSW09] proteÐnontai diaforetikèc ιT gia to stigmiìtupo SDXH pou

antimetwpÐzoun to prìblhma. Endeiktik�, gia exis¸seic bajmwtoÔ pollaplasia-
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smoÔ sthn G2 orÐzoume ιT : G2 ÝÑ G4
T wc

ιT pZq � F pu, pO, Zqq,

ìpou u � u2 � pO, P1q. Epomènwc gia k�je x P Zp, Y P G2 èqoume

F pι12pxq, ι2pY qq � F pxu � prxsXu, rxsYuq, pO, Y qq �
�

1 eprxsXu, Y q
1 eprxsYu, Y q

�
�

�
�

1 epXu, rxsY q
1 epYu, rxsY q

�
� F pu, pO, rxsY qq � ιT prxsY q � ιT pfpx, Y qq.

Basikìc lìgoc pou to prìblhma den eÐqe entopisteÐ nwrÐtera eÐnai ìti den emfanÐze-

tai stic NIZK apodeÐxeic pou par�gontai me th mejodologÐa pou perigr�yame sthn

prohgoÔmenh par�grafo gia touc treic autoÔc tÔpouc tetragwnik¸n exis¸sewn.

Autì sumbaÐnei giatÐ oi tropopoihmènec exis¸seic

~ai � ~y � ~x �~bi � fpδ,�tiq � ~x � Γi~y � 0

eÐnai omogeneÐc, �ra isqÔei ìti ιT p0q � 0. Akolouj¸ntac tic parathr seic tou

[GSW09] oi J.Groth kai A.Sahai diìrjwsan to par�deigma DLin kai parousÐasan

orj� tic treic efarmogèc tou GSPS sto [GS07] .

Ta summetrik� zeÔgmata antapokrÐnontai ligìtero apì ta asÔmmetra sta shme-

rin� epÐpeda asf�leiac (bl. [GPS08]). Apì ta trÐa proanaferjènta stigmiìtu-

pa to mìno pou leitourgeÐ sthn asÔmmetrh perÐptwsh eÐnai to SDXH, to opoÐo

ìmwc afor� mìno zeÔgmata TÔpou 3. Kaj¸c ta asÔmmetra zeÔgmata upologÐ-

zontai sun jwc p�nw stic idiaÐtera kajierwmènec BN-kampÔlec, faÐnetai ìti eÐnai

qr simo èna stigmiìtupo GS-apodeÐxewn pou efarmìzetai kai se zeÔgmata TÔpou

2. Oi E.Ghadafi, N.Smart kai B.Warinschi parousÐasan èna tètoio par�deigma

eis�gontac mÐa isqurìterh ekdoq  tou DLin se asÔmmetra zeÔgmata.

Upìjesh SummetrikoÔ grammikoÔ probl matoc apìfashc (Symmetric

DLin - SDLin - assumption): to Dlin eÐnai dÔskolo prìblhma stic G1, G2.

'Opwc kai sto arqikì par�deigma DLin, B1 � B2 � G3, BT � G9 kai

F p

�
��X1

X2

X3

�
�
,
�
��Y1

Y2

Y3

�
�
q �

�
��epX1, Y1q epX1, Y2q epX1, Y3q
epX2, Y1q epX2, Y2q epX2, Y3q
epX3, Y1q epX3, Y2q epX3, Y3q

�
�
.

Oi ι1, p1, ι2, p2 kai ta σ, σ1 epÐlogontai ìpwc prin gia kajemÐa �pì tic G1,G2. Epo-

mènwc èqoume gia i � 1, 2 kai tuqaÐa αi, βi, ri, si P Zp:

σ � pui � prαisPi,O, Piq, vi � pO, rβisP1, Piq, wi � riui � siviq kai
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σ1 � pui � prαisPi,O, Piq, vi � pO, rβisP1, Piq, wi � riui � sivi � pO,O, Piqq
Upìjetontac thn SDLin ta σ, σ1 eÐnai mh diakrÐsima. EpÐshc orÐzoume


Ai � Zp: gia qi � wi � pO,O, Piq

ιipzq � rzsqi, piprz1sPi, rz2sPi, rz3sPiq � z3 � α�1
i z1 � β�1

i z2

ci � ιipY q �
°2
i�1 tiui, t1, t2

$ÐÝ Z3
p


Ai � Gi:

ιipzq � pO,O, Zq, pipZ1, Z2, Z3q � Z3 � rα�1
i sZ1 � rβ�1

i sZ2

ci � ιipY q �
°3
i�1 tiui, t1, t2, t3

$ÐÝ Z2
p.

Oi parap�nw epilogèc exasfalÐzoun thn tèleia apìkruyh kai susqètish twn desmeÔ-

sewn. Gia thn tèleia orjìthta upologÐzontai ιT , pT ¸ste ιT � pT � idBT gia k�je

tÔpo exÐswshc. ParadeÐgmatoc q�rin, gia tetragwnikèc exis¸seic sto Zp ìpou

G1 � G2 � GT � Zp kai fpx, yq � xy mod p èqoume

ιT pzq � F pq1, q2qz

pT p

�
��ζ

s11 ζs12 ζs13

ζs21 ζs22 ζs23

ζs31 ζs32 ζs33

�
�
q � s3 � α�1

2 s1 � β�1
2 s2,

ìpou ζ � epP1, P2q kai si � s3i � α�1
1 s1i � β�1

1 s2i. Gia plhrìthta elègqoume th

sqèsh

@x, y P Zp : F pι1pxq, ι2pyqq � F pxq1, yq2q � F pq1, q2qxy � ιT pxyq � ιT pfpx, yqq.

3.5 Epalhjeutèc stÐbac gia to sÔsthma apìdeixhc

Groth-Sahai

To GSPS èdwse meg�lh ¸jhsh sthn kruptografÐa zeÔgm�twn kaj¸c eis gage

nèec genikèc teqnikèc gia thn kataskeu  sÔntomwn mh dialogik¸n apodeÐxewn.

EntoÔtoic, oi praktikèc efarmogèc apaitoÔn ìlo kai taqÔterec diadikasÐec gia

autì kai o periorismìc twn anagkaÐwn upologism¸n, kai idiaÐtera twn upologi-

sm¸n zeÔgmatoc, apoteleÐ shmantikì stìqo. Akolouj¸ntac th mejodologÐa tou

[FGHP09] gia thn asfal  epal jeush sunìlou exis¸sewn zeÔgmatoc (pairing-

based equations), oi O.Blazy k.�. [BFI�10], suntìmeusan kat� polÔ th diadikasÐa
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epal jeushc sto GSPS. Perigr�foume ta apotelèsmat� touc, dinìntac pr¸ta

ton klasikì orismì tou epalhjeut  stÐbac prosarmosmèno sthn kruptografÐa

zeÔgm�twn.

Orismìc 3.5.1. 'Estw zeÔgma e : G1 � G2 ÝÑ GT . 'Enac genikìc isqurismìc

X eÐnai mÐa sqèsh gia thn 3n � 1-�da pP1, . . . , Pn, Q1, . . . , Qn, c1, . . . , cn, tq pou
antistoiqeÐ sthn exÐswsh

±n
i�1 epPi, Qiqci � A. 'Enac epalhjeut c stÐbac (batch

verifier) gia sÔnolo genik¸n isqurism¸n X1, . . . , Xm eÐnai ènac PPT algìrijmoc,

o opoÐoc me eÐsodo tic paramètrouc twn X1, . . . , Xm:

• apodèqetai an isqÔoun ìloi oi X1, . . . , Xm.

• aporrÐptei me amelhtèa pijanìthta sf�lmatoc e�n den isqÔei k�poioc apì

touc X1, . . . , Xm.

MÐa basik  teqnik  gia thn epal jeush exis¸sewn thc morf c yi � gxi , i P rns
gnwst  kai wc test me mikroÔc ekjètec (small exponents test) [BGR98] , eÐnai h epi-

log  ekjet¸n δi megèjouc l bits kai o èlegqoc thc isìthtac
±n

i�1 y
δi
i � g

°n
i�1 xiδi .

To apotèlesma eÐnai ènac sumbibasmìc metaxÔ apodotikìthtac kai asf�leiac pou

gia tic exis¸seic zeugm�twn apotup¸netai sto parak�tw je¸rhma.

Je¸rhma 3.5.2. 'Estw X1, . . . , Xm genikoÐ isqurismoÐ
±nj

i�1 epPij, Qijqcij � ti
kai δ1, . . . , δm ekjètec megèjouc l bits. 'Estw PPT algìrijmoc B pou elègqei thn

isìthta
±m

i�1

±nj
i�1 epPij, Qijqcijδi �

±n
i�1 t

δi
i . O B eÐnai epalhjeut c stÐbac me

pijanìthta sf�lmatoc 2�l.

Apìdeixh. Gia aplìthta jewroÔme ìti ìloi oi genikoÐ isqurismoÐ antistoiqoÔn se

isìthtec thc morf c Aj � Yj, j � 1, . . . , n. H plhrìthta tou B prokÔptei eÔkola,

afoÔ an @j P rns : Aj � Yj, tìte
±n

i�1A
δj
j � ±n

i�1 Y
δj
j . Gia thn apìdeixh thc

orjìthtac, èqoume ìti Aj � epP,Qqαj kai Yj � epP,Qqyj gia k�poia αj, yj P Zp
kai genn torec P,Q. Epomènwc h exÐswsh epal jeushc stÐbac gr�fetai wc

epP,Qq
°n
i�1 αj � epP,Qq

°n
i�1 yj .

E�n o B apodèqetai isqÔei ìti
°n
i�1 βjδj � 0 mod q, ìpou βj � αj � yj. 'Estw

qwrÐc bl�bh thc genikìthtac ìti den ikanopoieÐtai h A1 � Y1. Tìte β1 � 0 mod q

kai �ra to β1 èqei antÐstrofo mod pqq. Epomènwc

δ1 � �β�1
1

ņ

i�2

βjδj mod q. (3.14)

SÔmfwna me thn (3.14), gia dedomèna δ2, . . . , δn o Q1 den ikanopoieÐtai gia mÐa

akrib¸c tim  tou δ1. Sunep¸c
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Prrsf�lmatocs �
2lpn�1q¸
i�1

Prrsf�lmatoc | δ2, . . . , δns �Prrδ2, . . . , δns �

�
2lpn�1q¸
i�1

Prrδ1 � �β�1
1

ņ

i�2

βjδj | δ2, . . . , δns �Prrδ2, . . . , δns �

� 2lpn�1qp2�l � 2�lpn�1qq � 2�l.

%

Gia thn metatrop  thc exÐswshc epal jeushc touB se mia ìso dunatìn apodotikì-

terh isodÔnamh perigraf  thc, efarmìzontai oi akìloujec teqnikèc:

MetakÐnhsh tou ekjèth mèsa sto zeÔgma: h �jroish stic G1,G2, ìqi ìmwc

sthn G2 gia zeÔgmata TÔpou 2 (bl. [GPS08]), eÐnai suqn� taqÔterh apì ton pol-

laplasiasmì sthn GT , opìte antikajistoÔme epP,Qqθ ÝÑ eprθsP,Qq.
Ajroistikìc upologismìc ginomènou: ìtan r zeÔgmata èqoun èna koinì ìri-

sma tìte mporoÔme na mei¸soume to pl joc upologism¸n zeÔgmatoc se ènan anti-

kajist¸ntac
±r

i�1 eprθisPi, Qq ÝÑ ep°r
i�1rθisPi, Qq.

Enallag  ajroism�twn: eÐnai dunatì h taqÔthta upologismoÔ tou zeÔgmatoc

na belti¸netai e�n all�xoume to ìrisma sto opoÐo upologÐzetai èna �jroisma,

dhlad  ep°r
i�1rθisPi, Qiq ÐÑ epPi,

°r
i�1rθisQiq.

Efarmìzontac tic parap�nw teqnikèc oi O.Blazy k.�. [BFI�10], kataskeÔasan
epalhjeutèc stÐbac gia sÔnola tetragwnik¸n exis¸sewn sto GSPS. O sumbiba-
smìc ègkeitai sthn orjìthta tou sust matoc, ìpou upeisèrqetai amelhtèa pi-
janìthta sf�lmatoc. O periorismìc tou pl jouc twn upologism¸n zeÔgmatoc gia
k�je perÐptwsh faÐnetai ston parak�tw pÐnaka:

Εξίσωση SXDH DLin

Απλός

επαληθευτής

Επαληθευτής

στίβας

Απλός

επαληθευτής

Επαληθευτής

στίβας

Εξίσωση

γινομένου

ζεύγματος

5m� 3n� 16 m� 2n� 8 12n� 27 3n� 6

Βαθμωτού

πολ/σμού στις

G1, G2

8m� 2n� 14 mint2n� 9,

2m� n� 7u

9n� 12m� 27 3n� 3m� 6

Τετραγωνική

εξίσωση στην

Zp

8m� 8n� 12 2�mintm,nu�8 18n� 24 3n� 6

Πίνακας 3.2.
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Par�deigma 3.5.3. Gia exÐswseic ginomènou-zeÔgmatoc sto stigmiìtupo SXDH

h exÐswsh epal jeushc èqei th morf 

ι1p ~Aq � ~D � ~C � ι2p ~Bq � ~C � Γ ~D � ιT ptq � ~U � ~π � ~θ � ~V .

�
���
pO, A1q
.
.
.

pO, Anq

�
����

�
���
pD11, D12q

.

.

.

pDn1, Dn2q

�
����

�
���

pC11, C12q
.
.
.

pCm1, Cm2q

�
����

�
���
pO, B1q
.
.
.

pO, Bmq

�
����

�
���

pC11, C12q
.
.
.

pCm1, Cm2q

�
����Γ

�
���
pD11, D12q

.

.

.

pDn1, Dn2q

�
��� �

�

�
1 1

1 t

�
�

�
pU11, U12q

pU21, U22q

�
�

�
pπ11, π12q

pπ21, π22q

�
�

�
pθ11, θ12q

pθ21, θ22q

�
�

�
pV11, V12q

pV21, V22q

�

Sunep¸c apaiteÐtai h epal jeush twn parak�tw tess�rwn genik¸n isqurism¸n

X11 :
m¹
i�1

epCi1,
ņ

j�1

rγijsDj1q ?�
2¹
i�1

epUi1, πi1qepθi1, Vi1q

X12 :
m¹
i�1

epci1, Biq �
m¹
i�1

epci1,
ņ

j�1

rγijsDj2q ?�
2¹
i�1

epUi1, πi2qepθi1, Vi2q

X13 :
n¹
j�1

epAj, Dj1q �
n¹
j�1

ep
m̧

i�1

rγijsCi2, Dj1q ?�
2¹
i�1

epUi2, πi1qepθi2, Vi1q

X14 :
n¹
j�1

epAj, Dj2qp
m¹
i�1

epci2, Biq �
m¹
i�1

epci2,
ņ

j�1

rγijsDj2qq ?�

?� t
2¹
i�1

epUi2, πi2qepθi2, Vi2q.

Sunolik� apaitoÔntaim�p2mq�p2nq�pn�2mq � 5m�3n upologismoÐ zeÔgmatoc

gia ta dexi� mèlh twn isot twn kai 4 �4 � 16 gia ta arister�. Epilègontac mikroÔc

ekjètec δ11, δ12, δ21, δ22 kai efarmìzontac tic parap�nw teqnikèc katal goume ston

èlegqo thc isìthtac

n¹
j�1

eprδ11s
m̧

i�1

rγijsCi1 � rδ21spAj �
m̧

i�1

rγijsCi2q, Dj1q�

�
n¹
j�1

eprδ12s
m̧

i�1

rγijsCi1�rδ22spAj�
m̧

i�1

rγijsCi2q, Dj2q �
m¹
i�1

eprδ12sCi1�rδ22Ci2, Biq �

� tδ22
2¹
i�1

eprδ1isU11 � rδ2isU12, π1iq � eprδ1isU21 � rδ2isU22, π2iq�
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�eprδ1isθ11 � rδ2isθ12, V1iq � eprδ1isθ21 � rδ2isθ22, V2iq.
O epalhjeut c stÐbac arkeÐ na ektelèsei m� 2n� 8 upologismoÔc zeÔgmatoc.

3.6 SÔnoyh kefalaÐou - Efarmogèc tou GSPS

Dìjhke to anagkaÐo jewrhtikì upìbajro gia thn pl rh parousÐash tou sust -

matoc Groth-Sahai (GSPS) gia thn kataskeu  sÔntomwn mh dialogik¸n apodeÐ-

xewn. Sugkekrimèna, oi orismoÐ tou dialogikoÔ kai tou mh dialogikoÔ sust matoc

apìdeixhc, thc mh diakrisimìthtac oikogenei¸n tuqaÐwn metablht¸n, thc mhdenik c

gn¸shc kai thc mh diakrisimìthtac m�rturoc, kaj¸c epÐshc kai qarakthristik�

paradeÐgmata twn en lìgw ennoi¸n. Sth sunèqeia, melet jhke ekten¸c to GSPS,

mazÐ me stigmiìtupa kai belti¸seic tou.

H apodoq  tou GSPS apì thn kruptografik  koinìthta up rxe eureÐa diìti apotè-

lese genikì montèlo kataskeu c qr simwn mh dialogik¸n prwtokìllwn qwrÐc

th qr sh tuqaÐwn manteÐwn. K�poiec apì tic pio endiafèrousec efarmogèc an -

koun ston q¸ro twn omadik¸n upograf¸n kai stic opoÐec afier¸netai mèroc tou

teleutaÐou kefalaÐou thc ergasÐac. Axioshmei¸tec efarmogèc kai ergaleÐa eÐ-

nai epÐshc metaxÔ �llwn oi P -upografèc, ta sust mata e-Cash kai ta an¸numa

diapisteut ria (anonymous credentials) twn M.Belenkiy k.�. [BCKL08], [BCK-

L09], [BCC�09], oi upografèc diat rhshc dom c (structure-preserving signa-

tures) twn Abe k.�. [AFG�10], dhlad  sq mata upograf c ìpou ta mhnÔmata, oi

upografèc kai ta kleidi� epal jeushc eÐnai stoiqeÐa om�dac zeÔgmatoc kai h epal -

jeush gÐnetai me ton èlegqo sunìlou exis¸sewn ginomènou zeÔgmatoc, oi adiam-

fisb thtec upografèc (undeniable signatures) twn L.Phong, K.Kurosawa kai [P-

KO09], ta kruptografik� sq mata anjektikìthtac se suneq  diarro  (continuous-

leakage resilient) plhroforÐac kat� thn ananèwsh idiwtik¸n kleidi¸n twn Y.Dodis

k.�. [AFG�10] kai ta sq mata upograf¸n anjektikìthtac se pl rh diarro  (fully-

leakage resilient) twn T.Malkin k.�. [MTVY10] kai E.Boyle, G.Segev kai D.Wichs

[BSW11].
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Kef�laio 4

Omadikèc Upografèc sthn

KruptografÐa Zeugm�twn

Oi omadikèc upografèc eÐnai mÐa kathgorÐa yhfiak¸n upograf¸n, ìpou èna mèloc

mporeÐ na upogr�yei an¸numa eÐte ek mèrouc mÐac om�dac qrhst¸n pou pijanìn

na moir�zontai mia koin  idiìthta, ìpwc gia par�deigma na an koun sto Ðdio tm ma

miac etairÐac, eÐte sta plaÐsia aut c, ìpwc ènac endiaferìmenoc se diagwnismì an�-

jeshc èrgou. Epino jhkan to 1991 apì touc D.Chaum kai E.Heyst [CvH91] me

basikèc apait seic th dunatìthta upograf c mìno apì ta mèlh thc om�dac kai thn

Ôparxh mÐac èmpisthc arq c pou ja apokalÔptei thn tautìthta tou upogr�fontoc

se perÐptwsh amfisb thshc. H epal jeush mÐac upograf c, eÐnai dunat  se exw-

terikoÔc qr stec tou sust matoc, mèsw enìc dhmìsiou omadikoÔ kleidioÔ. Me

thn p�rodo tou qrìnou, prostèjhkan di�forec epijumhtèc idiìthtec, pou sugke-

ntr¸jhkan kurÐwc sto leitourgikì sq ma twn G.Ateniese k.�. [ACJT00]. H pr¸th

austhr  diatÔpwsh montèlou omadik¸n upograf¸n gia statikèc om�dec dìjhke

apì touc M.Bellare, D.Micciano kai B.Warinschi [BMW03] . LÐgo argìtera, oi

A.Kiagi�c kai M.Yung [KY04] kai oi M.Bellare, H.Shi kai C.Zhang [BSZ05] ìrisan

anex�rthta tic omadikèc upografèc sto pio realistikì montèlo thc dunamik c

om�dac, ìpou o arijmìc twn mel¸n kai oi tautìthtèc touc den èqoun prokajoristeÐ.

Oi sÔntomec omadikèc upografèc twn D.Boneh, X.Boyen kai H.Shacham [BBS04]

kai D.Boneh kai H.Shacham [BS04] èqoun kajierwjeÐ sthn kruptografÐa zeug-

m�twn, me pl joc efarmog¸n, to endiafèron ìmwc twn ereunht¸n den exantleÐtai

se autèc tic dÔo peript¸seic. Oi omadikèc upografèc  tan h pr¸th kathgorÐa

sqhm�twn pou efarmìsthkan oi kainotìmec NIZK teqnikèc me th qr sh zeugm�twn

twn J.Groth, R.Ostrovsky kai A.Sahai [GOS06a], [GOS06b] ( [Gro06], [BW06] )

kai apoteloÔn apì ta shmantikìtera deÐgmata thc qrhsimìthtac tou sust matoc

apìdeixhc Groth-Sahai [Gro07], [LV09], [LPY12a].
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4.1 Montèla Omadik¸n Upograf¸n

To montèlo BMW03. Jemeli¸deic apait seic twn omadik¸n upograf¸n, pè-

ran fusik� apì thn epalhjeusimìthta kai thn mh plastogr�fhsh mÐac ègkurhc

upograf c, eÐnai h dunatìthta entopismoÔ tou upogr�fontoc se perÐptwsh amfi-

sb thshc apì mÐa èmpisth arq  pou onom�zetai diaqeirist c om�dac (group mana-

ger - GM) (aniqneusimìthta) all� kai h gn¸sh mÐac upograf c na mhn apokalÔptei

thn tautìthta tou mèlouc thc om�dac pou thn par gage se kanènan plhn tou GM

(anwnumÐa). Ta kleidi� tou sust matoc jewroÔntai ìti par�gontai kai dianèmontai

apì mÐa trÐth èmpisth arq , h opoÐa mporeÐ na aposurjeÐ sto tèloc thc diadikasÐac,

afoÔ h om�da eÐnai statik .

Orismìc 4.1.1. 'Ena sq ma omadik¸n upograf¸n GS � pGKey,GSign,GVer,

Openq gia statik  om�da n qrhst¸n me tautìthtec 1, 2, . . . , n sunÐstatai apì touc

parak�tw tèsseric algorÐjmouc:

• ton PPT algìrijmo GKey pou me eÐsodo p1k, 1nq, ìpou k h par�metroc

asf�leiac, par�gei to omadikì dhmìsio kleidÐ gpk, to idiwtikì kleidÐ tou

diaqeirist  om�dac gmsk kai n idiwtik� kleidi� gskris gia k�je mèloc i.

• ton PPT algìrijmo GSign pou me eÐsodo pgskris,Mq par�gei upograf  σ.
• ton poluwnumikì algìrijmo GVer pou me eÐsodo pgpk,M, σq elègqei thn

egkurìthta thc σ.

• ton poluwnumikì algìrijmo Open pou me eÐsodo pgmsk,M, σq epistrèfei

eÐte mia tautìthta i, eÐte K se perÐptwsh apotuqÐac.

ApaitoÔme prwtÐstwc to sq ma na eÐnai orjì, dhlad  mÐa ègkurh upograf  na

eÐnai p�nta epalhjeÔsimh kai na epitrèpei ston GM apokalÔptei thn tautìthta

tou upogr�fontoc. Epomènwc gia k�je k, n P N, i P rns kai M P t0, 1u� prèpei na

isqÔei

GVerpgpk,M,GSignpgskris,Mqq � 1 kai Openpgmsk,GSignpgskris,Mqq � i.

Epiplèon epijumoÔme to GS na eÐnai eÔqrhsto (compact), me thn ènnoia ìti ta

kleidi� kai oi upografèc tou sq matoc na mhn aux�nontai analogik� me to pl joc

twn mel¸n. Gia k�poia polu¸numa p1, p2 loipìn èqoume ìti

|gpk|, |gmsk|, |gskris| ¤ p1pk, logpnqq kai |σ| ¤ p2pk, logpnq, |M |q,

gia k�je k, n P N, i P rns, M P t0, 1u� kai σ P tr | r ÐÝ GSignpgskris,Mqu.
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JewroÔme ta dÔo akìlouja paÐgnia metaxÔ prokaloÔntoc C kai antip�lou A:

PaÐgnio AnwnumÐac:

1. Setup: o C epilègei par�metro asf�leiac k kai ekteleÐ ton GK par�gontac ta

kleidi� gpk, gmsk, gskr1s, . . . , gskrns.
2. Epilog : o A me eÐsodo ta gpk, gskr1s, . . . , gskrns jètei erwt mata pMi, σiq

ston C, o opoÐoc apant� wc manteÐo Openpgmsk, �, �q. Sto tèloc o A epistrèfei

dÔo ègkurec tautìthtec i0, i1 kai m numaM , ta opoÐa apostèllei ston C, kaj¸c

kai prìsjeth plhroforÐa τ .

3. Prìklhsh: o C epilègei tuqaÐa bit b P t0, 1u kai upologÐzei thn upograf 

σ ÐÝ GSignpgskribs,Mq, me thn opoÐa prokaleÐ ton A.

4. Apìkrish: o A me eÐsodo τ, σ jètei ek nèou erwt mata, ektìc thc upì

prìklhsh upograf c σ, sto manteÐo Openpgmsk, �, �q kai telik� manteÔei bit

b1 P t0, 1u. O A kerdÐzei an b1 � b.

Wc pleonèkthma tou A orÐzetai h posìthta

AdvanonA pk, nq �| Prrb1 � bs � 1

2
| .

PaÐgnio AniqneÔsimìthtac:

1. Setup: o C epilègei par�metro asf�leiac k kai ekteleÐ ton GK par�gontac ta

kleidi� gpk, gmsk, gskr1s, . . . , gskrns.
2. Epilog : o A me eÐsodo ta gpk, gmsk kai jètontac prosarmostik� erwt mata

upograf c xi,Miy kai exagwg c idiwtikoÔ kleidioÔ j ston C, o opoÐoc apant�

wc manteÐo GSignpgskr�s, �q, gskr�s epilègei uposÔnolo pl rwc elegqìmenwn

qrhst¸n S � rns.
3. Apìkrish: o A jètei nèa erwt mata upograf c, par�gei zeÔgoc pM,σq kai

kerdÐzei e�n

• h σ eÐnai ègkurh upograf  gia to M .

• Openpgpk,M, σq � K   Openpgpk,M, σq � j R S kai to xj,My den tèjhke
wc er¸thma apì ton A.

Wc pleonèkthma tou A, AdvtraceA pk, nq orÐzetai h pijanìthta nÐkhc tou A.

Qreiazìmaste ton epìmeno orismì pou genikeÔei thn ènnoia thc amelhtèac sun�rth-

shc gia sunart seic pou dèqontai dÔo orÐsmata:

Orismìc 4.1.2. MÐa sun�rthsh f : N � N ÝÑ N eÐnai amelhtèa, e�n gia k�je

poluwnumik� fragmènh sun�rthsh t : N ÝÑ N h sun�rthsh ft : N ÝÑ N, ìpou
ftpkq � fpk, tpkqq eÐnai amelhtèa.
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B�sei tou OrismoÔ 4.4.2, oi dÔo kÔriec apait seic enìc sq matoc diatup¸nontai

tupik� wc ex c:

Orismìc 4.1.3. 'Ena sq ma omadik¸n upograf¸n èqei pl rh anwnumÐa (full

anonymity), e�n gia k�je antÐpalo A, to AdvanonA pk, nq eÐnai amelhtèo, kai pl rh
aniqneusimìthta (full traceability), e�n gia k�je antÐpalo A, to AdvtraceA pk, nq
eÐnai amelhtèo.

Perigrafik�, h idiìthta thc pl rouc aniqneusimìthtac exasfalÐzei ìti kanèna

sÔnolo sumpaignÐac mel¸n den mporeÐ na par�gei mh aniqneÔsimec upografèc  

ègkurec upografèc ìpou o GM xegel�tai sumperaÐnontac ìti proèrqontai apì

mèloc ektìc tou sunìlou. Oi orismoÐ pl rouc anwnumÐac kai aniqneusimìthtac,

ìpwc shmei¸netai sto [BMW03 §3], sumperilamb�noun tic epijumhtèc idiìthtec

twn omadik¸n upograf¸n pou eÐqan diatupwjeÐ �tupa èwc tìte.

Mh plastogr�fhsh upograf c (unforgeability): h jemeli¸dhc apaÐthsh a-

sf�leiac gia k�je sq ma upograf¸n epitugq�netai jewr¸ntac antip�louc pou

ekteloÔn to paÐgnio aniqneusimìthtac, qwrÐc gn¸sh tou gmsk kai èlegqo sta

mèlh thc om�dac.

AnwnumÐa: prìkeitai gia palaiìterh kai asjenèsterh ènnoia thc pl rouc anw-

numÐac, ìpou o antÐpaloc den èqei prìsbash se manteÐo aniqenusimìthtac kai gn¸sh

twn idiwtik¸n kleidi¸n twn mel¸n.

AntÐstash se sumpaignÐa (coalition resistance): eÐnai h idiìthta thc adunamÐac

sugkrìthshc sunìlou mel¸n pou mporoÔn na par�goun upografèc oi opoÐec den

aniqneÔontai proc aut� qwrÐc wstìso na èqoun gn¸sh tou idiwtikoÔ kleidioÔ tou

GM. EpikalÔptetai apì thn pl rh aniqenusimìthta, mazÐ me thn arqik  ènnoia thc

aniqneusimìthtac pou s maine thn orj  leitourgÐa tou algorÐjmou Open.

Apallaximìthta (exculpability): eÐnai h idiìthta thc adunamÐac opoioud pote,

akìma kai tou GM, na upogr�fei ek mèrouc k�poiou mèlouc. E�v k�poio mèloc i

èqei aut n thn dunatìthta, tìte ènac antÐpaloc kerdÐzei to paÐgnio aniqneusimìth-

tac jètontac mìno to er¸thma gskris. Sthn perÐptwsh pou o GM katafèrnei

na upogr�yei ek mèrouc k�poiou mèlouc, tìte o antÐpaloc kerdÐzei to paÐgnio

aniqneusimìthtac akolouj¸ntac apl¸c thn strathgik  tou GM.

AntÐstash se skeuwrÐa (framing resistance): parallag  thc antÐstashc se

sumpaignÐa, ìpou akìma kai an ìloi oi qr stec plhn tou mèlouc i sunaspistoÔn

gnwrÐzontac to gmsk, den mporoÔn na par�xoun ègkurh upograf  h opoÐa aniqneÔ-

etai ston i. H antÐstash se skeuwrÐa kalÔptetai apì thn pl rh aniqneusimìthta,

wc eidik  perÐptwsh.

114



AsÔndeto upograf¸n (unlinkability): eÐnai adÔnaton na diakrÐnei kaneÐc e�n

dÔo zeÔgh mhnÔmatoc - upograf c proèrqontai apì to Ðdio mèloc. To asÔndeto

upograf¸n dÔskola mporeÐ na oristeÐ tupik� kaj¸c den eÐnai p�nta xek�jaroc o

trìpoc pou antimetwpÐzei thn paragwg  upograf¸n o antÐpaloc. Sta perissìtera

montèla katal gei isodÔnamh teqnik� thc anwnumÐac.

'Olec oi parap�nw idiìthtec, ektìc thc antÐstashc se skeuwrÐa thn opoÐa eis -

gagan oi L.Chen kai T.Pedersen [CP94], plhroÔntai sto sq ma tou [ACJT00].

To montèlo KY04. MÐa diaforetik  prosèggish sth dhmiourgÐa an¸numwn upo-

graf¸n, apodÐdetai stouc A.Kiagi�, I.TsioÔnh kai M.Yung [KTY04] , oi opoÐoi

prìteinan èna nèo ergaleÐo, tic aniqneÔsimec upografèc (traceable signatures).

Sta sq mata aniqneÔsimwn upograf¸n h apaÐthsh thc aniqneusimìthtac ulopoieÐ-

tai epilektik� qwrÐc na apokalÔptontai upografèc twn èntimwn mel¸n kai epiplèon

k�je mèloc mporeÐ na isquristeÐ apodedeigmèna ìti èqei upogr�yei èna m numa. 'Ena

sq ma aniqneÔsimhc upograf¸n TS diaqeirÐzetai apì mÐa èmpisth arq  GM kai

perilamb�nei èna sÔnolo mh èmpistwn arq¸n pou kaloÔntai aniqneutèc (tracers).

To TS sunÐstatai apì ta akìlouja ennèa prwtìkolla kai algorÐjmouc:

Setup: me par�metro asf�leiac k, o GM par�gei dhmìsio kleidÐ kai idiwtikì

gmpk, gmsk.

Join:prwtìkollo metaxÔ upoy fiou nèou mèlouc i kai tou GM, ìpou mèsw tou

gmsk, katal gei sthn apìdosh pistopoihtikoÔ eggraf c certi sto mèloc. AntÐ-

grafo (transcript) tou prwtokìllou apojhkeÔetai se idiwtik  b�sh dedomènwn

tou GM.

pSign,Verifyq: h upograf  kai h epal jeush sunistoÔn mh dialogikì prwtìkollo,
apì thn efarmog  euretik¸n teqnik¸n Fiat-Shamir se dialogikì prwtìkollo

apìdeixhc gn¸shc tou certi tri¸n gÔrwn me tuqaÐa prìklhsh (bl. Prìtash 3.3.6).

Open:PPT algìrijmoc pou deqìmenoc wc eÐsodo upograf  σ, to gmsk kai me

prìsbash sta antÐgrafa tou Join, epistrèfei thn tautìthta tou upogr�fontoc

kai apìdeixh orj c leitourgÐac.

Reveal:PPT algìrijmoc pou ekteleÐtai apì ton GM kai deqìmenoc wc eÐsodo

upograf  σ kai to antÐgrafo tou Join prwtokìllou enìc mèlouc i, ex�gei trapdoor

plhroforÐa tracei gia ton i.

Trace: PPT algìrijmoc pou ekteleÐtai apì touc aniqneutèc kai deqìmenoc wc

eÐsodo tic σ, tracei, elègqei e�n o i èqei dhmiourg sei thn upograf  σ.

pClaim,Claim Verifyq: mh dialogikì prwtokìllo ìpou to mèloc wc apodeÐkthc

epiqeireÐ me th qr sh tou certi na peÐsei ìti èqei summet�sqei se prwtìkollo

Sign� Verify.
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To TS eÐnai orjì, e�n ìloi oi parak�tw èlegqoi

• VerifypM, gmpk, SignUpMqq � 1

• Openpgmsk, transcripts, SignUpMqq � U

• TracepRevealpU, transcriptsq, SignUpMqq � 1 kai

TracepRevealpU, transcriptsq, SignU 1pMqq � 0, U 1 � U

• Claim VerifypM, SignUpMq,ClaimUpM, SignUpMqqq � 1,

emfanÐzoun amelhtèa pijanìthta sf�lmatoc gia k�je m numa M kai mèloc U . Oi

apait seic anwnumÐac, aniqneusimìthtac kai antÐstashc se skeuwrÐa tou TS ka-

jorÐzontai apì montèla asf�leiac an�loga me twn omadik¸n upograf¸n. Sto [K-

TY04] dÐnetai kataskeu  asfaloÔc sq matoc aniqneÔsimwn upograf¸n, basismènh

se teqnikèc tou [ACJT00].

H epinìhsh twn aniqenÔsimwn upograf¸n, epètreye stouc A.Kiagi� kai M.Yung

[KY04] thn montelopoÐhsh twn omadik¸n upograf¸n se dunamikèc om�dec sta

plaÐsia tou sq matoc twn Ateniese k.�., qwrÐc ton diaqwrismì twn èmpistwn arq¸n

ègine metèpeita ìpwc sto [BSZ05] . B�sei tou formalismoÔ tou [KY04] èna sq ma

omadik¸n upograf¸n GS perilamb�nei tic ex c leitourgÐec:

Setup: me par�metro asf�leiac k, par�gontai kleidi� gpk, gmsk kaj¸c kai string

katast�sewn St � pStusers, Sttransq me arqikèc timèc Stusers � H, Sttrans � ε.

Join: prwtìkollo metaxÔ dialogik¸n algorÐjmwn xJuser, JGMpSt, gmskqyp1k, gpkq
pou antistoiqoÔn stic pleurèc tou mèlouc i kai tou GM. To apotèlesma eÐnai h

idiwtik  èxodoc pi, certi, seciq gia to i, h dhmìsia plhroforÐa pi, transcriptiq kai
h enhmèrwsh tou St : Stusers Y tiu Ð Stusers, Sttrans||pi, transcriptq Ð Sttrans.

Sign: to m numa M upogr�fetai apì to i wc σ � Signpgpk, certi, seci,Mq.
Verify: o èlegqoc epal jeushc eÐnai o Verifypgpk,M, σq ?� 1.

Open: h anÐqneush thc proèleushc miac upograf c gÐnetai apì ton upologismì

Openpgpk, gmsk, St,M, σq P StY K.

To sq ma eÐnai orjì e�n to pl joc twn antigr�fwn sto Sttrans isoÔtai me thn

plhjikìthta tou Stusers, opoiod pote certi pou par�getai apì èna sugkekrimèno

prwtìkollo Join antistoiqeÐ sto seci pou dhmiourg jhke apì to Ðdio prwtìkollo

kai bebaÐwc oi ègkurec upografèc epalhjeÔontai kai aniqneÔontai swst�. 'O-

son afor� thn asf�leia tou GS, o antÐpaloc A jewreÐtai ìti ekteleÐ paÐgnio me

diepif�neia I arqik c kat�stashc stateI :� pSt, gpk, gmskq Ð Setupp1kq. Ta

tuqaÐa manteÐa pou qrhsimopoioÔntai eÐnai ta:

Qpub,Qkey : h I epistrèfei ta gpk, gmsk antÐstoiqa.
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QA�join : h I ekkineÐ me ton A to prwtìkollo Join prosomoi¸nontac ton GM kai

enhmer¸nei to St kataqwr¸ntac nèo mèloc sto sÔnolo twn elegqìmenwn apì ton

antÐpalo mel¸n UA.

Qb�join : h I ekkineÐ me ton antÐpalo to prwtìkollo Join prosomoi¸nontac to

mèloc. Enhmer¸nei to St kai krat� thn idiwtik  plhroforÐa pcerti, seciq mustik 
apì ton A. To neì mèloc kataqwreÐtai sto sÔnolo U b.

Qread : epistrèfontai ta perieqìmena thc stateI ektìc twn gpk, gmsk kai thc

plhroforÐac pou dhmiourg jhke apì erwt mata sto Qb�join.

Qwrite : h I tropopoieÐ aujaÐreta dedomèna ektìc thc alloÐwshc proôp�rqontwn

dedomènwn tou St.

Qsignpi,Mq : h I dhmiourgeÐ upograf  sto M b�sei twn proswpik¸n stoiqeÐwn

certi, seci mèlouc i P U b.

QopenpM,σq : h I ekteleÐ ton Open kai epistrèfei thn proèleush thc σ   K se

perÐptwsh apotuqÐac entopismoÔ.

To GS eÐnai asfalèc an o antÐpaloc kerdÐzei me amelhtèo pleonèkthma ta

parak�tw paÐgnia:

AnwnumÐa: me thn I se arqik  kat�stash, o A jètei erwt mata Qpub,QA�join,

Qread,Qopen kai par�gei orj� zeÔgh pcert0, sec0q, pcert1, sec1q m numa M kai prì-

sjeth plhroforÐa τ . H I prokaleÐ tonA epilègontac tuqaÐo b P t0, 1u kai upologÐ-
zontac σ � Signpgpk, certi, seci,Mq. OA jètei nèa erwt mata Qpub,QA�join,Qread

kai Qopen ektìc thc σ, epilègei b1 P t0, 1u kai kerdÐzei e�n b1 � b.

Esfalmènh anagn¸rish (misidnetification): me thn I se arqik  kat�stash, o

A jètei erwt mata Qpub, QA�join,Qread,Qopen kai par�gei zeÔgoc pM,σq. KerdÐzei
e�n Verifypgpk,M, σq � 1 kai Openpgpk, gmsk, St,M, σq � i R UA.

SkeuwrÐa: me thn I se arqik  kat�stash, A jètei erwt mata Qpub,Qkey,QA�join,

Qread,Qwrite,Qsign kai par�gei zeÔgoc pM,σq. KerdÐzei e�n Verifypgpk,M, σq � 1,

Openpgpk, gmsk, St,M, σq � i P U b kai to xi,My den tèjhke wc er¸thma sto

Qsign, dhlad  an katafèrei na upogr�yei ègkura èna m numa, apodÐdontac thn

enèrgeia se mèloc èxw apì ton èlegqì tou.

To montèlo BSZ05. Oi OrismoÐ 4.1.1 kai 4.1.3 aforoÔn thn perÐptwsh pou

h om�da eÐnai statik , dhlad  ta mèlh kai oi tautìthtèc touc eÐnai amet�blh-

ta. Kaj¸c ìmwc h pleioyhfÐa twn efarmog¸n afor� om�dec dunamik c fÔshc,

eÐnai aparaÐthth h epaÔxhsh twn arqik¸n orism¸n. Oi M.Bellare, H.Shi kai

C.Zhang [BSZ05] akoloÔjhsan aut n thn kateÔjunsh gia omadikèc upografèc

se om�dec qwrÐc an�klhsh (revocation) twn mel¸n (partially dynamic groups).

H basik  kainotomÐa  tan h je¸rhsh dÔo èmpistwn arq¸n, enìc aniqneut  (open-
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er) proèleushc upograf¸n kai enìc dianomèa (issuer) idiwtik¸n kleidi¸n stouc

qr stec. K�je mÐa apì tic dÔo arqèc diajètei to proswpikì thc idiwtikì kleidÐ.

Orismìc 4.1.4. 'Ena sq ma omadik¸n upograf¸n DGS � pGKey,UKey, Join,

Issue,GSign,GVer,Open, Judgeq gia dunamik  om�da sunÐstatai apì okt¸ polu-

wnumikoÔc algorÐjmouc wc ex c:

• mÐa trÐth èmpisth arq  ekteleÐ ton algìrijmo GKey pou me eÐsodo 1k, ìpou k

h par�metroc asf�leiac, par�gei to omadikì dhmìsio kleidÐ gpk, to idiwtikì

kleidÐ tou aniqneut  osk kai to idiwtikì kleidÐ tou dianomèa isk.

• ènac qr sthc i pou jèlei na gÐnei mèloc thc om�dac, ekteleÐ ton algìrijmo

UKey me eÐsodo 1k lamb�nontac zeÔgoc proswpikoÔ idiwtikoÔ kai dhmìsiou

kleidioÔ upkris, uskris. H pistopoÐhsh kai dianom  twn upkris, gÐnetai gia
prostasÐa apì skeuwrÐa, anex�rthta apì tic èmpistec arqèc thc om�dac, p.q.

mèsw PKI.

• o qr sthc i ìtan l�bei ta upkris, uskris, ekkineÐ dialogikì prwtìkollo se

asfalèc kan�li me ton dianomèa. Oi algìrijmoi Join, Issue ulopoioÔn tic

pleurèc tou i kai tou dianomèa antÐstoiqa. Se k�je st�dio tou prwtokìl-

lou, o energìc algìrijmoc èqei eÐsodo m numa Min kai kat�stash Statep�q
kai epistrèfei èxodo Mout, mÐa anewmènh kat�stash kai apìfash dec P
taccept, reject, continueu. E�n o dianomèac apodeqteÐ, h telik  kat�stash

tou Issue eÐnai ta perieqìmena thc kataq¸rhshc regris ston pÐnaka eggegram-
mènwn mel¸n reg. E�n to i apodeqteÐ, h telik  kat�stas  tou Join eÐnai to

idiwtikì kleidÐ gskris.
• to mèloc i gia na upogr�yei to m numa M ekteleÐ ton algìrijmo GSign me

eÐsodo gskris,M .

• h egkurìthta mÐac upograf c elègqetai ektel¸ntac ton algìrijmo GVer me

eÐsodo gpk,M, σ.

• o aniqneut c, èqontac prìsbash ston reg, ekteleÐ ton algìrijmo Open gia

ègkurh upograf  σ me eÐsodo posk,M, σ, regq kai lamb�nei zeÔgoc pi, πq.
E�n i ¥ 1, apokrÐnetai ìti h σ dhmiourg jhke apì to mèloc i, en¸ e�n i � 0,

tìte apokrinetai ìti h σ den dhmiourg jhke apì kanèna mèloc thc ìmadac. H

π apoteleÐ apìdeixh tou teleutaÐou isqurismoÔ kai epalhjeÔetai mèsw tou

algorÐjmou Judge.

• o Judge deqìmenoc wc eÐsodo to gpk, akèraio j kai to antÐstoiqo dhmì-

sio kleidÐ upkrjs, ègkuro zeÔgoc pM,σq kai plhroforÐa π, elègqei an h π

apodeiknÔei ìti to j dhmioÔrghse thn σ.
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Gia thn austhr  diatÔpwsh twn epijumht¸n apait sewn tou DGS jewroÔme ìti

o algìrijmoc GKeyp1kq ekteleÐtai apì mÐa trÐth èmpisth arq  kai ìti o antÐpaloc

A jètei erwt mata sta parak�tw manteÐa (bl. [BSZ05 §3]):

Μαντείο ΄Ορισμα Λειτουργία ΄Εξοδος

AddUp�q i Δημιουργία έντιμου μέλους i :


 upkris, uskris Ð UKeyp1kq


 regris Ð StatepIssueq


 gskris Ð StatepJoinq

upkris

CrptUp�, �q xi, upky Αλλοίωση προσωπικού δημόσιου

κλειδιού του i:


 upkris Ð upk


 αρχικοποίηση StatepIssueq

1

SendToIp�, �q xi,Miny εκτέλεση pJoin, Issueq -

ο A παίζει το ρόλο του i:


 regris Ð StatepIssueq

Mout

SendToUp�, �q xi,Miny εκτέλεση pJoin, Issueq -

ο A παίζει το ρόλο του διανομέα:


 gskris Ð StatepJoinq

Mout, dec

USKp�q i Δημιουργία μυστικών κλειδιών για

το μέλος i

uskris, gskris

RRegp�q i ΄Αντληση περιεχομένων του reg για

το μέλος i

regris

WRegp�, �q xi, ρy Τροποποίηση περιεχομένων του

reg για τον i:


 regris Ð ρ

Λ

GSignp�, �q xi,My υπογραφή του M υπό το gskris GSignpgpk, gskris,Mq

Openp�, �q xM,σy ανίχνευση υπογραφής Openpgpk, ok, reg,M, σq

Πίνακας 4.1

Me th qr sh twn manteÐwn tou PÐnaka 4.1 oi idiìthtec tou DGS orÐzontai wc

exhc:

Orjìthta: o antÐpaloc A katèqei to gpk kai jètei erwt mata sta AddU,RReg.

Epistrèfei zeÔgoc i,M kai kerdÐzei e�n sumbaÐnei èna ek twn parak�tw:

1. H upograf  σ � GSignpgpk, gskris,Mq den eÐnai ègkurh.
2. pj, πq Ð Openpgpk, ok, reg,M, σq kai j � i, dhlad  o upogr�fwn aniqneÔ-

etai esfalmèna.

3. pi, πq Ð Openpgpk, ok, reg,M, σq kai Judgepgpk, i, upkris,M, σ, πq � 0,

dhlad  h apìdeixh tou aniqneut  den gÐnetai apodekt .

To DGS eÐnai orjì e�n h pijanìthta nÐkhc tou A eÐnai mhdenik .
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AnwnumÐa: o antÐpaloc A katèqei ta gpk, isk kai jètei erwt mata sta SndToU,

SndToI,RReg,WReg,Open,USK,CrptU. 'Eqei epomènwc pl rh èlegqo tou dia-

nomèa, kai epitrèpetai epÐshc na apokt sei ta idiwtik� kleidi�, na alloi¸sei ta

dhmìsia kleidi� kai na dialeqjeÐ me ton dianomèa ek mèrouc opoioud pote qr sth,

na diab�sei kai na metab�lei to reg. Sto tèloc, ìpwc kai sthn pl rh anwnumÐa,

apostèllei m numa M kai tautìthtec i0, i1, kai prokaleÐtai na mantèyei swst�

ton upogr�fonta ib, b P t0, 1u jètontac erwt mata anÐqneushc se upografèc thc

epilog c tou ektìc thc Ôpo prìklhsh upograf c. To DGS èqei anwnumÐa e�n to

AdvanonA pkq �| Prrb1 � bs � 1
2
| eÐnai amelhtèo.

Aniqneusimìthta: o antÐpaloc A katèqei ta gpk, osk kai jètei erwt mata sta

SndToI,AddU,RReg,USK,CrptU. Epomènwc epitrèpetai na prosjèsei nèouc

qr stec, na apokt sei ta idiwtik� kleidi� kai na alloi¸sei ta dhmìsia kleidi�

opoioud pote qr sth, na diab�sei to reg kai na dialeqjeÐ me ton dianomèa ek mè-

rouc opoioud pote qr sth. Sto tèloc kerdÐzei e�n par�xei ègkuro zeÔgoc pσ,Mq
¸ste na sumbaÐnei èna ek twn parak�tw:

1. p0, πq ÐÝ Openpgpk, ok, reg,M, σq, dhlad  o aniqneut c den mporeÐ na brei

thn proèleush thc upograf c.

2. pi, πq Ð Openpgpk, ok, reg,M, σq kai Judgepgpk, i, upkris,M, σ, πq � 0,

dhlad  o aniqneut c den mporeÐ na apodeÐxei ìti br ke thn proèleush thc

upograf c.

To GSD èqei aniqneusimìthta e�n h pijanìthta nÐkhc tou A eÐnai amelhtèa.

AntÐstash se SkeuwrÐa: o antÐpaloc A katèqei ta gpk, osk, isk, jètei erwt -

mata sta SndToU, WReg,GSign,USK,CrptU kai par�gei m numa M , upograf 

σ, tautìthta i kai apìdeixh π. O A kerdÐzei e�n sumbaÐnoun ta ex c:

1. H upograf  σ � GSignpgpk, gskris,Mq eÐnai ègkurh.
2. O i eÐnai èntimo mèloc kai Judgepgpk, i, upkris,M, σ, πq � 1, dhlad  h apìdei-

xh tou A gÐnetai apodekt .

3. O A den èjese erwt mata i, xi,My sta USK,GSign antÐstoiqa.

To GSD èqei antÐstash se skeuwrÐa e�n h pijanìthta nÐkhc tou A eÐnai amelhtèa.

ParathroÔme ìti o antÐpaloc èqei perissìterh isqÔ sto montèlo antÐstashc se

skeuwrÐa par� sthc aniqneusimìthtac, gia autì kai oi dÔo idiìthtec antimetwpÐzo-

ntai qwrist� en antijèsei me thn statik  perÐptwsh. Genik�, oi M.Bellare, H.Shi
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kai C.Zhang entopÐzoun trÐa epÐpeda empistosÔnhc gia ton dianomèa kai ton aniqneu-

t : adi�fjoroi, merik¸c diefjarmènoi (o antÐpaloc katèqei to idiwtikì touc klei-

dÐ)   pl rwc diefjarmènoi (o antÐpaloc èqei ton pl rh èlegqo kai mporeÐ na touc

wj sei se parèkklish apì ta progr�mmat� touc). Gia tic treic apait seic pou

orÐsthkan, ta epÐpeda empistosÔnhc èqoun ìpwc ston parak�tw pÐnaka:

ApaÐthsh Aniqneut c Dianomèac

AnwnumÐa Adi�fjoroc Pl rwc diefjarmènoc

Aniqneusimìthta Merik¸c diefjarmènoc Adi�fjoroc

AntÐstash se skeuwrÐa Pl rwc diefjarmènoc Pl rwc diefjarmènoc

Πίνακας 4.2

EÐnai fanerì ìti oi isqurìteroi antÐpaloi lamb�nontai upìyh gia thn antÐstash se

skeuwrÐa, en¸ oi asjenèsteroi gia thn aniqneusimìthta. Sto [BSZ05 Appendix A]

analÔetai p¸c oi treic idiìthtec perikleÐoun ìlec tic palaiìterec �tupec apait seic

asf�leiac, kat� analogÐa me to montèlo BMW03.

AxÐzei na anafèroume ìti ta montèla asf�leiac KY04 kai BSZ05 ikanopoioÔn mÐa

isqurìterh ekdoq  apallaximìthtac apì to BMW03, ìpou oÔte kan o dianomèac

twn kleidi¸n den mporeÐ na upogr�yei ek mèrouc k�poiou mèlouc thc om�dac.

Oi A.Kiagi�c kai M.Yung sthn Ðdia ergasÐa [KY04] kataskeÔasan èna asfalèc

kai leitourgikì sq ma omadik c upograf c sto ROM. Apì thn �llh pleur�, oi

M.Bellare, H.Shi kai C.Zhang [BSZ05] jewroÔn isqurìterouc antip�louc gia ta

paÐgnia anwnumÐac kai skeuwrÐac kai parousi�zoun èna sq ma pou plhroÐ tic dikèc

touc prodiagrafèc asf�leiac sto standard montèlo. Kaj¸c ìmwc qrhsimopoioÔn

genikèc NIZK teqnikèc gia gl¸ssa sto NP, h kataskeu  touc eÐnai jewrhtikoÔ

endiafèrontoc.

An�klhsh mel¸n. Mèqri t¸ra asqolhj kame me om�dec pou leitourgoÔn duna-

mik� mìno wc proc thn prosj kh nèwn mel¸n. Sthn pr�xh ìmwc, eÐnai fusikì

k�poio mèloc na apoqwr sei eÐte èkoÔsia eÐte epibeblhmèna, opìte kai prèpei

na anaklhjeÐ h tautìtht� tou. EÐnai epomènwc epitaktik  h eÔresh enìc asfa-

loÔc mhqanismoÔ an�klhshc, afoÔ o qr sthc ja prèpei na mporeÐ na apodeÐxei

ìti eÐnai energìc qwrÐc na apokalÔptei shmantik  plhroforÐa gia thn tautìtht�

tou. Oi pr¸tec apìpeirec antimet¸pishc tou dÔskolou autoÔ probl matoc [B-

S01], [AST01], [Son01], emperieÐqan thn grammik  ex�rthsh k�poiac leitourgÐac

touc eÐte apì to pl joc twn mel¸n thc om�dac eÐte twn diagrafìmenwn mel¸n.

Leitourgik  lÔsh èdwsan oi J.Camenisch kai A.Lysynskaya [CL02] eis�gontac

thn ènnoia tou dunamikoÔ susswreut .
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Orismìc 4.1.5. 'Enac dunamikìc susswreut c (dynamic accumulator) gia èna

sÔnolo tim¸n X eÐnai mÐa oikogèneia sunart sewn FX me tic ex c idiìthtec:

(i). Up�rqei PPT algìrijmoc G pou par�gei èna tuqaÐo f P FX kai trapdoor

plhroforÐa auxf .

(ii). K�je f P FX èqei pedÐo orismoÔ Uf �X, ìpou ta stoiqeia tou Uf lamb�no-

ntai se poluwnumikì qrìno (efficiently samplable), kai gia pu, xq P Uf �X,

to fpu, xq upologÐzetai se poluwnumikì qrìno.

(iii). Gia k�je f P FX , u P Uf kai x1, x2 P X :

fpfpu, x1q, x2q � fpfpu, x2q, x1q.

(iv). MÐa tim  w P Uf kaleÐtai m�rturac tou x sthn v e�n v � fpw, xq. H

pijanìthta ènac antÐpaloc A na ex�gei m�rtura w gia x R X
Prrf Ð Gp1kq;uÐ Uf ; px,w, tx1, . . . , xmuq Ð Apf, Uf , uq :

tx1, . . . , xmu � X ^ x R tx1, . . . , xmu ^ fpw, xq � fpu, tx1, . . . , xmuqs,
ìpou fpu, tx1, . . . , xmuq � fpfp. . . fpu, x1q, . . .q, xmq, eÐnai amelhtèa.

(v). H suss¸reush twn tim¸n eÐnai dunamik c fÔshc, dhlad  up�rqoun PPT

algìrijmoi D, W ¸ste e�n S � X, v � fpu, Sq, x, x1 P S kai fpw, xq � v

tìte

• Dpauxf , v, x1q � v1 ¸ste v1 � fpu, Sztx1uq.
• Wpf, v, v1, x, x1q � w1 ¸ste fpw1, xq � v1.

H teleutaÐa idiìthta ekfr�zei thn isqur  apaÐthsh h diagraf  tim¸n apì ton

susswreut  na ekteleÐtai se qrìno anex�rthto tou megèjouc tou S, exasfalÐzei

wstìso ìti an ènac antÐpaloc A epilèxei prosarmostik� ex arq c sÔnolo S, den

mporeÐ na ex�gei w gia x R S ¸ste fpw, xq � fpu, Sq [CL02 Theorem 2]. H

prosj kh tim¸n se qrìno anex�rthto tou megèjouc tou S den apoteleÐ xeqwrist 

idiìthta all� èpetai apì thn 4.1.5.(iii) ìpwc faÐnetai apì thn epìmenh prìtash

Prìtash 4.1.6. 'Estw v � fpu, Sq h trèqousa tim  tou susswreut , x1 nèa

upì prosj kh tim  kai v1 � fpv, x1q. 'Estw epÐshc x P S kai w m�rturac tou

x sthn v. O upologismìc enìc m�rtura w1 tou x sthn v1 eÐnai anex�rthtoc tou

megèjouc tou S.

Apìdeixh. Jètoume w1 � fpw, x1q. IsqÔei ìti

fpw1, xq � fpfpw, x1q, xq 4.1.5.piiiq� fpfpw, xq, x1q � fpv, x1q.

%
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Sto [CL02] kataskeu�zetai dunamikìc susswreut c gia to èwc tìte state-of-

the-art sq ma [ACJT00]. O mhqanismìc an�klhshc, ìpou gÐnetai enhmèrwsh tou

dhmosÐou kleidioÔ kai twn idiwtik¸n kleidi¸n twn mel¸n se k�je metabol  thc

sÔstashc thc om�dac, pou aporrèei apì thn kataskeu  efarmìsthke metaxÔ �llwn

stic omadikèc upografèc BBS04, ìpwc ja doÔme sthn epìmenh enìthta.

4.2 Oi omadikèc upografèc twn

Boneh - Boyen - Shacham kai Boneh - Shacham

Oi omadikèc upografèc ACJT00 sugkèntrwsan stic arqèc thc perasmènhc dekae-

tÐac to megalÔtero mèroc tou endiafèrontoc pou up rqe gia tic omadikèc upo-

grafèc lìgw thc apodotikìtht�c touc kai twn poll¸n kal¸n idiot twn pou sugke-

ntr¸noun. H kat�stash �llaxe me thn kataskeu  sÔntomwn omadik¸n upograf¸n

sta plaÐsia thc kruptografÐac zeugm�twn apì touc J.Camenisch kai A.Lysynskaya

[CL04] kai perissìtero apì touc D.Boneh, X.Boyen kai H.Shacham [BBS04] kai

D.Boneh kai H.Shacham [BS04].

Oi omadikèc upografèc BBS04. To sq ma BBS04 kataskeu�zetai apì thn

efarmog  euretik¸n teqnik¸n Fiat-Shamir se ZK-PK dialogikì prwtìkollo apì-

deixhc gn¸shc mÐac lÔshc gia to SDH ([BBS04 §4]). JewroÔme om�da n mel¸n

kai zeÔgma e : G1 � G2 ÝÑ GT om�dwn t�xhc pr¸tou p ¸ste up�rqei apodotik�

upologÐsimoc isomorfismìc ψ : G2 ÝÑ G1 (TÔpou 1   2). 'Estw epÐshc sun�rthsh

hash H� : t0, 1u ÝÑ Zp. Gia sumbatìthta me to [BBS04], jewroÔme tic om�dec

pollaplasiastikèc, dhlad  antÐ gia rαsP � rβsQ, gr�foume Pα � Qβ. Autìc o

trìpoc graf c twn zeugm�twn ja diathrhjeÐ sto kef�laio kaj¸c akoloujeÐtai se

ìlec tic ergasÐec pou ja melethjoÔn.

SÔmfwna me to formalismì tou BMW03, to sq ma BBS04 sunÐstatai apì touc

parak�tw algorÐjmouc:

Keygenpnq: epilègontai tuqaÐa genn torac g2 P G2, ξ1, ξ2, γ P Z�
p , h P G1zt1u

kai upologÐzontai ta g1 � ψpg2q, u, v ¸ste uξ1 � vξ2 � h kai w � gγ2 . Gia k�je

qr sth i P rns, dhmiourgoÔme lÔsh tou SDH pAi, xiq epilègontac xi � �γ P Z�
p

kai jètontac Ai � g
1{pγ�xiq
1 . Ta kleidi� tou sq matoc eÐnai ta gpk � pg1, g2, h,

u, v, wq, gmsk � pξ1, ξ2q, gskris � pAi, xiq. H tim  γ mènei mustik  apì ìlouc

touc qr stec, akìma kai tou GM, ektìc tou dianomèa.

Signpgpk, gskris,Mq: gia thn upograf  mhnÔmatoc M upologÐzontai ta ex c:

1. α, β
$ÐÝ Zp; T1 � uα, T2 � vβ, T3 � Ai � hα�β, δ1 � xiα, δ2 � xiβ.
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2. rα, rβ, rxi , rδ1 , rδ2
$ÐÝ Zp; R3 � epT3, g2qrxi � eph,wq�rα�rβ � eph, g2q�rδ1�rδ2 ,

R1 � urα , R2 � vrβ , R4 � T
rxi
1 � u�rδ1 , R5 � T

rxi
2 � v�rδ2 .

3. cÐ HpM,T1, T2, T3, R1, R2, R3, R4, R5q.
4. sα � rα � cα, sβ � rβ � cβ, sxi � rxi � cxi, sδ1 � rδ1 � cδ1, sδ2 � rδ2 � cδ2.

5. σ � pT1, T2, T3, c, sα, sβ, sxi , sδ1 , sδ2q.
Verifypgpk,M, σq: gia thn epal jeush thc σ ekteloÔntai ta akìlouja b mata:

1. UpologÐzontai ta

R̃1 � usα � T�c
1 , R̃2 � vsβ � T�c

2 , R̃4 � u�sδ1 � T sxi1 , R̃5 � v�sδ2 � T sxi2 ,

R̃3 � epT3, g2qsxi � eph,wq�sα�sβ � eph, g2q�sδ1�sδ2 � pepT3, wq{epg1, g2qqc.
2. h σ gÐnetai apodekt  ann

c
?� HpM,T1, T2, T3, R̃1, R̃2, R̃3, R̃4, R̃5q.

Openpgpk, gmsk,M, σq: o GM aniqneÔei thn proèleush thc σ

1. Elègqontac an h σ eÐnai ègkurh.

2. ApokalÔptontac thn tautìthta tou i mèsw tou upologismoÔ

Ai � T3{pT ξ11 � T ξ22 q kai èqontac gn¸sh twn tA1, . . . , Anu.

MÐa upograf  BBS04 apoteleÐtai apì trÐa stoiqeÐa thc G1 kai èxi stoiqeÐa

thc Zp. Epilègontac p megèjouc 170 bits epitugq�netai m koc upograf c   200

bytes, shmantik� mikrìtero tou 1Kbyte pou èqei mÐa upograf  ACJT00, kai me

asf�leia perÐpou Ðdia mÐac 1024-RSA upograf c. Gia th dhmiourgÐa thc, epeid 

oi timèc eph,wq, eph, g2q, epg1, g2q kai epAi, g2q mporoÔn na apojhkeutoÔn kai afoÔ
epT3, g2q � epAi, g2q � eph, g2qα�β, den apaiteÐtai kanènac upologismìc zeÔgmatoc.

Epiplèon, kat� thn epal jeush, o mìnoc aparaÐthtoc upologismìc zeÔgmatoc eÐnai

o epT3, w
c � gsxi2 q � epT3, g2qsxi � epT3, wqc kat� thn exagwg  tou R̃3.

H plhrìthta tou BBS04 elègqetai eÔkola. H asf�leia akoloujeÐ to montèlo tou

BMW03, me th diafor� ìti zhteÐtai mÐa asjenèsterh idiìthta thc pl rouc anw-

numÐac, kaloÔmenh CPA-pl rhc anwnumÐa (CPA-full-anonymity), h opoÐa ìmwc

diathreÐ thn anwnumÐa kai to asÔndeto upograf¸n. Se autì to montèlo, o antÐpa-

loc den èqei prìsbash sto manteÐo Openpgmsk, �, �q, dhlad  den jètei erwt -

mata anÐqneushc. Gia thn apìdeixh thc CPA-pl rouc anwnumÐac kai pl rouc

aniqneusimìthtac, oi D.Boneh, X.Boyen kai H.Shacham eis gagan gia pr¸th for�

to prìblhma DLin, tou opoÐou th duskolÐa apodeiknÔoun [BBS04 Theorem 8.1]

gia algorÐjmouc pou den qeirÐzontai eidik� thn kwdikopoÐhsh twn stoiqeÐwn twn
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om�dwn (generic algìrijmoi). Ja deÐxoume thn CPA-pl rh anwnumÐa tou BB-

S04 kai parapèmpoume sto [BBS04 Theorem 5.3] gia thn apìdeixh thc pl rouc

aniqneusimìthtac. JewroÔme pr¸ta to parak�tw sq ma:

Orismìc 4.2.1. Wc Grammik  kruptogr�fhsh (Linear Encryption) orÐzetai to

parak�tw sq ma:

1. To dhmìsio kleidÐ eÐnai h tri�da gennhtìrwn pk � pu, v, hq P G3 kai to

idiwtikì kleidÐ to zeÔgoc sk � px, yq P Z2
p ¸ste u

x � vy � h.

2. 'Ena m numa M kruptografeÐtai epilègontac tuqaÐa α, β P Zp kai upologÐ-
zontac to kruptokeÐmeno C � xuα, vβ,Mhα�βy.

3. 'Ena kruptokeÐmeno C � xT1, T2, T3y apokruptografeÐtai wc T3{pT x1 � T y2 q.
H Grammik  kruptogr�fhsh epekteÐnei to sq ma kruptogr�fhshc El Gamal kai

eÐnai IND-CPA asfal c akìma kai se om�dec pou to DDHpGq eÐnai epilÔsimo, afoÔ
sthrÐzetai sth duskolÐa tou DLin sthn G. Pr�gmati, e�n A eÐnai ènac algìrijmoc

pou sp�ei th Grammik  kruptogr�fhsh, tìte kataskeu�zoume algìrijmo apìfashc

gia to DLin B, o opoÐoc me eÐsodo pu, v, h, uα, vβ, zq:
1. dÐnei ston A to pu, v, hq wc dhmìsio kleidÐ.

2. epilègontac b P t0, 1u, apant� sta mhnÔmata epilog c tou A M0,M1 wc

xuα, vβ,Mb � zy.
3. apant� 1 e�n b � b1, ìpou b1 h apìkrish tou A.

EÔkola parathroÔme ìti

AdvB �| Prro B kerdÐzeis � 1

2
|�

�| Prro B kerdÐzei | z tuqaÐos �Prro B kerdÐzei | z � hx�ys � 1

2
|�

�| Prro A kerdÐzei | z tuqaÐos �Prro A kerdÐzei | z � hx�ys � 1

2
|�

�| 1

2
� AdvA � 1

2
|� AdvA.

Je¸rhma 4.2.2. E�n h Grammik  kruptogr�fhsh eÐnai IND-CPA asfal c,

tìte to sq ma omadik¸n upograf¸n BBS04 èqei CPA-pl rh anwnumÐa sto ROM.

Apìdeixh. 'Estw PPT algìrijmoc A pou katargeÐ thn anwnumÐa tou BBS04 jè-

tontac qH erwt mata sthn H. Kataskeu�zoume PPT algìrijmo B pou sp�ei th

Grammik  kruptogr�fhsh.

Dedomènou pk � pu, v, hq P G3
1, o B par�gei tic upìloipec paramètrouc tou

BBS04 kai parèqei ston A ta gpk � pg1, g2, h, u, v, wq kai pAi, xiq, i P rns.
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O A jètei erwt mata sta opoÐa o B apant� wc tuqaÐo manteÐo. Sth sunèqeia o

A zht� na proklhjeÐ se tautìthtec i0, i1 kai m numa M .

O B me th seir� tou zht� na proklhjeÐ sta idiwtik� kleidi� Ai0 , Ai1 kai lamb�nei

Grammikì kruptokeÐmeno xT1, T2, T3y tou Aib , b P t0, 1u. Apì to xT1, T2, T3y par�gei
R1, R2, R3, R4, R5 epilègontac tuqaÐa c, sα, sβ, sxi , sδ1 , sδ2 P Zp kai ektel¸ntac

touc antÐstoiqouc upologismoÔc tou algorÐjmou Sign. ProgrammatÐzei thn H

wc HpM,T1, T2, T3, R1, R2, R3, R4, R5q � c kai prokaleÐ ton A me upograf  σ �
pT1, T2, T3, c, sα, sβ, sxi , sδ1 , sδ2q.
O A apokrÐnetai b1 ston B, o opoÐoc apant� ìmoia sthn dik  tou prìklhsh.

O B èqei epomènwc to Ðdio pleonèkthma di�krishc thc tri�dac xT1, T2, T3y me to

pleonèkthma kat�rghshc thc anwnumÐac thc σ tou A. E�n o A trèqei se qrìno

t, tìte o B trèqei se qrìno t � qHOp1q, afoÔ apant� sta erwt mata tou A kai

par�gei upograf  σ se stajerì qrìno.

%

An�klhsh mel¸n sto BBS04. Oi mhqanismoÐ an�klhshc pou prot�jhkan sto

[CL02] mporoÔn na efarmostoÔn kai sto BBS04. 'Estw qwrÐc bl�bh thc genikìth-

tac ìti prèpei na anaklhjoÔn oi qr stec t1, . . . , ru. MÐa èmpisth arq  dhmosieÔei

lÐsta an�klhshc (revocation list) RL � tpA�
i , xiquiPrrs, ìpou A�

i � g
1{pγ�xiq
2 �

ψpA�
i q P G2 kai sthn perÐptwsh pou G1 � G2, h mustik  tim  γ qrei�zetai gia ton

upologismì twn A�
i . H RL dÐnetai stouc upogr�fontec kai touc epalhjeutèc tou

sust matoc proc enhmèrwsh tou dhmìsiou kleidioÔ gpk � pg1, g2, h, u, v, wq.
Jètoume ḡ1 � g

1{y
1 , ḡ2 � g

1{y
2 kai w̄ � ḡγ2 , ìpou y �

±r
i�1pγ � xiq P Z�

p . Opoios-

d pote mporeÐ twra na upologÐsei to nèo dhmìsio kleidÐ pḡ1, ḡ2, h, u, v, w̄q kai epi-
plèon èna energì mèloc mporeÐ na anane¸sei kat�llhla to idiwtikì tou kleidÐ.

Autì epitugq�netai epanalamb�nontac ta parak�tw b mata gia i � 1, . . . , r :

1. Apì ta pg1, g2, h, u, v, wq, pA�
i , xiq upologÐzoume to nèo dhmìsio kleidÐ pĝ1, ĝ2,

h, u, v, ŵq, ìpou

ĝ2 � g
1{pγ�xiq
2 � A�

i , ĝ1 � g
1{pγ�xiq
1 � Ai � ψpA�

i q, ŵ � g2pA�
i q�xi � ĝγ2 .

2. 'Ena mèloc me idiwtikì kleidÐ pA, xq upologÐzei to Â � ψpA�
i q1{px�xiq{A1{px�xiq

kai jètei wc nèo idiwtikì kleidÐ to pÂ, xq. IsqÔei ìti pÂqγ�x � ψpA�
i q � ĝ1

kai epomènwc to pÂ, xq eÐnai ègkuro wc proc to pĝ1, ĝ2, h, u, v, ŵq.

ParathroÔme ìti ta perieqìmena thc RL susswreÔontai sta ananewmèna kleidi�

mèsw twn sunart sewn f1, f2, f3, f4, ìpou

f1pg1, pA�
i , xiqq � g

1{pγ�xiq
1 , f2pg2, pA�

i , xiqq � g
1{pγ�xiq
2 ,
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f3pg2, pA�
i , xiqq � g2pA�

i q�xi , f4ppA, xq, pA�
i , xiqq � pψpA�

i q1{px�xiq{A1{px�xiq, xq.
Gia ìlec tic parap�nw sunart seic eÐnai eÔkolo na deÐxoume ìti isqÔei h 4.1.5.(iii).

Eidik� gia ton upologismì thc f4 apaiteÐtai h trapdoor plhroforÐa pA, xq. Apì thn
apìdeixh thc pl rouc aniqneusimìthtac èpetai ìti ènac qr sthc pou èqei anaklh-

jeÐ den mporeÐ na kataskeu�sei èna nèo idiwtikì kleidÐ gia to pḡ1, ḡ2, h, u, v, w̄q
dedomènhc thc duskolÐac tou pn� 1q-SDH.

Oi VLR-omadikèc upografèc BS04. Oi idiìthtec twn omadik¸n upograf¸n

eÐnai epijumhtèc gia to Trusted Computing, idiaÐtera kat� th diadikasÐa epikÔrw-

shc twn exarthm�twn enìc upologist  qwrÐc thn apok�luyh thc tautìtht�c tou

(privacy-preserving attestation). Me kÐnhtro thn asfal  an�klhsh enìc qr sth-

upologist , oi D.Boneh kai H.Shacham [BS04] kataskeÔasan èna sq ma omadik¸n

upograf¸n suggenèc me to BBS04 me ènan mhqanismì an�klhshc, ìpou mhnÔmata

an�klhshc epexerg�zontai mìno apì touc epalhjeutèc kai o opoÐoc eÐqe qrhsi-

mopoihjeÐ  dh sta [AST01], [Bri03], [KTY04], Oi omadikèc upografèc me autì

ton mhqanismì kaloÔntai omadikèc upografèc me Topik  An�klhsh apì ton Epa-

lhjeut  (Verifier- Loval Revocation - VLR) kai eÐnai kat�llhlec se efarmogèc

ìpou oi epalhjeutèc eÐnai shmantik� ligìteroi apì touc qr stec. Sto sq ma

VLR-omadik¸n upograf¸n BS04 h topik  an�klhsh gÐnetai dÐnontac wc eÐsodo

ston algìrijmo epal jeushc mÐa lÐsta tekmhrÐwn an�klhshc (revocation tokens)

RL gia k�je mèloc pou èqei èwc ekeÐnh th stigm  anaklhjeÐ.

JewroÔme om�da n mel¸n kai zeÔgma e : G1�G2 ÝÑ GT om�dwn t�xhc pr¸tou p,

kai apodotik� upologÐsimo isomorfismì ψ : G2 ÝÑ G1. JewroÔme epÐshc sunar-

t seic hash H0 : t0, 1u ÝÑ G2
2, H : t0, 1u ÝÑ Zp. To sq ma VLR-omadik¸n

upograf¸n BS04 sunÐstatai apì touc ex c algorÐjmouc:

Keygenpnq: epilègontai tuqaÐa genn torac g2 P G2, γ P Z�
p kai upologÐzontai ta

g1 � ψpg2q kai w � gγ2 . EpÐshc, gia k�je mèloc i P rns, dhmiourgoÔme lÔsh tou

SDHP pAi, xiq epilègontac xi � �γ P Z�
p kai jètontac Ai � g

1{pγ�xiq
1 . Ta kleidi�

tou sq matoc eÐnai ta gpk � pg1, g2, wq, gskris � pAi, xiq kaj¸c kai ta tekm ria

an�klhshc grtris � Ai . H tim  γ mènei mustik  apì ìlouc touc qr stec, ektìc

tou dianomèa.

Signpgpk, gskris,Mq: gia thn upograf  mhnÔmatoc M upologÐzontai ta ex c:

1. r
$ÐÝ Zp; pû, v̂q ÐÝ H0pgpk,M, rq; u � ψpûq, v � ψpv̂q.

2. α
$ÐÝ Zp; T1 � uα, T2 � Ai � vα, δ � xiα.

3. rα, rxi , rδ
$ÐÝ Zp; R1 � urα , R3 � T

rxi
1 u�rδ ,

R2 � epT3, g2qrxi � epv, wq�rα�rβ � epv, g2q�rδ .
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4. cÐ Hpgpk,M, r, T1, T2, R1, R2, R3q.
5. sα � rα � cα, sxi � rxi � cxi, sδ1 � rδ � cδ.

6. σ � pT1, T2, c, sα, sxi , sδq.
Verifypgpk,RL,M, σq: h egkurìthta σ gÐnetai apodekt  ann apodèqontai oi dÔo

akìloujoi èlegqoi:

1. 'Elegqoc epal jeushc:

1. UpologÐzontai ta û, v̂, u, v ìpwc prin kai sth sunèqeia ta

R̃1 � usα � T�c
1 , R̃3 � T

sxi
1 � u�sδ

R̃2 � epT2, g2qsxi � epv, wq�sα � epv, g2q�sδ � pepT2, wq{epg1, g2qqc.

2. h σ gÐnetai apodekt  ann

c
?� Hpgpk,M, r, T1, T2, R̃1, R̃2, R̃3q.

2. 'Elegqoc an�klhshc: gia k�je A P RL � grtri � � �ns elègqetai e�n

epT2{A, ûq ?� epT1, v̂q,

dhlad  e�n k�poio A èqei kwdikopoihjeÐ wc pT1, T2q. E�n autì de sumbaÐnei, tìte

o upogr�fwn thc σ den èqei anaklhjeÐ.

To sq ma BS04 akoloujeÐ ta prìtupa tou montèlou [BMW03], me th diafor�

pwc h anÐqneush mÐac upograf c σ ekteleÐtai apì mia èmpisth arq  pou katèqei

ìlo to grtri � � �ns ektel¸ntac ton Verify me RL � grtris, i � 1, . . . n kai dÐ-

nontac wc ap�nthsh thn tautìthta tou pr¸tou qr sth gia ton opoÐon o Verify

epistrèfei 0,   K e�n h σ gÐnetai apodekt  gia ìlouc touc qr stec. Sto paÐgnio

aniqneusimìthtac o antÐpaloc èqei gn¸sh twn gpk, grtri � � �ns kai jètei prosar-
mostik� erwt mata upograf c gia qr stec kai mhnÔmata thc epilog c tou.

Sto BS04 èna mèloc ex�gei �mesa to tekm rio an�klhshc tou apì to idiwtikì tou

kleidÐ. MporeÐ epomènwc na epalhjeÔsei e�n mia upograf  èqei paraqjeÐ apì to

idiwtikì tou kleidÐ, ìqi ìmwc kai na ex�gei opoiad pote plhroforÐa se diaforetik 

perÐptwsh. H ne� aut  idiìthta onom�zetai anidiotel c anwnumÐa (selfless anonymi-

ty). To BS04 apodeiknÔetai telik¸c asfalèc sto ROM [BS04 §6]. O algìrijmoc

epal jeushc an kai prostateÔei thn anwnumÐa twn energ¸n mel¸n, sunep�getai

anapìfeukta th mh diat rhsh tou asundètou upograf¸n gia èna diegrammèno mè-

loc: dÔo upografèc σ1, σ2 apodÐdontai ston Ðdio diegrammèno mèloc i e�n eÐnai

apodektèc me eÐsodo thn RL protoÔ to i anaklhjeÐ kai mh apodektèc me eÐsodo

RLY tgrtrisu.
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Oi upografèc BS04 èqoun m koc akìma mikrìtero twn BBS04. H epal jeush

mÐac upograf c èqei thn adunamÐa thc grammik c ex�rthshc apì to pl joc twn

diagrafìmenwn qrhst¸n, katÐ pou pijan¸c den eÐnai idiaÐtero prìblhma se sust -

mata ìpou oi epalhjeutèc eÐnai ligìteroi   shmantik� isqurìteroi upologistik�.

EntoÔtoic, tropopoi¸ntac elafr¸c to arqikì sq ma, epitugq�noume epal jeush

se stajerì qrìno, me antÐtimo thn merik  ap¸leia anwnumÐac (bl. [BS04 §7]).

H teleutaÐa metatrop  mporeÐ na eÐnai qr simh se efarmogèc ìpou o gr goroc

mhqanismìc an�klhshc eÐnai pr¸th proteraiìthta.

Isqur  apallaximìthta stic BBS04 kai BS04. Oi omadikèc upografèc BB-

S04 kai BS04, mporoÔn na prosrmìsoun thn apaÐthsh isqur c apallaximìthtac

sta plaÐsia tou montèlou asf�leiac KY04, an h dianom  idiwtik¸n kleidi¸n prag-

matopoieÐtai mèsw enìc prwtokìllou Join metaxÔ tou qr sth kai tou dianomèa.

To idiwtikì kleidÐ tou i eÐnai telik¸c mÐa tri�da pAi, xi, yiq ¸ste Aγ�xii � hyi1 � g1,

gia k�poia dhmìsia par�metro h1, ìpou to yi epilègetai apì ton i mustik� apì to

dianomèa.

4.3 Oi omadikèc upografèc twn Boyen-Waters

H kajièrwsh twn upograf¸n BBS04 kai BS04 èluse poll� praktik� probl mata,

se epÐpedo asf�leiac ìmwc parèmene h ex�rthsh apì to ROM. Ta sq mata o-

madik¸n upograf¸n sto standard montèlo twn [BMW03] kai [BSZ05], qrhsi-

mopoioÔsan genikèc ZK teqnikèc kai  tan adÔnato na efarmostoÔn. H pr¸th

prosp�jeia  tan aut  twn Ateniese k.�. [ACHdM05] , oi opoÐoi parousÐasan èna

polÔ apodotikì sq ma, h asf�lei� tou ìmwc sthrÐzetai se orismènec nèec kai ar-

ket� isqur� upojèseic en¸ h anwnumÐa exasfalÐzetai mìno apènanti se antip�louc

pou den gnwrÐzoun idiwtik� kleidi� twn qrhst¸n. Ta epìmena apotelèsmata

basÐsthkan stic teqnikèc twn J.Groth, R.Ostrovsky kai A.Sahai gia kataskeuèc

NIZK apodeÐxewn gia gl¸ssec sto NP me upojèseic apì probl mata zeugm�twn

[GOS06a], [GOS06b] . To sq ma pou prìteine o J.Groth [Gro06] apodeiknuètai

asfalèc sto montèlo BSZ05, all� to m koc twn upograf¸n, an kai stajerì,

exart�tai apì polÔ megalèc stajerèc pou kajistoÔn apagoreutik  thn efarmog 

tou. Isorrophmènh prìtash apoteleÐ to sq ma twn X.Boyen kai B.Waters [B-

W06] pou sthrÐzetai se genikèc upojèseic kai asf�leia pl rouc aniqneusimìthtac

kai CPA-pl rouc anwnumÐac. To shmantikìtero prìblhma pou emfanÐzei eÐnai

h logarijmik  ex�rthsh tou m kouc twn upograf¸n apì to pl joc twn mel¸n.

Sthn pr�xh ìmwc oi upografèc BW06 eÐnai suntomìterec twn Gro06. 'Ena qrìno

argìtera, oi X.Boyen kai B.Waters [BW07] antimet¸pisan to prìblhma thc loga-
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rijmik c ex�rthshc, ìqi ìmwc kai thc mh pl rouc anwnumÐac, me èna diaforopoih-

mèno sq ma, tou opoÐou h asf�leia apaiteÐ isqurìterec upojèseic.

Oi omadikèc upografèc BW06 qtÐzontai p�nw se èna ierarqikì sq ma upograf¸n

HiSS me dÔo epÐpeda ierarqÐac, to opoÐo èpetai apì to sq ma kruptogr�fhshc b�-

sei tautot twn sto standard montèlo tou [Wat05]. Sto HiSS, k�je upograf  se

m numaM1 dra wc endi�meso idiwtikì kleidÐ gia thn upograf  mhnÔmatocM1||M2.

JewroÔme zeÔgma e : G�GÐÝ GT , ìpou h G eÐnai sÔnjethc t�xhc n � pq, p, q

pr¸toi. Upojètoume g genn tora thc Gp ¤ G kai sumbolÐzoume me l,m me l   m

ta m kh twn tautot twn twn qrhst¸n kai twn mhnum�twn antÐstoiqa. To HiSS

apoteleÐtai apì touc parak�tw algorÐjmouc:

Setupp1kq: epilègontai tuqaÐa α, y1, z1 P Zp kai dianÔsmata ȳ � py1, . . . , ylq P Zlp,
z̄ � pz1, . . . , ymq P Zmp kai upologÐzontai ta A � epg, gqα � 1, u1 � gy

1
, v1 � gz

1
,

u1 � gy1 , . . . , ul � gyl kai v1 � gz1 , . . . , vm � gzm . Oi dhmìsiec par�metroi kai to

kÔrio mustikì kleidÐ eÐnai antÐstoiqa ta

params � pp,G,GT , e, g, u
1, u1, . . . , ul, v

1, v1, . . . , vm, Aq kai msk � gα.

Extractpparams,msk, IDq: gia th dhmiourgÐa idiwtikoÔ kleidioÔ tou qr sth

tautìthtac ID � xκ1 � � �κly P t0, 1ul epilègetai tuqaÐo r P Zp kai upologÐzetai to

KID � pK1, K2q � pgα � pu1
l¹

i�1

uκii qr, g�rq.

Signpparams,KID,Mq: h upograf  enìc mhnÔmatoc M � xµ1 � � �µmy P t0, 1um
upì to KID par�getai epilègontac arqik� tuqaÐo s P Zp wc

σ � pK1 � pv1
m¹
j�1

v
µj
j qs, K2, g

�sq.

Verifypparams, ID,M, σq: gia thn epal jeush thc upograf c σ � pσ1, σ2, σ3q
elègqetai h isìthta

epσ1, gq � epσ2, u
1

l¹
i�1

uκii q � epσ3, v
1
m¹
j�1

v
µj
j q ?� A.

Je¸rhma 4.3.1. E�n to CDHpGq eÐnai dÔskolo, tìte to HiSS èqei asf�leia

EUF-CMA.

Apìdeixh. [BW06 Appendix C]. %
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B�sei tou HiSS kataskeu�zoume to sq ma omadik¸n upograf¸n BW06 wc ex c:

Setupp1kq: epilègontai arqik� genn torec g P G kai h P Gq. Sth sunèqeia

epilègontai tuqaÐo α P Zn kai genn torec u1, u1, . . . , ul, v
1, v1, . . . , vm P G. Oi

dhmìsiec par�metroi eÐnai oi

params � pn,G,GT , e, g, h, , u
1, u1, . . . , ul, v

1, v1, . . . , vm, A � epg, gqαq

To kÔrio kleidÐ gia thn eggraf  mel¸n kai to idiwtikì kleidÐ tou GM eÐnai ta

msk � gα kai gmsk � q.

Enrollpparams,msk, IDq: gia th dhmiourgÐa idiwtikoÔ kleidioÔ mèlouc tautìth-

tac ID � xκ1 � � �κly P t0, 1ul epilègetai tuqaÐo s P Zp kai upologÐzetai to

KID � pK1, K2, K3q � pgα � pu1
l¹

i�1

uκii qs, g�s, hsq.

Signpparams, ID,KID,Mq: h upograf  enìc mhnÔmatoc M � xµ1 � � �µmy P
t0, 1um upì to KID par�getai epilègontac arqik� tuqaÐa t1, . . . , tl P Zp kai upo-
logÐzontac gia k�je i P rls ta

ci � uκii � hti , πi � pu2κi�1
i � htiqti ,

t �
ļ

i�1

ti, c � u1
l¹

i�1

ci � pu1
l¹

i�1

uκii q � ht, V � v1
m¹
i�1

vµii .

Sth sunèqeia epilègontai tuqaÐa s1, s2 P Zp kai par�gontai ta

σ1 � K1 �Kt
3c
s1 � V s2 , σ2 � K2 � g�s1 , σ3 � g�s2 .

Telik¸c ex�getai h upograf 

σ � pσ1, σ2, σ3, c1, . . . , cl, π1, . . . , πlq P G2l�3.

Verifypparams, ID,M, σq: h epal jeush pragmatopoieÐtai se dÔo st�dia:

1. UpologÐzetai to c � u1
±l

i�1 ci kai elègqontai oi isìthtec

epci, u�1
i � ciq ?� eph, πiq, @i P rls.

2. UpologÐzetai to V � v1
±m

i�1 v
µi
i kai elègqetai h isìthta

epσ1, gq � spσ2, cq � epσ3, V q ?� A.
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Openpparams, gmsk, σq: upojètoume ìti h egkurìthta thc σ èqei elegqjeÐ,

epomènwc to M eÐnai perittì. H anÐqneush thc tautìthtac tou upogr�fontoc,

gÐnetai anakt¸ntac èna èna ta bits. Gia i � 1, . . . , l jètoume

κi �
#

0, pciqq � g0

1, alli¸c
(4.1)

H tautìthta pou epistrèfetai apo ton algìrijmo eÐnai h ID � xκ1, . . . , κly.
ParathroÔme ìti oi timèc ci kai πi apoteloÔn NIZK apodeÐxeic kai h an� bit

kataskeu  touc odhgeÐ sth logarijmik  ex�rthsh tou m kouc thc upograf c apì

to pl joc twn mel¸n thc om�dac. Prìkeitai gia efarmog  thc teqnik c pou qrhsi-

mopoieÐtai sto [GOS06b] me skopì thn kataskeu  NIZK apìdeixhc gia to Circuit-

SAT upì thn upìjesh duskolÐac tou probl matoc apìfashc upoom�dac (SDP).

Sugkekrimèna, k�je πi apodeiknÔei ìti to ci kruptografeÐ pr�gmati èna bit (to

κi). Epigrammatik�, ikanopoioioÔntai oi

• Plhrìthta: e�n pr�gmati κi P t0, 1u tìte
1. κi � 0 : ci � hti , πi � u�ti �ht2i ñ epci, u�1 �ciq � ephti , u�1 �htiq � eph, πq.

2. κi � 1 : ci � ui � hti , πi � uti � ht2i ñ epci, u�1 � ciq � epui � hti , htiq �
� epπ, hq � eph, πq.

• Orjìthta: gia apodektì èlegqo epci, u�1 � ciq � eph, πq èqoume
epci, u�1 � ciqq � eph, πqq � ephq, πq � ep1, πq � 1 ñ cqi � 1_ pu�1ciqq � 1

ñ puκii qqphtiqq � puκii qq � 1_ puκi�1
i qqphtiqq � puκi�1

i qq � 1 ñ κi P t0, 1u.
• Mhdenik  gn¸sh: se èna prosomoiwmèno CRS:=params, o prosomoiwt c

den mporeÐ na diakrÐnei e�n to tuqaÐa epilegmèno h eÐnai genn torac thc Gq

  ìqi, lìgw thc upìjeshc SDP.

EÐnai eÔkolo na doÔme ìti oi parap�nw apodeÐxeic plhsi�zoun th mejodologÐa

tou stigmiìtupou SDP gia to GSPS. Gia perissìterec leptomèreiec, o anagn¸sthc

mporeÐ na anatrèxei sto [GOS06b §4]. Sta dÔo epìmena jewr mata apodeiknÔoume

thn asf�leia tou BW06.

Je¸rhma 4.3.2. E�n to SDP eÐnai dÔskolo, tìte to BW06 èqei CPA-pl rh

anwnumÐa.

Apìdeixh. 'Estw AdvSDP
A to pleonèkthma epÐlushc tou SDP enìc antip�lou A kai

AdvA to pleonèkthma tou A gia to paÐgnio CPA-pl rouc anwnumÐac. JewroÔme

paÐgnio H1 parìmoio me to paÐgnio CPA-pl rouc anwnumÐac, me mình diafor� ìti to

h eÐnai tuqaÐa epilegmènoc genn torac thc G. OrÐzoume wc AdvH1

A to pleonèkthma

tou A gia to H1.
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Isqurismìc 1: E�n to SDP eÐnai dÔskolo, tìte h posìthta AdvA � AdvA,H1

eÐnai amelhtèa.

Kataskeu�zoume algìrijmo B gia to SDP. O B me eÐsodo pn,G,GT , e, wq
dhmiourgeÐ dhmìsiec paramètrouc tou BW06 me mìno periorismì h � w kai ekteleÐ

to paÐgnio anwnumÐac me ton A, qwrÐc prìfan¸c na gnwrÐzei e�n prìkeitai gia to

paÐgnio CPA-pl rouc anwnumÐac (dhl. w
$Ð Gq)   gia to H1 (dhl. w

$Ð G).
O A epilègei na proklhjeÐ se tautìthtec ID0, ID1 kai m numa M , opìte o B

epilègei b P t0, 1u, prokal¸ntac ton A me upograf  σ. O A apokrÐnetai b1 P t0, 1u
kai kerdÐzei e�n b1 � b. Se perÐptwsh nÐkhc tou A o B apofasÐzei ìti w P Gq,

diaforetik� apofasÐzei ìti w P G, Lìgw thc tuqaÐac epilog c tou w isqÔei ìti

Prrw P Gs � Prrw P Gqs � 1
2
. Epomènwc èqoume

AdvA � AdvA,H1 � Prrb1 � b | w P Gqs �Prrb1 � b | w P Gs �

� Prrb1 � b^ w P Gqs
Prrw P Gqs � Prrb1 � b^ w P Gs

Prrw P Gs �

� 2 �Prrb1 � b^ w P Gqs � 2 �Prrb1 � b^ w P Gs � 2AdvSDP
B ,

ìpou to AdvSDP
B eÐnai ex upojèsewc amelhtèo.

Isqurismìc 2: AdvA,H1 � 0.

Ja deÐxoume ìti mÐa upograf  prìklhshc σ � pσ1, σ2, σ3, c1, . . . , cl, π1, . . . , πlq
den parèqei kamÐa plhroforÐa gia thn tautìthta IDb1 � xκ1 . . . κly pou epèlexe o

prokal¸n sto paÐgnio H1, ìtan to h eÐnai tuqaÐa epilegmèno apì thn G. Pr�gmati,
o upologismìc twn σ1 � gα � cs�s1 � V s2 , σ2 � g�s�s1 kai σ3 � g�s2 exart�tai mìno

apì th duskolÐa eÔreshc twn α, s � s1, s2. Ex�llou, èna zeÔgoc tim¸n pci, πiq
mporeÐ na prokÔyei isopÐjana eÐte gia κi � 0 eÐte gia κi � 1, dhlad 

@i P rls : Dτ0, τ1 : pκi, tiq � p0, τ0q _ pκi, tiq � p1, τ1q kai ci � hτ0 � ui � hτ1 .

AntÐstoiqa èqoume

πi |κi�0� pu�1
i � hτ0qτ0 � pu�1

i � ui � hτ1qτ0 � hτ0τ1 � pui � hτ1qτ1 � πi |κi�1,

epomènwc telik� h σ eÐnai statistik� anex�rthth thc IDb1 . ParathroÔme thn

omoiìthta me thn kat�stash tèleiac apìkruyhc - tèleiac WI sto GSPS.

H apìdeixh jewr matoc èpetai �mesa apì touc IsqurismoÔc 1 kai 2.

%
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Je¸rhma 4.3.3. E�n to HiSS èqei asf�leia EUF-CMA, tìte to BW06 èqei

pl rh aniqneusÐmothta.

Apìdeixh. 'Estw antÐpaloc A pou kerdÐzei to paÐgnio aniqneusimìthtac sto montè-

lo BMW03 kai AdvtraceA � ε. Kataskeu�zoume algìrijmo B pou kerdÐzei to

paÐgnio EUF-CMA gia to HiSS me to Ðdio pleonèkthma.

Efìson oA diajètei to gmsk � q, upojètoume ìti oB gnwrÐzei thn paragontopoÐ-

hsh tou n � pq. O B lamb�nei dhmìsiec paramètrouc tou HiSS apì tic upoom�dec

p t�xhc Gp,GTp twn G,GT antÐstoiqa

params1 � pp,G,GT , e, ĝ, û
1, û1, . . . , ûl, v̂

1, v̂1, . . . , v̂m, Âq P Gl�m�3
p �GTp .

Sth sunèqeia epilègei tuqaÐouc genn torec pf, h, γ1, γ1, . . . , γl, δ
1, δ1, . . . , δmq thc

Gl�m�4
q kai β P Zq kai apostèlei ston A tic dhmìsiec paramètrouc tou BW06

params � pn,G,GT , e, g � ĝf, h, u1 � û1γ1, u1 � û1γ1, . . . , ul � ûlγl, v
1 � v̂1δ1,

v1 � v̂1δ1, . . . , vm � v̂mδm, A � Â � epf, fqβq P G�Gq �Gl�m�2 �GT ,

mazÐ me to kleidÐ gmsk � q.

E�n oA zht sei apì tonB to idiwtikì kleidÐ qr sth tautìthtac ID � xκ1 � � �κly,
o B zht� apì ton prokaloÔnta upograf  pr¸tou epipèdou gia m numa ID kai lam-

b�nei K̂ID � pK̂1, K̂2q. 'Epeita epilègei tuqaÐo r P Zq kai apostèllei wc ap�nthsh
ston A to kal¸c orismèno kleidÐ

KID � pK1 � K̂1 � fβ � pγ1
l¹

i�1

γκii qr, K2 � K̂2 � f�r, K3 � h�rq.

E�n o A zht sei apì ton B upograf  gia m numaM � xµ1 � � �µmy apì to qr sth
ID � xκ1 . . . κly, tìte autìc epilègei tuqaÐa t1, . . . , tl P Zn, upologÐzei ta t �°l
i�1 ti, c̃i � uκii h

ti , π̃i � pu2κi�1
i htiqti kai zht� apì ton prokaloÔnta upograf 

deutèrou epipèdou gia m numa ID||M lamb�nontac σ̂ � pσ̂1, σ̂2, σ̂3q. Sth sunèqeia
epilègei tuqaÐa r1, r2 P Zq, dhmiourgeÐ tic

σ̃1 � σ̂1 � fβ � pγ1
l¹

i�1

γκii qr1 � pδ1
m¹
j�1

δ
µj
j qr2 � hr1t, σ̃2 � σ̂2 � f�r1 , σ̃3 � σ̂3 � f�r2 ,

kai apostèllei ston A thn upograf  σ̃ � pσ̃1, σ̃2, σ̃3, c̃1, . . . , c̃l, π̃1, . . . , π̃lq.
OA epistrèfei plastografhmènh upograf  σ� � pσ1, σ2, σ3, c1, . . . , cl, π1, . . . , πlq

se m numa M� � xµ11 � � �µ1my. O B elègqei prwtÐstwc thn egkurìthta thc σ, kai

e�n autì sumbaÐnei proqwr� sthn anÐqneush thc tautìthtac ID1 � xκ11 � � �κ1ly, sÔm-
fwna me thn (4.1). E�n ta ID�, xID�,M�y den eÐqan tejeÐ wc erwt mata exagwg c
kleidioÔ kai upograf c antÐstoiqa, tìte o A kerdÐzei to paÐgnio aniqneusimìthtac,
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opìte o B par�gei plastografhmènh upograf  wc ex c: apì thn orjìthta twn

NIZK apodeÐxewn ci, πi isqÔei ìti eÐte ci P Gq   ciu
�1
i P Gq. Epomènwc, gia k�poio

r1i P Zq isqÔei ìti ci � u
κ1i
i f

r1i kai �ra gia k�poio r1 P Zq

c � u1
l¹

i�1

ci � pû
l¹

i�1

û
κ1i
i q � f r

1

.

'Estw λ P Zn : λ � 0 mod pqq ^ λ � 1 mod ppq. Tìte

epσλ1 , gq�epσλ2 , û
l¹

i�1

ûκii q�epσ3, v̂
m¹
j�1

v̂
µ1j
j q � Aλ � epĝ, ĝqαλ�epf, fqβα � epĝ, ĝqα � Â,

dhlad  h σ� � pσλ1 , σλ2 , σλ3 q eÐnai mÐa ègkurh plastografhmènh upograf  tou

ID�||M� sto HiSS.

%

To sq ma omadik¸n upograf¸n BW06 epitrèpei epekt�seic pou aforoÔn dia-

dik�siec epal jeushc stÐbac, an�klhshc, exousiodìthshc, upograf c mhnum�twn

m kouc ¡ m kaj¸c kai ekoÔsiac merik c apok�luyhc thc tautìthtac enìc mèlouc.

Anafèroume tèloc pwc h basik  diafor� tou sq matoc BW06 me to BW07 eÐnai

ìti sto teleutaÐo h tautìthta tou mèlouc apokrÔptetai, olìklhrh kai ìqi an�

bit, se mÐa NIZK apìdeixh. 'Etsi epitugq�nontai upografèc stajeroÔ megèjouc

anexarthta tou m kouc thc tautìthtac tou upogr�fontoc. H asf�leia tou sq -

matoc BW07 sthrÐzetai stic upojèseic CDH, SDP kai thc duskolÐac tou parak�tw

kainoÔriou probl matoc, pou apodeiknÔetai eukolìtero tou q-SDH.

Krufì Prìblhma q-SDHpGpq (Hidden q-SDH - q-HSDHpGpq): dedomènwn

gennhtìrwn g, h, gω P Gp kai q � 1 diaforetik¸n tri�dwn pg1{pω�ciq, gci , hciq, ìpou
ci P Zp na upologisteÐ tri�da pg1{pω�cq, gc, hcq, di�forh twn prohgoÔmenwn.

4.4 Oi omadikèc upografèc tou Groth

MÐa apì tic pr¸tec �mesec efarmogèc tou GSPS  tan to sq ma omadik¸n upo-

graf¸n tou J.Groth [Gro07] sto montèlo BSZ05, belti¸nontac ètsi kat� polÔ to

m koc twn upograf¸n Gro06 pou eÐqe parousi�sei nwrÐtera. Oi upografèc Gro07

èqoun mègejoc � 2kB gia asf�leia 128-bit, to opoÐo eÐnai men meg�lo se sqèsh

me aut� twn [BBS04], [ACHdM05], [BW07], all� kai arket� logikì sugkritik�

me th jewrhtik  asf�leia pou parèqetai.

Gia thn pl rh melèth tou sq matoc Gro07 eÐnai aparaÐthta ta akìlouja ergaleÐa

kai upojèseic:
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• Sq ma upograf¸n mÐac qr shc (ome-time signatures) OTS � pSetupOTS,

SignOTS, VerifyOTSq me asf�leia SEUF-WCMA, ìpwc to weak-BB (bl.

§2.8).

• Genn tria H oikogèneiac sunart sewn hash H : t0, 1u� ÝÑ t0, 1ulpkq me

duskolÐa eÔreshc sugkroÔsewn, ìpou 2lpkq   p.

• To sq ma kruptogr�fhshc me etikètec (tag-based encryption) tou [Kil06] :

Setupp1kq: pp,G,GT , e, gq ìpou e TÔpou 1 kai G,GT t�xhc p, p pr¸toc kai

xgy � G. To dhmìsio kleidÐ pk sunÐstatai apì ta tuqaÐa pF,H,K,Lq P G4,

en¸ to idiwtikì kleidÐ eÐnai to sk � pφ, ηq ¸ste F � gφ, H � gη.

Encryptppk,M, tq: epilègontai tuqaÐa r, s P Zp kai upologÐzetai to krupto-
keÐmeno

C � pΨ1,Ψ2,Ψ3,Ψ4,Ψ5q � pF r, Hs, gr�s �M, pgt �Kqr, pgt � Lqsq.

Decryptpsk, C, tq: h an�kthsh tou mhnÔmatoc M gÐnetai upologÐzontac

M � Ψ3 �Ψ�φ
1 �Ψ�η

2 .

Se èna sq ma kruptogr�fhshc me etikètec h kruptogr�fhsh kai h apokru-

ptogr�fhsh pragmatopoioÔntai me th qr sh mÐac etikètac t. Sto Kil06 h

egkurìthta enìc kruptokeimènou C elègqetai dhmìsia mèsw thc diadikasÐac

ValidCiphertextppk, t, Cq :� epF,Ψ4q ?� epΨ1, g
t�Kq^epH,Ψ5q ?� epΨ2, g

t�Lq.

Gia tic an�gkec tou Gro07 arkeÐ na gnwrÐzoume ìti to asjenèstero epÐpedo

asf�leiac tou Kil06, ìpou o antÐpaloc ofeÐlei na epilèxei ek twn protèrwn

thn tim  thc etikètac pou ja proklhjeÐ, h asjen c CCA-asf�leia upì epi-

legmènh etikèta (selective-tag weakly CCA-security) epitugq�netai me thn

upìjesh DLin [Kil06 Theorem 2].

• To sq ma pistopoihmènwn upograf¸n (certified signatures) CertDS:

Setupp1kq: gia genn tria G èqoume gk � pp,G,GT , e, gq Ð Gp1kq.
CertKeypgkq: f, h, z $Ð G;T Ð epf, zq; pak, ckq :� ppgk, f, h, T q, pak, zqq.
xUserpgk, akq, Issuerpgk, ckqy: px, vq Ð xUser, Issuerypgkq; r $Ð Zp.
'Exodoc qr sth: pvk � v, sk � x, cert � pa, bq � pf�r, pv � hqr � zqq.
'Exodoc dianomèa: pvk, certq.
Signpsk,Mq: e�n sk � �M tìte σ :� g

1
sk�M alli¸c K.

Verifypgk, ak, vk, cert,M, σq: epÐstreye 1 ann

epa, v � hq � epf, bq � T ^ epσ, v � gMq � epg, gq.
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Se èna sq ma pistopoihmènwn upograf¸n, k�je upograf  sunodeÔetai kai

apì mÐa bohjhtik  plhroforÐa gia th gnhsiìthta tou upogr�fontoc, cert,

pou kaleÐtai pistopoihtikì. H diadikasÐa epal jeushc thc gnhsiìthtac tou

pistopoihtikoÔ gÐnetai anex�rthta apì thn epal jeush thc egkurìthtac thc

upograf c. Gia autì to lìgo to sq ma problèpei th dhmiourgÐa dhmìsiou

kleidioÔ epal jeushc pistopoihtik¸n ak kai idiwtikoÔ kleidioÔ pistopoÐhshc

gia to dianomèa ck. Ta kleidi� kai to pistopoihtikì k�je qr sth dhmiour-

goÔntai mèsw enìc dialogikoÔ prwtokìllou xUser, Issuery, ìpou oi apìyeic
kai twn dÔo pleur¸n mporoÔn na prosomoiwjoÔn [Gro07 §4.1].

'Ena sq ma pistopoihmènwn upograf¸n eÐnai asfalèc

1. ènac antÐpaloc A pou ekteleÐ touc upologismoÔc

pSt, akq Ð A; pvk, sk, certq Ð xUserpgk, akq,ApStqy

kai jètei erwt mata upograf c Mi den mporeÐ na ex�gei ègkurh tri�da

pcert1,M, σq gia M �Mi (uparxiak  mh plastogr�fhsh) kai

2. ènac antÐpaloc, o opoÐoc mporeÐ prosarmostik� na ekkineÐ diadikasÐec

paragwg c nèwn kleidi¸n paÐzontac to rìlo tou qr sth, den mporeÐ

telik� na par�gei kleidÐ epal jeushc vk pou den dhmiourg jhke apì

prìtero di�logì tou me to dianomèa kai ègkurh tri�da pcert,M, σq, me
mh amelhtèa pijanìthta (unfakeability).

To CertDS apodeiknÔetai EUF-WCMA asfalèc upì thn upìjesh q-SDH

kai th nèa upojèsh q-U pou orÐzetai parak�tw [Gro07 Theorem 2].

• H upìjesh q-U orÐzetai eidik� gia thn asf�leia tou CertDS. Gia genn tria

paramètrwn G, polu¸numo q kai k�je antÐpalo Ak zht�me h pijanìthta

Prrpp,G,GT , e, gq Ð Gp1kq; x1, r1, . . . , xqpkq, rqpkq Ð Zp

f, h, z
$Ð G; T Ð epf, zq; ai Ð f�ri ; bi Ð hri � gxiri � z;

pV,A,B,M, Sq Ð App,G,GT , e, g, x1, r1, a1, b1 . . . , xqpkq, rqpkq, aqpkq, bqpkqq :

V R tgx1 , . . . , gxqpkqu ^ epA, h � V qepf,Bq � T ^ epS, V � gMq � epg, gqs

na eÐnai amelhtèa. H upìjesh q-U apodeiknÔetai ìti isqÔei gia generic al-

gorÐjmouc [Gro07 Theorem 1].

• SÔsthma apìdeixhc Groth-Sahai (K,P,V,X), ìpou o K me eÐsodo pp,G,GT ,

e, gq par�gei CRS � pF,H,U, V,W,U 1, V 1,W 1q P G8 kai kleidÐ xk, kai o X

eÐnai exagwgèac gn¸shc twn martÔrwn x1, . . . , xn P G gia thn apìdeixh pou

par�gei o P.
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'Ena stoiqeÐo x P G desmeÔetai sto pc1, c2, c3q � pF r �U t, Hs �V t, gr�s �W t �xq
gia tuqaÐa r, s, t P Zp. O K par�gei U � FR, V � HS,W � gR�S kai

xk � pφ, ηq ¸ste F � gφ, H � gη, epomènwc èqoume x � c3 � c�φ1 � c�η2 .

Se èna prosomoiwmèno CRS epilègontai U � FR, V � HS,W � gT , ìpou

T � R � S.

MÐa metablht  δ P Zp desmeÔetai sto pd1, d2, d3q � pF r � pU 1qδ, Hs � pV 1qδ,
gr�s � pW 1qδq gia tuqaÐa r, s P Zp. O K par�gei U 1 � FR, V 1 � HS,W 1 � gT ,

ìpou T � R � S. Se èna prosomoiwmèno CRS epilègontai U 1 � FR, V 1 �
HS,W 1 � gR�S kai trapdoor plhroforÐa tk � pR, Sq ¸ste o prosomoiwt c

na mporeÐ na {anoÐxei} mÐa dèsmeush pF r, Hs, gr�sq sto 0, se opoiad pote

tim  δ wc pF r�Rδ � pU 1qδ, Hs�Sδ � pV 1qδ, gr�s�pR�Sqδ � pW 1qδq.
Ta prosomoiwmèna CRS eÐnai mh diakrÐsima apì ta pragmatik� upì thn

upìjesh DLin. An xanagr�youme tic desmeÔseic, jewr¸ntac gia eukolÐa

sÔgkrishc thn G prosjetik  èqoume ìti

c � pO,O, xq � rrspF,O, gq � rsspO, H, gq � rtspU, V,W q
d � rδspU 1, V 1,W 1q � rrspF,O, gq � rsspO, H, gq,

parathroÔme ìti prìkeitai gia tic rujmÐseic tou stigmiìtupou DLin. Epo-

mènwc oi apodeÐxeic tou Gro07 par�gontai lamb�nontac wc sun jwc ιpZq �
pO,O, Zq kai ι1pzq � rzspU 1, V 1,W 1q, gia Z P G kai z P Zp.

Me th bo jeia twn parap�nw kataskeu�zoume to sq ma omadik¸n upograf¸n

Gro07 apì touc ex c algìrijmouc:

GKeyp1kq: gk Ð Gp1kq; Hash Ð Hp1kq; ppf, h, T q, zq Ð CertKeypgkq;
pCRS, xkq Ð Kpgkq; K,L

$Ð G; pF,H, � � � q Ð ParsepCRSq;
pk :� pF,H,K,Lq; pgpk, ik, okq :� ppgk,H, f, h, T, CRS, pkq, z, xkq.
Join� Issuepqr sthc i : gpk, dianomèac : gpk, ikq:
ppvi, xi, ai, biq, pvi, ai, biqq Ð xUser, Issuery
Qr sthc: e�n epai, hviqepf, biq � T tÐjentai regris :� vi; gskris :� pxi, ai, biq.
GSignpgpk, gskris,Mq: h upograf  mhnÔmatoc M apì to mèloc i par�getai

ex�gontac arqik� pvkots, skotsq Ð SetupOTSp1kq kai sth sunèqeia

EnìswpHashpvkotsq � xiq
1. ρ

$Ð Zn; a � ai � f�r; b � bi � ph � viqρ.
2. σ1{pxi�Hashpvkotsqq.

3. π Ð PNIWIpgpk, a,Hpvkotsq, pb, vi, σqq.
4. y Ð Encryptppk,Hashpvkotsq, σq.
5. ψ Ð PNIZKpCRS, pgpk, y, πq, pr, s, tqq.
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6. σots Ð SignOTSpskots, vkots,M, a, π, y, ψq.
Telik¸c epistrèfetai h upograf  Σ :� pvkots, a, π, y, ψ, σotsq.
GVerpgpk,M,Σq: h egkurìthta thc Σ epalhjèuetai ann ikanopoioÔntai oi

VerifyOTSppvkots,M, a, π, y, ψq, σotsq � 1,ValidCiphertextppk,Hashpvkotsq, yq � 1,

VNIWIpCRS, pgpk, a,Hashpvkotsqq, πq � 1,VNIZKpCRS, pgpk, π, yq, ψq � 1.

Openpgpk, ok,M,Σq: pb, v, σq Ð Xpxk, CRS, pgpk, a,Hashpvkotsqq, πq.
E�n up�rqei i ¸ste v � vi epÐstreye pi, σq alli¸c epÐstreye p0, σq.
Judgepgpk, i, regris,M,Σ, τq: h apìdeixh σ gÐnetai apodekt  ann

i � 0^ epτ, yigHashpvkdsqq � epg, gq.
Se k�je eggraf  nèou mèlouc, ekteleÐtai to dialogikì prwtìkollo tou sq matoc

CertDS kai dhmiourgoÔntai kleidÐ epal jeushc vi kai idiwtikì kleidÐ xi gia upo-

grafèc weak-BB, kai to pistopoihtikì pai, biq. Gia th dhmiourgÐa mÐac omadik c

upograf c par�getai ègkuro zeÔgoc kleidi¸n pskots, vkotsq gia to OTS, ìpou

ta M, vkots upogr�fontai mèsw twn skds, xi antÐstoiqa. H CPA-pl rhc anwnumÐa

epitugq�netai me th qr sh NIWI apìdeixhc gn¸shc mÐac pistopoihmènhc upograf c

σ gia to vkds, en¸ gia thn pl rh anwnumÐa epistrateÔeutai to kruptosÔsthma

Kil06, kruptograf¸ntac thn σ me to Hashpvkotsq wc etikèta kai parèqetai NIZK

apìdeixh ìti h kruptografhmènh upograf  eÐnai h Ðdia pou qrhsimopoi jhke sthn

NIWI apìdeixh.

H NIWI apìdeixh, dhl¸nei ìti up�rqei pistopoihmènh upograf  pa, b, v, σq gia
to vkots, mèsw twn exis¸sewn ginomènou-zeÔgmatoc

epa, h � yq � epf, bq � T, epσ, v � gHashpvkotsqq � epg, gq. (4.2)

me metablhtèc pb, v, σq. Oi treic antÐstoiqec desmeÔseic kai oi dÔo apodeÐxeic pou

par�gontai apoteloÔntai sunolik� apì 3�3+2�9=27 stoiqeÐa thcG. To a jewreÐtai
stajer�, afoÔ mporoÔme na epilèxoume to ρ ¸ste to a na mhn apokalÔptei thn

tautìthta tou mèlouc.

Sthn NIZK apìdeixh, epiqeiroÔme na deÐxoume ìti èna kruptokeÐmeno thc morf c

C � pΨ1, . . . ,Ψ5q � pF ry , Hsy , gry�syσ, pgHashpvkotsq �Kqry , pgHashpvkotsq � Lqsyq
kai mÐa dèsmeush thc morf c

c � pc1, c2, c3q � pF rc � U t, Hsc � V t, grc�sc �W t � σq
antistoiqoÔn sthn Ðdia tim . Jètontac r � rc�ry kai s � sc�sy arkeÐ na deÐxoume
ìti ikanopoieÐtai h tetr�da exis¸sewn me metablhtèc φ, r, s, t

φ � 1, pc�1
1 �Ψ1qφ�F r �U t � 1, pc�1

2 �Ψ2qφ�Hs�V t � 1, pc�1
3 �Ψ3qφ�gr�s�W t � 1.
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ParathroÔme ìti ènac prosomoiwt c ex�gei tetrimmèno m�rtura φ � 1 gia thn

pr¸th exÐswsh kai φ � r � s � t � 0 gia tic treic teleutaÐec exis¸seic ba-

jmwtoÔ pollaplasiasmoÔ (ed¸ antÐstoiqa uy¸sewn se dÔnamh). Sth sunèqeia

kataskeu�zei apìdeixh apoteloÔmenh apì tèsseric desmeÔseic gia tic φ, r, s, t,

ìpou gia th φ mporoÔme apl¸c na orÐsoume wc dèsmeush thn tri�da pU 1, V 1,W 1q,
elègqontac ètsi eÔkola thn ikanopoihsimìthta thc pr¸thc exÐswshc. Kaj¸c gia

to stigmiìtupo DLin qrei�zontai trÐa stoiqeÐa thc G gia k�je mÐa apì tic �llec

treic desmeÔseic kai k�je exÐswsh apaiteÐ dÔo stoiqeÐa, to sunolikì kìstoc eÐnai

telik� 15 stoiqeÐa thc G.
To sunolikì mègejoc mÐac omadik c upograf c Σ � pvkds, a, π, y, ψ, σdsq eÐnai
1+1+27+5+15+1=50 stoiqeÐa thcG. H plhrìthta tou Gr07 eÐnai �mesh sunèpeia

thc plhrìthtac twn sqhm�twn kai twn apodeÐxewn pou perilamb�nei. H asf�leia

tou Gr07 sto montèlo BSZ05 apodeiknÔetai sta trÐa epìmena jewr mata.

Je¸rhma 4.4.1. E�n isqÔei h upìjesh DLin, h Hash èqei amelhtèa pijanìthta

eÔreshc sugkroÔsewn kai to OTS èqei asf�leia EUF-WCMA, tìte to Gr07 èqei

anwnumÐa.

Apìdeixh. Lìgw thc asf�leiac EUF-WCMA tou OTS, upojètoume ìti to vots

den qrhsimopoieÐtai se erwt mata Openp�, �q. Lìgw thc amelhtèac pijanìthtac

eÔreshc sugkroÔsewn thc Hash upojètoume epÐshc ìti to Hashpvkotsq de sumpÐptei
me kamÐa upograf  pou tèjhke wc er¸thma sto Openp�, �q.
All�zoume ton trìpo paragwg c dhmìsiou kleidioÔ sto Kil06 jètontac K � gκ,

L � gλ kai apojhkeÔontac ta κ, λ. Se perÐptwsh pou to manteÐo Openp�, �q deqjeÐ
ègkurh omadik  upograf , mporoÔme na apokruptograf soume to C mèsw twn

κ, λ, lamb�nontac upograf  σ. Apì ton èlegqo epal jeushc kruptokeimènwn tou

Kil06 kai thn tèleia orjìthta thc NIZK apìdeixhc ψ prokÔptei ìti eÐnai h Ðdia

upograf  σ pou epistrèfei o exagwgèac gn¸shc thc NIWI apìdeixhc π. Sth

sunèqeia elègqetai e�n sto arqeÐo eggraf¸n up�rqei i ¸ste epσ, vi �gHashpvkotsqq �
epg, gq, opìte epistrèfoume pi, σq alli¸c epistrèfoume p0, σq. H monadikìthta thc

lÔshc vi thc prìterhc exÐswshc eggu�tai thn taÔtis  thc me thn v pou epistrèfei o

exagwgèac gn¸shc. H tèleia orjìthta thc π kai h ψ eggu¸ntai ìti me ta parap�nw

b mata mporoÔme na tropopoi soume to manteÐo Openp�, �q ¸ste na mhn qrei�zetai
to mustikì kleidÐ xk tou aniqneut . Epomènwc mporoÔme na prosomoi¸soume

to CRS epitugq�nontac tèleia WI kai ZK. H tèleia WI sunep�getai ìti h π

den apokalÔptei kamÐa plhroforÐa gia to poiac tautìthtac idiwtikì kleidÐ gskribs
epilèqjhke kat� thn dhmiourgÐa thc upograf c prìklhshc.

JewroÔme t¸ra antÐpalo A gia to paÐgnio anwnumÐac kai kataskeu�zoume antÐpa-

lo B gia to Kil06. O B lamb�nei dhmìsio kleidÐ pk � pF,H,K,Lq kai me th bo -

jeia twn F,H, gk prosomoi¸nei CRS tèleiac WI all� kai mhdenik c gn¸shc. Wc
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ek toÔtou par�gei kal¸c kleidÐ gpk kai mporeÐ na prosomoi¸sei ta manteÐa AddU,

SndToU, SndToI, CrptU, USK, Wreg, Open pou antistoiqoÔn stic dunatìthtec

tou A1.

O B epilègei zeÔgoc kleidi¸n pvkots, skotsq gia to OTS, kai dhl¸nei ston

prokaloÔnta wc etikèta to Hashpvkotsq. EkteleÐ to paÐgnio anwnumÐac ìpwc peri-

gr�fthke pio p�nw kai telik� lamb�nei apì ton A tautìthtec i0, i1 kai m numa M .

UpologÐzei upografèc σi0 , σi1 tou mhnÔmatoc Hashpvkotsq gia touc i0, i1 antÐstoiqa
kai tic apostèllei ston prokaloÔnta wc keÐmena prìklhshc, lamb�nontac krupto-

keÐmeno C. Me b�sh to C kai tic tèleiec WI kai ZK apodeÐxeic pou exasfalÐzei

to prosomoiwmèno CRS par�gei omadik  upograf  Σ, thn opoÐa apostèllei wc

prìklhsh ston A. E�n o A diakrÐnei thn tautìthta tou upogr�fontoc thc Σ, tìte

apì thn ap�nthsh tou A o B diakrÐnei to keÐmeno pou antistoiqeÐ sto C, k�ti pou

eÐnai adÔnato upojètontac thn DLin.

%

Je¸rhma 4.4.2. E�n isqÔei h upìjesh q-SDH, h Hash èqei amelhtèa pijanì-

thta eÔreshc sugkroÔsewn kai to OTS èqei asf�leia EUF-WCMA, tìte to Gro07

èqei antÐstash se skeuwrÐa.

Apìdeixh. Apì thn SEUF-WCMA asf�leia tou OTS èpetai ìti ènac antÐpaloc

A gia to paÐgnio skeuwrÐac èqei amelhtèa pijanìthta na par�gei zeÔgoc pM,Σq
me vkots pou èqei  dh qrhsimopoihjeÐ apì to manteÐo GSign. Ex�llou h duskolÐa

eÔreshc sugkroÔsewn thc Hash exasfalÐzei ìti mporoÔme na parablèyoume thn

perÐptwsh h tim  Hashpvkotsq na sumpÐptei me k�poio vk1ots pou èqei qrhsimopoihjeÐ

apì to manteÐo GSign. Epomènwc h skeuwrÐa enantÐon k�poiou qr sth i an�getai

sthn eÔresh ègkurhc pistopoihmènhc upograf c σ gia tim  Hashpvkotsq pou o i

den èqei prohgoumènwc upogr�yei, empÐptontac ètsi sta plaÐsia thc asf�leiac

EUF-WCMA.

'Estw qpkq to pl joc twn eggegrammènwn qrhst¸n pou dhmiourgoÔntai apì

erwt mata SndToU tou A. H pijanìthta na mantèyoume prin thn ekkÐnhsh tou

paignÐou skeuwrÐac to mèloc i pou o A dialègei na pagideÔsei eÐnai 1{qpkq. Ka-

j¸c ìmwc prwtìkollo paragwg c kleidi¸n tou CertDS mporeÐ na prosomoi-

wjeÐ me amelhtèa pijanìthta sf�lmatoc, h plastogr�fhsh mÐac pistopoihmènhc

upograf c ek mèrouc tou i an�getai sthn plastogr�fhsh upograf c weak-BB

σ � g1{pxi�Hashpvkdsqq, h opoÐa eÐnai amelhtèa lìgw thc (S)EUF-WCMA asf�leiac

twn en lìgw upograf¸n.

%
1Sto [Gro07], oi leitourgÐec twn AddU, SndToU, SndToI, CrptU, USK, Wreg kalÔptontai apì

autèc twn JoinCorrupt, JoinExposedUser.
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Je¸rhma 4.4.3. E�n isqÔei h q-U, tìte to Gr07 èqei aniqneusimìthta.

Apìdeixh. Apì thn orjìthta thc π, mÐa ègkurh omadik  upograf  Σ sunep�ge-

tai thn Ôparxh ègkurhc pistopoihmènhc upograf c σ tou Hashpvkotsq, thn opoÐa

ex�goume me th bo jeia tou kleidioÔ tou aniqneut  xk. Apì thn epal jeush

gnhsiìthtac tou CertDS, h σ apodÐdetai se k�poio qr sth me regris � vi. H

tèleia orjìthta thc π exasfalÐzei ìti h exagìmenh σ eÐnai ìntwc ègkurh upograf 

me kleidÐ epal jeushc vi. Sunep¸c ènac antÐpaloc den mporeÐ na par�gei ègkurec

upografèc, h opoÐec den gÐnontai apodektèc apì ton Judge.

%

4.5 Oi omadikèc upografèc twn Liang-Cao-Shao-Lin

Akolouj¸ntac th mejodologÐa twn [BW06], [BW07], [Gro07], oi X.Liang k.�.

[LCSL07] kataskeÔasan èna sq ma omadik¸n upograf¸n me stajer� m kh dhmìsi-

wn paramètrwn kai upograf¸n, mikrìtera twn proanaferjèntwn sqhm�twn kai

aploÔstero upologistik�. EntoÔtoic, h asf�lei� tou akoloujeÐ ta prìtupa twn

sqhm�twn Boyen-Waters (CPA-pl rhc anwnumÐa sto montèlo BMW03), epomè-

nwc mporeÐ na jewrhjeÐ perissìtero san exèlixh twn sqhm�twn BW06, BW07,

afoÔ o basikìc lìgoc thc upologistik c epib�runshc tou Gro07 eÐnai h epÐteuxh

asf�leiac sto montèlo BSZ05.

Oi LCSL07 qtÐzontai p�nw se sq ma ierarqik¸n upograf¸n dÔo epipèdwn pou

basÐzetai stic upografèc BB. Oi algìrijmoi pou sunistoÔn to sq ma LCSL07

eÐnai oi ex c:

Setupp1kq: DhmiourgoÔntai par�metroi pn � pq,G,GT , e, g, u, hq ìpou g, u gen-

n torec thc G kai h genn torac thc Gq, kai hash sun�rthsh H : t0, 1um ÝÑ Zn,
ìpou m to m koc mhnum�twn. Epilègetai tuqaÐo z P Z�

n. Oi dhmìsiec par�metroi,

to mustikì kleidÐ kai to kleidÐ tou GM eÐnai antÐstoiqa

params � pg, h, Z � gz, uq P G�Gq �G�G, msk � z, gmsk � q,

Joinpparams,msk, IDq: To idiwtikì kleidÐ mèlouc ID P t0, 1ul eÐnai to

KID � pK1, K2q � psID, g1{pz�sIDqq,
ìpou to sID eÐnai proswpikì epilègetai tuqaÐa sto Z�

n.

Signpparams, ID,KID,Mq: pr¸ta upologÐzetai upograf  dÔo epipèdwn

ρ � pρ1, ρ2, ρ3q � pgK1 , K2, u
1

K1�HpMq q,
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h opoÐa lìgw tou amet�blhtou twn ρ1, ρ2 den parèqei anwnumÐa ston upogr�fonta.

Gia autì to lìgo epilègontai tuqaÐa t1, t2, t3 P Zn kai upologÐzontai oi

σ1 � ρ1h
t1 , σ2 � ρ2h

t2 , σ3 � ρ3h
t3 , π1 � ρt12 pZρ1qt2ht1t2 , π2 � ρt13 pgHpMqρ1qt3ht1t3

kai telik� ex�getai h upograf 

σ � pσ1, σ2, σ3, π1, π2q P G5.

Verifypparams, ID,KIDq: H σ gÐnetai apodekt  ann

epσ1 � Z, σ2q � epg, gq�1 ?� epπ1, hq ^ epσ1 � gHpMq, σ3q � epg, uq�1 ?� epπ2, hq.

Openpparams, gmskq: H anÐqneush tou upogr�fontoc thc σ gÐnetai elègqontac

pσ1qq � pgsID � ht1qq ?� pgsIDqq � pgK1qq

kai entopÐzontac thn tautìthta pou antistoiqeÐ sthn tim  pgK1qq se mÐa idiwtik 

lÐsta proôpologismènwn pgK1qq ìlwn twn qrhst¸n.
H kal  kataskeÔh tou KID epalhjeÔetai eÔkola me ton èlegqo epZgK1 , K2q ?�
epg, gq. H upograf  apoteleÐtai apì 5 stoiqeÐa thc G, kat� èna mikrìterh mÐac

upograf c BW07, en¸ h anÐqneush miac tautìthtac eÐnai grammik� exart¸menh

apì to pl joc twn mel¸n thc om�dac. Oi desmeÔseic σ1, σ2, σ3, twn ρ1, ρ2, ρ3

upologÐzontai sÔmfwna me tic rujmÐseic tou stigmiìtupou SDP, opìte oi π1, π2

apoteloÔn apodeÐxeic thc epalhjeusimìthtac twn exis¸sewn ginomènou zeÔgmatoc

epρ1Z, ρ2q � epg, gq, kai epρ1g
HpMq, ρ3q � epg, uq.

H asf�leia tou LCSL07 sthrÐzetai stic upojèseic SDP, q-SDH kai sth nèa

upìjesh q-MOMSDH, gia thn opoÐa parapèmpoume sto ([LCSL07 §2.2]).

4.6 Oi BU-VLR omadikèc upografèc twn

Libert-Vergnaud

'Opwc èqei  dh anaferjeÐ, oi VLR-omadikèc upografèc BS04 qarakthrÐzontai

apì th mh diat rhsh tou asÔndetou twn upograf¸n pou èqoun dhmiourghjeÐ apì

èna diegrammèno mèloc. Tic perissìterec forèc ìmwc, ìtan èna mèloc apoqwreÐ

ekoÔsia apì thn om�da, prèpei na diathreÐtai h idiwtikìthta twn keimènwn pou

èqei  dh upogr�yei. Gia na eÐnai dunat  epomènwc h qr sh twn VLR-omadik¸n

upograf¸n se tètoiec peript¸seic prèpei na emploutistoÔn me mÐa diadikasÐa pou

exasfalÐzei to anadromikì asÔndeto (backward unlikability - BU) twn upograf¸n.

Oi pr¸tec BU-VLR-omadikèc upografèc sthn kruptografÐa zeugm�twn qtÐsthkan
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p�nw stic upografèc BS04 apì touc T.Nakanishi kai N.Funabiki [NF05] kai èkto-

te emfanÐsthkan di�fora beltiwmèna sq mata sto ROM [ZL06], [NF07], [WL10] .

H pr¸th ulopoÐhsh sto standard montèlo ègine apì touc B.Libert kai D.Vergnaud

[NF05] me thn kat�llhlh prosarmog  thc mejodologÐac tou [NF05] ¸ste na suna-

nthjoÔn oi proôpojèseic twn NIZK apodeÐxewn Groth-Sahai.

Se èna sq ma BU-VLR-omadik¸n upograf¸n h genn tria kleidi¸n efodi�zetai kai

me mÐa par�metro T pou dhl¸nei to pl joc qronik¸n periìdwn. H lÐsta tekmhrÐwn

an�klhshc grt perièqei tekm ria grtrisrjs gia k�je qr sth i kat� thn perÐodo j kai
enhmer¸netai apì ton GM sthn arq  k�je periìdou. Oi algìrijmoi upograf c kai

epal jeushc lamb�noun upìyh thn perÐodo j kai �ra h anÐqneush mÐac upograf c

apì ton GM gÐnetai me thn epanalhptik  ektèlesh tou algorÐjmou epal jeushc

antl¸ntac tekm ria apì th lÐsta RLj � tgrtrisrjs, . . . , grtrN srjsu, ìpou N to

pl joc twn mel¸n thc om�dac.

H kataskeu  tou LV09 sthrÐzetai stic rujmÐseic tou stigmiìtupou DLin. Jew-

roÔme epomènwc to summetrikì pÐnaka

F : G3 �G3 ÝÑ G9
T , F pX̄, Ȳ q � F̃ pX̄, Ȳ q 1

2 � F̃ pȲ , X̄q 1
2 ,

ìpou F̃ eÐnai h sun�rthsh pou apeikonÐzei to pX̄, Ȳ q ston 3�3 pÐnaka pepXi, Yjqq.
Gia k�je x P G èqoume ιpxq � p1, 1, xq kai gia k�je z P Z orÐzoume wc ιT pzq ton
3�3 pÐnaka pou èqei tim  z sth jèsh (3,3) kai 1 alloÔ. JewroÔme epÐshc thn

apeikìnish E : G�G3 ÝÑ G3
T me Eph, ḡq � peph, g1q, eph, g2q, pe, g3qq.

Oi algìrijmoi pou sunistoÔn to LV09 eÐnai oi ex c:

Keygenp1k, N, T q: Epilègontai pp,G,GT , eq kai tuqaÐa g, h1, . . . , hT , u P Gp,

α, ω P Z�
p kai v̄ � pv0, . . . , vnq P Gn�1, ìpou n P polypkq. Jètoume A � epg, gqα,

Ω � gω. Epilègontai epÐshc α1, α2 P Z�
p , ξ1, ξ2 P Zp kai upologÐzontai ta

g1 � gα1 , g2 � gα2 kai ḡ1 � pg1, 1, gq, ḡ2 � p1, g2, gq, ḡ3 � ḡξ11 � ḡξ22 , ìpwc to CRS

sto par�deigma DLin. Tèloc, epilègetai Hash sun�rthsh H : t0, 1u� ÝÑ t0, 1un.
Ta kleidi� orÐzontai wc

gpk � pg, h1, . . . , hT , A,Ω, u, v̄, ḡ1, ḡ2, ḡ3, Hq, gmsk � pα, ω, α1, α2q
gskris � pK1, K2, K3q � ppgαq1{pω�siq, gsi , usiq, grtrisrjs � hsij ,

ìpou si eÐnai mh dhmìsia tim  pou qarakthrÐzei to mèloc i (bl. [BW07]).

Signpgpk, gskris, j,Mq: To i upologÐzei arqik� Hpj||Mq � xm1 � � �mny kai ek-
teleÐ ta akìlouja b mata:

1. EpÐlègei tuqaÐa δ, r P Z�
p kai orÐzei ta

T1 � gδ, T2 � ephj, K2qδ, F pmq � v0 �
±n

t�1 v
mt
t

θ1 � K1, θ2 � K2, θ3 � K3 � F pmqr, θ4 � gr, θ5 � hδj .

144



2. DesmeÔei ta θi epilègontac tuqaÐa ri, si, ti P Z�
p stic timèc

σ̄i � p1, 1, θiq d ḡri1 d ḡsi2 d ḡti3 ,

ìpou d o kat� shmeÐo pollaplasiasmìc metaxÔ dianusm�twn   pin�kwn Ðdiwn

diast�sewn.

3. Kataskeu�zei NIWI apodeÐxeic π1 � pπ̄1,1, π̄1,2, π̄1,3q kai π2 � pπ2,1, π2,2, π2,3q
gia thn epalhjeusimìthta twn GS exis¸sewn me metablhtèc θ1, θ2, θ3, θ4

epθ1,Ω � θ2q � A kai epθ3, gq � epu, θ2q � epF pmq, θ4q.

H π1 antistoiqeÐ se exÐswsh ginomènou zeÔgmatoc kai apoteleÐtai apì 3�3
stoiqeÐa thc G, en¸ h π2 antistoiqeÐ se eidik  grammik  exÐswsh 3 stoiqeÐa.

4. Kataskeu�zei NIZK apodeÐxeic gia thn epalhjeusimìthta twn GS exis¸sewn

me metablhtèc θ2, θ5

epθ2, θ5q � T2 kai epg, θ5q � ephj, T1q.

H apìdeixh thc pr¸thc exÐswshc eÐnai h π1 � pπ̄3,1, π̄3,2, π̄3,3q. Gia thn

deÔterh exÐswsh eis�getai teqnht  metablht  θ6 (bl. §3.4) kai zhtoÔntai

NIZK apodeÐxeic gia tic exis¸seic epg, θ5q � epθ6, T1q kai θ6 � hj. Epo-

mènwc upologÐzetai h dèsmeush σ̄6 � ιphjq d ḡr61 d ḡs62 d ḡt63 kai oi apodeÐxeic

π4 � pπ4,1, π4,2, π4,3q, π5 � pπ5,1, π5,2, π5,3q epalhjeusimìthtac twn

epg, θ5q � epθ6, T1q kai epθ6, gq � ephj, gq.

Telik¸c h upograf  eÐnai h σ � pT1, T2, σ̄1, . . . , σ̄6, π1, . . . , π5q.
Verifypj,M, σ, gpk,RLjq: h σ gÐnetai apodekt  ann

1. EpalhjeÔontai oi parak�tw isìthtec:

(i). F pσ̄1, ιpΩq � σ̄2q � ιT pAq d F pḡ1, π̄1,1q d F pḡ2, π̄1,2q d F pḡ3, π̄1,3q.
(ii). Epg, σ̄3q � Epu, σ̄2qdEpF pmq, σ̄4qdEpπ2,1, ḡ1qdEpπ2,2, ḡ2qdEpπ2,3, ḡ3q.
(iii). F pσ̄2, σ̄5q � ιT pT2q d F pḡ1, π̄3,1q d F pḡ2, π̄3,2q d F pḡ3, π̄3,3q.
(iv). EpT1, σ̄6q � Epg, σ̄5q d Epπ4,1, ḡ1q d Epπ4,2, ḡ2q d Epπ4,3, ḡ3q.
(v). EpT1, σ̄6q � Ephj, ιpgqq d Epπ5,1, ḡ1q d Epπ5,2, ḡ2q d Epπ5,3, ḡ3q.

2. O upogr�fwn den èqei anaklhjeÐ kat� thn perÐodo j, dhlad :

gia k�je grtrisrjs � hsij P RLj : T2 � ephsij , T1q.
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To LV09, èqei stajerì m koc upograf¸n apoteloÔmenwn apì 46 stoiqeÐa thc

G kai 1 thc GT . EntoÔtoic, eÐnai epifortismèno me meg�lo pl joc upologism¸n

zeÔgmatoc kai idiaÐtera kat� thn epal jeush. Epiplèon, to mègejoc tou dhmìsiou

kleidioÔ exart�tai grammik� apì to pl joc twn periìdwn T , an kai oi B.Libert kai

D.Vergnaud prìteinoun sthn Ðdia ergasÐa mia parallag  tou arqikoÔ sq matoc me

m koc dhmìsiou kleidioÔ anex�rthto tou T . Se genikèc grammèc p�ntwc to LV09

ustereÐ praktik� se sqèsh me sq mata BU-VLR-omadik¸n upograf¸n sto ROM,

ta neìtera twn opoÐwn epitaqÔnoun shmantik� thn epal jeush me nèec teqnikèc

gr gorou elègqou an�klhshc [CL10], [BP11].

To montèlo asf�leiac twn BU-VLR-omadik¸n upograf¸n prosarmìzetai fusik�

sthn idiìthta anadromikoÔ asudètou upograf¸n. Epomènwc orÐzontai oi

BU-anwnumÐa: o antÐpaloc A, qwrÐc na diajètei ta grt, gskr1 � � �N s, ekteleÐ
prosarmostik� prin kai met� thn prìklhsh erwt mata upograf c, exagwg c idiw-

tikoÔ kleidioÔ kai tekmhrÐwn an�klhshc gia qronikèc periìdouc thc epijumÐac tou.

Dialègei na proklhjeÐ se tautìthtec dÔo qrhst¸n pou eÐnai ekeÐnh thn perÐodo

energoÐ.

Aniqneusimìthta: o A diajètei to grt all� ìqi to gskr1 � � �N s ekteleÐ prosar-
mostik� prin kai met� thn prìklhsh erwt mata upograf c kai exagwg c idiwtikoÔ

kleidioÔ. Sto tèloc kerdÐzei e�n ex�gei pσ,M, j,RL�
j q ¸ste h σ na gÐnetai apode-

kt , h anÐqneus  thc me anaz thsh sta grtrisrjs, . . . , grtrN srjs eÐte na apotugq�nei
eÐte na entopÐzei qr sth ektìc tou sunìlou anaklhjèntwn qrhst¸n RL�

j kai epi-

plèon na mhn apokt�tai apì erwt mata upograf c tou M .

To LV09 apodeiknÔetai asfalèc me mÐa elafr¸c asjenestèrh apaÐthsh aniqneusi-

mìthtac [LV09 §3.2], dedomènwn twn upojèsewn DLin, q-HSDH kai thc duskolÐac

tou parak�tw nèou probl matoc, pou apodeiknÔetai eÔkola tou BDDH kai dusko-

lìtero tou DDH:

Trimerèc Prìblhma Apìfashc Diffie-Hellman (Decision Tripartite Diffie-

Hellman - DTDH)pGq: dedomènwn pg, ga, gb, gc, ηq, ìpou g genn torac thcG t�xhc

p, na apofasisteÐ e�n η � gabc.

4.7 Oi Scalable Omadikèc Upografèc me Mhqanismì

An�klhshc twn Libert-Peters-Yung

Se èna sq ma omadik¸n upograf¸n me an�klhsh, o sunduasmìc enìc gr gorou

mhqanismoÔ an�klhshc me th mh grammik  ex�rthsh twn upìloipwn diadikasi¸n tou

sq matoc apì to pl joc eÐte twn mel¸n thc om�dac N eÐte twn diagrafìmenwn

mel¸n R, den up rxe mèqri polÔ prìsfata epituq c. Se om�dec meg�lou pl jouc,
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eÐnai anagkaÐo na sunup�rqoun ìso to dunatìn perissìterec scalable, dhlad 

stajeroÔ   polulogarijmikoÔ, megèjouc par�metroi (kleidi�, pistopoihtik�, m koc

upograf c) kai upologistikoÔ kìstouc leitourgÐec (upograf , epal jeush). H

efarmog  dunamik¸n susswreut¸n CL02 sto ACJT00 epifèrei stajerì kìstoc

upograf c kai epal jeushc all� apaiteÐ takt  enhmèrwsh twn pistopoihtik¸n

twn mel¸n mèsw OpRq uy¸sewn se dÔnamh (modular exponentiations - ME),

en¸ stic upografèc BBS04 me mhqanismì an�klhshc eÐnai aparaÐthth h enhmèrw-

sh twn kleidi¸n twn energ¸n mel¸n met� apì k�je an�klhsh. Oi VLR-omadikèc

upografèc BS04 kai oi BU-VLR proekt�seic touc [NF05], [ZL06], [LV09] qara-

kthrÐzontai apì epal jeush grammik� exarthmènh apì to pl joc twn tekmhrÐwn

an�klhshc.

Se neìterec prosp�jeiec, shmantik  beltÐwsh apotèlese to sq ma twn T.Nakani-

shi k.�. [NFHF09], me stajerì kìstoc upograf c kai epal jeushc kai qwrÐc

na qrei�zetai ta mèlh na anane¸noun ta idiwtik� touc kleidi�. To antÐtimo se

autì to kèrdoc eÐnai ìti to mègejoc tou omadikoÔ dhmìsiou kleidioÔ eÐnai OpNq
  Op?Nq gia megalÔterec stajerèc kìstouc upograf c kai epal jeushc. Apì

mÐa �llh skopi�, oi J.Camenisch, M.Kohlweiss C.Soriente [CKS09] kataskeÔasan

èna nèo susswreut  gia zeÔgmata, ton opoÐo ef�rmosan paralllagmèna oi C.Fan,

R.Hsu kai M.Manulis [FHM11] se èna sq ma omadik¸n upograf¸n me stajerì

m koc upograf c kai kìstoc upograf c kai epal jeushc, ìpou ìmwc se k�je

an�klhsh o GM prèpei na dhmosieÔei OpNq enhmerwmènec timèc. Ta BU-VLR sq -

mata twn [CL10], [BP11] parìlo diajètoun mhqanismì an�klhshc arket� taqÔtero

twn [NF05], [ZL06], [LV09] den apofeÔgoun th grammik  ex�rthsh kat� th di-

adikasÐa epal jeushc.

LÔsh sto dÔskolo prìblhma kataskeu c scalable omadik¸n upograf¸n me mhqani-

smì an�klhshc parousÐasan sto EUROCRYPT 2012 oi B.Libert, T.Peters kai

M.Yung [LPY12a] . To sq ma touc apodeiknÔetai asfalèc sto standard montè-

lo me th qr sh tou GSPS, pr�gma pou kajist� thn epituqÐa touc spoudaiìterh

kaj¸c ìla ta proanaferjènta sq mata ektìc tou LV09 leitourgoÔn sto ROM.

Oi omadikèc upografèc LPY12 diajètoun nèec teqnikèc an�klhshc pou sthrÐzo-

ntai se idèec apì to q¸ro thc broadband kruptogr�fhshc. Epeid  h kataskeu 

tou sq matoc eÐnai perÐplokh, perigr�foume pr¸ta prosektik� kajemÐa apì tic

sunist¸sec tou.

Upografèc diat rhshc dom c AHO10. 'Opwc èqoume anafèrei, oi upogra-

fèc diat rhshc dom c [AFG�10], eÐnai èna nèo ergaleÐo pou basÐzetai stic idiìthtec

tou GSPS kai orÐzontai wc oi upografèc pou ta kleidi� epal jeushc, ta mhnÔ-

mata kai oi upografèc eÐnai stoiqeÐa om�dac zeÔgmatoc kai h epal jeush eÐnai

mÐa sÔzeuxh exis¸sewn ginomènou-zeÔgmatoc. Sto sq ma upograf¸n diat rhshc
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dom c tou [AHO10], epitugq�nontai upografèc stajeroÔ m kouc se mÐa kÐnhsh se

proepilegmènou pl jouc n mhnum�twn ìpwc dÐnetai parak�tw :

Setupp1kq: par�gontai oi par�metroi params � pp,G,GT , e, gq.
Keygenpparams, nq: epilègontai genn torec Gr, Hr P G, αa, αb, γz, δz P Zp kai
γi, δi P Zp, i P rns. UpologÐzontai ta A � epGr, g

αaq, B � epHr, g
αbq, Gz �

Gγz
r , Hz � Hδz

r kai Gi � Gγi
r , Hi � Hδi

r , i P rns. To idiwtikì kai dhmìsio kleidÐ

eÐnai ta

sk � pαa, αb, γz, δz, tγi, δiuni�1q kai pk � pGr, Hr, Gz, Hz, tGi, Hiuni�1, A,Bq.

Signpsk, pM1, . . . ,Mnqq: epilègontai tuqaÐa ζ, ρ, τ, ν, ω P Zp kai upologÐzontai ta
θ1 � gζ kaj¸c kai ta

θ2 � gρ�γzζ �
n¹
i�1

M�γi
i , θ3 � Gτ

r , θ4 � gpαa�ρq{τ ,

θ5 � gν�δzζ �
n¹
i�1

M�δi
i , θ6 � Hω

r , θ7 � gpαb�νq{ω.

Telik¸c h upograf  eÐnai h σ � pθ1, θ2, θ3, θ4, θ5, θ6, θ7q.
Verifyppk, pM1, . . . ,Mnq, σq: h σ gÐnetai apodekt  ann

A � epGz, θ1q � epGr, θ2q � epθ3, θ4q �
n¹
i�1

epGi,Miq,

B � epHz, θ1q � epHr, θ5q � epθ6, θ7q �
n¹
i�1

epHi,Miq.

To AHO10 apodeiknÔetai EUF-CMA asfalèc dedomènhc thc duskolÐac tou ex c

probl matoc:

Prìblhma q-Tautìqronou Prosarmìsimou ZeÔgmatoc (q-Simultaneous

Flexible Pairing Problem - q-SFP)pGq: dedomènwn pgz, hz, gr, hr, a, ã, b, b̃q P G8

kai q P polypkq ept�dwn pzj, rj, sj, tj, uj, vj, wjq P G7 ¸ste

epa, ãq � epgz, zjq � epgr, rjq � epsj, tjq kai epb, b̃q � ephz, zjq � ephr, ujq � epvj, wjq,

na brejeÐ nèa ept�da pz, r, s, t, u, v, wq pou na ikanopoieÐ tic parap�nw exis¸seic

kai epÐshc na isqÔei ìti z R t1G, z1, . . . , zqu.
Sta [A�10 §5], [AHO10 §4.4] proteÐnetai mÐa apl  randomization teqnik  me

skopì th dhmiourgÐa diaforetik c upograf c σ1 � tθ1iu7
i�1 sto pM1, . . . ,Mnq,

ìpou θ11 � θ kai oi tθ1iu7
i�2 katanèmontai omoiìmorfa sto sÔnolo twn tim¸n pou

ikanopoioÔn tic isìthtec epGr, θ
1
2q � epθ13, θ14q � epGr, θ2q � epθ3, θ4q kai epHr, θ

1
5q �
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epθ16, θ17q � epHr, θ5q � epθ6, θ7q. Epomènwc ta θ13, θ
1
4, θ

1
6, θ

1
7 eÐnai anex�rthta twn

tim¸n pM1, . . . ,Mnq, θ11, θ12, θ15 kai mporoÔn na apokalufjoÔn ìso oi teleutaÐec

èqoun desmeuteÐ. Th diadikasÐa paragwg c thc σ1 � tθ1iu7
i�1 th gr�foume wc

tθ1iu7
i�1 Ð ReRandppk, σq.

To plaÐsio broadcast kruptogr�fhshc NNL01. Se èna sq ma broadcast

kruptogr�fhshc, dedomèna ìpwc  qoc kai eikìna metadÐdontai asfal¸c mèsa apì

anasfalèc kan�li, se pijan¸c dunamik c fÔshc sÔnolo nìmimwn qrhst¸n. MÐa

kainotìmoc mejodologÐa kataskeu c me summetrik� kleidi�  tan to plaÐsio Subset-

Cover twn D.Naor, M.Naor J.Lotspiech [NNL01]: kajènac apì touc N � 2l

nìmimouc qr stec antistoiqeÐ se èna fÔllo pl rouc duadikoÔ dèndrou T b�jouc l,

en¸ se k�je koruf  tou T antistoiqeÐ èna mustikì kleidÐ. E�n N eÐnai to sÔnolo

twn qrhst¸n kai R � N eÐnai to sÔnolo twn diegrammènwn qrhst¸n, skopìc tou

plaisÐou NNL01 eÐnai h diamèrish tou sunìlou twn energ¸n qrhst¸n NzR se m

sÔnola S1, . . . , Sm. Apì ta di�fora stigmiìtupa thc mejodologÐac Subset-Cover,

parajètoume gia suntomÐa mìno th mèjodo diafor�c uposunìlou (subset difference

- SD), an kai sto [LPY12a] epishmaÐnetai ìti mporoÔn na efarmostoÔn kai �lla

stigmiìtupa me an�logo sumbibasmì sthn epÐdosh twn epimèrouc leitourgi¸n tou

sq matoc omadik¸n upograf¸n.

Sth mèjodo SD kaloÔme Txj to upodèndro tou T me rÐza thn koruf  xj. To

sÔnolo NzR diamerÐzetai sta uposÔnola Sk1,u1 , . . . , Skm,um , ìpou k�je Ski,ui ka-

jorÐzetai apì thn koruf  xki kai mÐac ek twn apogìnwn thc, xui , pou kaloÔntai

prwteÔousa kai deutereÔousa rÐza tou Ski,ui , kai apotelèitai apo ta fÔlla tou

Txki pou den an koun sto Tui . ApodeiknÔetai ìti to mègisto pl joc uposunìlwn

einai m � 2R � 1, ìpou R � |R| [NNL01 Lemma 3]. Se k�je Ski,ui anatÐjetai

merikì kleidÐ Pki,ui gia ton upologismì tou summetrikoÔ kleidioÔ Kki,ui kai merik�

kleidi� Pki,ud gia k�je apìgono xud thc xui . 'Ena Pki,ud upologÐzetai dÔskola

dÐqwc th gn¸sh enìc merikoÔ kleidioÔ Pki,uj progìnou xuj thc xud . 'Estw vi to

fÔllo pou antistoiqeÐ sto qr sth i, ε � x0, x1, . . . , xl � vi to monop�ti apì th

rÐza tou T wc th vi, kai copathxj to sÔnolo ìlwn twn adelf¸n twn endi�meswn

koruf¸n tou monopatioÔ xj, . . . , vi gia k�je Txj . O i par�gei ta kleidi� ìlwn twn

Ski,ui pou an kei, apojhkeÔontac ta Opl2q pl jouc merik� kleidi� Pxj ,w gia k�je

w P copathxj , afoÔ an kei sto uposÔnolo me prwteÔousa rÐza xj kai deutereÔousa

rÐza w.

H broadcast kruptogr�fhsh dhmìsiou kleidioÔ DF02. Sto [DF02], oi Y.

Dodis kai N.Fazio prìteinan mÐa epèktash thc mejìdou SD gia broadcast kru-

ptogr�fhsh dhmosÐou kleidioÔ me th bo jeia sqhm�twn ierarqik c kruptogr�fhshc
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b�sei tautot twn (HIBE) (bl. §2.5). K�je koruf  w tou T b�jouc ¤ l èqei etikè-

ta xwy h opoÐa orÐzetai anadromik� wc ε gia th rÐza tou T kai xwy||0, xwy||1 gia

to aristerì kai to dexÐ paidÐ thc w antÐstoiqa. Kat� thn kruptogr�fhsh, gia

k�je Ski,ui me prwteÔousa rÐza xki kai deutereÔousa rÐza xui , h etikèta xxuiy
dab�zetai wc xxkiy||ui,li,1 � � �ui,li,2 , ìpou ui,j P t0, 1u gia j P tli,1, . . . , li,2u. Sth

sunèqeia upologÐzetai kruptokeÐmeno gia thn tautìthta pxxuiy, ui,li,1 , . . . , ui,li,2q
epipèdou li,2 � li,1 � 2. E�n ε � x0, x1, . . . , xl � vi ìpwc prin, gia k�je upodèndro

Txj kai w P copathxj , o qr sthc i lamb�nei HIBE idiwtikì kleidÐ gia tautìthta

xxjy, wl1 , . . . , wl2 me kajorismèno trìpo kaj¸c up�rqoun l1, l2 P t1, . . . , lu ¸ste

xwy||wl1 � � �wl2 . Epomènwc o i mporeÐ na apokruptograf sei k�je kruptokeÐmeno

pou apostèlletai se uposÔnolo tou NzR pou an kei apojhkeÔontac Oplog2Nq
HIBE idiwtik� kleidi�.

To HIBE sq ma BBG05. Gia lìgouc pou ja dojoÔn parak�tw, to HIBE sq -

ma pou ja qrhsimopoihjeÐ stic omadikèc upografèc LPY12 eÐnai autì twn D.Boneh,

X.Boyen kai E.Goh [BBG05], me stajeroÔ m kouc kruptokeÐmena. To BBG05 l

epipèdwn apoteleÐtai apì tic ex c algorÐjmouc:

Setupp1k, lq: Epilègontai dhmìsiec par�metroi pp,G,GT , eq wc sun jwc kai tuqaÐa
α P Zp, g, g2, h0, h1, . . . , hl P G. To kÔrio dhmìsio kai idiwtikì kleidÐ eÐnai

mpkBBG � pp,G,GT , e, g, g1 � gα, g2, thiuli�0q, mskBBG � gα2 .

KeygenpmskBBG, ID � pI1, . . . , Inqq: to idiwtikì kleidÐ gia thn tautìthta ID P
Znp sto epÐpedo n upologÐzetai epilègontac tuqaÐo r P Zp wc

dID � pD1, D2, Kn�1, . . . , Klq � pgα2 � ph0 �
n¹
i�1

hIii qr, gr, hrn�1, . . . , h
r
l q P Gl�n�2.

ExtractpdID, ID1 � pI1, . . . , In�1qq: to kleidÐ gia thn tautìthta ID1 sto epÐpedo

n� 1 upologÐzetai dedomènou tou dID epilègontac tuqaÐo r1 P Zp wc

dID1 � pD1
1, D

1
2, K

1
n�2, . . . , K

1
lq �

� pD1 �KIn�1

n�1 � ph0 �
n�1¹
i�1

hIii qr
1

, D2 � gr1 , Kn�2 � hr1n�2, . . . , Kl � hr1l q P Gl�n�1.

EncryptpmpkBBG, ID � pI1, . . . , Inq,Mq: Gia M P G epilègetai s P Zp kai

upologÐzetai to kruptokeÐmeno

C � pC0, C1, C2q � pM � epg1, g2qs, gs, ph0 �
n¹
i�1

hIii qsq.

DecryptpmpkBBG, dID, Cq: Anakt�tai to m numa

M � C0 � epC1, D1q�1 � epC2, D2q.
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'Ena idiwtikì kleidÐ dID qwrÐzetai sto kleidÐ apokruptogr�fhshc pD1, D2q kai
ta metabatik� kleidi� pKn�1, . . . , Klq. Stic upografèc LPY12, to dID1 par�getai

qwrÐc thn tuqaiìthta pou prosfèrei h epilog  tou r1, dhlad 

dID1 � pD1
1, D

1
2, K

1
n�2, . . . , K

1
lq � pgα2 � ph0 �

n�1¹
i�1

hIii qr, gr, hrn�2, . . . , h
r
l q P Gl�n�1.

Me autìn trìpo, kleidi� pou antistoiqoÔn se apogìnouc thc ID, moir�zontai thn

Ðdia par�metro gr. H asf�leia tou LPY12 den ephre�zetai diìti k�je mèloc pou

an kei sto sÔnolo Spki, uiq apokt� kleidÐ gia thn tautìthta pxxkiy, ui,li,1 , . . . , ui,li,2q
to opoÐo par�getai ek nèou, dhlad  apì nèo tuqaÐo r, kat� thn eggraf  tou.

Oi omadikèc upografèc LPY12. To montèlo kataskeu c kai asf�leiac pou

akoloujeÐtai sundu�zei th morf  tou KY04 me th dunatìthta diaqwrismoÔ twn

arq¸n tou BSZ05, epauxhmèno me ton algìrijmo Revoke, o opoÐoc me eÐsodo ta gpk

kai sÔnolo mel¸n proc diagraf  Rt � Stusers, epitrèpei ston GM na epistrèfei mÐa

ananewmènh lÐsta an�klhshc RLt gia thn perÐodo t. AntÐstoiqa orÐzetai manteÐo

Qrevoke pou se er¸thma i P Stusers epistrèfei ston antÐpalo ananewmènh lÐsta RLt
gia nèa perÐodo t pou perièqei ton i.

Basik  idèa eÐnai èna broadcast kruptokeÐmeno na apotelèsei lÐsta an�klhshc

gia to sq ma. Se dunamik  om�da maximum megèjouc 2l, k�je mèloc eggr�fe-

tai èqontac antistoiqhjeÐ se fÔllo dèndrou T b�jouc l kai me pistopoihtikì pou

perilamb�nei ta Opl2q HIBE idiwtik� kleidi�. Se k�je perÐodo t, o GM par�gei

enhmerwmènh RLt pou apoteleÐtai apì OpRq kruptokeÐmena, to kajèna upoge-

grammèno mèsw upograf c AHO10. To mèloc i apodeiknÔei ìti den èqei anaklhjeÐ

desmeÔontac èna kruptokeÐmeno Cj thc RLt kai apodeiknÔontac ìti katèqei kleidÐ

pou apokruptografeÐ to Cj. EpÐshc peÐjei ton epalhjeut  ìti Cj P RLt parèqo-

ntac gn¸sh upograf c gia to Cj. H anwnumÐa tou i diathreÐtai e�n to HIBE sq ma

pou qrhsimopoieÐtai èqei stajeroÔ m kouc kruptokeÐmena, eid�llwc to m koc tou

kruptokeimènou mporeÐ na apok�lupte shmantik  plhroforÐa gia th jèsh tou i

sto dèndro.

H anwnumÐa kai h antÐstash se skeuwrÐa tou sq matoc exasfalÐzetai me th

qr sh NIZK teqnik¸n twn [Gro06], [Gro07], en¸ gia thn apofug  esfalmènhc

anagn¸rishc apaiteÐtai to HIBE sq ma na eÐnai asfalèc kat� mÐa eidik  ènnoia:

kanènac antÐp�loc pou proepilègei thn tautìthta prìklhshc ID kai lamb�nei to

mustikì kleidÐ msk thc PKG, to dhmìsio kleidÐ kruptogr�fhshc mpk kaj¸c kai

to idiwtikì kleidÐ dID thc ID, den mporeÐ na par�gei idiwtikì kleidÐ tautìthtac

ID1 � ID thr¸ntac thn tuqaiìthta pou epilèqthke kat� ton algìrijmo para-

gwg c idiwtik¸n kleidi¸n. H idiìthta aut  onom�zetai eurwstÐa kleidioÔ (key-

robustness) kai plhroÔtai apì to HIBE sq ma BBG05 upì thn upìjesh CDH.
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To sq ma omadik¸n upograf¸n LPY12 sunÐstatai apì touc ex c algorÐjmouc:

Setupp1k, N � 2lq: Epilègontai wc sun jwc pp,G,GT , e, gq kai par�gontai dÔo
zeÔgh kleidi¸n gia upografèc AHO10

sk
pdq
AHO � pαpdq

a , α
pdq
b , γpdqz , δpdqz , tγpdqi , δ

pdq
i u2

i�1q kai

pk
pdq
AHO � pGpdq

r , Hpdq
r , Gpdq

z , Hpdq
z , tGpdq

i , H
pdq
i u2

i�1, A
pdq, Bpdqq, d P t0, 1u.

'Opwc sto LV09, epilègontai tuqaÐa β1, β2, ξ1, ξ2 P Z�
p kai upologÐzontai ta f1 �

gβ1 , f2 � gβ2 . Telik� èqoume to CRS f � pf̄1, f̄2, f̄3q, ìpou f̄1 � pf1, 1, gq, f̄2 �
p1, f2, gq, f̄3 � f̄ ξ11 � f̄ ξ22 . Epilègontai epÐshc U, V P G pou mazÐ me ta f1, f2, g

ja apotelèsoun dhmìsio kleidÐ kruptogr�fhshc. Par�getai kÔrio dhmìsio kleidÐ

mpkBBG � pthiuli�0q tou BBG05 (agnooÔme ta g1, g2). Epilègontai sun�rthsh

kwdikopoÐhshc H :
�l
i�0t0, 1ui ÝÑ Z�

p
2 kai SEUF-CMA sq ma upograf¸n mÐac

qr shc OTS � pG, S,Vq, ìpwc oi upografèc BB.

Jètoume wc idiwtik� kleidi� tou GM kai thc arq c anÐqneushc (opening autho-

rity - OA) ta gmsk � pskp0qAHO, sk
p1q
AHOq kai oask � pβ1, β2q kai wc omadikì dhmìsio

kleidÐ to gpk � pg, pkp0qAHO, pk
p1q
AHO,mpkBBG, f , pU, V q,H,OTSq.

JoinGM,i: EkteleÐtai to dialogikì prwtìkollo xJuser, JGMpSt, gmskqyp1k, gpkq:
1. O Juser epilègei tuqaÐo x P Zp kai apostèllei thn tim  X � gx.

2. E�n h X emfanÐzetai se k�poio transcriptj P Sttrans, o JGM stamat� kai

epistrèfei K. Diaforetik�, antistoiqeÐ ston i fÔllo vi tou T me etikèta

xviy � vi,1, . . . , vi,l P t0, 1ul. 'Estw ε � x0, x1, . . . , xl � vi to monop�ti apì

th rÐza tou T wc th vi. Gia j � 0, . . . , l :

i. E�n Txj kai copathxj ìpwc orÐsthkan prin, tìte gia k�je w P copathxj
xwy � xxjy||wl1 � � �wl2 , afoÔ h xj eÐnai prìgonoc thc w. Epilègetai

epomènwc tuqaÐo r P Zp kai upologÐzetai to HIBE idiwtikì kleidÐ

dw � pDw,1, Dw,2, Kw,l2�l1�3, . . . , Kw,lq �
� pph0 � hHpxxjyq

1 � hHpwl1 q

2 � � �hHpwl2 q

l2�l1�2qr, gr, hrl2�l1�3, . . . , h
r
l q,

gia thn tautìthta pHpxxjyq,Hpwl1q, . . . ,Hpwl2qq P pZ�
pql2�l1�2.

ii. Me th qr sh tou skp0qAHO par�getai upograf  AHO10 σw � pθw,1, . . . , θw,7q
gia to m numa pX,Dw,2q pou desmeÔei to dw me thn tim  X pou tautopoieÐ

ton i.

O JGM apostèllei thn etikèta xviy kai ta idiwtik� kleidi� ttdwuwPcopathxj
ulj�0.

2MÐa tètoia sun�rthsh kataskeu�zetai eÔkola e�n |
�l
i�0t0, 1u

i |� 2l�1 � 1   p � 1 kai {apomh-

denÐzei} tic tautìthtec.

152



3. O Juser epalhjeÔei thn egkurìthta twn dw kai e�n autì sumbaÐnei, apostèllei

mÐa sunhjismènh upograf  signi � Signpuskris, X||ttdwuwPcopathxj
ulj�0q.

4. E�n Verifypupkris, X||ttdwuwPcopathxj
ulj�0, signiq=0, o JGM aporrÐptei. Dia-

foretik�, epistrèfei tic upografèc ttσwuwPcopathxj
ulj�0 kai apojhkeÔei thn

epikoinwnÐa tou me ton Juser.

5. O Juser orÐzei wc pistopoihtikì tou i to certi � pxviy, ttdw, σwuwPcopathxj
ulj�0q.

Wc mustik  tim  tou i epilègetai h seci � x.

Revokepgpk, gmsk, t,Rtq: Efarmìzoume thn mèjodo SD kai brÐskoume diamèrish

Sk1,u1 , . . . , Skm,um tou t1, . . . , NuzRt, ìpou m ¤ 2 � |Rt| � 1. Gia i � 0, . . . ,m :

i. SÔmfwna me to DF02, èqoume ìti xxuiy � xxkiy||ui,li,1 � � �ui,li,2 , ìpou ui,j P
t0, 1u gia j P tli,1, . . . , li,2u. KwdikopoioÔme to uposÔnolo Ski,ui wc to stoiqeÐo

Ci � h0 � hHpxxkiyq

1 � hHpui,li,1 q

2 � � �hHpui,li,2 q

li,2�li,1�2 P G.

ii. To Ci kajist�tai gn sio afoÔ desmeuteÐ me thn perÐodo t P Zp, me thn para-

gwg  upograf c AHO10 Θi � pΘi,1, . . . ,Θi,7q tou mhnÔmatoc pCi, gtq upì to

kleidÐ skp1qAHO.

O GM epistrèfei thn ananewmènh lÐsta RLt � pt,Rt, txxkiy, xxuiy, pCi,Θiqumi�1q.
Signpgpk, t, RLt, certi, seci,Mq: E�n i P Rt tìte epistrèfoume K. Diaforetik�:

1. DhmiourgeÐtai zeÔgoc kleidi¸n psk, vkq Ð Gp1kq.
2. Me th qr sh thc RLt entopÐzetai Skj ,uj pou perièqei to fÔllo vi kai èstw

xkj , xuj oi prwteÔousa kai deutereÔousa rÐza tou antÐstoiqa. Efìson xxujy �
xxkjy||uj,l1 � � �uj,l2 gia k�poia l1   l2 ¤ l kai vi R Txuj , up�rqei el�qisto l11 ¸-
ste to xxkjy||uj,l1 � � �uj,l11 na eÐnai prìjema tou xxujy all� ìqi tou xviy. Tìte
to sÔnolo tdwuwPcopathxkj

perièqei kleidÐ dw ¸ste

dw � pph0 � h
Hpxxkj yq

1 � hHpuj,l1 q

2 � � �hHpuj,l11
q

l11�l1�2qr, gr, hl11�l1�3, . . . , h
r
l q.

Epomènwc, o upogr�fwn i mporeÐ na ex�gei HIBE kleidÐ apokruptogr�fhshc

pDj,1, Dj,2q � pph0 � hHpxxkiyq

1 � hHpui,l1 q

2 � � �hHpui,l11
q

l11�l1�2 � � �h
Hpui,l2 q

l2�l1�2qr, grq
� pph0 � hHpxxkiyq

1 � hHpui,l1 q

2 � � �hHpui,l2 q

l2�l1�2qr, grq.

3. O i apodeiknÔei ìti mporeÐ na apokruptograf sei to Cj upologÐzontac th nèa

upograf  tΘ1
j,ku7

k�1 Ð ReRandppkp1qAHO,Θjq kai tic GS desmeÔseic comCj ,

comΘ1
j,1
, comΘ1

j,2
, comΘ1

j,5
gia tic timèc Cj,Θ1

j,1,Θ
1
j,2,Θ

1
j,5 b�sei tou stigmiì-

tupou DLin. Jewr¸ntac tic Θ1
j,3,Θ

1
j,4,Θ

1
j,6,Θ

1
j,7 kataskeu�zei apìdeixh πCj
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thc egkurìthtac tou kruptokeimènou Cj kat� thn perÐodo t mèsw thc epa-

lhjeusimìthtac twn grammik¸n exis¸sewn

Ap1q � epΘ1
j,3,Θ

1
j,4q�1 � epGp1q

2 , gtq�1 � epGp1q
z ,Θ1

j,1q � epGp1q
r ,Θ1

j,2q � epGp1q
1 , Cjq,

Bp1q � epΘ1
j,6,Θ

1
j,7q�1 � epHp1q

2 , gtq�1 � epHp1q
z ,Θ1

j,1q � epHp1q
r ,Θ1

j,5q � epHp1q
1 , Cjq.

'Epeita par�gei desmeÔseic comDj,1 , comDj,2 gia ta Dj,1, Dj,2 kai apìdeixh πDj
gia thn epalhjeusimìthta thc tetragwnik c exÐswshc epDj,1, gq � epCj, Dj,2q.
Oi πCj kai πDj apoteloÔntai sunolik� apì 2�3+9=15 stoiqeÐa.

4. Apì thn upograf  AHO10 σj � pθj,1, . . . , θj,7q tou mhnÔmatoc pX,Dj,2q upì
to kleidÐ skp0qAHO upologÐzontai oi tθ1j,ku7

k�1 Ð ReRandppkp0qAHO, σjq, oi GS

desmeÔseic comθ1j,1
, comθ1j,2

, comθ1j,5
gia tic timèc θ1j,1, θ

1
j,2, θ

1
j,5 kai h dèsmeush

comX gia th X. Par�getai apìdeixh πσj gia thn epalhjeusimìthta twn

grammik¸n exis¸sewn

Ap0q � epθ1j,3, θ1j,4q�1 � epGp0q
z , θ1j,1q � epGp0q

r , θ1j,2q � epGp0q
1 , Xq � epGp0q

2 , Dj,2q,

Bp0q � epθ1j,6, θ1j,7q�1 � epHp0q
z , θ1j,1q � epHp0q

r , θ1j,5q � epHp0q
1 , Xq � epHp0q

2 , Dj,2q.
H πσj apoteleÐtai apì 2�3=6 stoiqeÐa.

5. 'Estw ìti vk P Zp mèsw kat�llhlhc sun�rthshc hash. Epilègontai tuqaÐa

z1, z2 P Zp kai me etikèta to vk upologÐzetai kruptokeÐmeno Kil06 (bl. §4.4)

pΨ1,Ψ2,Ψ3,Ψ4,Ψ5q � pf z1 , f z2 , X � gz1�z2 , pgvk � Uqz1 , pgvk � V qz2q.

6. Par�getai NIZK apìdeixh ìti oi comX � p1, 1, Xq d f̄
φX,1
1 d f̄

φX,2
2 d f̄

φX,3
3

kai oi pΨ1,Ψ2,Ψ3q antistoiqoÔn sthn Ðdia tim  X, ìpwc sthn kataskeu  twn

Gro07. Gr�fontac f̄3 � pf3,1, f3,2, f3,3q èqoume ìti

comX d pΨ1,Ψ2,Ψ3q�1 � pf τ11 � f τ33,1, f
τ2
2 � f τ33,2, g

τ1�τ2 � f τ33,3q, (4.3)

ìpou τ1 � φX,1 � z1, τ1 � φX,2 � z2, τ3 � φX,3. O i desmeÔei tic τ1, τ2, τ3

upologÐzontac comτk � pp1, 1, gq d f̄3qτk d f̄
φτk,1
1 d f̄

φτk,2
2 q, gia k � 1, 2, 3,

ìpou ta φτk,2, φτk,2 epilègontai tuqaÐa. EpÐshc, par�gei apodeÐxeic tπeq,ku3
k�1

ìti oi τ1, τ2, τ3 ikanopoioÔn tic treic grammikèc exis¸seic pou prokÔptoun apì

thn (4.3), apoteloÔmenec h kajemÐa apì 2 stoiqeÐa.

7. UpologÐzontai weak-BB upograf  σvk � g1{px�vkq, h antÐstoiqh dèsmeush

comσvk kai h NIWI apìdeixh πσvk ìti oi σvk, X ikanopoioÔn thn tetragwnik 

exÐswsh epσvk, X �gvkq � epg, gq. H πσvk apoteleÐtai epomènwc apì 9 stoiqeÐa.
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8. UpologÐzetai h σOTS � Spsk, pM,RLt,Ψ1,Ψ2,Ψ3,Ψ4,Ψ5,Ω, com,Πqq, ìpou
Ω � tΘ1

j,k, θ
1
j,ku7

k�1, Π � pπCj .πDj , πσj , tπeg,kukPt1,2,3u, πσvkq kai
com � pcomCj , tcomDj,kukPt1,2u, comX , tcomΘ1

j,k
ukPt1,2,5u,

tcomθ1j,k
ukPt1,2,5u, tcomτkukPt1,2,3u, comσvkq.

Telik¸c epistrèfetai h upograf  σ � pvk,Ψ1,Ψ2,Ψ3,Ψ4,Ψ5,Ω, com,Π, σOTSq.
Verifypgpk, t, RLt, σ,Mq: gia thn epal jeush thc σ ekteloÔntai ta b mata:

1. E�n Vpvk, pM,RLt,Ψ1,Ψ2,Ψ3,Ψ4,Ψ5,Ω, com,Πq, σOTSq � 0, epÐstreye 0.

2. ('Elegqoc Kil06) E�n epΨ1, g
vk �Uq � epf1,Ψ4q   epΨ2, g

vk � V q � epf2,Ψ5q,
epÐstreye 0.

3. E�n epalhjeÔontai ìlec oi apodeÐxeic, epÐstreye 1. Diaforetik�, epÐstreye

0.

Openpgpk, t, RLt, σ,M, oask, Stq: dedomènou tou oask � pβ1, β2q, e�n Verifypgpk,
t, RLt, σ,Mq � 0, epÐstreye K. Diaforetik�, apokrutpografeÐtai to kruptokeÐ-

meno Kil06 wc X̃ � Ψ3 � Ψ
�1{β1
1 � Ψ

�1{β2
2 . E�n sth b�sh dedomènwn Sttrans brejeÐ

kataq¸rhsh xi, transcripti � pX, ttdw, σwuwPcopathxj
ulj�0, signiqy ¸ste X � X̃,

tìte epÐstreye i. Diaforetik�, epÐstreye K.
H lÐsta an�klhshc RLt perièqei gia k�je i P rms, 8 stoiqeÐa thc G kai tic

etikètec twn koruf¸n pou orÐzoun to Ski,ui (megèjouc 2�logpNq). Qrei�zontai

Oplog3pNqq stoiqeÐa gia thn apoj keush tou pistopoihtikoÔ enìc mèlouc. Ta

com,Π apoteloÔntai apì 42 kai 36 stoiqeÐa antÐstoiqa en¸ an qrhsimopoihjoÔn oi

upografèc mÐac qr shc tou [Gro06 §5.1] h σ apoteleÐtai sunolik� apì 96 stoiqeÐa,

dhlad �6kB gia asf�leia 128-bit. To kìstoc epal jeushc eÐnai stajerì, en¸ gia

th dhmiourgÐa mÐac upograf c h kÔria epib�runsh eÐnai h ektèlesh logpNq ME kat�

thn paragwg  tou HIBE idwtikoÔ kleidioÔ sto b ma 2. EntoÔtoic, to b ma 2 arkeÐ

na ektelesteÐ mìno mÐa for� gia k�je perÐodo t, kat� th dhmiourgÐa thc pr¸thc

upograf c se aut n thn perÐodo. Shmei¸noume pwc me th qr sh miac diafore-

tik c subset cover mejìdou diamèrishc tou sunìlou twn energ¸n mel¸n (complete

subtree - CS), kerdÐzoume stajerì m koc omadikoÔ dhmìsiou kleidioÔ kai kìstouc

upograf c kai pistopoihtik� OplogpNqq pl jouc stoiqeÐwn, me epib�runsh sto

mègejoc thc lÐstac an�klhshc kat� pollaplasiastikì par�gonta OplogpN{Rqq.
To sq ma LPY12 apodeiknÔetai asfalèc apènanti se epijèseic anwnumÐac, skeuw-

rÐac kai esfalmènhc anagn¸rishc upì tic upojèseic DLin, qb-SDH kai q-SFP antÐ-

stoiqa gia sugkekrimèna qb, q [LPY12b Theorems 1,2&3]. Endeiktik�, apodeiknÔ-

oume thn asf�leia se epijèseic esfalmènhc anagn¸rishc.

Je¸rhma 4.7.1. To sq ma LPY12 eÐnai asfalèc apènanti se epijèseic esfal-

mènhc anagn¸rishc upì thn upìjesh q-SFP gia q � maxtl2 � qa, q2
ru, ìpou qa to
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pl joc twn erwthm�twn dhmiourgÐac elegqìmenwn mel¸n sto QA�join kai qr to

pl joc twn erwthm�twn an�klhshc sto Qrevoke.

Apìdeixh. Sto paÐgnio esfalmènhc anagn¸rishc o antÐpaloc A ektìc apì erwt -

mata sta QA�join, Qrevoke mporeÐ na jèsei erwt mata apìkthshc twn kleidi¸n gpk

kai oask kai an�gnwshc twn dedomènwn thc diepif�neiac I, ektìc twn gpk, gpmsk,

oask sta manteÐa Qpub, QkeyOA kai Qread antÐstoiqa. Telik¸c epistrèfei zeÔgoc

pM�, σ�q kai kerdÐzei e�n
1. Verifypgpk, t�, RLt� , σ�,M�q � 1 kai

2. Openpgpk, t�, RLt� , σ�,M�, oask, St�q � i R UAzRt� ,

ìpou ta RLt� , St�,Rt� lamb�nontai gia th ne� perÐodo t� me to pèrac twn erwth-

m�twn. O orismìc epektèinei autìn tou montèlou KU04, afoÔ o A kerdÐzei akìma

kai ìtan h σ� aniqneÔetai proc elegqìmeno mèloc pou diagr�fthke kat� th di�rkeia

thc periìdou t�.

'Estw σ� � pvk�,Ψ�
1 ,Ψ

�
2 ,Ψ

�
3 ,Ψ

�
4 ,Ψ�5,Ω�, com�,Π,σ�OTSq. An�loga me ta peri-

eqìmena twn com�
C , com

�
D1
, com�

D2
, com�

X , tcom�
Θ1
j,k
ukPt1,2,5u, tcom�

θ1j,k
ukPt1,2,5u diakrÐ-

noume tic ex c peript¸seic:

Plastograf seic tÔpou I: h dèsmeush com�
C perièqei C� P G ¸ste to zeÔgoc

pC�, gt
�q na mhn upogr�fthke met� th dhmiourgÐa thc RLt� .

Plastograf seic tÔpou II: h dèsmeush com�
C perièqei ègkuro HIBE kru-

ptokeÐmeno C� gia thn perÐodo t� kai èstw C� � C�
j , j P rms, ìpou ta tC�

1 , . . . , C
�
mu

perièqontai sthn RLt� . H ektèlesh tou Open eÐte ex�gei nèa tim  X�   entopÐzei

diegrammèno mèloc i P UAXRt� , parìlo pou h σ� wc ègkurh peÐjei ìti to pD�
1 , D

�
2 q

apokruptografeÐ to C�
j kai ìti oi tcom�

θ1j,k
u7
k�1 sunistoÔn ègkurh upograf  tou

pX�, D�
2 q. DiakrÐnoume tic ex c peript¸seic:

1. To pX�, D�
2 q den upogr�fthke apì ton JGM se kamÐa ektèlesh tou prw-

tokìllou Join. Epomènwc eÐte h X� den emfanÐzetai sto Sttrans   to mèloc

i P UA X Rt� sumpÐptei me energì mèloc i1 P UA tou opoÐou to fÔllo vi1

an kei sto Skj ,uj . Kaj¸c to C�
j kruptografeÐ to Skj ,uj , èpetai ìti to i

plastogr�fhse upograf  AHO10 gia to m numa pX�, D�
2 q.

2. To pX�, D�
2 q upogr�fthke apì ton JGM se k�poia ektèlesh tou prwtokìl-

lou Join. Tìte epikaloÔmaste thn eurwstÐa kleidioÔ pou qarakthrÐzei to

sq ma HIBE. To i èqei anaklhjeÐ kat� thn perÐodo t�, �ra to kleidÐ apokru-

ptogr�fhshc pD�
1 , D

�
2 q de dìjhke wc mèloc tou pistopoihtikoÔ tou i. Efìson

ìmwc to pX�, D�
2 q upogr�fthke apì ton JGM, o i prèpei na apèkthse apì ton

JGM kleidÐ pD1, D
�
2 q, ìpou pD1 � D�

1 q, gia tautìthta diaforetik  apì aut 

pou antistoiqeÐ sto Skj ,uj .
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EÐnai fanerì ìti plastograf seic tÔpou I kai II.1 sunep�gontai thn plastogr�fhsh

upograf c AHO10. Gia thn perÐptwsh plastograf sewn tÔpou II.2 èqoume ton

akìloujo isqurismì:

Isqurismìc: E�n to LPY12 epidèqetai epijèseic tÔpou II.2, tìte to BBG05 den

èqei eurwstÐa kleidioÔ.

H apìdeixh tou parap�nw isqurismoÔ sthrÐzetai sto [LPY12b Lemma 2].

Se k�je er¸thma proc to QA�join dhmiourgoÔntai l2 upografèc AHO10 en¸ sto

i-ostì er¸thma proc to Qrevoke dhmiourgoÔntai ¤ 2 � p|Rt0 | � i � 1q � 1 upo-

grafèc AHO10, ìpou Rt0 to sÔnolo twn diegrammènwn mel¸n prin thn ekkÐnhsh

twn erwthm�twn an�klhshc. Upojètontac ìti |Rt0 |   qr lamb�noume to fr�g-

ma q � maxtl2 � qa, q2
ru. H upìjesh q-SFP sunep�getai thn upìjesh CDH pou

me th seir� thc, ìpwc anafèrame, sunep�getai thn eurwstÐa kleidioÔ tou B-

BG05 [LPY12b Lemma 1]. To gegonìc autì se sunduasmì me ton isqurismì

oloklhr¸nei thn apìdeixh tou jewr matoc.

%

4.8 SÔnoyh KefalaÐou - Peraitèrw Sq mata

Omadik¸n Upograf¸n

Parousi�same analutik� ta montèla sÔntaxhc kai asf�leiac gia sq mata oma-

dik¸n upograf¸n BMW03, KY04, BSZ05, kalÔptontac th statik  kai dunamik 

perÐptwsh, kai th sÔntaxh ènoc sq matoc aniqneÔsimwn upograf¸n [KTY04].

Anafèrame thn ènnoia tou dunamikoÔ susswreut  [CL02] kai th shmasÐa tou

sthn kataskeu  omadik¸n upograf¸n me apotelesmatikì mhqanismì an�klhshc.

Melet same arqik� ta polÔ epidrastik� sq mata BBS04 kai BS04 pou prokÔptoun

apì sqetik� ZK-prwtìkolla me metatrop  se NIZK sq mata sto ROM mèsw

teqnik¸n Fiat-Shamir. Sth sunèqeia epikentrwj kame se sq mata omadik¸n upo-

graf¸n sto standard montèlo. Eidikìtera, analÔsame to sq ma BW06 pou mazÐ

me ta Gr06, BW07 mporeÐ na eklhfjeÐ wc propompìc twn sqhm�twn omadik¸n

upograf¸n pou eÐnai efarmogèc stigmiotÔpwn tou GSPS. Apì ta teleutaÐa, epilè-

xame na deÐxoume ta sq mata Gro07, LCSL07, tic BU-VLR-omadikèc upografèc

LV09 kai tic polÔ prìsfatec scalable omadikèc upografèc me mhqanismì an�klhshc

LPY12.

Pèran aut¸n pou anafèrjhkan kat� thn prìodo tou kefalaÐou, orismèna axio-

shmeÐwta sq mata sto standard montèlo apì thn kruptografÐa zeugm�twn eÐnai

oi VLR-omadikèc upografèc b�sei tautot twn twn L.Ibraimi k.�. [INHJ10], oi

omadikèc upografèc me pl rh forward asf�leia twn B.Libert M.Yung [LY10]
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kai oi unique omadikèc upografèc twn M.Franklin kai H.Zhang [FZ12], ìpou

dÔo upografèc sto Ðdio m numa apì thn Ðdio qr sth èqoun èna shmantikì koinì

mèroc. 'Oson afor� epekt�seic thc ènnoiac twn omadik¸n upograf¸n, èqoume tic

omadikèc upografèc me diab�jmish thc anwnumÐac twn mel¸n apì touc X.Boyen

kai C.Delerablée [BD08] kai tic aniqneÔsimec upografèc twn B.Libert kai M.Yung

[LY09]. To eÔroc twn sqhm�twn me asf�leia sto ROM eÐnai polÔ megalÔtero.

MÐa pr¸tou epipèdou anafor� sth bibliografÐa perilamb�nei ta [KY05], [DP06],

[Kha07].

4.9 Efarmogèc - Sumper�smata

Genikì sumpèrasma eÐnai pwc mèqri s mera, apì ìson gnwrÐzoume, den èqei em-

fanisteÐ k�poio sq ma omadik¸n upograf¸n pou na apoteleÐ se k�je perÐptwsh

thn apìluta isorrophmènh epilog . Akìma kai me thn prosj kh tou sust matoc

apìdeixhc Groth-Sahai wc ergaleÐo, ta sq mata pou apofeÔgoun th qr sh tuqaÐwn

manteÐwn kai wc ek toÔtou epitugq�noun uyhlìterh jewrhtik  asf�leia, faÐnetai

na usteroÔn se leitourgikìthta. E�n m�lista lhfjeÐ upìyh kai h apotelesmatik 

an�klhsh twn mel¸n, oi epilogèc periorÐzontai akìma perissìtero.

Ta parap�nw de shmaÐnoun bèbaia ìti oi omadikèc upografèc apì thn krupto-

grafÐa zeugm�twn de brÐskoun efarmog , apl¸c ìti epib�lletai k�je for� na

tejoÔn se proteraiìthta oi idiìthtec pou mac endiafèroun. Sta anaptussìmena

dÐktua kukloforÐac oqhm�twn (vehivular ad hoc networks -VANETs), oi omadikèc

upografèc BBS04 mporoÔn na qrhsimopoihjoÔn gia thn epikoinwnÐa metaxÔ twn

oq matwn-mel¸n thc ad hoc kataskeuasmènhc om�dac, qwrÐc na apokalÔptontai

proswpik� dedomèna ìpwc h pinakÐda   h jèsh tou oq matoc [LSHS07], [SSBP09].

Ta VANETs eÐnai dÐktua pou apaitoÔn upologistik  taqÔthta kai ètsi oi sÔ-

ntomec upografèc BBS04 protim jhkan arqik� se sqèsh me k�poio asfalèstero

all� dusleitourgikì sq ma, an kai teqnikèc duskolÐec ìpwc h diaqeÐrish twn o-

qhm�twn pou egkataleÐpoun thn om�da kai tou trìpou epilog c tou GM kaji-

stoÔn mèqri stigm c epifulaktikoÔc touc sqediastèc VANET prwtokìllwn sth

qr sh omadik¸n upograf¸n. Oi upografèc BBS04 kai BS04 apoteloÔn epÐshc

basik� domik� stoiqeÐa se sq mata �meshc an¸numhc epikÔrwshc (direct anony-

mous attestation - DAA), mÐa kathgorÐa upograf¸n pou epitrèpei thn pistopoÐhsh

gnhsiìthtac hardware sta plaÐsia twn apait sewn tou Trusted Computing Group.

Ta nèa aut� sq mata [BL09], [Che10], mazÐ kai me �lla sq mata DAA apì thn

kruptografÐa zeugm�twn kai elleiptik¸n kampul¸n, èqontac mikrìtera m kh klei-

di¸n kai upograf c, filodoxoÔn na antikatast soun to standard sq ma ISO/IEC

11889 pou basizetai sthn isqur  upìjesh RSA. BU-VLR-omadikèc upografèc,

ìpwc oi NF05, eqoÔn protajeÐ se prwtìkolla aujentikopoÐhshc gia asÔrmata
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dÐktua [FNH�06], [HBC�11]. Idiìthtec paremfereÐc me twn omadik¸n upograf¸n

sunantoÔme se sq mata e-cash tìso sto ROM [CHL05], ìso kai sto standard

montèlo [FPV09].

Se efarmogèc pou stoqeÔoun se om�dec mikrìterhc klÐmakac, h qr sh enìc

sq matoc sto standard montèlo eÐnai pio efikt . Pollèc forèc mporeÐ na epib�l-

letai e�n h jewrhtik  asf�leia eÐnai to kÔrio zhtoÔmeno. Gia par�deigma, se

ènan meiodotikì diagwnismì gia thn an�jesh enìc èrgou, oi endiaferìmenec e-

taireÐec apartÐzoun mÐa om�da, pijanìtata qwrÐc amoibaÐa empistosÔnh, kai oi

prosforèc touc mporoÔn na upogr�fontai an¸numa. Se aut n thn perÐptwsh,

h pl rhc an¸numÐa tou sq matoc Gro07 antistajmÐzei th bradÔtht� tou. Sto

q¸ro mÐac etaireÐac, o dieujÔnwn sÔmbouloc enìc tm matoc mporeÐ na ektelèsei

sugkentrwtik� to rìlo tou GM kai tou dianomèa idiwtik¸n kleidi¸n, ìpwc sto mo-

ntèlo BMW03 kai eidikìtera tic upografèc BW06, BW07. To Ðdio isqÔei kai gia

ìpoia efarmog  h ierarqÐa eÐnai prokajorismènh apì tic idiìthtec twn qrhst¸n tou

sq matoc. Se mÐa �llh kathgorÐa ulopoi sewn, oi X.Liang k.�. [LLC�11] qrhsi-

mopoioÔn tic upografèc LCSL07 gia thn kataskeu  sq matoc kl sewn epeÐgousac

iatrik c bo jeiac me prostasÐa twn proswpik¸n dedomènwn twn asjen¸n.

Thn teleutaÐa dekaetÐa, oi melethtèc èqoun entruf sei sthn montelopoÐhsh pol-

l¸n eid¸n omadik¸n upograf¸n kai thc an�loghc asf�lei�c touc. To eÔroc pou

emfanÐzei h antÐstoiqh bibliografÐa èqei  dh jèsei isqurèc b�seic gia peraitèrw

èreuna ston tomèa. Wc ek toÔtou, dhmiourgeÐtai h entÔpwsh pwc gia na isquropoi-

hjeÐ shmantik� h jèsh twn omadik¸n upograf¸n sthn kruptografÐa zeugm�twn

kai genikìtera sthn asÔmmetrh kruptografÐa, qrei�zetai mÐa pio genik  je¸rhsh

twn paramètrwn pou kajorÐzoun thn apodotikìthta kai thn axiopistÐa touc. Oi

teqnikèc broadband kruptogr�fhshc pou efarmìsthkan sto mhqanismì an�klhshc

twn upograf¸n LPY12 eÐnai sÐgoura èna b ma proc aut  thn kateÔjunsh. Se pr¸-

to bajmì eÐnai anagkaÐo na anazhthjoÔn sq mata twn opoÐwn h asf�leia basÐzetai

apokleistik� se eurèwc apodektèc upojèseic (p.q. CDH, CBDH, Dlin q-SDH),

antÐ na ekmaieÔetai apì diark¸c nèec kai isqurìterec twn kajierwmènwn. EpÐshc,

na epinohjoÔn kainoÔria stigmiìtupa tou GSPS gia asÔmmetra zeÔgmata, pou na

periorÐzoun to pl joc twn upologism¸n zeÔgmatoc pou apaitoÔntai sta stigmiì-

tupa SXDH kai SDlin, ¸ste na beltiwjoÔn oi epidìseic sqhm�twn sto standard

montèlo, kai kurÐwc oi stajerèc kìstouc. EÐnai profanèc pwc èna nèo mh dia-

logikì sÔsthma apìdeixhc, to opoÐo ja eÐnai apodotikìtero tou GSPS, ja d¸sei

ter�stia ¸jhsh. Akìma kai ètsi ìmwc, o basikìteroc lìgoc dustokÐac den eÐnai

�lloc apì to jemeli¸dec z thma tou qrìnou upologismoÔ twn zeugm�twn. Pi-

janìn h lÔsh na dojeÐ sÔntoma mèsw mejìdwn par�llhlou upologismoÔ ìpwc sto

ROM [AKMRH11] (bl. §1.5). SÐgoura p�ntwc, mèqri autì na sumbeÐ, o jew-
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rhtikìc sqediasmìc leitourgik¸n kai asfal¸n sqhm�twn omadik¸n upograf¸n

me ìso to dunatìn ligìterouc epÐponouc upologismoÔc ja èqei proetoim�sei to

èdafoc gia thn edraÐwsh autoÔ tou polÔ endiafèrontoc ergaleÐou ston kìsmo twn

efarmog¸n.
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