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ABSTRACT

To date, the main and possibly the only way to report a public incident (e.g., a fallen tree
blocking a street) to the authorities is only by phone, email which is time-consuming and
rather inefficient. Moreover, people of every age, day by day are using more and more
their smartphones. A solution to the aforementioned problem could be found by taking
advantage of that new habit people tend to have. The solution proposed in this thesis, is
an Android application through which everyone will be able to capture an incident using
their phone by getting a picture of the incident, write a short description and send it as
simply and quickly as possible. The application attaches the exact coordinates of the
user when the picture was taken, gives the user the option of choosing the level of the
emergency and adds those to the information available regarding the problem. On the
other end there is a server application that successfully receives the image and the
information and presents those on a user friendly interface that can be used by the
authorities in order to short, group and resolve the reported incidents.

Having the aforementioned in mind, the following thesis has been written in order to
analyze and describe the procedure that was followed during the implementation of that
Android application. The implemented application’s name is CIR which is the acronym
for Citizen Incident Reporting. The application can be found in my GitHub repository [1].
The language used for the development of the application was Java with the addition of
some open source libraries like Picasso and Retrofit in an Android Studio environment.
In order to present a fully functional system a server to receive those incident reports
was developed too. For the server Python was used, and more specifically the Django
REST Framework.

As this application is intended for use by a broad public, a user-centered design (UCD)
approach was followed to ensure the usability and optimal user experience of the
interface and user interaction mechanisms. This UCD approach included identifying the
target users, designing user personas, conducting a hierarchical task analysis, devising
a use case scenario, and finally creating low fidelity prototypes and a usability (field) test
in which users were observed using the mobile application.

SUBJECT AREA: Mobile Application development, REST Web application
development, Human Computer Interaction

KEYWORDS: django rest framework, retrofit, gson, android, picasso, low fidelity
wireframes, personas, user-centered design



NEPIAHWH

Autr) Tn oTIiyun, otnv EAAGSQ, 0 KUpIog Kal TTOavoeTaTta Jovog TPOTTOG va avagepbei éva
Onubaoio cupBav (1r.X. éva TTeopévo dEVTPO TToU €UTTODICElI o€ Mia 000) OTIG apxEG Eival
MOVO péow TnAeQwVIKAG KAAong, email KATI TO OTroio €ival XpovoBOpo Kal [N
atmmoTeAEOUATIKO. EmITpOoBeTa, dtopa kKABe nAIKiag, Teivouv va  XpnoigoTrolouv
Kabnuepivd OAo  Kal  TTEPICOOTEPO  Ta  €Cumiva  Kivatd  Toug. Mia  Auon OTO
TTpoava@epOuevo TTPORANUa Ba ptTopouce va Ppedei eKueTAAAEUOPEVOI QUTH TN VEQ
ouviBeia TTou Teivouv va €xouv ol avBpwTrol. H AUon TTou TTpoTeiveTal HEOW AUTAG TNG
TITUXIOKNG €ival pia epappoyry Android péow TnG oTToiag o kKaBévag Ba pTTopei va
TPABALEl pIa wToypaPia Tou CUUPBAVTOG, va YyPAWEl PIa GUVTOMN TTEPIYPA® auTou Kal
VO TO AVa@EPEI 600 TTIO ATTAG KAl OUVTOPA YiveTal. H eQapuoyr) ETTICUVATITEI TIG AKPIPEIG
OUVTETAYUEVEG TOU XPNOTN KATA TNV OTIYMA TNG ava@opdg, Oivel Tnv €TmAoyry Tou
EMTEDOU  KPIOIUOTNTAG TOU OUPPBAVTOG OTOoV XPAOTN Kal TTPOCOETEl QUTA  OTIG
TTANpo@opieg Tmou eival dlaBEoiueg yia To cupBdv. ZTnv GAAN uepid, Bpioketal pia
eQapuPoyn €guUTTNPETNTA (server) n oTroia TTeTuXnUéva AapPBdaver TRV €IKOvaA Kal TIG
TTANPOPOpieC Tou CUUBAVTOG Ta OTroia Kal Trapoucialovial o€ éva QIAIKO TTPOG Tov
XPAoTN TTEPIBAAAOV TO OTTOIO UTTOPEI VO XPNOIMOTIOINGEI aTTd TIG APXEG ME OKOTTO va
Ta&IVOUOOUV, OuadoTTOINCOUV Kal ETTIAUCOUV Ta ava@epBEévTa cupBavTa.

‘ExovTag T TTapatmdvw KATA vou, n TITUXIOKH QUTA yPA@TNKe PJe OKOTTO va avaAuBouv
Kal va Treplypagouv ol diadikaoie¢ Tou akoAouBnbnkav katd Ttnv Oidpkeia TNG
uAotroinong autAg TG Android e@apuoyng. To évoua Tng uAotroinuévng EQAPPOYAS
eivai CIR T10 oTr0i0 €ival To akpwvupio Tou Citizen Incident Reporting tool. Tnv epapuoyn
MTTOPEI va TNV BPEI O avayvwoTng, Qv ETTIBUUEI, OTOV TTIPOCWTTIKO JOU AOyapIacuo OTO
GitHub [1]. H yAwooa 1Tou XpnoigoTroinnke yia Tnv UAOTToinon TG €Qapuoyng ATav n
Java pe pepIkéG TTpooBnikes atrd BIBAIOBRKeEG avoixtou Kwdika O6TTwg n Picasso kal n
Retrofit. To TepIBadANOvV 0TO oTT0i0 AvaTITUXBNKe ATav T0 Android Studio. Mpokeiuévou
va TTAPOUCIAOoUNE €va TIANPWGS A&IToupyikd ouoTnUa  dnUIOUPYACANE Kal évav
ecutTnEETNTA (Server) o oTroiog TTapaAAuBAvEl TIGC AvaQOpPES Twv CupPBdvTwy. MNa Tov
e€uttnEeTNT) XpPnoidotroinenke Python kar o ouykekpiyéva 10 Django REST
Framework.

E@ooov autr) n epapuoyn €xel wg okotrd va xpnolpotroinBei ammd €va eupu Koivo, n
oxedlaOTIKA TTPOCEyyion n oTroia akoAoubnbnke nTav autrp Tou OXedIAOPOU ME
ETTIKEVTPO TOV XPNOTN TTPOKEIMEVOU VO €EAOQANICTEI N XPNOTIKOTNTA Kal N BEATIOTN
EMTTEIPIA TOU XPAOTN OXETIKA PE TNV OIETTAPN KOl TOUG PNXaviopoug aAAnAetidpaong. O
OXeOIOOUOGC ME ETTIKEVIPO TOV XPNOTN CUUTTEPIAGUBAVEI MEAETN TWV OPGdWY XPNOTWV
TTou B6a aAANAETIOPOUV PE TNV €QAPUOYA KAl TNV UAOTTOINCN TTPOCWTTEIWV XPNOTWV,
avAAuONG €pYaciwy, CEVAPIWY XPNong, TIPWTOTUTTWV XAMNANG TTIOTOTATAG Kal TEAOG éva
TEOT afloAdynong Katd TO OT0i0  TTapakoAoudBrnénkav xpAoTeEG TNV wpeA  TTOU
XpPNolyoTtrolovoayv TNV EQApUOyN.

OEMATIKH TMEPIOXH: AvdamTugn e@appoyns vyia KivAtd TnAéEQwvo, AVATITUEN
epapuoyns  diadiktiou  TUTTou  REST,  Emkoivwvia
avlpwITOU-PNXaVvAGg

AE=EIZ KAEIAIA: django rest framework, retrofit, gson, android, picasso, TTpwToTuTIa

XOUNAAG TTIOTOTNTAG, TTPOOWTTEIN, OXEDIAONOG UE ETTIKEVIPO TOV
Xpnomn



H mmapouoa mTuxIakn givar apiepwuEVn aTNV OIKOYEVEID LIOU,

oToU¢ yoveic uou Taoo kai Een, ta adépeia uou Avva kal XpHaTo,

Kal oToV TTUAWVA TTOU ATAV EKEI KABE QOPEG TTOU HUOUV ETOILOC va TA TTAPATAOW,
Tnv EAévn.
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CIR — A Citizen Incident Reporting tool

1. INTRODUCTION

Nowdays, we live in a modern society in which Internet and smartphones have become an
integral part of our lives. People of different ages use them for different purposes. Some
kinds of uses like music applications or social media have thrived but there are other
aspects of everyday life that have not yet become that associated to those new
technologies.

Among these aspects is the active participation of citizens in their local community,
through acts such as voting, volunteering, helping the police, etc. An important aspect of
civil society is the ability for citizens to communicate directly, quickly, and reliably with their
local government or municipality. Bureaucracy has always been a burden in such kind of
communication and now technology is offering a viable solution to problems of that kind.
Automated systems can provide easy and simple ways to report and interact with the
responsible authorities for each kind of issue that could occur in a neighborhood. People
could avoid spending their time waiting in phone lines or googling for the right authority to
call while their daily life is more stressful and time-pressing than ever. The easiest way to
resolve this obstacle without adding any extra expenses to peoples’ life (either in time or
money) is the use of a device that almost everyone owns already. A smartphone.

A smartphone application that follows a minimal design and offers to the users a very
simple way to report an incident is exactly what could solve that problem. An application of
that kind is something that is really missing from the market. The only two similar
applications that were found are the “Eye of Sharjah” [2] developed by Neologix and the
“1st Incident Reporting” [3] developed by emAPPetizer. Both of those applications, though,
have flaws and they are not sufficient to cover that need of the market, so our application
aims at avoiding these flaws while in the same time providing to the users a user-friendly
interface that has all the functionalities they need.

The two main smartphone operating systems are Android and iOS. The market share of
each is approximately 88% for the Android and 11.5% for the iOS [13]. Based on that
statistics we based the decision to implement an application for the most commonly used
operating system, Android.
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2. BACKGROUND WORK

2.1 Systems for Civil Engagement

The information and communication technologies that are available to almost everyone
nowadays can and should be used in order to create new ways of interaction between the
citizens and the government. Those ways include many different types of interaction.
Probably the most famous of them is e-voting, a modern way of voting for a wide variety of
elections, from local to nationwide, which incorporates Internet technologies to resolve
mobility issues for the voters while in the same time decreasing the probability of
corruption. A citizen reporting tool which is taking advantage of cutting edge technologies
could be easily considered to be associated with that ideology too. Information systems
can be used to support various forms of civic engagement, such as community policing,
and urban infrastructure maintenance. In these systems, citizens can be utilized to act as
data sensors to help populate databases regarding local issues. Then, the collected data
can be visualized and shared within local communities and the responsible authorities. In
this way the local communities and the responsible authorities can have a simple but also
trusted way to categorize those issues and finally to resolve them.

2.2 Previous and Similar applications

After conducting some research it was found that no other applications exist, web or
mobile, that could serve this use in the Greek market. Worldwide there have been some
other mobile applications, the most relevant one being an Incident Management Mobile
App developed by Neologix for the city of Sharjah in the United Arab Emirates, named
“‘Eye of Sharjah” [2] which, though, does not seem to be available on Play Store [11]. One
more application worth mentioning is the “lst Incident Reporting” [3] developed by
emAPPetizer which is not using images as part of the incident report and it is designed to
be used by companies, not the government. According to the Google Play store [11], the
most common public reporting application, “Report of Inconvenience,” is rated at 1 star,
with 1,316 reviews out of a total of 3,577 reviews [14]. At this point we would like to
mention that the lack of supply of this kind of products in combination with the levels of
demand that they would have if the average citizen realized how much easier they would
make his or her everyday life could be quite significant. As it can be noticed those
applications are far from what the average citizen would need. They are either not
designed for the specific purpose that we mentioned or they have a non-user-friendly
design which leads to the low ratings that they have received.

A. Filippidis 14



CIR — A Citizen Incident Reporting tool

3. APPLICATION DESIGN

3.1 User-Centered Design (UCD)

User-Centered Design is a design process focused on the needs of the user and used in
human-computer interaction analyses [10]. The human-computer interaction is a field of
science that incorporates knowledge from various other fields such as computer science,
behavioral sciences and design sciences. Its main focus is on the optimal design of
interfaces between humans and applications (computer, mobile and others). User-
Centered Design incorporates different kind of methods such as interviews, surveys, as
well as brainstorming in order to fully understand the needs of the user regarding one
application. A successful UCD has as a result a design plan for one application which,
when finally implemented, leads to a user-friendly application. That means an application
that will avoid creating any confusion to the user. For example, the decision to use a
button in the shape of a camera to capture an image is a user-friendly design. The use of
one other random shape, a rectangle for example, would not make clear to the user the
purpose of this button and would lead to confusion. UCD has as a target to avoid
confusions like this. UCD, especially on applications that are used under time-pressure,
can prove crucial. For example, a mobile camera application in which the “capture” button
iS not obvious can make the user miss the shot of a bird, which is a total failure of the
application. Even in applications that will not be used under time-pressure UCD can have
a significant impact. Nowadays the users are accustomed to fast applications, with almost
zero waiting for the execution of procedures. A user who is not able to find quickly the
function he or she is looking for at each phase of an application will, extremely easily,
leave the application and uninstall it or decide to not use it again. In order to be clear,
because “quickly” can be a vague notion, this can happen within seconds and lead a
perfectly developed and fully functional application to become deprecated.

3.2 User requirements analysis

3.2.1User groups

An application can have as a target either a wide group of users or a quite specific one.
One very important part of the design process is to determine the user groups of the
application and their needs regarding the interface of it. A way of determining those user
groups is the creation of personas. A persona is a description of a typical user for whom
the application is designed, it is the target of a design.

First persona: John; John is twenty three years old and he is
using his smartphone everyday more and more to make every
aspect of his life simpler. He lives in a region where due to
strong winds trees fall on the streets quite often. He would
love to be able to report such an incident with an easy and
quick way instead having to call to the municipality every time,
- figuring out to whom he should report an urban incident like
this and having to describe the problem each time. Moreover,
he is usually having a hard time explaining where exactly each
' incident has happened since some of the roads are on the
way to the forest and are not numbered.

| g

lllustration 1: John - first
persona
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3.2.2 Task analysis

Hierarchical task analysis or task analysis is the analysis of the actions that one persona
will execute, in step by step detail, when using the final application. Its objective is to help
the design process by elaborating how the application will be used.

1. Entering the application (If user has already logged in once)
1.1. Incident Report
1.1.1. Capturing the incident
1.1.1.1. Moving the camera towards the incident
1.1.1.2. Tapping the “camera” button that takes the photo
1.1.2. Reviewing the photo taken
1.1.2.1. Tapping the “check” button to move to the next screen
1.1.3. Adding details of the incident
1.1.3.1. Tapping on the description field

1.1.3.2. Typing in the keyboard that appears a short description of the
incident

1.1.3.3. Scrolling downwards the notifications bar
1.1.3.4. Tapping the GPS icon to turn it on
1.1.3.5. Scrolling upwards the notifications bar
1.1.3.6. Tapping the “Emergency level” button
1.1.3.7. Choosing one of the three available emergency levels
1.1.3.8. Tapping the “send” button to submit the incident report
1.1.4. Exiting the application (Not necessary)
1.1.4.1. Pressing the middle (home) button
1.2. View my account
1.2.1. Tapping the “menu” button
1.2.2. Tapping the “My Account” button
1.3. View my reports
1.3.1. Tapping the “menu” button
1.3.2. Tapping the “My Reports” button
1.3.3. Scrolling through my reports
1.4. View my settings
1.4.1. Tapping the “menu” button
1.4.2 Tapping the “My Settings” button
1.5. Log out
1.5.1. Tapping the “menu” button
1.5.2. Tapping the “Log Out” button
Alternative Jobs Flow
1.1.a. (User is not logged in but has account) Typing the user's email
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1.2.a. Typing user’s password

1.3.a. Tapping the “Log in” button

1.4.a.a. Redirected to normal flow 1.

1.4.a.b Error message appears due to wrong password

1.1.b. (User is not logged and doesn’t have account) Tapping the “Sign Up” button
1.2.b. Typing email

1.3.b. Typing password

1.4.b. Retyping password to confirm

1.5.b. Typing mobile phone number

1.6.b. Tapping ‘Sign Up” button

1.7.b. Redirected to normal flow 1.

1.1.2.1.a Tapping the “X” button to cancel that shot and take again the picture (go to
1.1.1.)

1.1.2.1.b Tapping the “save” button to save the photo to user’s device

3.2.3Usage scenario

A persona is the main character of a scenario. This scenario describes the interface and
the actions that have to be taken through the eyes of that character in order to achieve the
intended goal of that application (a successful incident report in our case). The scenario
defines where, when and how the story of the persona takes place. It is the narrative that
describes how the persona behaves as a sequence of events.

Usage scenario: John was getting into his car to drive to his job when he noticed that once
again, due to last night's winds, a huge branch of a tree had broken and fallen in the
middle of the street. He stops before entering the car and he takes out his smartphone to
report the problem. After quickly unlocking it, he opens the CIR and turns his phone in a
way that his camera is capturing the broken branch. He takes a photo which is a little bit
shaken, he cancels it and he retakes the same one, this time happy with the result. He
taps the “next” button and he writes a short description of the incident that he is reporting.
Shortly after, he enables his phone’s GPS in order to have the incident’s coordinates
attached to the report and taps the send button to submit his report. Next to that, he gets
into his car relieved that he avoided being late for work while in the same time he feels a
responsible citizen and an active member of the local community.

3.3 Prototyping

Prototyping is the process of developing prototypes, an integral part of the user-centered
design. The main purpose of prototyping is to involve the users in testing design ideas and
get their feedback in the early stage of development, thus to reduce the time and cost. It
provides an efficient and effective way to refine and optimize interfaces through
discussion, exploration, testing and iterative revision.
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3.3.1 Wireframes introduction

Wireframing is a phase of prototyping. A wireframe could be described as a sketch, a
basic visualization of the final product that represents the layout of that product [4]. Usually
it lacks complex graphics and it can be used to measure the practicality and efficacy of the
product. There are two main categories of wireframes. The low fidelity and the high fidelity
wireframes. The chosen style of wireframes for this application is called “low fidelity”
because it focuses only on the very basic points and layout structure without providing any
redundant information like color and images. The “high fidelity” wireframes are mostly
about computer(device)-based simulation. The determining factor in prototype fidelity is
the degree to which the prototype accurately represents the appearance and interaction of
the product, not the degree to which the code and other attributes invisible to the user are
accurate.

3.3.2Low fidelity wireframes

The low fidelity wireframes that were created for our application are presented in the
Annex [6]. The arrows linking every button with an id number point to the wireframe with
that id when tapped.

3.4 Usability Testing

3.4.1 Introduction

Usability testing is a technique used as one of the final steps of a HCI analysis. It is used
in user-centered analyses and its main focus is to measure the product’s capacity to meet
the intended purpose. In a usability test some users are asked to complete specific tasks
while being observed in order to see where they encountered problems or experienced
confusion. Based on the observations made, if a problem comes up in multiple different
users, a recommendation has to be suggested in order to change something in the
implementation and avoid future confusion. The specific method that was used for that
testing is called Hallway Testing. That name was given to this method because it utilizes
randomly selected users, for example the first ten people passing from a hallway. The only
limitation to the users who will test the product excludes people working on that same
project since they can be considered experts and in that case we would have the “Expert
Review” kind of usability testing.

3.4.2 Testing conditions

The users that helped that testing to take place were the first ten people who entered my
house. That included a range age of 14-59 years old people, male and female. The users
were video recorded (under their knowledge) while testing the application and notes have
also been taken during the process. They were asked the first time of usage to act as they
were in hurry and the second time as they had plenty of time to explore the application.
The decision of those two scenarios was taken because of the nature of the application
which might be used also under time pressure.

3.4.3Testing results

After studying thoroughly the notes and the videos the biggest flaw that was noted was
that five out of ten users got confused in the final view (the one that the user is typing the
description of the incident) of the application, after typing the description of the incident.
They were not sure how to hide the keyboard in order to tap the “send” button. It is worth
mentioning that one of them even had to ask for help to overcome that problem.
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3.4.4Changes made based on the results

Following up the notes made on the usability testing results, a new patch was
implemented for the application. That patch included a fix for the “exit the keyboard”
aforementioned problem (now the user can tap wherever outside of the keyboard and it
will disappear) and some other fixes for some buttons (their borders were increased so the
user will have a successful result even if he or she taps a little bit outside of the content of
the button).

3.5 Summary

In this chapter the research and analysis that was conducted before the implementation of
the application regarding the human-computer interaction was reported. Moreover there
has been some explaining on the reasons that such a research is necessary for every
application that will reach the production level. Finally we presented an essential part in
the development of any digital application, that of usability evaluation with users. In the
next chapter, more technical details about the technologies that were used will be
presented in order to start having a more concrete image of the final application.
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4. IMPLEMENTATION

4.1 Introduction

In this chapter we will discuss the programming languages, the technologies, the
frameworks and the environments that were used for the implementation of this application
as well as the reasons behind the choices that were made about them. The
implementation of this application can be divided in two parts since it utilizes the client-
server model. The first one is the server side of the application. A server is a computer
program or a device that provides functionality for other programs or devices called
“clients”. A single server can serve multiple clients and a single client can use many
servers. Usually the functionalities that a server provides are called “services” and they are
mainly providing or receiving data from the clients through the Internet. In our case, where
we are dealing with a mobile application, we need an application server. An example of an
application server could be a server that provides a weather application with data about
the weather at the location of the user. The server of this application provides the
functionality of receiving incident reports from Android smartphones, accepting or rejecting
user credentials during the log in of a client as well as sending to a client his or her
previous incident reports. The second part of this application is the client side. A client is a
computer program or a device that accesses a service made available by a server. A client
does not share resources but requests data or functionality results from the server.
Examples of other kind of applications utilizing the client-server model are Email and
World Wide Web. We have an Android application running in Android smartphones
operating as a client. The user is interacting with this application while the authorities will
use the interface of the server in order to receive the incidents.

=

Clients .
i / Server

lllustration 34: Example of the client-server model. A laptop a smartphone and a desktop are all three
clients accessing the resources of the server.

/\

- -
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4.2 Server-side

4.2.1REST

The architectural style that was decided to be used is REST. REST or Representational
State Transfer is a software architectural style whose main focus is to provide standards of
communications between computer systems usually using the Internet. Those systems are
called RESTful systems. The basic concepts followed by all REST frameworks could be
summarized in four ideas.

The first is the idea of statelessness; the server does not need any information
about the state of the client in order to have a successful communication. The same
stands for the client in order to communicate with the server. Every communication
is based on standard operations and resources.

The second idea is the idea of the request; clients send requests to retrieve or
modify data from the server and the server sends responses to these requests. A
request is a plain-text message in ASCII [12] encoding. A request message consists
of a request line which may request a resource from the server, request header
fields with one of those possibly being the language, an empty line and an optimal
message body. The basic types of requests used are the Hypertext Transfer
Protocol (HTTP) requests GET, POST, PUT, DELETE. HTTP is an application
protocol in which is based the communication of the World Wide Web (WWW). It
functions as a request-response protocol and it is used in the client-server model. A
communication based on the HTTP protocol could be thought as a real life dialog
between two people. The first one would be the client and the other one would be
the server. They are both talking in turns, the first one asking questions and the
second one responding to those questions. It is used by REST in order to provide
the standards of communication that are used.

Request-line Get fproducts/dvd.htm HTTP/1.1

General Header Host :www.videocequip.com
Cache-Control:no-cache
Connection:FKeep-Alive

Request Header Content-Length:133
Accept-Language:en-us
Entity Header Content-Length:133
Content-Language : en

- -

Body

Illustration 35: Example of the contents of a HTTP request.

The third idea behind REST is the idea of the paths; every request is bound to a
path which each request should have as destination. A path can be called also a
Uniform Resource Identifier (URI). A path has the following syntax:
https://{servername}/{recource path}. The server name field is self explanatory. The
resource path is a path that defines a singleton resource. In order to achieve that
every resource path includes a unique id. These paths layouts usually are designed
to be user-friendly and easy to understand, for example in a path like this
myServer/incidents/15 the request will have as target in myServer from all the
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incidents the one with id 15. In contrast to these simple paths layouts the reader
may have seen paths of this kind “https://mySite/i=&dniOIGG#ASbbm&uPOu” that
are not really enhancing the user experience.

e The last idea is the idea of the response; the server answers to the requests by
sending responses back while utilizing two main concepts. The concept of the
content-type, which is a field in the header of the response and declares to the
client the type of data that is sent back, and the concept of response code which
informs the client regarding the success if its request and in the case of failure a
reason for the failure.

4.2.2Django — Django REST Framework

The framework used on the server side is Django which is a high-level Python Web
framework provided as free open-source. It uses the Model-View-Template (MVT)
architectural pattern. In this kind of architectural pattern the model is responsible for
managing the data of the application. It responds to the request from the “view” and it also
responds to instructions from the template to update itself. The “view” means presentation
of data in a particular format, triggered by a template's decision to present the data. The
template is a HTML file mixed with Django Template Language (DTL). Django’s main
benefits that attract developers are the reusability and “plugability” of contents which can
lead to fast paced and very productive development while in the same time it prevents
developers from code repetition. Django REST Framework is a toolkit mainly used for web
Application Programming Interfaces (API). It is actually an extension for the Django
framework. It provides to the developer some very useful tools that are implemented in
almost every web application. Some of these are the authentication policies including
packages for OAuthla and OAuth2 and the Serializers. Serializers are methods that allow
complex data types and data models that are written in Python to be easily rendered into
JavaScript Object Notation (JSON) or Extensible Markup Language (XML). JSON is an
open-standard file format that is mainly used for asynchronous communication between a
server and a client. It consists by a set of key-value pairs that are written in human-
readable text form. Serializers can prove very useful when building an application that will
use multiple programming languages. In our application they are used to transmit data
from the server to the client and they are extremely useful because they are enabling us to
send a Java object to a Python server which otherwise would be a very difficult task. Their
main functionality is “translating” a Python object to JSON format that can be read by the
client as well as “translating” a JSON formatted object that is being received by the server
to a Python object. Following there are some code examples of Serializers, JSON and
XML from our application.
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rest framework serializers
myServer.models IncidentReport, User

user_id serializers.Pr
gt et=User.objects.
class Meta:
model = IncidentReport
fields all

lllustration 36: Example of the Django REST Serializer that was used.

ins polluting the environment.”,

Headers

Content-Length

Illustration 38: Example of the header of the response to the previous request.
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of the bins polluting the envircnment.”,

.widget.CoordinatorLayout

.design.widget.Floating ActionButton

yout_width=

</android.support.design.widget.CoordinatorLayout=

Illustration 40: Example of XML code used in our application.

Django and Django REST are recognized and used by international companies like
Mozzila, Facebook and Instagram [5]. One of the reasons that Django was chosen as the
server-side framework was to explore and learn how to resolve any kind of complications
that could occur during the development of an application that is using in the same time
Java (for the client/Android front-end) and Python (for the server). One more reason was
the customizable administrator page that Django provides which is more suitable for this
application keeping in mind that the incidents are only going to be reviewed by
“administrators” such as government authorities and the clients will have access to the
application only through their Android smartphones. Moreover, Django is scalable and
reliable which gives us the perspective of an easier expansion of the application in the
future.

4.3 Android application

4.3.1 Android operating system

Android is a mobile-operating system developed by Google. Its core is written in C and its
User Interface (Ul) is written in Java. It is a Unix-based operating system that was created
to be used for touch screen mobile devices such as smartphones and tablets although
now days it has expanded to all kind of smart devices — from watches to televisions.
Google officially supports the development of Android applications written in Java, Kotlin
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and C++ but the use of other languages is also possible by specific techniques. The Ul of
an Android application is written in Extensible Markup Language (XML) while in the same
time it can also be controlled and affected by the application’s development language (i.e.
Java). The environment usually used to develop an Android application is the Android
Studio, the official integrated development environment for Google's Android operating
system, built on JetBrains' IntelliJ IDEA software and designed specifically for Android
development. The operating systems on which Android Studio is available are all the main
three — Windows, macOS and Linux.

4.3.2 Android development

An Android application is composed by one or more views often referred also as
“activities”. Those views can be considered as separate pages of our application. Each
view consists of at least one XML and one Java class file. The XML file is responsible for
stating clearly the visual layout of that view by declaring constraints between the objects
that will be shown in this view and giving unique id’s to those objects. The Java class file is
used to add the functionality in that view.

MyReportsActivity.java Api.java
C i gtool

String getmIncidentDescription()

= mI
String getmImagePath()
g mImagePath) . = mImagePath

Integer getmEmergen

lllustration 41: An example of a Java Class: IncidentReport Class represents an Incident, it contains
the image, the description of the incident and the emergency level of the incident
For example, if we have a view with a single button, the color and the position of the button
would be specified in the XML file but the action that is taken at the tap of the button is
specified in the Java file.
<ImageButton

Illustration 42: The button that takes the user to the main menu of the application

In order to have a functional view/activity the class of that activity has to extend one of the
standard Android activity classes (for example “AppCompatActivity” class). Moreover, a
basic step in creating a functional activity is to override some standard methods of it in
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order to customize them to fit the special needs of the functionality being implemented.
(For example, the “onCreate” method, responsible for the actions that have to be taken at
the first time this view is created, can be overridden so it will load the custom resources of
our view). In the following section, we are going to present some basic external libraries
that were used during the development of the Android application.

4.3.3Picasso

Picasso is a free open-source library developed by Square Open Source [6]. Its main
focus is on downloading and caching images in Android. It achieves an optimized image
approach by using adapter downloads which detect an already cached image and prevent
the application from downloading it again, automated image transformation algorithms that
optimize the image in order to fit in each view as well as reduce the memory size. In the
same time, Picasso, provides generic methods that can be applied to multiple types of
image objects. It is used in our application for all the types of image handling that are take
place, from capturing and saving an image to projecting it in multiple different views of our
application.

4 3.4 Retrofit

Retrofit is also a free open-source library developed by Square Open Source [7]. Its main
focus is on providing a type safe HTTP client for Android and Java. That is happening by
making available for the user five built-in annotations regarding the request method that
can be used when the client is building a request as well as appropriate annotations for the
modification of the path, the header and the content of a request. Furthermore it gives to
the developer the option of making those request calls synchronously or asynchronously
which can be an extremely useful feature in Android where a synchronous call could block
the main thread and lead in delays on the render of the Ul. In coordination with Retrofit we
used also gson, a Java serialization/deserialization open-source library to convert Java
Objects into JavaScript Object Notation (JSON) and back provided by Google.

4.3.5Google Mobile Services (GMS)

GMS [8] is a collection of Google applications and APIs that help support functionality
across devices. One of those applications is the location API. This APl was used in order
to ensure that the user’s coordinates at the time of the incident reporting are sent along the
other information regarding the incident.

4.3.6 Camera 2 API

One of the main decisions that had to be made during the development of the application
was the version of the Android camera API that was going to be used. The two choices
were the Camera API and the Camera 2 API [9]. The first one is a very well documented
API, with multiple examples of uses available and has been fully explored by developers.
The only drawback in this one is that from Android 5.0 and later it was declared
deprecated by Google and to be replaced by the Camera 2 API. Even though that was the
case, by taking advantage of the backward compatibility property that the Android
Operating System has, most of the developers have stuck with the older API and still use
that instead of the newest one. That has led to a lack of thrive for the newest one which
means lack of documentation and lack of examples of usage. Yet, it was decided to use
the Camera 2 API having in mind that this application should have an as long as possible
life-cycle, and using an officially deprecated API could be a burden on that. Moreover, the
new API provides some features regarding the quality of the images as well as the
opportunity of creating a custom camera view instead of using the standard one. We took
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advantage of this opportunity and indeed created a custom camera functionality for our
application.

4.4 Presentation of the application

4.4.1 Android client-side

This section will present the Ul of our Android application explaining the purposes of each
view.

e
)

Your public incident reporting tool

Illustration 2: The intro view of the application; a loading
screen to provide some time for the resources needed to
load.
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-
]

Log In

LoGg IN

or

sian up

lllustration 3: Log in view; the user can type his or her
credentials in order to log in to his or her account, to sign up or
to retrieve the account's password. If the user has already
logged in before he or she will be redirected to the home view
without having to log in again.
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New User?

Sigh up easily and quickly!

Password Strength

Phone Number

sian up

lllustration 4: Sign up view; the user has to type a valid
email, a password (while the strength bar below will show
its strength dynamically) and a valid phone number for
verification reasons.

A. Filippidis
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Illustration 5: Home - Capture incident view; User can turn
on and off the flash, can tap on the menu button to navigate
to the application's menu or can tap the camera button to
capture an incident.

A. Filippidis
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Illustration 6: Review image view; in this view the user can
review the image captured and can decide between
canceling this capture by tapping the "X" button, saving the
image for personal use by tapping the save button (in which
case the pop up that can be seen is displayed to inform him
or her about the success of his or her action), or tap the
check button to proceed with the creation of the report.
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< BACK =
b
£

e

Low Medium High
v v v

Emergency Level:

A tree has fallen to the street due to last
nights strong winds,

Illustration 7: Create incident report view; In this view the user
can tap on the text area to type a short description of the
incident, can move the slide bar to determine the emergency
level of the incident reported, can tap the back button to return
to the review image view or can finally tap the send button to
send the review to the server.

A. Filippidis
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Ta i i ST S e e

Incident Reported Successfully T\

vll

“ae \\\\\ !
e{ S
-
L A

lllustration 8: Successful incident report view; this is the view
that the user is redirected after sending the report, a message
appears also to inform him or her about the success of the report.
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< BACK

My Account

My Reports

My Settings

Log Out

lllustration 9: Menu view; here the user can either tap the back button to
go back to the home view or tap one of the four choices in order to be
redirected in their respective views.
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< BACK

Current email:

firstUser@gmail.com

Current Password:

--------

Current Phone Number:

123456784

SAVE CHANGES

lllustration 10: My account view; in this view the user can see his or
her credentials and change them by tapping the "save changes"
button or go back to the menu by tapping the “back” button.
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< BACK

Emergency Level; 100%

A tree has fallen to the street due to last
nights strong winds,

Illustration 11: My reports view; in this view the user can see his
or her previous reports as well as to go back b tapping the
"back" button.
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< BACK

No reports yet made!

Illustration 12: Alternative my reports view; this is how the “my
reports” view looks like when there have been no reports by this
user.

A. Filippidis
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< BACK

Notifications

Mobile Data
efficient mode

lllustration 13: My settings view; in this view the user can set his or
her personal settings (if he or she wants to receive notifications from
the application or to use a mobile data efficient mode of the app to
avoid spending too much mobile data).

4.4.2 Django server-side

This section shows the Ul of the server application which will receive the reports. Below,
the administrator of CIR application is able to review the incidents reported by the citizens
and assign them to the right department in order to get resolved.
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Username:

admin

Password:

Illustration 15: Administrator Log In page

Illustration 14: Administrator Home Page. We have implemented the two main models required,
user and incident model. We can always add or edit a new instance of those from the
administrator page.
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Home » Myserver » Incident reports

Q Search FILTER
By date
v|( 6o | 002 sel Any date
DESCRIPTION oaTe wuace usen EMERGENCYLEVEL !
I The garbages are left out of the bins polluting the enviromant, March 8, 2019,10:24 p.m incidentimage/IMAGE_2 secondUser@gmail com 50 ’
T
(3 The tree has fallen in the middle of the street due 1o the last nigts strong winds. March 8, 2019, 1022 p.m. firstuses @gmail com 100

2incident reports

Illustration 16: Incidents List Page. A search field is implemented, so the administrator can search
for keywords in reports, the incidents can be sorted by each of their fields simply by clicking on
the name of a field and there is a date filter implemented to help tracking incidents by the time
they occurred.

orting Tool Server

Home » Myserver  Incident reports » The tree has fallen in the midde of the s ¢ o the last nigr's strong winds

Change incident report
Descrption: The wee has fallen in the middie of the street due to the last nigr's strong winds.
Date March 3, 2019, 1072 pm
image ooy, incdentimage/AGE, 2015030222203 g ) Ges

Change: | Choose File | Mo file chosen

User: frstUser@gmailcom T+
EmergencyLovel 100

Latitude. 3802590700

Lengitude: 2384834900

Save and add ancther Save and continue editing n

lllustration 17: Incident's details page. There the administrator can inspect all the details of an
incident as well as click on the image of it to gain more information about it. Moreover the
administrator has the option of editing some of the details in case there has been a mistake.
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Select user to change w

2w oanL PASSWORD
@ 2 sacondUser@gmail com secondPassword

[“IR firstUser@gmail com firstPassword

lllustration 18: Users List Page. There the administrator can view all the signed up users as well
as their id’s.

Change user
Email: firstUser@gmail com
Password firstPassword

Illustration 19: User's details page. There the administrator can see all the details of a user as well
make any necessary changes in their accounts.
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4.5 Summary

In this chapter we introduced the technologies that were used for the implementation of the
application while providing some basic knowledge for each one. Moreover we provided
images of every view that was developed in both sides of our application; front and back
end in order to familiarize a user with every aspect of our application. We tried to give a
short description of each of these views and the implemented actions that a user can take
on them. Having said that there is also no doubt that there are many ways in which this
application could evolve in the future and it could be interesting to suggest some of these.
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5. CONCLUSION

5.1 Summary

In this thesis we have presented the full cycle of the development of an Android
application. We demonstrated the sequence of steps that constitute a User-Centered
Design in order to produce a user-friendly final product. We have also demonstrated the
model on which most of the applications using the Internet are based; the client-server
model. Following on that we presented one of the most used software architectural styles,
REST. Based on this information we explained the implementation choices that were
made regarding both the server, on which we used the Python-based Django and the
client on which we used mainly Java. The sequence of steps that we took gave us the
opportunity to acquire a close to production-level Android application development
experience. The end-product is developed in a way that it could shortly be available for
public use.

5.2 Future Development

Undoubtedly there are many more aspects of this application that could be developed
further and become a project on their own. The most intriguing of those probably is an
image recognition extension on the server-side of our application that would be specifically
developed to recognize the different types of incidents, categorize them and forward them
to the appropriate authority. An extension of this kind could also take advantage of the
descriptions provided in the incidents. It could look for specific keywords in them and use
those to make the image recognition part more accurate. One more aspect of the already
implemented application that could be developed is a web-client site in order to give to the
users the ability to review their previous reports or other statistical details that could be
interesting after a certain amount of data has been gathered. Furthermore, an interesting
aspect could be the creation of a custom administrator page for each of the departments
and the authorities concerned. This way the officers would have the chance to resolve
those incidents more efficiently as well as to provide a live tracking feed on the evolution of
that process. That live feed could be implemented by reporting the current action that is
taking place at each moment regarding each incident. Finally, when the incident is
resolved, it could be marked as such. One more intriguing perspective of that development
could be the statistics like the percentage of incidents resolved by each department or the
average time that was used for those incidents to get resolved. Those statistics could be
used also in order to predict incidents in specific areas and to give the chance to the
municipality to be ready to encounter them. Moreover, later, that could be used as a
measure of efficiency of a municipality. One last way in which this application could be
evolved is a cooperation with Google's Google Maps. Some of the public incidents,
especially the most urgent ones, usually tend to have a huge impact on the traffic of the
cities. If someone could report an incident in real time and in a way that it can be verified
(a function already provided by our application) the Google Maps application could spread
notifications to the citizens that are going to pass by that location either by passively
notifying them about the incident or even by actively suggesting a different route to them
so they can avoid the traffic jam.
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6. ANNEX

Your public incident reporting tool

lllustration 20: Intro loading page wireframe
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I g\four password should include at least one letter, one symbol and one number )

Forgot your password? > 4
) > 8
or

Cow] e »

| S —

lllustration 21: Log in wireframe
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New User?
Sign up easily and quickly!

q’\’our password should include at least one letter, one symbol and one number as well as be at least 6-digit long

[ | O]

I @q,Retype your password to make sure it matches the one above )

Password Strength

—

I @q’n will be used only for verifying your account )

Eo] « »Q

. J/

lllustration 22: Sign up wireframe
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&£ Back

Forgot your password?
No problem!

Just type your account's email and a
new password will be sent to your
emaill

|Send new password I < > G

lllustration 23: Forgot your password? wireframe
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Tap here
to turn on
the flashl

Tap here to take
photo of the incident!

Capture

@ O O

Illustration 24: Home wireframe during first user entrance showing a
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Skip Tutorial g

—
Tap
here to
cancel
that
photo
and
take a
new
one

.
—

/

Tap
here to
save
that
photo
in your
gallery

Tap
here to
move to

the

next
screen

Q)

Illustration 25: Home wireframe during first user entrance showing a
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Skip Tutorial ¢

Send»

N

Tap
here to
send
the

Move the slider

to decide the
severity of the S—

incident  _Jow  Mediu High

Bt et ot
Emeraency —f———

™ Write
here a
short
descrip
tion of
the

\_incident _J

@( space ][return]

PEOOEOEE
0060608
20000000

Describe &
Report

©C O @

Illustration 26: Home wireframe during first user entrance showing a
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Capture
@ OO0

Illustration 27: Home wireframe every time after the first time the user enters
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Review Photo
O @ 0

lllustration 28: Incident image preview wireframe
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Describe & Report
oo

Low Medium High

L b !
Emergency Level —f—————
bbbl A0kt Aiigad AN AiAgad
SSUNI NI LTI AN A

00ERE000AE
HEREEEEHU

AEHHEVENHE)

@@[ space  |(return)

lllustration 29: Create incident report wireframe

A. Filippidis 53



CIR — A Citizen Incident Reporting tool

My Account <

My Reports

Settings

Log Out

Illustration 30: Menu wireframe; the user can tap either to each of the four available views in
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Current email:

exampleEmail@gmail.com [

Current password:
LLLEL I 5 E

Current phone number:
+30123456789 4

| Save Changes I

lllustration 31: My account wireframe
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lllustration 32: My reports wireframe
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Motifications

Mobile Data efficient mode @ CD

alpload reports only when connected in WiFi ]

Illustration 33: Settings wireframe

A. Filippidis 57



CIR — A Citizen Incident Reporting tool

TABLE OF TERMINOLOGY

ZevOyAwooog 6pog EAAnvik6g Opog

Android application Epapuoyny Android

Framework MAaioio

Interface AleTTaQN

Programming languages "AWOOEG TTPOYPAUUATIONOU

Software architectural style 2TUA apXITEKTOVIKNAG TTPOYPAUMUATIONOU
Authentication policies MoANITIKEG auBevTIKOTTOINONG

Server E€uttnpeTnTAg

Client MeAdTNG

A. Filippidis 58




CIR — A Citizen Incident Reporting tool
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