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ABSTRACT

Nowadays, we are surrounded by an astonishing amount of electronic devices constantly
transmitting data to each other or to the internet. Most of our everyday tasks, such as nav-
igation, communications and payments are handled by a computer. It is obvious that our
modern world relies vastly on calculations done on computers and, therefore, on computer
(micro)processors.

Due to the ease, the high accuracy and speed that modern computing systems offer, we
have come to accept that the result the computer’s processor gives us is always the cor-
rect one. Indeed, the reliability of a electronic computer chip is much higher than every
method we used before them (mechanical, magnetic). However, as has been pointed out
for some years now, even computer chips can make silent errors. That is, errors which
are caused by hardware (silicon) defects and not noticed (detected) by any hardware or
software mechanism. Over the past few years, large tech companies, operating thou-
sands of servers have pointed out the existence of such hardware defects [9], [11], [16].
It has also been made clear that the arithmetic units of modern processors are the most
common culprits of output errors due to hardware defects.

Based on that context, the scope of this thesis is to study the patterns, the frequency,
and the severity of the errors caused by such hardware defects in arithmetic units of pro-
cessors. The employed methodology consists of HDL models synthesis of those modules
and then, the intentional induction of certain models of hardware defects (faults) to them, in
order to observe the results and patterns inside them. Two types of faults were introduced
to the synthesized models; bridging faults (that is faults which are caused by bridging the
output of two different gates) and stuck-at faults (faults which are caused by forcing the
output of a gate to be either constantly high or constantly low).

By implementing such faults to a large number of different random gates inside the syn-
thesized module and testing the modules with random and patterned inputs, the distribu-
tion of errors on the outputs can be observed and, therefore, produce an error model for
the output of each arithmetic unit tested.

SUBJECT AREA: Silent Data Corruptions (SDCs), Chip reliability analysis

KEYWORDS: fault injection, bridging faults analysis, stuck at faults analysis, pro-
cessor reliability study, processor fault model



NEPIAHWH

KaBnuepiva epikKAEIOpaoTe atrd évav TEPACTIO apIBUd NAEKTPOVIKWY CUCKEUWY, Ol OTTOIEG
METAPEPOUV BIOPKWG dEdOUEVA PETALU TOUG Kal oTo O1adikTuo. OI TTEPICOOTEPES ATTO TIG
KaBnuePIVES pag dpacTnpPIOTNTES, OTTWG N TTEPINYNON, N ETTIKOIVWVIA Kal Ol TTANPWUES OTN-
pifovTtal o€ KATTOIAaG HOPPNAG UTTOAOYIOTIKO ouoTnua. Eival, eTTopévwg, epeavég Ot 0 ouy-
XPOVOG KOONOG BaciCeTal ApPNKTA € UTTOAOYIOUOUG TTOU TTPAYUATOTIOIOUVTAl O UTTOAO-
YIOTEG Kal, CUVETTWG, OTA TOITT ETTECEPYOTTWV.

ASyw TNG EUKOAIOG, TNG TTOAU UWNARG akpiBeiag kal TNG TaxUTnTaG TTOU Ta oUyXPova UTro-
AOYIOTIKA CUCTAUATA TTPOCPEPOUV, TTIOTEUOUNE akpAdavTa OTI TO ATTOTEAECHUQ TTOU AQU-
Bavoupe atrd TOoV £TTEEEPYAOTH EVOG OUOTAMATOG gival TTAvToTE OWOTO. MNpdyuari, n aglo-
mOoTia evOG NAEKTPOVIKOU UTTOAOYIOTIKOU CUCTANATOG €ival aicONTd uwnAdTEPN ATTO TOUG
XEIPOKIVNTOUG UTTOAOYIOUOUG, TOUG OTTOIOUG AVTIKATEOTNOE 1] GAAOUG unXavIKoug A hayvn-
TIKOUG PNXavIoPoUG. QOTOC0, OTTWG €XEI YIVEI EUPAVES YIA HEPIKA XPOVIa TTAEOV, aKOUA KAl
Ol ETTEEEPYAOTEG TWV UTTOAOYIOTWYV PTTOPOUV VA KAVOUV CIWTTNAG o@dAuaTta. Autd onuaivel
OTI JTTOPOUV VA TTPAYHATOTTOINBOUV O@AAUATA OTNV £€000 TOU ETTEEEPYACTA TA OTTOIO DEV
MTTOPOUV VA EVTOTTIOTOUV APECO ATTO BIOPBWTIKOUG INXAVIOHOUG 1) GAAEG TEXVOAOYIES avi-
XVEUONG OQaAPaTwy. Méoa ota TeAeuTaia Xpovia, HEYAAES ETAIPIEG TTAPOXH G DIADIKTUAKWY
UTTNPECIWV €XOUV ETTICNPAVEI TNV UTTAPEN TEToIOU TUTTOU o@aAudTwy [9], [11], [16]. 'Exel
yivel eTTiong EekABAPO aTTd KOPUPAIES ETAIPIEG TOU XWPEOU OTI 01 ApIOUNTIKEG HOVADES TWV
oUYXPOVWYV ETTEEEPYOAOTWYV ATTOTEAOUV TOV KUPIO UTTAITIO VIO QUTA Ta OQAAPATA.

AapBdavovTtag uTtTown Ta TTAPATTAVW EUPHPATA, OKOTTOG QUTAG TNG TITUXIOKNG Epyaaciag €i-
val N HEAETN TwV POTIBWY, TNG OUXVOTNTAG, KAl TG OPOdPOTNTAG TETOIOU £iI00UG CPYAAUATWV
OTIG apIBUNTIKEG HOVADEG TwV eTTECEPYAOTWV. H peBodoAoyia TTou akoAouBnenke nrav n
ouvBeon Twv HDL povréAwv Twv apiOunTIKWV JOVAdWY Kal n OKOTTIUN €l0aywyr 0@aA-
MATWYV O€ auTd, JE OKOTTO TN TTAPAKOAOUONON TWV ATTOTEAECUATWY KAl TWV POTIBwVY TTou
eEVOEXOUEVWG ePavifovTav o€ autd. EloayovTal duo TUTToI oQaAudTwy ota synthesized
MovTéAa: opdaAuata ye@upwong (bridging faults), dnAadr oc@daAuata Tou TTPOKUTITOUV ATTO
TNV €Vwon TNG €0600U dUO TuXaiwV TTUAWY, Kal c@aApaTta TTpookOAAnong (stuck-at faults),
OnAadr oc@AApaTa TToU TTPOKUTTITOUV OTTd TOV £€avayKATHO TNG £E000U HIaG TTUANG va gival
mavTta uwnAn/high f mavta xaunAr/low).

YAOTTOIWVTAG TETOIOU €i00UG OQPAAUATA OE £vav PeYAAo apiBud dIaQOPETIKWY Tuxaia ETTI-
Aeyuévwy TTUAWYV oTo synthesized povtéNo TnNG apiBunTIKAG povadag kai dokiudlovtag To
ME Evav PEYAAO APIOUWY TUXAiIWV OAAG KAl UE CUYKEKPIYEVO WOTIBO €1000wV, N KATAVOUN
TWV OQPAAPATWY OTNV £€000 PTTOPEI va TTapaTnENOEi Kal, ETTOPEVWG, va TTapaxBei éva po-
VTEAO OQOAPATWY yia TNV £6000 TNG KABE WIAS apIBuNnTIKAG JovAdag TTou SOKINAOTNKE.

OEMATIKH NEPIOXH: Silent Data Corruptions (SDCs), avdAuon aglomoTiag
ETTECEPYAOTWV

AEZEIZ KAEIAIA: ciocaywyr) c@aAudtwy o€ emmegepyacTég, avaAuon bridging faults,
avaAuon stuck at faults, avdAuon aglommoTiog €mmegepyacTwy,
MOVTEAO OQAAUATWY ETTEEEPYAOTH
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Evaluating the Impact of Hardware Faults in Modern Microprocessor Arithmetic Units

1. INTRODUCTION

1.1 Importance of reliability analysis

As mentioned in the abstract, modern chips utilize several advanced technologies such as,
but not limited to, dynamic frequency and voltage scaling, varying power limits, automatic
over-clock mechanisms (see Intel’'s Turbo Boost which has been available since 2009 [8]
or AMD’s Turbo Core) and aggressive out-of-order execution mechanisms. While all the
aforementioned technologies make modern chips even more complex, they greatly help in
improving application performance (see Passmark’s CPU Ratings for the past few years

[3D.

Similarly, GPUs and other accelerators also rely heavily on complex technologies which,
in return, yield to ever-increasing performance.

A side effect of having such complex chips, with extremely high transistor count, running
several programs at once is that the probability of an error occurring and getting unnoticed
is getting higher. That is not to imply that hardware faults causing output errors have not
existed in the past [2].
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Figure 1.1: The number of transistors on popular computer chips
For the above reasons and due to the undeniable fact that our society relies increasingly

on informatics systems, the need to analyze the reliability of the arithmetic units integrated
into computer chips is becoming more and more apparent.
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Evaluating the Impact of Hardware Faults in Modern Microprocessor Arithmetic Units

1.2 Reliability analysis methodology used

The research done in the context of that thesis consists of the following steps:

1.

Finding the appropriate arithmetic units for testing

Models of several arithmetic units of a modern processor have been tested. Those
models were given in Hardware Description Language (Verilog).

. Synthesize those models

The HDL models were synthesized in a gate-level fashion.

. Inject faults on the tested modules

Certain fault types were injected into the synthesized models in order to test how
greatly they affect the output. In this fashion, a misbehaving arithmetic unit with
some gate-level fault is being simulated. Several different gate inputs / outputs, one
at each time, were injected.

. Run tests on those injected modules

Several different inputs were given to each faulty model in order to observe how the
injected gate-level fault affects the result. Comparison with the correct output was
done.

Observe the results and calculate the Bit Error Rate

By utilizing some scripts, the results of all tests done on an arithmetic unit are presen-
ted, and the bit error rate for that module, for each bit of the output, is calculated.

In the following chapters, detailed information about each step will be provided and the
results found will be presented with great detail.

1.3 Arithmetic modules tested

In the scope of this thesis, the following arithmetic units were studied:

© N o 0o bk~ Db

. FPU Adder [12]

FPU Multiplier [12]

Integer Adder Using 4 Bit adder blocks
Integer Adder Using 32Bit adder blocks
Integer Adder (Single 64Bit adder block)
Integer Array Multiplier

Integer DADDA Multiplier

Integer Wallace Multiplier
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Note: For The FPU Adder and Multiplier tests, only the corresponding parts of the project
were synthesized so that the injected internal wires correspond to those of the adder or
multiplier part accordingly.

The choice of arithmetic modules was made so as to test the most commonly used ones.
Especially the tests done on the Integer Adder and Multiplier modules are very important
because such modules are, essentially, the building blocks of GPUs and Al Accelerator
units (such as neural network accelerators of all types).
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2. FROM HARDWARE DEFECTS TO OUTPUT ERRORS

2.1 Defect versus Fault versus Error

The terms Defect, Fault and Error have different, but oftentimes mistakenly interchange-
ably used, meanings [6].

A Defect is a problem on the computer chip, caused by factors, such as silicone wear,
hardware design problems and more, discussed in the next chapters of the unit.

A Fault is a model which expresses hardware defects and allows us to categorize and,
ultimately, simulate them. By having an appropriate fault model, we attempt to express
certain groups of hardware defects.

An Error is a wrong output produced by the computer chip, caused by a defect existing on
that chip. In order to simulate such output errors, we simulate certain fault models.

2.2 Silent Data Corruptions or Silent Data Errors

The term Silent Data Corruption or Silent Data Error, refers to a wrongly calculated output
from a CPU (e.g. 1+3=6) which is saved and used without causing the chip to crash or
show any sign of failure.

While such undetected errors have existed for several years [2], the more advanced chip
architectures of the last decade or so are more prone to causing such errors due to the
extremely high transistor counts and advanced power management technologies such as
very rapid voltage and frequency scaling.

For that reason, such errors have begun to affect production servers of large tech enter-
prises [9], [11]. As such, the research on the subject has skyrocketed over the past few
years.

Oftentimes, hardware defects causing such errors are caught during the manufacturing
phase of the chip and the defective chip is not delivered. However, as the possible erro-
neous outputs become more and more unnoticeable, and testing the whole possible set
of functions of the chip is not viable, they have become more commonplace in production
computers.

Thus, the study on how they manifest in a real arithmetic unit of a CPU is becoming more
and more necessary in order to avoid errors in mission-critical operations.

2.3 Common reasons behind output errors

Output errors can occur due to several reasons, some of which are temporary, while others
are permanent [9]. More information about the different types of faults will be presented
on the next chapter. Output errors are often caused by:

* Manufacturing or design problems:

In that case, output errors are caused due to defects during hardware manufacturing
(such as some transistors not being etched correctly and, thus, in some power states
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do not give a steady output) or due to timing errors caused by too high clocks for
the given power level. In that case, the errors will be caused even when the chip is
brand-new.

* Early life failures

Here, output errors are caused due to weaknesses in one or more transistors which
manifest after the chip has been shipped and occur before shortly after the chip is
put into production.

* Chip wear and degradation

Errors caused due to the chip aging. In that case, errors occur after the chip has been
working correctly for a while and do not occur uniformly across chips of the same
architecture. Finding and isolating those defective chips is pretty tricky because
constant checking must be done across the fleet of computers. However, chips with
that behavior are believed to be rarer than chips with early-life / manufacturing or
end-of-life defects.

* End-of-life wear

A chip is significantly more prone to cause errors after several years of constant
operation because the whole silicon wears out. The probabilities of such errors
occurring follow the bathtub curve [17].

The above reasons have been studied on chips operating constantly on data servers,
which have very high uptime and optimal cooling solutions. For chips being used in home
or corporate computers, the results may differ significantly and | believe those cases
should be studied separately. However, due to the most important and mission-critical
operations being run on large data server and cloud clusters nowadays, the significance
of output errors being caused on chips of home computers is not, usually, that high.

2.4 Different types of faults in modern CPUs

The different models of hardware defects yielding to errors mentioned previously, result in
errors which occur in a different fashion.

* Transient faults

Those faults occur once and a repeat pattern cannot be observed. Such faults can
be caused by external factors, such as cosmic rays [7]. However, such faults can
also be caused by some sort of silicon defect, which yields to faults occurring at
random intervals.

* Intermittent faults

Those faults occur intermittently; for the same input, the chip may sometimes give
the correct result, while others a wrong one. Due to modern chip’s dynamic voltage
and frequency scaling, the errors may occur on a specific voltage/frequency state
and not on others. Research on such modern chip design has already been done
[15].
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 Permanent errors

Those faults occur all the times; for a specific input, the output is always the same
wrong one. The cause of such errors is the permanent corruption of one or more
gates inside the chip. Such errors can be simulated with gate-level simulators, as
will be shown on the following chapters.

‘ \ H H Intermittent fault

Permanent fault

Time

L.
=

Figure 2.1: Graphical representation of different types of faults

2.5 Examples of such errors in production machines

Errors caused by silent data corruptions have already manifested on production machines.
One example is from Meta / Facebook, where the file size of a real file has been saved
as 0 bytes, interfering with the decompression procedure [9]. Another example is from
Alibaba Cloud, where a certain server reported way more frequent than usual checksum
mismatches between user data [11].
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3. TESTING ENVIRONMENT

3.1 Brief introduction to typical testing methods

Over the past few years, large-scale internet services enterprises have attempted several
methods to detect problematic CPUs on production machines. Those tests are run either
parallel to the normal workload (that is, when the CPU is also running in production) or
during scheduled offline/maintenance intervals [11], [16].

Regarding the methods those tests are being held, several methodologies, of varying com-
plexity and interval, have been proposed and are actively being used. Some of those tests
run at the application level (and thus are easier to monitor and schedule), while others run
at kernel/OS level. The latter obviously requires for the system to be offline from produc-
tion, which can be expensive, but allows way more detailed testing by possibly adjusting
the frequency, temperature and voltage of the CPU [11]. When it comes to application
level tests, the goal is to achieve the lowest possible overhead. Several intelligent ap-
plication levels testing methods have already been developed, and that research area
remains very lucrative [9], [11], [16], [14].

In the context of the current research, emphasis will mostly be placed on injecting faults to
modern processors during gate-level simulation in order to observe the patterns of errors
being produced. Having such an error model can greatly help improving testing method-
ology with low-performance overhead.

3.2 Tools used

The tools used for the current research were:

» Synopsys VCS functional verification solution [4] was utilized to simulate the faults
injected in the arithmetic units models with their corresponding test benches, de-
scribed in SystemVerilog

* Yosys Open SYnthesis Suite [5] was utilized to synthesize the arithmetic unit models
in Verilog

* FreePDK45 [1] cells were used as the building cell blocks for the arithmetic units
tested

» Python 3 programming language for developing the scripts required for automatic
fault injection, test instrumentation, result parsing, graph plotting and error model
generation.

More information about the testing procedure used will be provided in the following chapters.

3.3 Types of faults injected

In the context of this research, the following two models of hardware defects were injected
into the arithmetic units [13]:
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» Bridging Faults

The terminology bridging fault refers to hardware defects caused inside a computer
chip when two wires are “bridged” (connected) together when they shouldn’t. The
behavior in those cases is unpredicted, because the state of the wire is defined by
the momentarily stronger signal between the two bridged wires.

» Stuck-at Faults

The terminology stuck-at fault refers to hardware defects caused inside a computer
chip when the output of a gate, a wire, is always stuck to high or low.

Those faults can be permanent or caused under specific circumstances, as mentioned
before. During this research, each fault is permanent across testing (see the proceeding
chapter).

3.4 Detailed testing methodology

As briefly presented in the introduction, the research done consisted of the following steps:

1. Finding the appropriate arithmetic units for testing

Tests on several arithmetic units of a modern processor have been tested (see
chapter 1.3 for detailed information about those units). The selection has been made
in order to take into consideration the building blocks of modern processors and ac-
celerators.

2. Synthesizing those models

The aforementioned models were synthesized using the YoSys synthesis suite. More
specifically, the procedure followed for synthesizing the models using YoSys was the
following:

(a) Defining the top unit of each module
$ hierarchy -top {module_name}

(b) Converting the blocks to netlist, optimizing, converting the netlist to gate logic
and optimizing again

$ proc; opt; techmap; opt;
(c) Mapping the flip-flops to the cell library
$ dfflibmap -liberty {path to cell lib}
(d) Mapping the logic to the cell library using abc
$ abc -liberty {path to cell 1lib}
(e) Cleaning up unnecessary wires
$ clean
(f) Writing verilog code

$ write_verilog synth.v
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3. Inject faults on the tested modules

Stuck at and Bridging faults were being injected into the synthesized models. To
achieve that, certain statements are being added inside the test bench of the mod-
ules, in order to force the outputs of some specific gates to be set manually, depend-
ing on the type of injection being held.

It is obvious that running the gate-level simulation with those test benches will help
us observe the behavior of a presumably misbehaving CPU.

The methodology used to achieve the injection was the following:
For stuck-at faults:

(a) Finding a random wire from the synthesized file of the arithmetic module

(b) Forcing that wire to be always high, by creating a copy of the test bench in
which the line

force {unit name}. {selected wire} = 1'bl

is appended.

(c) Forcing that wire to be always low, by creating a copy of the test bench in which
the line

force {unit name}. {selected wire} = 1'b0O

is appended.
For bridging faults:

(a) Finding two random wires from the synthesized file of the arithmetic module

(b) Forcing the first wire to always follow the value of the second wire, by creating
a copy of the test bench in which the line

force {unit _name}. {first wire} = {unit name}. {second wire)

is appended.

4. Run tests on those injected modules

With the modified test bench, created as mentioned in the previous step, the syn-
thesized file of the arithmetic unit and the FreePDK45 cell library verilog file, the
simulation stage can begin.

In order to test several random injections, the following methodology has been fol-
lowed:

(a) Inject a random fault (of either type) on a random wire of the module being
tested (with the methodology discussed in the previous step)

(b) Add a line containing of a random number in the test bench, which will be used
as seed for the Verilog simulation. Inside the testbench file, 1000 random num-
bers are generated and tested for each injection done to an arithmetic unit
Note (1): For the FPU Adder, 2000 random numbers were tested; 1000 for the
add operation and another 2000 for the subtract operation
Note (2): Forthe DADDA Multiplier, apart from the 1000 random numbers, tests
using specific sequences of 4Bit patterns were used. A total of 256 operations
were run on those tests, the 1/4th of the 1000 random numbers. As will be seen
later, those sequences yielded similar fault detection capabilities. Thus, they
can be used for multiplier modules to reduce testing time. [10]
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(c) Begin the simulation. Inside the test bench, a faultless (non-injected) copy of
the module being tested is contained, so as to compare the results. The output
of the simulation, in which both the result for each operation produced by the
injected module and the result produced by the non-injected (“golden”) module
is saved to a text file.

(d) The above steps were repeated 1000 times for each module.

Note: For the stuck-at fault analysis, the same wire was stuck to both zero
(Low) and one (High). So, those steps were run for 2000 times.

5. Observe the results and calculate the Bit Error Rate

By the end of the previous step, a spreadsheet which contains, for the tests done on
each of the 1000 (or 2000) injections, the number of times each bit of the output was
wrong (Erroneous Bit Positions) and the number of erroneous bits that the operations
run caused (Erroneous Bits).

Simply put, for each specific injected fault (either a stuck at zero or one fault, or a
wire bridge fault), in which a set number of operations was run (either 256 (specific
4bit patterns), or 2000 (only for the FPU Adder) or 1000 (all other cases)) we get two
rows:

(a) Erroneous Bits
For that set number of operations, the number of which did not have any wrong
bit, the number of which had one wrong bit, the number of which had two wrong
bits and so on.

(b) Erroneous Bit position

For all those operation done on that injection experiment, the locations of the
erroneous bits in the output. That is, the number of times the bit 0 of the output
was wrong, the number of times the bit 1 of the output was wrong and so on.

By knowing the average erroneous bits for each injection and the number of output
bits of the given module, it is obvious that the bit error rate for that module can be
easily calculated. In order to do so, we simply calculate average the average number
of erroneous errors of each injections, and divide that with the number of output bits.

Obviously:

BER = Total number of erroneous bits across all tests or
Total number of operations done * Total number of injections done * Number of output bits

BER = >~ Average erroneous bits
~ Total number of injections done * Number of output bits

As a result, we are able to say that, for a specific module which is known to suf-
fer from stuck-at faults, or from bridging faults, or from both (depending on which
data we used to calculate the bit error rate), when operated with random inputs, the
probability of an output bit to be erroneous is known.

This is not the most accurate method possible for generating a fault model, and a
slightly better approach will be discussed later.

At this point, | must point out that the numeric patterns used by some common pro-
grams are usually different than the random numbers tested. Thus, the error patterns
of those programs might differ.

Thus, in order to calculate the error rate for a specific program or set of programs,
the arithmetic patterns used by them should be observed and then, tests based on
those patterns, and not random ones, should be used.
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3.5 Result files example

As mentioned on the previous chapter, after each test done for a specific module, a spread-
sheet is produced. An example of such a Spreadsheet is the following:

1
2
3
4
5
6
7
8
9

A B
Injection # |Fault Type
1 STUCKL
1 STUCKO
2 STUCK1
2 STUCKO
3 STUCK1
3 STUCKO
4 STUCK1
4 STUCKO
5 STUCK1
5 STUCKO
6 STUCK1
6 STUCKO
7 STUCK1
7 STUCKO
8 STUCK1
8 STUCKO
9 STUCK1
9 STUCKO
10 STUCK1
10 STUCKO
11 STUCK1
11 STUCKO
12 STUCK1
12 STUCKO
13 STUCK1
13 STUCKO
14 STUCKL
14 STUCKO
15 STUCK1
15 STUCKO

A cTIiCK

25 .
4 4 » ¥ Results 7

&

D

Average Faulty Bits  Faulty Bits

0,575 {0:
1,745 {0:
1,27 {0:
1,721 {0:
1,222 {0:
0,316 {0:
1,673 {0:
1,623 {0:
0,99 {0:
0,12 {o:
0,637 {0:
0,159 {0:
1,613 {0:
0,12 {0:
1,039 {0:
0,476 {0:
0 {o:
1,167 {0:
0,745 {0:
1,051 {0:
1,15 {0:
1,011 {0:
0,612 {0:
1,285 {0:
0,43 {0:
0,725 {o:
1,613 {0:
0,117 {0:
0,98 {0:
0,088 {0:

1026 Jn-

768, 1:
236,1:
375, 1:
146, 1:
405, 1:
850, 1:
157,1:
242,1:
500, 1:
932, 1:
744, 1:
928,1:
179, 1:
935, 1:
491, 1:
755, 1:
1000}
301, 1:
615, 1:
470, 1:
423,1:
477,1:
741,1:
357,1:
777,1:
626, 1:
199, 1:
9237, 1:
530, 1:
967, 1:

n22 1.

57,2:82,3:50,4: 25,5: 10,6: 4,7: 3,9: 1}
273,2:239,3:136,4:56,5: 31,6: 16,7: 4,8:3,9: 4,11: 1, 12: 1}
303,2: 158, 3: 80,4: 47,5: 18, 6: 11, 7: 1, 8: 3,9: 4}

416,2: 219, 3: 103, 4: 65,5: 27,6: 13,7:7,8:2,9: 1, 11: 1}
201,2:153,3:64,4:43,5: 18, 6: 17,7: 4,8:4,9: 1}
69,2:39,3:19,4:15,5: 2,6:3,7: 2,10: 1}
422,2:219,3:103,4:55,5: 21,6:8,7: 4,8:5,9: 2,10: 2, 12: 1, 13: 1}
321,2: 225, 3: 102, 4: 58,5: 28, 6: 11, 7: 6,8:3,9: 1,10: 2, 13: 1}
254,2: 126, 3:57,4: 28,5: 20,6: 9, 7: 4, 8: 1,11: 1}
44,2:14,3:4,4:2,6:1,7:2,8: 1}

67,2:91,3: 50, 4: 22,5: 15,6: 6, 7: 3,9: 2}
37,2:11,3:13,4:5,5:2,6:1,8:2,9: 1}

412,2: 208, 3:97,4: 60, 5: 24, 6: 11, 7:6,8: 2, 10: 1}
33,2:18,3:7,4:5,5: 2}

252,2:124,3:58,4:43,5: 16,6: 8,7: 3,8: 2,9: 2, 10: 1}
124,2:65,3: 28,4:16,5:5,6:5,7: 1, 12: 1}

318, 2: 143, 3: 83,4: 37,5: 17,6: 6, 7: 1, 8: 1, 10: 3}
211,2: 90, 3: 42, 4: 20,5:5,6: 6,7: 7,8:2,10: 1, 12: 1}
270, 2: 133, 3:54,4: 40,5: 17,6: 8,7:6,8: 1, 10: 1}
279,2: 158, 3: 67,4: 40, 5: 17,6: 7, 7: 6,8: 2,9: 1}
276,2: 119, 3: 68, 4: 34,5: 10,6: 8,7: 6,8: 1,9: 1}
84,2:82,3:46,4: 24,5: 15,6: 4,7:2,8:1,9: 1}
335,2:147,3:79,4: 42,5:17,6:9,7: 7,8: 3,9: 1, 10: 3}
112,2:52,3:39,4:11,5:5,6: 2, 7:1,9: 1}

188,2: 106, 3:37,4:21,5:11,6:8,7: 1,9 1, 11: 1}
304,2:201,3:110,4:51,5:22,6:7,7: 8, 8: 3,9: 2,10: 2, 13: 1}
33,2:15,3:9,4:4,5:1,6: 1}

224,2: 114, 3: 63, 4: 32,5: 20, 6: 12, 7: 1, 8: 4}
13,2:7,3:4,4:3,5:2,6:2,7: 1,8: 1}

352 2.110 260 4-24 517 A1 7.4 2.1 0.1 102

2l

Faulty Bit Positions

45: 62, 46: 191, 47: 132, 48: 99, 49: 48, 50: 22, 51: 11, 52: 4, 53: 4, 54
: 103, 88: 634, 89: 406, 90: 294, 91: 153, 92: 76, 93: 37, 94: 18, 95:
1625, 53: 322, 54: 164, 55: 84, 56: 37, 57: 19, 58: 8, 59: 7, 60: 4}

: 854, 55: 438, 56: 219, 57: 116, 58: 51,59: 24, 60: 11, 61: 4, 62: 2,
1595, 29: 304, 30: 151, 31: 87, 32: 44, 33: 26, 34: 9, 35: 5, 36: 1}
1150, 63: 81, 64: 42, 65: 23, 66: 8, 67: 6, 68: 3,69: 1,70: 1, 71: 1}

w

o

44: 843, 45: 421, 46: 202, 47: 99, 48: 44, 49: 23, 50: 15, 51: 11, 52: 6,
: 114, 100: 649, 101: 445, 102: 202, 103: 107, 104: 49, 105: 27, 10¢

)

5
7
52
54
28

2

9
47: 500, 48: 246, 49: 120, 50: 63, 51: 35, 52: 15, 53: 6, 54: 2, 55: 1, 5€
85: 68, 86: 24, 87: 10, 88: 6, 89: 4, 90: 4, 91: 3,92: 1}
73: 65, 74: 226, 75: 133, 76: 111, 77: 52, 78: 22, 79: 15, 80: 7,81: 3, €
72:72,73:35,74: 24, 75: 11, 76: 6, 77: 4, 78: 3, 79: 3, 80: 1}
2:821,43: 409, 44: 201, 45: 104, 46: 44, 47: 20, 48: 9,49: 3,50: 1,
5: 65, 86: 32, 87: 14, 88: 7, 89: 2}
3:509, 94: 257, 95: 133, 96: 75, 97: 32, 98: 16, 99: 8, 100: 5, 101: 3,
7: 245, 88: 121, 89: 56, 90: 28, 91: 12,92:7,93: 2, 94: 1, 95: 1, 96: 1
s
8
0
5

4

8!
9.

1609, 86: 201, 87: 148, 88: 65, 89: 28, 90: 11, 91: 5, 92: 4, 93: 3,94
:385, 69: 174, 70: 84, 71: 42, 72: 22, 73: 17, 74: 11, 75: 4,76: 2, 77
: 530, 61: 260, 62: 127, 63: 73, 64: 33, 65: 16, 66: 8, 67: 2, 68: 1, 6
15:577, 16: 298, 17: 140, 18: 73, 19: 33, 20: 16, 21: 9, 22: 3,23: 1}
105: 523, 106: 247, 107: 128, 108: 60, 109: 26, 110: 16, 111: 8, 112:
38: 47, 30: 238, 40: 140, 41: 99, 42: 50, 43: 25, 44: 7, 45: 4, 46: 2}
51: 643, 52: 308, 53: 161, 54: 82, 55: 40, 56: 23, 57: 14, 58: 7,59: 4, €
71:223,72: 111, 73: 59, 74: 20, 75: 9, 76: 4, 77: 2,78: 1, 79: 1}

105: 374, 106: 186, 107: 80, 108: 43, 109: 22, 110: 11, 111: 3,112:2,
111: 801, 112: 407, 113: 206, 114: 96, 115: 45, 116: 23, 117: 16, 1181
65: 63, 66: 30, 67: 15, 68: 6, 69: 2, 70: 1}

44: 470, 45: 246, 46: 132, 47: 69, 48: 37, 49: 17, 50: 5, 51: 4}

59: 33, 60: 20, 61: 13, 62: 9, 63: 6, 64: 4, 65: 2, 66: 1}
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Figure 3.1: Example spreadsheet of DADDA Multiplier Stuck at Injections

As can be seen above, the column Average Erroneous Bits shows how many bits of the
output, on average, were faulty, the column Erroneous Bits contains the number of tests
having a specific number of errors, and the column Erroneous Bit Position contains the
position of erroneous bits for each test.

By utilizing data from the spreadsheets generated for each arithmetic unit, graphs visual-
izing the effects of each type of faults injected can be produced.

Over the course of the next chapter, those graphs will be thoroughly presented.
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4. RESULTS

4.1 Method of presentation

In the following chapters, the results produced by testing the aforementioned arithmetic
units will be presented.

All the graphs are based on the spreadsheets produced by the testing methodology dis-
cussed extensively previously.

After presenting the distribution of faulty bits on the outputs of the modules, and the aver-
age number of errors per operation, the results will be commented.

For tests using Bridging Fault injections, 1000 different injections were done, with varying
number of operations on each injection, depending on the test.

For tests using Stuck-at Fault injections, 2000 different injections were done (for half of
which the random wire was stuck at High, and the other half the chosen wire was stuck at
Low), again with varying number of operations done on each injection, depending on the
test.

In all cases, the number of operations done for each injection will be noted.

Furthermore, the coverage (that is, the percentage of hardware faults (caused by the
injections done) which, after being tested with a test-set (random numbers or specific
patterns) yielded to at least one noticeable erroneous result) for each test method will be
presented.

For modules where multiple test methods were used (i.e., the DADDA multiplier unit), the
coverage of all test methods will be presented in order for comparison purposes.

Finally, the coverage for all tested modules and all testing methods for modules where
multiple testing methods were utilized will be presented in order to observe which modules
are more sensitive to output errors (for the given testing patterns).
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4.2 DADDA Integer Multiplier

Input: Two 64 Bit Integer Numbers
Output: One 128 Bit Integer Number

4.2.1 Bridging Fault Injection

Testing 1000 random numbers for each injection Fault Detection coverage: 100%

Erroneous Bit Positions for 128 INT DADDA MULT

Frequency

Erroneous Bit Positions

Figure 4.1: The distribution of erroneous bits on the output of DADDA Integer Multiplier when 1000
different Bridging Faults were injected and 1000 random operations were done for each injection

Average Number of Erroneous Bits for 128 INT DADDA MULT
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Figure 4.2: The average number of erroneous bits per operation for DADDA Integer Multiplier when
1000 different Bridging Faults were injected and 1000 random operations were done for each
injection
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Testing 256 numbers using specific 4Bit patterns [10] for each injection Fault Detection cov-
erage: 99.6%
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Figure 4.3: The distribution of erroneous bits on the output of DADDA Integer Multiplier when 1000

different Bridging Faults were injected and 256 operations using specific 4Bit patterns were done
for each injection
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Figure 4.4: The average number of erroneous bits per operation for DADDA Integer Multiplier when
1000 different Bridging Faults were injected and 256 operations using specific 4Bit patterns were
done for each injection
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Testing 256 random numbers for each injection Fault Detection coverage: 100%

Erroneous Bit Positions for 128 256RAND OPS DADDA MULT BRIDGE
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Figure 4.5: The distribution of erroneous bits on the output of DADDA Integer Multiplier when 1000
different Bridging Faults were injected and 256 random operations were done for each injection
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Figure 4.6: The average number of erroneous bits per operation for DADDA Integer Multiplier when
1000 different Bridging Faults were injected and 256 random operations were done for each
injection
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4.2.2 Stuck-At Fault Injection

Testing 1000 random numbers for each injection Fault Detection coverage: 99.9%
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Figure 4.7: The distribution of erroneous bits on the output of DADDA Integer Multiplier when 2000
different Stuck-At Faults were injected and 1000 random operations were done for each injection
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Figure 4.8: The average number of erroneous bits per operation for DADDA Integer Multiplier when

2000 different Stuck-At Faults were injected and 1000 random operations were done for each
injection
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Testing 256 numbers using specific 4Bit patterns [10] for each injection

Fault Detection coverage: 100%

Erroneous Bit Positions for 128 DADDA INT MULT 4BIT SEQ

Frequency

Erroneous Bit Positions

Figure 4.9: The distribution of erroneous bits on the output of DADDA Integer Multiplier when 2000
different Stuck-At Faults were injected and 256 operations using specific 4Bit patterns were done

for each injection
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Figure 4.10: The average number of erroneous bits per operation for DADDA Integer Multiplier

when 2000 different Stuck-At Faults were injected and 256 operations using specific 4Bit patterns

were done for each injection

C. Papadakis

30



Evaluating the Impact of Hardware Faults in Modern Microprocessor Arithmetic Units

Testing 256 random numbers for each injection

Fault Detection coverage: 99.45%

Erroneous Bit Positions for 128 256RAND OPS DADDA MULT STUCK
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Figure 4.11: The distribution of erroneous bits on the output of DADDA Integer Multiplier when 2000

different Stuck-At Faults were injected and 256 random operations were done for each injection
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Figure 4.12: The average number of erroneous bits per operation for DADDA Integer Multiplier

when 2000 different Stuck-At Faults were injected and 256 random operations were done for each

injection

C. Papadakis

31



Evaluating the Impact of Hardware Faults in Modern Microprocessor Arithmetic Units

Note: In order to compare fairly the two testing methods (that is, to test with the same
number of operations per injection), 1000 injections with 256 random operations were
also done

4.2.3 Comments

As can be seen, in all test scenarios, the middle bits of the output were the ones mostly
affected. As can be seen by the coverage charts, for the DADDA Multiplier, and most likely
for the other multiplier units as well [10], using the 4Bit patterns is the most effective way of
detecting possible hardware errors, because we get almost equal, if not better, coverage
and a higher number of average faulty bits. This means that the error is easier to manifest
and, thus, the detection of a possibly faulty chip is facilitated.
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4.3 Array Integer Multiplier

Input: Two 64 Bit Integer Numbers
Output: One 128 Bit Integer Number

4.3.1 Bridging Fault Injection

Testing 1000 random numbers for each injection Fault Detection coverage: 100%

Erroneous Bit Positions for 128 ARRAY INT MULT

Frequency

Erroneous Bit Positions

Figure 4.13: The distribution of erroneous bits on the output of Array Integer Multiplier when 1000

different Bridging Faults were injected and 1000 random operations were done for each injection
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Figure 4.14: The average number of erroneous bits per operation for Array Integer Multiplier when

1000 different Bridging Faults were injected and 1000 random operations were done for each
injection
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4.3.2 Stuck-At Fault Injections

Testing 1000 random numbers for each injection Fault Detection coverage: 99.95%

Erroneous Bit Positions for 128 ARRAY INT MULT

Frequency

Erroneous Bit Positions
Figure 4.15: The distribution of erroneous bits on the output of DADDA Integer Multiplier when

2000 different Stuck-At Faults were injected and 1000 random operations were done for each
injection
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Figure 4.16: The average number of erroneous bits per operation for Array Integer Multiplier when
2000 different Stuck-At Faults were injected and 1000 random operations were done for each
injection

4.3.3 Comments

Again, most of the faulty bits are located on the middle of the output, with the distribution
approaching the normal one. Itis worth noticing that in the case of Bridging Fault Injection
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for the Array Integer Multiplier, it was way more frequent to have a high number of faulty
bits on the output.

In both cases, the detection rates using 1000 random numbers per test were pretty high.
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4.4 Wallace Integer Multiplier

Input: Two 64 Bit Integer Numbers
Output: One 128 Bit Integer Number

4.41 Bridging Fault Injection

Testing 1000 random numbers for each injection Fault Detection coverage: 100%

Erroneous Bit Positions for 128 INT WALLACE MULT
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Erroneous Bit Positions

Figure 4.17: The distribution of erroneous bits on the output of Wallace Integer Multiplier when
1000 different Bridging Faults were injected and 1000 random operations were done for each
injection
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Average Number of Erroneous Bits for 128 INT WALLACE MULT
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Figure 4.18: The average number of erroneous bits per operation for Wallace Integer Multiplier
when 1000 different Bridging Faults were injected and 1000 random operations were done for each
injection

4.4.2 Stuck-At Fault Injections

Testing 1000 random numbers for each injection Fault Detection coverage: 100%

Erroneous Bit Positions for 128 INT WALLACE MULT
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Figure 4.19: The distribution of erroneous bits on the output of Wallace Integer Multiplier when
2000 different Stuck-At Faults were injected and 1000 random operations were done for each
injection

C. Papadakis 37



Evaluating the Impact of Hardware Faults in Modern Microprocessor Arithmetic Units

Average Number of Erroneous Bits for 128 INT WALLACE MULT

108

10°

Frequency
= =
o [=)
W -

=
[=]
]

10!

10

IR N N N NN RN R RN RN
e A L T et o T e ey e

Erroneous Bits

Figure 4.20: The average number of erroneous bits per operation for Wallace Integer Multiplier
when 2000 different Stuck-At Faults were injected and 1000 random operations were done for each
injection

44.3 Comments
The response of the Wallace Integer Multiplier was pretty similar for both bridging fault

injections and stuck-at fault injections. The distribution of faulty bits is similar to the other
multiplier units. The coverage is excellent as all faults were detected.
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4.5 Floating Point Unit: Adder

Input: Two 64 Bit Float IEEE 754 Double Numbers
Output: One 64 Bit Float IEEE 754 Double Number

Note: Forthe FPU Adder module, when the adder was tested, logic from the FPU Multiplier
and other sub-modules has been disabled so the injections affect the logic of the FPU
Adder only.

4.5.1 Bridging Fault Injection

Testing 2000 random numbers for each injection (1000 additions + 1000 subtractions)

Fault Detection coverage: 67.3%
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Figure 4.21: The distribution of erroneous bits on the output of the FPU Adder when 1000 different
Bridging Faults were injected and 2000 random operations (1000 additions and 1000 subtractions)
were done for each injection

C. Papadakis 39



Evaluating the Impact of Hardware Faults in Modern Microprocessor Arithmetic Units

Average Number of Erroneous Bits for FPU ADDER
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Figure 4.22: The average number of erroneous bits per operation for the FPU Adder when 1000
different Bridging Faults were injected and 2000 random operations (1000 additions and 1000
subtractions) were done for each injection

4.5.2 Stuck-At Fault Injections

Testing 2000 random numbers for each injection (1000 additions + 1000 subtractions)

Fault Detection coverage: 60.25%
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Figure 4.23: The distribution of erroneous bits on the output of the FPU Adder when 2000 different
Stuck-At Faults were injected and 2000 random operations (1000 additions and 1000 subtractions)
were done for each injection

C. Papadakis 40



Evaluating the Impact of Hardware Faults in Modern Microprocessor Arithmetic Units

Average Number of Erroneous Bits for FPU ADDER
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Figure 4.24: The average number of erroneous bits per operation for the FPU Adder when 2000
different Stuck-At Faults were injected and 2000 random operations (1000 additions and 1000
subtractions) were done for each injection

4.5.3 Comments

Both the distribution and the average number of errors caused by fault injecting the Float-
ing Point Unit Adder differs significantly from the ones of the Integer Units. The most
affected bits of the output are the ones of the exponent and the high digits of the man-
tissa. Also, the coverage rates are way lower than the integer modules. That can be
linked to the FPU modules being significantly more complex and, thus, having way more
possible separate data paths, contrary to the integer multiplier, which usually has a tree-
like structure with fewer possible data paths. As such, the probability of an operation not
going through the problematic data path is increased.

C. Papadakis 41



Evaluating the Impact of Hardware Faults in Modern Microprocessor Arithmetic Units

4.6 Floating Point Unit: Multiplier

Input: Two 64 Bit Float IEEE 754 Double Numbers
Output: One 64 Bit Float IEEE 754 Double Number

Note: For the FPU Multiplier module, when the adder was tested, logic from the FPU
Adder and other sub-modules has been disabled so the injections affect the logic of the
FPU Muiltiplier only.

4.6.1 Bridging Fault Injection

Testing 1000 random numbers for each injection

Fault Detection coverage: 60.6%

Erroneous Bit Positions for FPU MULTIPLIER

50000

40000

Frequency
]
[=]
[=]
[=]

20000

10000

0

SN TFrno~od o FNO~OIOANMT OO NO~ONOANMT IO~ M

Erroneous Bit Positions

Figure 4.25: The distribution of erroneous bits on the output of the FPU Multiplier when 1000
different Bridging Faults were injected and 1000 random operations were done for each injection
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Average Number of Erroneous Bits for FPU MULTIPLIER
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Figure 4.26: The average number of erroneous bits per operation for the FPU Multiplier when 1000
different Bridging Faults were injected and 1000 random operations were done for each injection

4.6.2 Stuck-At Fault Injections

Testing 2000 random numbers for each injection (1000 additions + 1000 subtractions)

Fault Detection coverage: 56.45%
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Figure 4.27: The distribution of erroneous bits on the output of the FPU Multiplier when 2000
different Stuck-At Faults were injected and 1000 random operations were done for each injection
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Average Number of Erroneous Bits for FPU MULTIPLIER
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Figure 4.28: The average number of erroneous bits per operation for the FPU Multiplier when 2000
different Stuck-At Faults were injected and 1000 random operations were done for each injection

4.6.3 Comments

Similarly to the FPU Adder, the error distribution and the average number of erroneous bits
differs significantly from the ones of the Integer Units. As for the fault detection coverage,
the same conclusions with the FPU Adder also apply.
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4.7 Integer Adder Using 4 Bit adder blocks

Input: Two 64 Bit Integer Numbers
Output: One 65 Bit Number (highest bit being the carry)

4.7.1 Bridging Fault Injection

Testing 1000 random numbers for each injection Fault Detection coverage: 99.9%

Erroneous Bit Positions for INT ADD 4BIT BLOCK

17500 A

15000 A

12500

10000

Frequency

7500 +

5000 A

2500 A

0_
OrNMTNOENONGHNMLINENBOOINMINO DRSNS nErOAeHANTNOROIodamE LR oA HNm
A A A A A A A A AN AN NN OO A M AP @AM e T S S S SR S S S S A A LA 1A 10 N A A A N D D O

Erro!

rroneous Bit Positions
Figure 4.29: The distribution of erroneous bits on the output of Integer Adder Using 4 Bit adder

blocks when 1000 different Bridging Faults were injected and 1000 random operations were done
for each injection
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Average Number of Erroneous Bits for INT ADD 4BIT BLOCK
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Figure 4.30: The average number of erroneous bits per operation for Integer Adder Using 4 Bit
adder blocks when 1000 different Bridging Faults were injected and 1000 random operations were
done for each injection

4.7.2 Stuck-At Fault Injections

Testing 1000 random numbers for each injection Fault Detection coverage: 100%
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Figure 4.31: The distribution of erroneous bits on the output of Adder Using 4 Bit adder blocks

when 2000 different Stuck-At Faults were injected and 1000 random operations were done for each
injection
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Average Number of Erroneous Bits for INT ADD 4BIT BLOCK
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Figure 4.32: The average number of erroneous bits per operation for Adder Using 4 Bit adder

blocks when 2000 different Stuck-At Faults were injected and 1000 random operations were done
for each injection

4.7.3 Comments
The Fault Rate is pretty similar to the other integer modules when stuck-at injections were

done. For bridging faults, a higher fault rate is observed. Also, the faulty bits on the output
are more evenly distributed. The detection rates are relatively high.
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4.8 Integer Adder Using 32 Bit adder blocks

Input: Two 64 Bit Integer Numbers
Output: One 65 Bit Number (highest bit being the carry)

4.8.1 Bridging Fault Injection

Testing 1000 random numbers for each injection Fault Detection coverage: 82.7%
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Figure 4.33: The distribution of erroneous bits on the output of Integer Adder Using 32Bit adder
blocks when 1000 different Bridging Faults were injected and 1000 random operations were done

for each injection
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Average Number of Erroneous Bits for INT ADD 32BIT BLOCK
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Figure 4.34: The average number of erroneous bits per operation for Integer Adder Using 32Bit
adder blocks when 1000 different Bridging Faults were injected and 1000 random operations were
done for each injection

4.8.2 Stuck-At Fault Injections

Testing 1000 random numbers for each injection Fault Detection coverage: 64.55%
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Figure 4.35: The distribution of erroneous bits on the output of Adder Using 32 Bit adder blocks
when 2000 different Stuck-At Faults were injected and 1000 random operations were done for each
injection
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Average Number of Erroneous Bits for INT ADD 32BIT BLOCK
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Figure 4.36: The average number of erroneous bits per operation for Adder Using 32 Bit adder
blocks when 2000 different Stuck-At Faults were injected and 1000 random operations were done
for each injection

4.8.3 Comments

The fault rate is reduced compared to the one of the adder which consisted of 4 Bit mod-
ules. From the distribution of the erroneous bits, it can be said that the high bits of the
output of each adder block were the ones less affected. Itis indeed, obvious, that the cov-
erage rates are reduced. Again, that is linked to the more complex structure and the more
possible data paths of the 32Bit-block-based adder compared to the 4Bit-block-based one.

C. Papadakis 50



Evaluating the Impact of Hardware Faults in Modern Microprocessor Arithmetic Units

4.9 Integer Adder (Single 64Bit adder block)

Input: Two 64 Bit Integer Numbers
Output: One 65 Bit Number (highest bit being the carry)

4.9.1 Bridging Fault Injection

Testing 1000 random numbers for each injection Fault Detection coverage: 82.7%
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Figure 4.37: The distribution of erroneous bits on the output of Integer Adder Using a single 64Bit
adder block when 1000 different Bridging Faults were injected and 1000 random operations were
done for each injection
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Average Number of Erroneous Bits for INT ADD 64BIT BLOCK
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Figure 4.38: The average number of erroneous bits per operation for Integer Adder Using a single
64Bit adder block when 1000 different Bridging Faults were injected and 1000 random operations
were done for each injection

4.9.2 Stuck-At Fault Injections

Testing 1000 random numbers for each injection Fault Detection coverage: 64.55%
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Figure 4.39: The distribution of erroneous bits on the output of Integer Adder Using a single 64Bit
adder block when 2000 different Stuck-At Faults were injected and 1000 random operations were
done for each injection
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Average Number of Erroneous Bits for INT ADD 64BIT BLOCK
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Figure 4.40: The average number of erroneous bits per operation for Integer Adder Using a single
64Bit adder block when 2000 different Stuck-At Faults were injected and 1000 random operations
were done for each injection

4.9.3 Comments

The fault rate is, across the board, the lowest of all the integer adder modules tested.
The lowest bits of the output are the ones mostly affected, which is to be expected due to
not all of the numbers tested being large enough to use the logic of the high bits. As for
the coverage, which is the lowest of all the other adder modules, the same conclusions
mentioned on the 32Bit-block-based adder also apply here.
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4.10 Bit Error Rates and Coverage Rates

On the following graphs, the Bit Error Rate and fault detection coverage for each module
tested will be presented.

The Bit Error Rate, indicates the probability that any given output bit is erroneous.

The Fault Detection Coverage Rate shows the percentage of faulty hardware modules
which were detected (i.e., generated at least one erroneous bit in at least one operation)
by the test methodology used.

4.10.1 Bridging Fault Injection

Average BERs for every injection campaign

0.0150 A
0.0125 4

0.0100 A

BER

0.0075

0.0050 4
0.0025 4

0.0000 -

Injection Experiment

Figure 4.41: The Bit Error Rate for each module tested for the 1000 different Bridging Faults
injected on each module
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Fault Detection Coverage for Bridging Fault Injections
100

o0
BD
70
&0
50
40
30
20
10
0
Array CAaDDA CAaDDa Wallace FPU Adder FPU 32B 4B Imteger  G4Bi
Integer Integer Integer Integer Mukiplier Integer Adder Integer
Mukiplier Mukiplier Mukiplier Mukiplier Adder Adder
(4B
Sequences)

Figure 4.42: The coverage rate for each module tested for the 1000 different Bridging Faults
injected on each module

4.10.2 Stuck-At Fault Injection

Average BERs for every injection campaign
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Figure 4.43: The Bit Error Rate for each module tested for the 2000 different Stuck-At Faults
injected on each module
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Fault Detection Coverage for Stuck-At Fault Injections
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Figure 4.44: The average Bit Error Rate for each module tested for the 2000 different Stuck-At
Faults injected on each module

4.10.3 Comments

For both Stuck-At and Bridging Fault injection tests, the most resilient to hardware faults
modules were the Integer Adders using high-bit blocks (two 32Bit blocks or a single 64Bit
block). The FPU and the Multiplier modules show across the board higher bit error rate.
That is a bit expected, due to the tree-like structures these module use to calculate the res-
ults, causing an erroneous bit to affect more parts of the output. Especially FPU Modules
either give a wrong result in which several bits are erroneous or give the correct result.
As mentioned previously, this has to do with the several possible data paths that those
modules contain.

When it comes to the fault detection coverage percentages, the multiplier modules and
the adder module using 4Bit adders were the ones in which almost all possible faults were
detected with the used testing methods. Those modules rely on fewer possible data paths
(as someone can see by generating their netlist). Thus, a possible hardware fault is more
likely to be in the way of the used data path for a tested input.

4.10.4 Fault Model Generation

By knowing the average number of erroneous bits per output (BER), a simple fault model
can be generated. That fault model describes the probability of each individual output bit
being erroneous, provided that the distribution of erroneous output bits is uniform.

Let Y be the output and P(Y;) be the probability of the bit : of the output being erroneous.
P(Y;) = BER
However, as was noticeable in the graphs presented on this chapter, for most of the tested
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units, the distribution of erroneous bits on the output was not uniform.

For this reason, a more accurate fault model can be generated by calculating the probab-
ility of each different bit of the output to be erroneous.

In order to achieve that, the total number of errors for each output bit of the module is
divided by the number of tests done plus the number of operations done inside each test.

P(E) _ totalerrors;

Ntcsts “I’Noperations/test

In this way, a more precise fault model is generated, as the behavior of each output bit
is taken into consideration. That fault model is a vector, with each element of the vector
indicating the probability of the bit of the index being erroneous.

Obviously, the graph of the fault model of each module has the same figure as the graph
of the position of erroneous bits of that module, with the values having been divided by
Niests + Noperations test) iN Order to express the probability.

The fault model of each module tested has been calculated and can be seen at the first
annex.
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5. CONCLUSION

5.1 Previous Work

As mentioned in the introduction, the topic of reliability analysis of computer chips is
already a “hot” research area. Several methods for detecting such faults, both during
production and during maintenance have been proposed [9], [11], [14], [17]. Also, more
advanced error models, which take into consideration features of modern CPUs such as
the dynamic voltage scaling, and test both integer and Floating Point Units have been pro-
posed [15]. Similarly to the findings of this research, it was observed that the error model
of each unit differs significantly. So, testing multiple modules in order to find personalized
error models for each one results in significantly better accuracy.

5.2 Future work

As of now, the number of available error models for different hardware modules is still
limited. This means that research on different hardware modules and testing scenarios
will yield to more concrete and generalized observations. Also, due to the nature of certain
lossy algorithms, knowing the error rate of a processor at specific power states allows us
to run the processor at higher efficiency level, while tolerating some errors. The opposite
also applies; for mission-critical applications, reducing the efficiency in order to achieve
the highest possible reliability is required. Thus, testing more complex programs with the
generated error models is required in order to see the conceivable impact of hardware
errors in different programs. Research has already began in importing the error models
of this research into gem-5 in order to observe the behavior in more complex programs.

5.2.1 Conclusion

As pointed out before, the topic of reliability analysis is growing in significance and newer
fault detection and prevention methods are being proposed.

In the context of this thesis, the error rate of several commonly used arithmetic units was
studied by injecting specific faults to those units and a fault model for each of those units
was generated.

Consequently, with that fault model in hand, the impact of a possible hardware defect
in the output of some programs can be predicted. In this fashion, that program can be
simulated with that fault model into consideration in order to observe the real-life impact
of possible hardware defects.

Furthermore, by taking into account the coverage rates of the testing methods presented,
the decision of whether or not a specific testing method is effective in detecting possible
hardware detects can be made.
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ABBREVIATIONS - ACRONYMS

BER Bit Error Rate

SDE Silent Data Error
SDC Silent Data Corruption
ALU Arithmetic Logic Unit

FPU Floating Point Unit
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APPENDIX A. ERROR MODELS OF TESTED MODULES

The Error Models are presented in the form of a dictionary.

For example:
{4:0.2, 5: 0.1, 6: 0.4}

That means that for the bit 4 of the output, the probability of it being erroneous is 0,2,
for the bit 5 of the output the probability of it being erroneous is 0.1 and so on. If that
probability is zero, then the bit is omitted from the dictionary.

Error Models when modules were injected with Bridging Faults

« FPU Adder

10: 0.017879, 11: 0.018118, 12: 0.01852, 13: 0.0174155, 14: 0.0172285, 15:
0.0169225, 16: 0.0158585, 17: 0.016185, 18: 0.015139, 19: 0.0157135, 20: 0.0116295,
21: 0.0139935, 33: 0.0172285, 8: 0.017759, 9: 0.018673, 6: 0.0184795, 5: 0.0176585,
50: 0.016527, 49: 0.0183235, 0: 0.0111285, 1: 0.014541, 2: 0.016655, 3: 0.0161465,
4: 0.0170705, 7: 0.018293, 22: 0.0162245, 23: 0.015165, 24: 0.0165825, 25:
0.017336, 26: 0.0180975, 27: 0.017117, 28: 0.017914, 29: 0.01847, 30: 0.0178855,
31: 0.017318, 32: 0.016389, 34: 0.017702, 35: 0.01848, 36: 0.016984, 37: 0.018209,
38: 0.017197, 39: 0.0193215, 40: 0.0168165, 41: 0.0174025, 42: 0.0169095,
43: 0.0179325, 44: 0.0186575, 45: 0.018008, 46: 0.0186815, 47: 0.0173205,
48: 0.019198, 51: 0.016495, 52: 0.0152055, 53: 0.014931, 54: 0.0099035, 55:
0.004805, 63: 0.0061895, 56: 0.0036955, 57: 0.0039975, 62: 0.0042825, 59:
0.000407, 61: 0.003314, 60: 0.0015815, 58: 0.0014965

* FPU Multiplier

34: 0.0145555, 44: 0.011859, 0: 0.027161, 1: 0.027346, 2: 0.027307, 3: 0.0266865,
4: 0.027523, 5: 0.027344, 6: 0.0273285, 7: 0.027421, 8: 0.0246905, 42: 0.0126375,
53: 0.008092, 60: 0.003725, 62: 0.0079275, 26: 0.0159545, 27: 0.018693, 28:
0.0182375, 29: 0.0170675, 30: 0.0159035, 31: 0.0161405, 32: 0.013135, 33:
0.0135675, 35: 0.013406, 55: 0.007909, 45: 0.011634, 51: 0.0110525, 9: 0.025303,
10: 0.023934, 11: 0.0261765, 12: 0.026152, 13: 0.0261035, 14: 0.023609, 15:
0.0245645, 16: 0.0241805, 17: 0.0232995, 18: 0.022104, 19: 0.0215115, 20:
0.0204545, 21: 0.019954, 22: 0.019715, 23: 0.020562, 24: 0.0172095, 25: 0.017841,
36: 0.012641, 37: 0.013097, 38: 0.0125015, 39: 0.0135965, 40: 0.0119115, 41:
0.0112025, 43: 0.010489, 46: 0.010108, 47: 0.0115825, 48: 0.0099265, 49: 0.008387,
50: 0.0099125, 52: 0.007538, 59: 0.002548, 56: 0.006059, 54: 0.006308, 57:
0.008334, 58: 0.0083425, 63: 0.0043665, 61: 0.0015335

* Integer Adder Using 4 Bit adder blocks

35: 0.014993, 36: 0.012035, 44: 0.005931, 11: 0.012172, 12: 0.009687, 13: 0.009536,
14: 0.012471,15: 0.006916, 16: 0.009208, 17: 0.013368, 19: 0.011619, 18: 0.008341,
20: 0.011245, 21: 0.008359, 22: 0.008193, 23: 0.009966, 24: 0.007857, 25: 0.011385,
26: 0.009662, 27: 0.008864, 28: 0.00731, 29: 0.011609, 30: 0.012157, 31: 0.010652,
32: 0.009263, 7: 0.012288, 8: 0.015008, 9: 0.009139, 10: 0.009313, 47: 0.013856,
54:0.012346, 61: 0.012858, 40: 0.012898, 41: 0.010485, 42: 0.011613,43: 0.010711,
45: 0.011954, 46: 0.010392, 48: 0.008302, 49: 0.008869, 50: 0.015204, 51: 0.011276,
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56: 0.014473, 57: 0.009779, 58: 0.011842, 59: 0.011628, 60: 0.013911, 62: 0.014845,
63: 0.018068, 33: 0.012546, 34: 0.014292, 53: 0.013596, 55: 0.013562, 37:
0.011601, 38: 0.013985, 39: 0.01066, 52: 0.01112, 6: 0.014766, 2: 0.008059,
3: 0.008066, 4: 0.009438, 5: 0.009163, 1: 0.006608, 0: 0.001887

* Integer Adder Using 32 Bit adder blocks

55: 0.004095, 51: 0.003044, 52: 0.003576, 57: 0.00228, 58: 0.003553, 12: 0.002178,
18: 0.002759, 19: 0.004233, 20: 0.00329, 61: 0.005933, 39: 0.00244, 40: 0.001083,
41: 0.000599, 42: 0.002177, 43: 0.002357, 59: 0.003939, 60: 0.005548, 62:
0.004058, 63: 0.007248, 26: 0.005545, 28: 0.002725, 29: 0.001448, 9: 0.002711,
25: 0.004481, 10: 0.001988, 47: 0.001708, 49: 0.003685, 50: 0.002606, 27:
0.001871, 21: 0.004439, 22: 0.002263, 23: 0.003226, 56: 0.002682, 44: 0.00331,
45: 0.004504, 53: 0.003571, 32: 0.005838, 33: 0.003934, 34: 0.002521, 35:
0.002222, 36: 0.002332, 37: 0.00135, 38: 0.001011, 48: 0.004366, 16: 0.003288,
30: 0.003915, 31: 0.004706, 54: 0.00243, 24: 0.003368, 46: 0.003056, 13: 0.002036,
7: 0.000717, 17: 0.002398, 11: 0.001173, 15: 0.001687, 14: 0.001487, 3: 0.00083,
8: 0.001363, 5: 0.000838, 2: 0.000633, 1: 0.000611, 4: 0.000426, 6: 0.000993

* Integer Adder Using a single 64 Bit adder block

55: 0.004095, 51: 0.003044, 52: 0.003576, 57: 0.00228, 58: 0.003553, 12: 0.002178,
18: 0.002759, 19: 0.004233, 20: 0.00329, 61: 0.005933, 39: 0.00244, 40: 0.001083,
41: 0.000599, 42: 0.002177, 43: 0.002357, 59: 0.003939, 60: 0.005548, 62:
0.004058, 63: 0.007248, 26: 0.005545, 28: 0.002725, 29: 0.001448, 9: 0.002711,
25: 0.004481, 10: 0.001988, 47: 0.001708, 49: 0.003685, 50: 0.002606, 27:
0.001871, 21: 0.004439, 22: 0.002263, 23: 0.003226, 56: 0.002682, 44: 0.00331,
45: 0.004504, 53: 0.003571, 32: 0.005838, 33: 0.003934, 34: 0.002521, 35:
0.002222, 36: 0.002332, 37: 0.00135, 38: 0.001011, 48: 0.004366, 16: 0.003288,
30: 0.003915, 31: 0.004706, 54: 0.00243, 24: 0.003368, 46: 0.003056, 13: 0.002036,
7: 0.000717, 17: 0.002398, 11: 0.001173, 15: 0.001687, 14: 0.001487, 3: 0.00083,
8: 0.001363, 5: 0.000838, 2: 0.000633, 1: 0.000611, 4: 0.000426, 6: 0.000993

« DADDA Integer Multiplier (tests using 4Bit sequences discussed before)

60: 0.016546875, 61: 0.0148359375, 62: 0.0178515625, 63: 0.0173203125, 64:
0.01541015625, 65: 0.012484375, 66: 0.00910546875, 67: 0.00662109375, 68:
0.0076875, 69: 0.00969921875, 70: 0.00974609375, 71: 0.011125, 75: 0.01081640625,
76: 0.0115625, 77: 0.01201171875, 78: 0.0148125, 115: 0.00373828125, 48:
0.00848046875, 49: 0.01023828125, 50: 0.01070703125, 51: 0.0121640625, 52:
0.0100703125, 53: 0.01196484375, 72: 0.01208203125, 105: 0.004109375, 106:
0.0016171875, 107: 0.00344140625, 108: 0.0027890625, 109: 0.0036875, 110:
0.0041484375, 92: 0.0090390625, 93: 0.00799609375, 94: 0.0088984375, 95:
0.007703125, 96: 0.00770703125, 97: 0.00666015625, 86: 0.009640625, 87: 0.01107421875
88: 0.00821875, 89: 0.00607421875, 90: 0.00598046875, 91: 0.0069609375,
54: 0.010890625, 55: 0.01456640625, 79: 0.0088125, 80: 0.00711328125, 81:
0.01255859375, 82: 0.0118515625, 83: 0.00701953125, 122: 0.00093359375,
123: 0.0006640625, 124: 0.00110546875, 125: 0.00165625, 126: 0.00032421875,
127: 0.00019921875, 84: 0.0090546875, 85: 0.00814453125, 103: 0.00584375,
104: 0.003859375, 10: 0.00355859375, 11: 0.0039765625, 12: 0.00236328125,

13: 0.0022890625, 14: 0.0034765625, 15: 0.00418359375, 16: 0.00359765625,

17: 0.00304296875, 18: 0.00245703125, 19: 0.00178125, 20: 0.00498046875,

21: 0.004390625, 22: 0.00418359375, 23: 0.003828125, 24: 0.00365625, 25:
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0.0045625, 26: 0.00514453125, 27: 0.00527734375, 28: 0.0070625, 29: 0.0061484375,
30: 0.00675, 31: 0.0056328125, 32: 0.0060625, 33: 0.006609375, 34: 0.0102578125,
35: 0.007828125, 36: 0.00713671875, 37: 0.0062265625, 38: 0.0063359375, 39:
0.00767578125, 40: 0.00683984375, 41: 0.00836328125, 42: 0.00551171875, 43:
0.00520703125, 44: 0.0065859375, 45: 0.0085234375, 46: 0.01085546875, 47:
0.00906640625, 56: 0.01196484375, 57: 0.01244140625, 58: 0.01291796875, 59:
0.0181328125, 101: 0.00757421875, 102: 0.005828125, 111: 0.004828125, 112:
0.00487890625, 113: 0.00415234375, 114: 0.002640625, 116: 0.0028046875, 117:
0.002484375, 98: 0.00636328125, 99: 0.00646875, 100: 0.00456640625, 73: 0.0117421875,
74:0.01225390625, 119: 0.00146484375, 120: 0.00126171875, 121: 0.000671875,

118: 0.0017734375, 9: 0.00362109375, 8: 0.001625, 5: 0.001328125, 6: 0.00080859375,
7:0.0007265625, 3: 0.0012109375, 4: 0.0005703125, 1: 0.000203125, 2: 0.00034375

* DADDA Integer Multiplier

64: 0.012214, 65: 0.015732, 66: 0.018405, 67: 0.014794, 68: 0.015448, 69:
0.01522, 70: 0.015075, 71: 0.018386, 72: 0.01539, 10: 0.002624, 11: 0.002334,
12: 0.003543, 13: 0.005822, 14: 0.003714, 15: 0.004341, 16: 0.004479, 17:
0.004399, 18: 0.002668, 19: 0.003849, 20: 0.003043, 21: 0.004102, 117: 0.002653,
118: 0.003693, 119: 0.002838, 120: 0.001713, 121: 0.001522, 122: 0.002234,
123: 0.001317, 124: 0.002752, 125: 0.00158, 126: 0.000624, 41: 0.012777, 42:
0.00979, 43: 0.00822, 44: 0.008253, 45: 0.010132, 46: 0.012147, 47: 0.008939,
48: 0.011761, 49: 0.009255, 81: 0.012746, 82: 0.014242, 83: 0.011147, 84: 0.009583,
85: 0.009078, 86: 0.007483, 87: 0.009215, 88: 0.009133, 89: 0.011998, 90: 0.010896,
91: 0.008217,92: 0.007856, 93: 0.007379, 94: 0.007256, 74: 0.01435, 75: 0.012182,
76: 0.012634, 77: 0.009843, 78: 0.007806, 79: 0.007409, 80: 0.008809, 22:
0.003796, 55: 0.012211, 56: 0.009388, 57: 0.009333, 58: 0.010759, 59: 0.013811,
60: 0.013209, 61: 0.011838, 62: 0.013862, 63: 0.012006, 50: 0.008489, 51: 0.01026,
52: 0.010834, 53: 0.012298, 54: 0.013004, 109: 0.006759, 110: 0.006638, 111:
0.005869, 112: 0.004315, 113: 0.003789, 114: 0.003683, 115: 0.002638, 116:
0.001916, 107: 0.007465, 108: 0.006957, 95: 0.008576, 96: 0.007692, 97: 0.007401,
98: 0.009146, 99: 0.0069, 100: 0.005405, 73: 0.011895, 23: 0.004305, 24: 0.004523,
25: 0.004317, 28: 0.006215, 29: 0.004653, 30: 0.006478, 31: 0.006878, 32:
0.005243, 33: 0.0048, 34: 0.002737, 35: 0.002802, 36: 0.003002, 37: 0.005042,
38: 0.008302, 39: 0.00733, 40: 0.007876, 101: 0.00685, 102: 0.006794, 103:
0.006379, 104: 0.005117, 105: 0.004077, 106: 0.004617, 26: 0.002643, 27: 0.004324,
9: 0.001932, 127: 0.000174, 7: 0.002, 8: 0.001252, 6: 0.001519, 5: 0.000952

* Integer Array Multiplier

49: 0.015698, 50: 0.012588, 51: 0.014216, 52: 0.018755, 53: 0.018486, 54:
0.014001, 55: 0.013478, 56: 0.012411, 57: 0.011872, 58: 0.015116, 114: 0.007824,
115: 0.007287, 116: 0.005812, 117: 0.005607, 118: 0.005214, 119: 0.005095, 120:
0.004087, 121: 0.00353, 122: 0.003249, 69: 0.0152, 70: 0.014554, 71: 0.015041,
72: 0.017656, 73: 0.015601, 74: 0.017281, 75: 0.015371, 76: 0.015546, 77:
0.013026, 78: 0.016805, 79: 0.01734, 80: 0.014569, 81: 0.014254, 82: 0.010345,
83: 0.01157,84: 0.012674, 18: 0.008772, 19: 0.005969, 20: 0.006345, 21: 0.006199,
22: 0.007384, 23: 0.005949, 24: 0.008287, 25: 0.008225, 26: 0.008256, 27:
0.007831, 111: 0.007519, 112: 0.007582, 113: 0.007081, 85: 0.013964, 86: 0.011171,
87: 0.012631, 88: 0.015535, 89: 0.013505, 67: 0.015916, 68: 0.014146, 44:
0.01295, 45: 0.013533, 46: 0.014482, 47: 0.014931, 48: 0.016678, 90: 0.009889,
91: 0.008726, 92: 0.010257, 110: 0.007854, 0: 0.003056, 1: 0.003082, 2: 0.003532,
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3: 0.00341, 4: 0.004263, 5: 0.004068, 6: 0.004881, 7: 0.00397, 8: 0.004562, 9:
0.004682, 10: 0.005042, 11: 0.004104, 12: 0.004087, 13: 0.005392, 14: 0.008202,
15: 0.007392, 16: 0.006695, 17: 0.00616, 28: 0.007401, 29: 0.00836, 30: 0.007032,
31: 0.006213, 32: 0.010335, 33: 0.009572, 34: 0.009133, 35: 0.010257, 36:
0.011709, 37: 0.012934, 38: 0.013056, 39: 0.012354, 40: 0.01036, 41: 0.012195,
42: 0.016395, 43: 0.012014, 59: 0.015804, 60: 0.015378, 61: 0.015894, 62:
0.013919, 63: 0.013481, 64: 0.013884, 65: 0.012905, 66: 0.016193, 93: 0.009189,
94: 0.008726, 95: 0.010339, 96: 0.009473, 97: 0.009214, 98: 0.008773, 99:
0.009571, 100: 0.008737, 101: 0.009644, 102: 0.008052, 103: 0.007569, 104:
0.011181, 105: 0.010667, 106: 0.008829, 107: 0.00768, 108: 0.006882, 109:
0.007213, 123: 0.004292, 124: 0.003721, 125: 0.002727, 126: 0.00186, 127:
0.000947

* Integer Wallace Multiplier

38: 0.006093, 39: 0.007012, 40: 0.006999, 41: 0.006274, 42: 0.009297, 43:
0.010258, 44: 0.009024, 45: 0.008926, 76: 0.013121, 77: 0.013618, 78: 0.016629,
79: 0.014306, 80: 0.009431, 81: 0.010126, 82: 0.009361, 83: 0.008158, 84:
0.011238, 85: 0.012508, 86: 0.011508, 18: 0.004559, 19: 0.004442, 20: 0.00271,
21:0.003175, 22: 0.005058, 23: 0.00497, 24: 0.007251, 25: 0.00466, 26: 0.006974,
27:0.005084, 28: 0.006118, 29: 0.007122, 91: 0.008665, 92: 0.010517, 93: 0.011453,
94: 0.008522, 95: 0.00866, 96: 0.007734, 97: 0.00791, 98: 0.007442, 99: 0.006283,
73: 0.010255, 74: 0.009805, 75: 0.013341, 71: 0.015204, 72: 0.01213, 55: 0.008996,
56: 0.011862, 57: 0.011459, 58: 0.013429, 59: 0.013137, 60: 0.014774,61: 0.015941,
62: 0.014216, 63: 0.01602, 64: 0.016242, 65: 0.015093, 66: 0.015441,87: 0.010811,
88: 0.010763, 89: 0.007665, 90: 0.009134, 46: 0.007552, 47: 0.008065, 48:
0.008821, 49: 0.009976, 50: 0.008067, 51: 0.009203, 52: 0.010732, 53: 0.009323,
100: 0.005987, 101: 0.005924, 102: 0.005376, 103: 0.004786, 67: 0.013737, 68:
0.010279, 69: 0.013855, 70: 0.017617, 30: 0.00847, 31: 0.008376, 32: 0.006293,
33: 0.005977, 34: 0.005344, 35: 0.00527, 36: 0.00687, 54: 0.009903, 104: 0.002974,
105: 0.006156, 106: 0.005544, 107: 0.004766, 108: 0.003019, 109: 0.004156,
110: 0.003331, 37: 0.006446, 16: 0.002563, 17: 0.003581, 111: 0.003006, 112:
0.003915, 113: 0.004422, 114: 0.005634, 115: 0.006096, 116: 0.004602, 117:
0.004562, 118: 0.002301, 119: 0.00203, 120: 0.001059, 121: 0.000524, 122:
0.000575, 123: 0.000778, 124: 0.001417, 125: 0.000579, 7: 0.002101, 8: 0.001822,
9: 0.001243, 10: 0.001807, 11: 0.000919, 12: 0.001398, 13: 0.002086, 14: 0.002272,
15: 0.001361, 126: 0.000215, 127: 6.1e-05, 5: 0.00116, 6: 0.000527, 4: 0.000454

Error Models when modules were injected with Stuck-At Faults

 FPU Adder

21: 0.0103005, 22: 0.01198175, 23: 0.0124355, 24: 0.01293675, 25: 0.013257,
26: 0.0136965, 27: 0.0131955, 28: 0.0130985, 29: 0.01371975, 30: 0.01327925,
31: 0.012995, 32: 0.0128205, 33: 0.012616, 34: 0.013057, 35: 0.01139525, 36:
0.01241675, 37: 0.012915, 16: 0.01500525, 17: 0.0131035, 18: 0.013231, 19:
0.012403, 20: 0.01171475, 6: 0.01342525, 8: 0.01330575, 9: 0.0133175, 10:
0.01426525, 11: 0.0127175, 12: 0.0120315, 13: 0.0129965, 14: 0.013842, 15:
0.0145845, 53: 0.009885, 38: 0.012206, 58: 0.00274225, 0: 0.00730525, 1: 0.008947,
2: 0.01016225, 3: 0.01376875, 4: 0.013077, 7: 0.013406, 39: 0.01147975, 40:
0.012067, 41: 0.01127725, 42: 0.011739, 44: 0.0122345, 45: 0.01238725, 46:
0.0120275, 47: 0.01274375, 48: 0.0127665, 49: 0.011719, 50: 0.0121865, 51:
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0.0102555, 52: 0.0100475, 5: 0.014447, 43: 0.01218125, 54: 0.00827875, 55:
0.0056005, 63: 0.00436775, 56: 0.005112,61: 0.0025, 60: 0.00219325, 62: 0.00457925,
57: 0.005916, 59: 0.0027985

* FPU Multiplier

57: 0.005628, 6: 0.01477975, 16: 0.0126565, 0: 0.01771725, 1: 0.01740975, 2:
0.0168135, 3: 0.01630875, 4: 0.016301, 5: 0.0153035, 7: 0.01461125, 8: 0.014739,
9: 0.0145265, 10: 0.01405525, 11: 0.01426575, 12: 0.01258275, 13: 0.012466,
14: 0.01245725, 15: 0.0132325, 17: 0.012004, 18: 0.012234, 19: 0.01204225,
20: 0.011909, 21: 0.0119635, 22: 0.01116725, 23: 0.010141, 24: 0.0095645, 25:
0.01039025, 26: 0.01019, 27: 0.010358, 53: 0.00445525, 54: 0.00334625, 55:
0.005374, 52: 0.0043415, 35: 0.009024, 28: 0.01066725, 29: 0.0095155, 30:
0.0089345, 31: 0.0093755, 32: 0.00808275, 58: 0.00537725, 39: 0.00791525,
33: 0.00852625, 34: 0.00842475, 36: 0.00829, 37: 0.007746, 38: 0.00764125,
40: 0.006826, 41: 0.00716225, 42: 0.006773, 43: 0.00682475, 44: 0.0066665,
45: 0.005793, 46: 0.004941, 47: 0.00534475, 48: 0.004621, 49: 0.00477975, 50:
0.00418325, 51: 0.00412175, 63: 0.00315325, 56: 0.005134, 59: 0.0020025, 62:
0.0053705, 60: 0.00125, 61: 0.0005

* Integer Adder Using 4 Bit adder blocks

51: 0.009832, 15: 0.007788, 16: 0.0089545, 17: 0.014352, 18: 0.009395, 19:
0.008795, 20: 0.0127615, 21: 0.0086525, 22: 0.008876, 23: 0.0083265, 24: 0.0077495,
8: 0.012397, 9: 0.0079705, 10: 0.0061825, 11: 0.009003, 12: 0.011889, 13: 0.0085,

14: 0.009496, 46: 0.010173, 45: 0.013614, 47: 0.009605, 25: 0.0102115, 26:
0.010198, 27: 0.0064925, 28: 0.0106345, 29: 0.0105465, 30: 0.012972, 31: 0.0095945,
32: 0.008911, 33: 0.012717, 34: 0.008738, 55: 0.007461, 56: 0.012455, 57: 0.0101605,
58: 0.0102325, 59: 0.00961, 60: 0.0147455, 61: 0.00994, 62: 0.013337, 63:
0.013045, 37: 0.009831, 38: 0.010267, 39: 0.007915,40: 0.0114545, 41: 0.0117115,
42: 0.010728, 43: 0.013397, 44: 0.009193, 48: 0.005892, 49: 0.005745, 50:
0.010313, 52: 0.007449, 53: 0.0091355, 54: 0.0073725, 2: 0.0056305, 3: 0.0069135,
4: 0.0077505, 5: 0.009701, 6: 0.0124295, 7: 0.011468, 35: 0.0072265, 36: 0.008753,

1: 0.0036215

* Integer Adder Using 32 Bit adder blocks

52: 0.001941, 25: 0.0035355, 27: 0.002956, 8: 0.001417,9: 0.001279, 10: 0.001804,
11: 0.0020755, 12: 0.00142, 18: 0.002446, 51: 0.0037335, 29: 0.0033135, 42:
0.0037455, 43: 0.002803, 14: 0.00164, 15: 0.0015445, 16: 0.0033865, 17: 0.0031875,
19: 0.0043575, 20: 0.001607, 21: 0.0044095, 22: 0.003026, 58: 0.0030385, 63:
0.005339, 23: 0.002802, 24: 0.002733, 31: 0.003238, 35: 0.0018995, 36: 0.001991,
37: 0.001931, 38: 0.0011955, 39: 0.002823, 40: 0.001853, 41: 0.0015685, 53:
0.0020015, 47: 0.001984, 62: 0.004689, 55: 0.0059925, 26: 0.002475, 61: 0.003956,
59: 0.0034625, 60: 0.0053265, 49: 0.0033285, 50: 0.003419, 44: 0.003595, 45:
0.0018, 30: 0.004703, 46: 0.002375, 48: 0.00421, 54: 0.002966, 57: 0.002554, 28:
0.0037825, 6: 0.001659, 7: 0.0018, 56: 0.004224, 3: 0.001398, 13: 0.0025095,
32: 0.003861, 33: 0.0022285, 4: 0.0010085, 5: 0.0006255, 1: 0.000365, 34:
0.0013695, 2: 0.00123

* Integer Adder Using a single 64 Bit adder block

63: 0.0047175, 23: 0.000566, 30: 0.0024385, 34: 0.0018465, 40: 0.0022825,
28: 0.0018795, 29: 0.00107, 31: 0.0031195, 32: 0.001248, 35: 0.0024745, 36:
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0.002844, 26: 0.0014005, 10: 0.0003125, 11: 0.0004775, 12: 0.0007565, 62:
0.002694, 5: 0.0009695, 48: 0.0022715, 49: 0.001874, 52: 0.002877, 53: 0.0007475,
44: 0.0020055, 19: 0.0007355, 20: 0.0019835, 27: 0.00212, 57: 0.003818, 37:
0.0020025, 38: 0.0018915, 43: 0.002486, 55: 0.0024865, 51: 0.0021375, 54:
0.001843, 56: 0.0022, 58: 0.0023145, 59: 0.0024825, 41: 0.001316, 16: 0.001262,
47: 0.002209, 50: 0.003347, 33: 0.002123, 22: 0.0015475, 25: 0.0009875, 42:
0.0022965, 46: 0.002303, 17: 0.00128, 13: 0.0006535, 18: 0.0008425, 61: 0.0024935,
39: 0.0009435, 15: 0.001164, 60: 0.0020715, 14: 0.00164, 21: 0.0011085, 45:
0.002325, 4: 0.000435, 7: 0.0007255, 8: 0.000362, 9: 0.0003405, 24: 0.0011695,

6: 0.000864

« DADDA Integer Multiplier (tests using 4Bit sequences, discussed before)

49: 0.009712890625, 50: 0.0133984375, 51: 0.010267578125, 52: 0.0108203125,
53: 0.00948046875, 54: 0.009056640625, 55: 0.009970703125, 97: 0.00576953125,
98: 0.004896484375, 99: 0.005697265625, 100: 0.004005859375, 56: 0.011623046875,
57: 0.01065625, 58: 0.01046875, 108: 0.00380078125, 109: 0.004794921875,
110: 0.0051328125, 111: 0.0031171875, 112: 0.00290625, 65: 0.013732421875,
66: 0.013130859375, 67: 0.008375, 68: 0.010681640625, 69: 0.007408203125,
70: 0.010970703125, 71: 0.012412109375, 72: 0.013369140625, 73: 0.01373046875,
60: 0.016048828125, 61: 0.01619140625, 62: 0.01809375, 63: 0.017076171875,
64: 0.01447265625, 46: 0.0118671875, 47: 0.01189453125, 48: 0.0100390625,
30: 0.00915234375, 31: 0.009126953125, 32: 0.008412109375, 33: 0.00739453125,
23: 0.004833984375, 24: 0.005376953125, 25: 0.00538671875, 26: 0.005724609375,
27:0.0045859375, 28: 0.006654296875, 29: 0.006759765625, 113: 0.003064453125,
114: 0.0025859375, 115: 0.002625, 116: 0.0022734375, 59: 0.0138828125, 74:
0.01258984375, 75: 0.010560546875, 17: 0.002048828125, 18: 0.00332421875,
19: 0.00317578125, 20: 0.003763671875, 21: 0.005763671875, 22: 0.005767578125,
38: 0.010201171875, 39: 0.010517578125, 40: 0.010103515625, 41: 0.0103125,
42: 0.01062109375, 43: 0.010927734375, 44: 0.010025390625, 95: 0.006904296875,
96: 0.006541015625, 76: 0.0111875, 77: 0.010501953125, 78: 0.00841796875,
93: 0.007654296875, 94: 0.008408203125, 80: 0.009705078125, 81: 0.012185546875,
82: 0.010107421875, 83: 0.00976171875, 84: 0.009521484375, 85: 0.009841796875,
86: 0.00928515625, 87: 0.01043359375, 88: 0.007626953125, 89: 0.00700390625,
92: 0.007271484375, 36: 0.008626953125, 37: 0.007625, 34: 0.008376953125,
35: 0.01042578125, 104: 0.004986328125, 105: 0.004615234375, 106: 0.003962890625,
107: 0.0031875, 79: 0.010236328125, 119: 0.00175, 120: 0.00215234375, 121:
0.001912109375, 122: 0.00105859375, 123: 0.000921875, 124: 0.0009140625,
125: 0.00078125, 126: 0.000732421875, 45: 0.0103046875, 8: 0.00174609375, 9:
0.00189453125, 10: 0.002626953125, 11: 0.001205078125, 12: 0.00155078125,
13: 0.003126953125, 14: 0.00253515625, 15: 0.002501953125, 16: 0.00158984375,
101: 0.00347265625, 102: 0.003814453125, 103: 0.004748046875, 90: 0.00621875,
91: 0.006353515625, 117: 0.00272265625, 7: 0.00087109375, 5: 0.001080078125,

6: 0.0006171875, 118: 0.00197265625, 127: 0.0002265625, 3: 0.000453125, 4:
0.0002109375

+ DADDA Integer Multiplier

45: 0.0071935, 46: 0.0096825, 47: 0.0114545, 48: 0.009396, 49: 0.009682, 50:
0.0103095, 51: 0.0100975, 52: 0.0125775, 53: 0.010141, 54: 0.0126985, 55:
0.01388, 87: 0.010216, 88: 0.007279, 89: 0.006251, 90: 0.0094225, 91: 0.010616,
92: 0.009643, 93: 0.0088365, 94: 0.007038, 95: 0.009349, 96: 0.0081395, 97:
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0.0082855, 98: 0.0067945, 99: 0.006137, 100: 0.0070085, 56: 0.0153135, 57:
0.0119315, 58: 0.012296, 59: 0.0132525, 60: 0.0138695, 61: 0.0158335, 62:
0.015411, 63: 0.0181425, 64: 0.0168825, 28: 0.0069245, 29: 0.0075445, 30:
0.0071895, 31: 0.00729, 32: 0.0064675, 33: 0.0058995, 34: 0.005368, 35: 0.0059735,
36: 0.005725, 65: 0.0156275, 66: 0.0116465, 67: 0.0108075, 68: 0.011754, 69:
0.0121505, 70: 0.0143705, 71: 0.01273, 44: 0.0092385, 101: 0.006684, 102:
0.005591, 103: 0.004269, 104: 0.003491, 105: 0.0045, 106: 0.005228, 107: 0.0051255,
108: 0.0043, 109: 0.004524, 110: 0.004662, 111: 0.0055935, 85: 0.011858, 86:
0.0119335, 73: 0.013001, 74: 0.012705, 75: 0.014066, 76: 0.0119835, 77: 0.0093655,
78: 0.0110225, 79: 0.0099495, 80: 0.010454, 81: 0.0129425, 82: 0.011765, 83:
0.0103195, 72: 0.0132275, 42: 0.009222, 43: 0.008317, 15: 0.0037555, 16: 0.0039405,
17: 0.00394, 18: 0.004588, 19: 0.003993, 20: 0.0037885, 21: 0.002758, 22:
0.003233, 23: 0.0048875, 112: 0.003926, 113: 0.00407, 38: 0.00693, 39: 0.007083,

40: 0.0089715, 41: 0.0106825, 114: 0.002537, 115: 0.0026895, 116: 0.0027625,
117: 0.0032915, 118: 0.00246, 119: 0.0029365, 120: 0.002058, 121: 0.0013935,
122: 0.0009885, 123: 0.000914, 27: 0.005808, 37: 0.0069085, 124: 0.0011505,
125: 0.000447, 126: 0.000627, 127: 0.000164, 84: 0.011046, 26: 0.0061395,
24: 0.0068585, 25: 0.00493, 13: 0.0020325, 14: 0.003786, 11: 0.001878, 12:
0.001584, 6: 0.001155, 7: 0.0014005, 8: 0.001213, 9: 0.002143, 10: 0.0017865, 3:
0.001036, 4: 0.0006925, 5: 0.000744, 2: 0.0007415

* Integer Array Multiplier

48: 0.0114295, 49: 0.011684, 50: 0.0118135, 51: 0.011058, 52: 0.009652, 53:
0.009407, 54: 0.0088985, 55: 0.0107805, 64: 0.01129, 65: 0.013639, 66: 0.01174,
67: 0.0141205, 68: 0.0126465, 69: 0.0138175, 70: 0.016032, 71: 0.014641, 72:
0.0117415, 73: 0.012527, 74: 0.0125715, 75: 0.0115685, 76: 0.0104315, 77:
0.0113555, 59: 0.0109345, 60: 0.011122, 61: 0.0114485, 62: 0.0100415, 63: 0.012318,
41: 0.0099705, 42: 0.010165, 43: 0.0095035, 44: 0.008699, 45: 0.010718, 46:
0.0119825, 47: 0.0113755, 30: 0.0073085, 31: 0.0065485, 32: 0.0061295, 33:
0.005421, 34: 0.007523, 35: 0.008423, 36: 0.0077115, 37: 0.010089, 38: 0.008402,
39: 0.0097135, 101: 0.0068875, 102: 0.007909, 103: 0.0064345, 104: 0.006744,
105: 0.006957, 106: 0.0068405, 107: 0.004486, 108: 0.0038105, 109: 0.0041525,
110: 0.0036155, 111: 0.003782, 78: 0.010715, 79: 0.012913, 80: 0.013081, 81:
0.013495, 82: 0.011557, 83: 0.0096565, 84: 0.0089355, 85: 0.008776, 86: 0.007584,
87: 0.008099, 88: 0.0098625, 89: 0.0109145, 90: 0.0098465, 91: 0.008892, 92:
0.008499, 93: 0.0064445, 94: 0.0068485, 95: 0.004663, 96: 0.0062955, 57: 0.012931,
58: 0.012072, 40: 0.00876, 97: 0.007276, 98: 0.007063, 99: 0.0058075, 112:
0.003465, 113: 0.003273, 114: 0.0029205, 115: 0.002869, 116: 0.0025695, 117:
0.002785, 118: 0.0029125, 100: 0.006179, 119: 0.001658, 56: 0.012133, 28:
0.0042435, 29: 0.0062045, 10: 0.0024745, 11: 0.0016035, 12: 0.002203, 13:
0.0016165, 14: 0.001713, 15: 0.002447, 16: 0.0016255, 17: 0.0020695, 18: 0.0044765,
120: 0.0016775, 121: 0.001893, 8: 0.001595, 9: 0.001668, 19: 0.004057, 20:
0.003834, 122: 0.001064, 123: 0.0008385, 21: 0.004461, 22: 0.0048465, 23:
0.005425, 24: 0.0064765, 25: 0.0044085, 26: 0.005707, 27: 0.0050585, 124:
0.0014015, 125: 0.0005495, 126: 0.0002755, 127: 8.05e-05, 4: 0.0005145, 5:
0.000442, 6: 0.000152, 7: 0.0003085, 2: 0.000227, 3: 0.00045

* Integer Wallace Multiplier

77: 0.0100055, 78: 0.011183, 79: 0.013796, 80: 0.010809, 81: 0.0094265, 82:
0.0085485, 83: 0.0076955, 32: 0.0070195, 33: 0.007235, 34: 0.006799, 35: 0.008488,
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36: 0.0092675, 37: 0.008447, 38: 0.0082195, 39: 0.007448, 40: 0.0088375, 119:
0.0024805, 120: 0.002246, 121: 0.000982, 122: 0.000917, 123: 0.0004755, 124:
0.000354, 125: 0.000168, 126: 6.95e-05, 50: 0.0080785, 51: 0.008403, 52: 0.010503,
53: 0.0121945, 54: 0.010445, 55: 0.012497, 56: 0.015209, 57: 0.0143935, 58:
0.0123595, 59: 0.0137225, 99: 0.0068915, 100: 0.006965, 101: 0.0054955, 102:
0.0039425, 103: 0.0027295, 104: 0.003706, 105: 0.0045115, 106: 0.0057485,
107: 0.0048015, 85: 0.0088285, 86: 0.009732, 87: 0.007844, 88: 0.008454, 89:
0.008549, 90: 0.008518, 91: 0.0128805, 92: 0.009777, 93: 0.0086825, 94: 0.010138,
95: 0.0102165, 96: 0.007394, 97: 0.006157, 98: 0.006111, 108: 0.005243, 109:
0.005099, 41: 0.008162, 42: 0.007531, 43: 0.0099525, 44: 0.0097985, 45: 0.0095925,
46: 0.0117155, 47: 0.010836, 48: 0.008759, 49: 0.0094555, 31: 0.0068225, 110:
0.0059, 111: 0.004555, 112: 0.0027495, 113: 0.0042805, 114: 0.0032085, 115:
0.0024095, 116: 0.0027225, 60: 0.014281,61: 0.013728, 62: 0.011504, 63: 0.0125065,
64: 0.0152855, 65: 0.013477, 73: 0.0130835, 74: 0.012617, 75: 0.012722, 76:
0.010876, 66: 0.016421, 67: 0.015844, 68: 0.015861, 69: 0.0160305, 70: 0.013975,
71: 0.012459, 72: 0.0120285, 117: 0.002476, 118: 0.0022935, 22: 0.0072785, 23:
0.0059555, 24: 0.00545, 25: 0.004958, 26: 0.005316, 27: 0.005872, 28: 0.007191,
84: 0.00725, 29: 0.005364, 30: 0.0069555, 14: 0.002628, 15: 0.0027675, 16:
0.003157, 17: 0.001933, 18: 0.0038, 19: 0.0039415, 20: 0.004175, 21: 0.0053745,
127: 1.45e-05, 10: 0.0014425, 11: 0.0009765, 12: 0.00083, 13: 0.001959, 9:
0.0023225, 8: 0.0013605, 7: 0.0006095, 4: 0.0001185, 5: 0.000468, 6: 0.0004175
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