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ABSTRACT

The abduction of a child can destroy lots of lives, in many ways. ldeally, the ultimate
goal of this work is the prevention of such malicious actions. From a software
engineering perspective, the main aim of this thesis is to prove the feasibility of a
service that notifies the people in a specific area about a missing child incident. An
additional aim was the realization of geospatial queries on relational databases, a
design feature that allows much smaller operational costs for such a service than the

mainstream approaches.

The proof of concept was achieved through the development of an android application
and the corresponding web services, which can be hosted in various cloud providers.
Several experiments of different scenarios were conducted for the verification of the
results. Moreover, a comparison on geospatial queries' execution between a relational
database and a non-relational database took place, which showed that the relational
database had better performance for a large number of records. Overall, the whole
implementation reaches the desired outcome. Yet, whether and how this service, which
is named GuardAnAngel, will have an impact in the real world is a broader discussion

topic that needs further research.

SUBJECT AREA: Distributed Systems

KEYWORDS: kidnapping prevention, cloud, microservices, scalability, geospatial

search, geolocation, geopositioning, smartphone application (Android)



NEPIAHWYH

H ammaywyr evog TTaidiou UTTopEi va KATaOTPEWEI TTOANEG CWEG, PE TTOAAOUG TPOTTOUG.
[davikd, O UTTEPTATOG OTOXOG KAl OTTWTEPOG OKOTIOG QUTAG TNG OOUAEIAG eival n
QATTOTPOTTN TETOIWV KAKOBOUAWV eveEPYEIWY. YTTO TO TIPiIoUA TNG TTANPOQPOPIKNG, O KUPIOG
OTOXOG auTNG TNG OITTAWUATIKNAG €pyaoiag cival va atrodei¢el o1 gival €QIKTA N
uAoTrToinon pdiag UTTNPECIaG, n OTToia EVNUEPWVEI TOV KOOUO O€ Hid OUYKEKPIPEVN
TTEPIOXN VIO KATTOI0 TTEPIOTATIKO €€a@aviong Traidiol. ‘Eva akdpa ¢nToupevo Eival n
TTPAYMUOATOTTOINCTN YEWYPAPIKWY EPWTNHATWY TTAVW OE UIA OXECIOKN PAon dedouEvwy,
EVA XOPAKTNPIOTIKO TTOU KOTAAAYEI O€ TTOAU PIKPOTEPA AEITOUPYIKA KOOTN YIA Wia TETOIO

uTTNPETIA.

H duvardétnta uAotroinong autAg TnG 1I0€ag atTodeiXTNKeE PECW TNG AVATITUENG Miag
€QapMOYNG yia Kivntd Android Kal Twv avTioTOIXWV UTTNPECIWY OTO dIAdiKTUO, Ol OTTOIEG
MTTOpOUV va  @IAogevnBouv oe dlagopoug Trapdxous cloud. Apketd Treipduara
OlOQOPETIKWY oevapiwyv dievepybnkav yia Tnv €TaAABeucn Twv aTTOTEAEOHUATWY.
EmmAéov, €AaBe xwpa pia oUykpion TTAVW OTNV EKTEAEDT YEWYPAPIKWY avalnTACEWV
METAEU Ouo PAcewv OedOuEVWY, HIOG OXECIOKNAG KOl Piag pn OXeoIoKNG. H ouykpion
auTn TTapouciace OTI N OXEOIAKN €iXe aloONTA KAAUTEPN ATTOd00N YIa PeEYAAO apiBuo
EYYPAPWYV. ZUVOAIKA, N UAOTTOINGN TNG £pyaciag £XEl ETTITUXEI TO ETTIOUPNTO ATTOTEAEC Q.
QoT60o0, av yia T€Tola UTTNPETIa, n otroia ovopdletar GuardAnAngel, Ba gival aTTodoTIKNA
EXovTag ETTidpAON OTOV TTPAYMATIKO KOOMO gival éva PeyaAUTEPO BEpa oulnTNONG TToU

XPEIAZETAI TTEPAITEPW EPEUVA.

OEMATIKH MNEPIOXH: Kataveunueva ZuoTtnuaTta

AEZEIZX KAEIAIA: Ttapeutmédion atmaywyng, utrnpeoieg cloud, emmekTtaoiyotnta,

YEWYPOAQIKA avalnTnon, YEWTOTTOBETNON. AvaTITUEN EQAPPOYWYV
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To my guardian angel



‘kaAAiov o mpoAauBavelv, mapd 1o Beparrevelv”
ITrrrokparng

“Prevention is better than cure”
Hippocrates
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EYXAPIZTIEZ

TeAikd, €épraca otnv 18dkn pou! lMpiv amd pepik& Xpovia Tmpa Mia amrdé@acn Kai
gekivnoa pia TePITTETEIA TTOU ap@IoBnTAONKe at1rd TTOAAOUG avBpwTToug, KaBwg To
Tiunua ATav uwnAo. ‘Evag 30xpovog puNXAviKOG AOYIOMIKOU PE OTTAITATIKI) QOUAEIR Kal
TTOAEG €UBUVEG va EeKIVAOEI €va PETATITUXIOKO TTPOypaupa HMMY dev akoUoTnKE wg
oo@n €1mAoyr ota auTid TTOAwWV avBpwTtwy. KovTiviov avBpwTtwy TTou voldlovTal yid
péva. EmiTAéov, nBeAa va 10 oAokAnpwow e Tov BIKOG pou TpdTTo, Fast and Furious,
TTaPAKOAOUBWVTAG OoXedOV OAa Ta padnuarta oe éva xpoévo. O Aaiudg kai n TTAGTn pou
Oev xdapnkav 1IB1aiTepa ue QUTAV TNV TTPOCEYYIoN. AKOUa TTapatroviouvTal. To Tagidl ATav
OUOKOAO OAAG KATOTTANKTIKG. To Tagidl €xel TN PeYAAUTEPN ONPaACia, CUPNQWVA PE TOV
KaBdaen. O TpoopIiouds €xel €TTioNG onuacia Opws. AQoU ToV £QTa0d, UTTOPW VA TTW HE
BeBaidoTnTa OTI N Agia auTtAg TNG dIadpPopn S ATAV TTOAU uYnAGTEPN ATTO TNV TIUNA!

Q¢ avaBaBuiouévn €kdoon Tou €autou pou, etrionua TTAéov, Ba ABEAQ va euxapIoTHOW
OAOUG TOUG avOPWTTOUG TTOU ME Ouvodeuoav Ot aUuTO TO TALiOl. 2ZUYYEVEIG, @ihol,
ouvVTPOPOI, OUVABEAPOI, EPYODOTEG ... TAV TTOAAOI Kl OEV PTTOPW VA TOUG KATOVOUAOW
OAoug. MTTopWw SPWG va TOUG EUXAPIOTACW OAOUG Kal VA ava@épw PEPIKOUG.

MpwTta a1d 6Aa, Ba NBeAa va euxapIoTHOW TNV OIKOYEVEIR UOU TTOU MPE oTnpidel OAa
auTtd Ta xpovia. O1 yoveig pou, ZwTrpng Kal AéoTroiva, Kal n adeAen pou Mewpyia. Agv
Ba AuouV £dW XwWpPic auTouc. KuploAekTikd!

2Tn ouvéxela, Ba NBeAa va euxapioTiow TNV emmPRAETTOUCA, Méua PouodtrouAou, TTou
Mou £dwaoe TNV euKalpia va UAOTTOINOW QUTAV TNV I0€a w¢ dITTAWPATIKA. ETriong yia Tnv
UTTOMOVN TNG, KABWGS EaPavVICOUOUV YIO PIVES KAl XPOVIO PMETOEU Twv TTapaddoewy. Agv
TTPETTEl va EEXAOW va ava@épw TOUG KABNyNTEG TTOU WE Tinoav PE TNV TTAPOUCia Kal Tn
OUMPUETOXN TOUG WG ETTITPOTIN OTN OITTAWMOTIKA pou, Tov ANEEN AeAAR Kal Tov AAECavOpOo
NToUAa. ETiTAéov, Ba nBeAa va euxapioTHow OAOUG TOUG KABNYNTEG TOU PETATITUXIAKOU
TTpoypdauuaTos. Epada TToANG atrd auToud.

2¥ETIKA Pe Tov Fast and Furious Tpd1TO TTOpAKoAoUBnong, Bprika éva ocup@oITnTh HE
TTaPOMOIa VOOTPOTTIa Kal JeEYAAn Imrroduvaun va Tpégel padli pou, Tov Eudyyeho
Kapayewpyo. MApaue oxedov OAa Ta pabrnuarta kKal TIG gpyacieg padi. ©a AbsAa va
euxaplIoTAow Tov BayyéAn yia Tov XpOVOo TIou TreEPACAE MAdi, TIGC UTTEPOXEG Kal
TTOPAYWYIKESG OTIYMEG, KABWG KAl TIG YVWOEIG TTOU OTTEKTNOA Jadi Tou.

Ava@épovTag HaBnTég TTou Ye ouvodeuoay, dev Ba puTTopolca va Pnv avaeepdbuw oTIg
MaAiooeipéc. Tov AAEEavOpo, Tov Zageipn, Tov KwoTa, Tov Aswvida, Tov MavwAn, Tov
Niko ka1 Tov lMavo! Madi amé Tnv TpwTn pépal Ta TTaudid Tou ‘83 TTou £yivav TéEN Tou
2001 ka1 atrd 101E ouvepPyadovTal ApTiIa oav UTTOAETO TTAYKOOUIOG KAGONG, AEIToupyouv
w¢ eABETIKO poAGI Kal Ba eival ekei, eTIOIOPBUWVOVTAG ATEAEIEC OTAV XPEIAETaI, HEXPI TO
POAOI va OTOUOTACEI va XTUTTd.

A6 T1a 83apia Ba ABeAa va guxapioTACw €TTiong Tov BaciAn, Tov MNwpyo kai Tov
21upo. Mia oxéon, pia TTapéa TTou dlapopPwinke péoa atmmd TTOAAEG dpaoTnPIOTNTEG,
OulNTACEIG KAl EUTTEIPIES KAl DIOPKEI OTO XPOVO WG OKANPO PETAAAO.

2€ auTd To onueio, BEAW va suxapioTiiow TNV M.! TNa 6Aeg TIG euTTeIpieg (WG, YIa OAEg
TIGC OUOPYES OTIYUES Kal TTAVW atrd OAa yIa To HeEyaAuTePo dwpo TNG CwNG Pou, divovTag
AAAo vonua oe authv! ‘Eva e€eAiyuévo pgovtédo ZkoupTn, pia aypia Apaddva tmou npbe
KAl KaTéKTNOE TO BagiAeld pou!

TeAeutaio aAAG 6x1 AlyoTepo onuavTikO, Ba nBeAa va euxapioTiow Tov PUAaka AyyeAo
pou! [Na 6An Tnv TTpooTacia, TNV EUTTVEUCH KAl TO KivnTPO!
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PREFACE

The present report is the outcome of my thesis for the Postgraduate Programme of
Department of Informatics and Telecommunications of National and Kapodistrian
University, Athens. As a subject, this thesis is mostly related to the fields of distributed
systems and cloud computing.

The motivation and inspiration behind this work is a story | had heard as a child.
According to this story, a little girl had been abducted from the playground and her
parents were looking for her in collaboration with the police. A week later, the bell rang
at the family’s house, the mother opened it and found the little girl standing without eyes

outside the door. True story or not, it affected me a lot.

More than 20 years later, | incidentally watched a TV show about investigating missing
people cases. | recalled the story of that little girl, as well as several others with children
or teenagers who disappeared, were abused or tortured horribly and irreparably, such
as Myrto Papadomichelaki.

These thoughts did not let me sleep that night. If | could change all that, if | had a magic
stick, 1 would do it right away. | am not able to change what is already done, but | can
change the future. So, | began to consider how we could prevent such actions in the

future with current technologies.

Having these thoughts in mind, | asked Professor Mema Roussopoulos if we could
develop this application in the context of a thesis. Mrs. Roussopoulou is a professor with
a lot of knowledge in the field of distributed systems. Apart from her academic
background, she also has a unigue personality, with the sensitivity of a good mom and
the enthusiasm of a young and open-minded researcher. Although it was not a typical

thesis, her response was positive and she became my tutor. The rest is history.

At the end of the day, the outcome and the impact of this proposal depends heavily on
the high adoption of users, so that a sufficient number of message recipients exist in a

given area.



NMPOAOIOZ

H 1Tapouca avag@opd atroTeAei TNV Kataypa@r) TG MEAETNG TTOU £yIVvE OTA TTAQICIO TNG
OITTAWMATIKAG EPYACIOg YIA TO PETATITUXIAKO TTPOYPAMMA TOU THAMATOS MNANPo@OpIKNG
Kal  TnAemkoivwviwv Tou EBvikou Katrodiotpiakou [lavemoTtnuiou ABnvwv. H
OITTAWWATIKA AUTH) OXETICETAI KUPIWG PE TA TTEdIA TWV KOATAVEUNMUEVWY CUCTNUATWY KOl

Tou cloud computing.

To KivnTpo Kal n €UTTVEUON TTiOW ATTO AQUTH TNV €pyacia €ival pia 10Topia TTou €ixa
OKOUOEl PIKPOG. ZUPQWVA PE AUTHV, KATTOIOI gixav atraydyel £va KopIToAkl atro Tnv
TTaIdIK XOpd, TO OTIOI0 Ol YOVEIG £yaxvav yia PEPEG padl he Tnv acTtuvopia. Mia
eBooudda apydTePa, XTUTTNOE TO KOUBOUVI OTO COTTITI TNG OIKOYEVEIOG, N MNTEPA AVOIEE
Kal BPAKE TO KOPITOAKI VO OTEKETAI XWPIG YaTIa £€Ew atrd TNV TTOpTa. AANBIVA 10TopIa N

Oxl, EMEVA PE ETTNPEQCE TTAPA TTOAU.

Mepioodtepa amd 20 xpovia apyoTtepa, yupifovrag atrd Tn OOUAEId Pia pépa, ETUXE va
OW WIa EKTTOUTTH) OTNV TNAEOPAON, N OTTOI OXETICETAI JE TNV AVEUPEDCN E£LAPAVIOUEVWV
avBpwTwy. Ouunénka auTh Tnv 10Topia, KABWGS Kal OPKETEG aKOPa Me Traidakia H
epnpoug tou eCagaviotnkav, Kakotoinbnkav H Bacaviotnkav pe @PIKTO TPOTIO KAl

QAVETTAVOPOWTEG OUVETTEIES, OTTWGS N MupTw lMNatradouixeAakn.

AUTEG oI oKewelg dev PE Genoav va Kolunbw ekeivo 1o Bpadu. Av ptropouca va 1A
aAAGEéw OAa autd, Ba 1o ékava aueoa. MTTopei va unv utmopw va aAAG&éw Tnv 10TOpIA,
aAAG ptmopw va aAAGEw TO pEAAov. Ta autd 1o AGyo, Apxioa va oképToual T Ba
MTTOPOUCAPE VO KAVOUUE VIO VA ATTOTPEWOUUE OTO PEAAOV TETOIEG EVEPYEIEG ME TIG

TWPIVEG TEXVOAOYIEG.

Kamrwg €101, mpdteiva otnv KadnyAtpia Mepya PoucotroUAou va avamtuéouphe auth TNV
eQapuoyn ota TAdiola TNG JITTAWMOTIKAG gpyaciag. H kupia Poucotroulou egival pia
KaBNynTpIa PE TTOANEG YVWOEIG OTOV TOUED TWV KATAVEUNUEVWY CUCTNUATWY. MNépa atrd
TO aKadNUAIKO TNG UTTORABPO OPWG, EXEI KAl WIA 1IBIAITEPN TTPOCWTTIKOTNTA, YE BACIKA
XOPOKTNPIOTIKA Tnv euaiocbnoia piag KaAAg Paudg Kal Tov €vOOouolaopd veag Kal
avoIXTOMUOANG £pEUVNTPIOG. EK Twv UOTEPWY, OUVEIBNTOTTOIW OTI YTTOPEI va UTTHPXE Kal
pIa €upeon €1TikAnon oT1o ouvaioBnua. MapdTi Aoirdév dev ATaV N TUTTIKI JITTAWMATIKA, N

atmravrnon Tng NTav BETIKN Kal €101 €yIve N eMIRAETTOUCA You. Ta uttéAoITTa gival IoTopIa.
210 TEAOG TNG MEPAG, TO ATTOTEAECUA QUTAC TNG TTPOTACNG £¢apTdTal o€ PeyaAo Babud
atrd TNV gupeia ammodoxr Twv XPNOoTWwY, WOTE va UTTAPXElI N ATTAPAITNTN OUYKEVTPWON

TTOPAANTITWY TOU UNVUUATOG O€ Wi CUYKEKPIPEVN TTEPIOXN.



GuardAnAngel

1. INTRODUCTION

1.1 Overview

In this thesis, a mobile application was implemented that prevents children’s kidnapping,
by informing people about a missing child incident in a precise manner. Most abductions
occur in crowded places, like commercial centers, festivals or playgrounds. As soon as
a child’s parent, or its guardian, notices that the child is missing, he will be able to notify
other people in that area, saving valuable time at a critical point for its finding.

As an example, imagine a mother sitting in a restaurant of a commercial center, with her
daughter playing around. Moments later, the mother realizes that she has lost sight of
her daughter. She looks around without being able to find her. She uses her application
to report that her daughter disappeared in that location. At the beginning, all the people
in the range of five hundred meters are informed about the incident. Their mobile
devices receive a message that contains a photo and details about the girl, like name
and height. After ten minutes, if the girl has not been found, the people in a broader
area are informed, one kilometer away from the spot that the event took place. Twenty
minutes later, the notification distance increases to two kilometers.

Hence, if someone has grabbed the child, he cannot easily leave the building unnoticed.
The security control at the exits will be watchful, while many eyes of vigilant bystanders
will be looking for the child. If there is no malicious action, the child will probably be
found effortlessly and return to its mother safe. In both cases, the success rate of

finding the child unharmed grows substantially.

Briefly, this notification service, named GuardAnAngel, aspires to inform people in
surroundings immediately by avoiding bureaucracy and taking advantage of high
smartphone penetration in various countries and cities. This instant action could be
crucial for the recovery of the child safely. Regarding the false alarms and alert misuse,
various rules could be applied to discourage a person from using this service without
real reason, like being banned from the application or facing legal charges. The plan to

avoid alert misuse is not in the scope of this thesis.

V. Skourtis 17



GuardAnAngel

1.2 Scope

The objective of this thesis consists of two parts. First and foremost, our primary target
is to prove the feasibility of a location-based notification service as a standalone.
Additionally, the second part is the design of a low-cost architecture, by taking into

consideration the main cloud service providers’ schemas.

Regarding the main functionality, i.e., a user to be able to notify other people in a
specific area, the service needs to know the location of these people, without them
necessarily using the application at that moment. Moreover, for these people to be
informed, server-to-client messaging must take place, which is contrary to the traditional
client-to-server request-response communication that is initiated by the client. Given
that direct access to smartphone applications is not allowed, for security reasons, many
guestions are probably raised. For example, how could the location of the people in a
specific area become known to the service? How could they be informed about the
missing child event, which took place near them? These questions will be answered in
the Methods chapter.

Due to this service’s nature, which is intended for non-profit society contribution, some
extra criteria were added in its design, like minimizing the operational costs. A step of
the whole process is the geographical queries. There are various databases, or data
structure stores, realizing geospatial queries, such as MongoDB and Redis. However,
the most popular cloud service providers have significantly higher charges for those
add-ons, in comparison to the basic schemas with relational databases. Under most
circumstances, the basic schemas are offered gratis. Therefore, a solution over
relational database schema was conceived and implemented, equipping us with an
equivalent alternative to the mainstream approach, in terms of performance and
throughput. By applying Microservices Architecture principles, the geospatial queries’
functionality was built as a separate service, the geosearch service, which allows us to
scale out over several servers, or even several providers. Geosearch service could be
characterized as provider agnostic, with all the advantages that such an attribute brings,

such as more servers in the free tier.
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1.3 Outline

Introduction

The main goal of this thesis is to minimize the number of missing children. Children are
considered missing either because of kidnapping or for other reasons. In the first
chapter, we briefly describe the implemented application and its importance, based on
its potential impact and the existing gap in this field. The application was designed by
taking into consideration three factors: the social or human side, the feasibility of the
service and its low-cost maintainability. Although partially interconnected, the first factor
iIs business-oriented, while the last two are interesting from a software engineering
perspective. These three different aspects, with their challenges and their solutions, are

examined and analyzed in the remaining chapters.

Background

In this chapter, we examine the problem and how it is handled right now. The strong
points and the limitations of transferring such information via an established authority,
like Amber Alert, are presented and are compared to our approach, especially for such
a time-critical issue. Moreover, we quote some facts regarding the cloud market and

explain some of our engineering decisions.

Methods

Due to the overall approach of the idea as a service, we faced various challenges in
different aspects of our implementation. These problems and our decisions to overcome
them are described in this chapter. Apart from the engineering puzzles, we managed to
realize geographical queries in a traditional relational database, which is the main
research topic in the results section.

Results

Various successful experiments were realized both in real and in simulation
environments. The experimental results support our initial assertions and the final
product acts as proof of concept. Additionally, we show that it is possible to use a
relational database for geospatial queries. Not only can a relational database be used
for geospatial queries, but it also performs better than schemaless databases with such

features.

Conclusions
At the end of the day, the most important thing is that our research, design, and
implementation prove the feasibility of such a service. However, the application can
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have an impact only if it is uploaded on the mobile app stores. The desired level of
functionality has not been reached yet and the application cannot be uploaded. Further
work needs to be done in various fields. Possible extensions and improvement
recommendations are discussed so that this service could be used in the real world and
in a broad range. Integration with some organizations’ services, like telecommunication
providers and perhaps some social networks, would significantly increase the number of
recipients and consequently the effectiveness of an alarm. Both social and engineering

skills are required to cover the lack in these areas, which is out of this thesis’s scope.
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2. BACKGROUND

2.1 General Information

The national organizations against crime, like the FBI, keep records based on the
reports of missing children. Based on NISMART [7], missing children are considered the
children whose caretakers did not know their whereabouts and were alarmed for at least
an hour while trying to locate them. Missing children are divided into two main
categories. Those that have been lost and those that have been kidnapped.
Unfortunately, since many children are never reported missing, there is no reliable way

to determine the total number of children who are actually missing.

On the other hand, if a child runs away multiple times in a year, each instance would be
entered separately and counted in the yearly total. Nearly 90% of missing children have
simply misunderstood directions or miscommunicated their plans, are lost or have run
away. The rest have been kidnapped. 9% are kidnapped by a family member in a
custody dispute. 3% are abducted by non-family members, usually during the
commission of a crime such as a robbery or sexual assault. The kidnapper is often
someone the child knows. [6] Only about a fraction of 1% of children are kidnapped
each year in the stereotypical stranger abductions you hear about in the news. About

half of these children come home.

Based on the identity of the perpetrator, there are three distinct types of kidnapping:
kidnapping by a relative of the victim or "family kidnapping" (49 percent), kidnapping by
an acquaintance of the victim or acquaintance kidnapping" (27 percent), and kidnapping
by a stranger to the victim or "stranger kidnapping" (24 percent). Family kidnapping is
committed primarily by parents, involves a larger percentage of female perpetrators (43
percent) than other types of kidnapping offenses, occurs more frequently to children
under 6, equally victimizes juveniles of both sexes, and most often originates in the
home. Acquaintance kidnapping involves a comparatively high percentage of juvenile
perpetrators, has the largest percentage of female and teenage victims, is more often
associated with other crimes (especially sexual and physical assault), occurs at homes
and residences, and has the highest percentage of injured victims. Stranger kidnapping
victimizes more females than males, occurs primarily at outdoor locations, victimizes
both teenagers and school-age children, is associated with sexual assaults in the case
of girl victims and robberies in the case of boy victims (although not exclusively so), and

is the type of kidnapping most likely to involve the use of a firearm.
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Only about one child out of each 10,000 missing children reported to the local police is
not found alive. However, about 20 percent of the children reported to the National
Center for Missing and Exploited Children in nonfamily abductions are not found
alive.[3] In 80 percent of abductions by strangers, the first contact between the child and
the abductor occurs within a quarter-mile of the child's home. Most potential abductors
grab their victims on the street or try to lure them into their vehicles. About 74 percent of
the victims of nonfamily child abduction are girls. Acting quickly is critical. Seventy-four
percent of abducted children who are ultimately murdered are dead within three hours
of the abduction. One in five children 10 to 17 years old receives unwanted sexual

solicitations online.

In United States of America, every 40 seconds a child becomes missing or is abducted.
In a 1998 study of parents' worries by pediatricians at the Mayo Clinic in Rochester,
Minnesota, nearly three-quarters of parents said they feared their children might be
abducted. One-third of parents said this was a frequent worry -- a degree of fear greater
than that held for any other concern, including car accidents, sports injuries, or drug

addiction.

2.2 Global Statistics
The lack of a common definition of “missing child,” and a common response to the

issue, results in few reliable statistics on the scope of the problem around the world.
Even with this challenge, we know that:

e In Australia, an estimated 20,000 children are reported missing every year.
Australian Federal Police, National Coordination Centre.

In Canada, an estimated 45,288 children are reported missing each year.

Government of Canada, Canada’s Missing — 2015 Fast Fact Sheet.

In Germany, an estimated 100,000 children are reported missing each year.

Initiative Vermisste Kinder.

In India, an estimated 96,000 children go missing each year. Bachpan Bachao

Andolan, Missing Children of India.

In Jamaica, an estimated 1,984 children were reporting missing in 2015. Jamaica’s

Office of Children’s Registry

In Russia, an estimated 45,000 children were reported missing in 2015. Interview
with Pavel Astakhov MIA “Russia Today”, Apr. 4, 2016.
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¢ In Spain, an estimated 20,000 children are reported missing every year. Spain
Joins EU Hotline for Missing Children, Sep. 22, 2010.

¢ In the United Kingdom, an estimated 112,853 children are reported missing every

year. National Crime Agency, UK Missing Persons Bureau.

¢ In the United States, an estimated 460,000 children are reported missing every

year. Federal Bureau of Investigation, NCIC.

This, however, is only a snapshot of the problem. In many countries, statistics on
missing children are not even available; and, unfortunately, even available statistics
may be inaccurate due to: under-reporting/under-recognition; inflation; incorrect

database entry of case information; and deletion of records once a case is closed.[5]
2.3 Notable Incidents
2.3.1Adam Walsh

July 27, 1981 - 6-year-old Adam Walsh is abducted from a mall near his home in
Hollywood, Florida. His mother had let him look in the toy department at Sears while
she looked for a lamp. When she returned, Adam was missing. Two weeks after Adam
disappeared, his severed head is discovered in a canal 120 miles away from the mall.
The rest of his body is never recovered. His father, John Walsh, becomes an advocate
for missing children, lobbying for legislation and nationwide alert systems, and hosting

the television program, "America's Most Wanted."

2.3.2Amber Hagerman

January 13, 1996 - 9-year-old Amber Hagerman is abducted as she rides her bike in a
parking lot near the home of her grandparents in Arlington, Texas. January 17, 1996 -
Hagerman's body is found near a creek about eight miles from where she was
abducted. Her killer is never found and the case remains unsolved. Her abduction and

murder led to the creation of the AMBER Alert system.

2.3.3Shawn Hornbeck

October 2002 - 11-year-old Shawn Hornbeck is kidnapped while riding his bicycle to a

friend's house near his home in Richwoods, Missouri.

January 2007 - The police find Hornbeck and another missing boy, 13-year-old Ben
Ownby, who had been held for four days, in the Kirkwood, Missouri, apartment of

Michael J. Devlin.
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December 21, 2007 - Devlin receives 74 life sentences.

2.3.4Madeleine McCann

May 3, 2007 - 4-year-old Madeleine Beth McCann disappeared in the evening from her
bed in a holiday apartment at a resort in Praia da Luz, in the Algarve region of Portugal.
The Daily Telegraph described the disappearance as "the most heavily reported
missing-person case in modern history". Her whereabouts remain unknown, and

German prosecutors in 2020 have stated that they assume that she is dead.
2.4 Child Abduction Alert Systems
2.4.1Amber Alert

An amber alert (also AMBER alert) or a child abduction emergency alert is a message
distributed by a child abduction alert system to ask the public for help in finding
abducted children. [8] It originated in the United States in 1996. AMBER is a backronym
for America's Missing: Broadcast Emergency Response. The alert was named after

Amber Hagerman, a 9-year-old girl abducted and murdered in Arlington, Texas in 1996.

In the United States, amber alerts are distributed via commercial and public radio
stations, Internet radio, satellite radio, television stations, text messages, and cable TV
by the Emergency Alert System and NOAA Weather Radio. The alerts are also issued
via e-mail, electronic traffic-condition signs, commercial electronic billboards, or through
wireless device SMS text messages. AMBER Alert has also teamed up with Google,
Bing, and Facebook to relay information regarding an AMBER Alert to an ever-growing
demographic: AMBER Alerts are automatically displayed if citizens search or use map
features on Google or Bing. With the Google Child Alert (also called Google AMBER
Alert in some countries), citizens see an AMBER Alert if they search for related
information in a particular location where a child has recently been abducted and an
alert was issued. This is a component of the AMBER Alert system that is already active
in the US (there are also developments in Europe). Those interested in subscribing to
receive AMBER Alerts in their area via SMS messages can visit Wireless Amber Alerts,
which are offered by law as free messages. In some states, the display scrollboards in

front of lottery terminals are also used.

The decision to declare an AMBER Alert is made by each police organization that
investigates each of the abductions, in many cases, the state police or highway patrol.
Public information in an AMBER Alert usually consists of the name and description of

V. Skourtis 24



GuardAnAngel

the abductee, a description of the suspected abductor, and a description and license

plate number of the abductor's vehicle if available.
Activation Criteria

The alerts are broadcast using the Emergency Alert System, which had previously been
used primarily for weather bulletins, civil emergencies, or national emergencies. In
Canada, alerts are broadcast via Alert Ready, a Canadian emergency warning system.
Alerts usually contain a description of the child and of the likely abductor. To avoid both
false alarms and having alerts ignored as a "wolf cry", the criteria for issuing an alert are
rather strict. Each state's or province's AMBER alert plan sets its own criteria for
activation, meaning that there are differences between alerting agencies as to which
incidents are considered to justify the use of the system. However, the U.S. Department
of Justice issues the following "-", which most states are said to "adhere closely to" (in
the U.S.):

1.Law enforcement must confirm that an abduction has taken place.
2.The child must be at risk of serious injury or death.

3.There must be sufficient descriptive information of the child, captor, or captor's vehicle

to issue an alert.
4.The child must be under 17 years of age

Many law enforcement agencies have not used #2 as a criterion, resulting in many
parental abductions triggering an Amber Alert, where the child is not known or assumed
to be at risk of serious injury or death. In 2013, West Virginia passed Skylar's Law to
eliminate #1 as a criterion for triggering an Amber Alert. It is recommended that AMBER
Alert data immediately be entered into the Federal Bureau of Investigation (FBI)
National Crime Information Center. Text information describing the circumstances
surrounding the abduction of the child should be entered, and the case flagged as child
abduction. The Royal Canadian Mounted Police's (RCMP) requirements in Canada are
nearly identical to the above list, with the exception that the RCMP instead of the FBI is
normally notified. One organization might notify the other if there is reason to suspect
that the border may be crossed. When investigators believe that a child is in danger of
being taken across the border to either Canada or Mexico, U.S. Customs and Border
Protection, United States Border Patrol and the Canada Border Services Agency are

notified and are expected to search every car coming through a border checkpoint. If
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the child is suspected to be taken to Canada, a Canadian Amber Alert can also be

issued, and pursuit by Canadian authorities usually follows.

2.4.2 AMBER Alert Europe

AMBER Alert Europe is an international non-profit organization with 32 members (law
enforcement, ministries & NGOSs) in 21 countries. Its Police Network consists of over 50
experts representing law enforcement from 19 European countries. The goals of
AMBER Alert Europe are backed by 465 Members of the European Parliament: most
successful Written Declaration since 2011. Therefore, AMBER Alert Europe suggests

the following 5 key points to the European Commission and the European Parliament:
1.A bigger, stronger AMBER Alert network
2.More flexibility in issuing child alerts
3.Better cross-border information sharing
4.Better cross-border police cooperation
5.Improving the identification and protection of children at borders

In 2008, AMBER Alert Netherlands was launched. With a reach of more than 12 million
Dutch citizens, AMBER Alert Netherlands quickly became an example of how citizen
sourcing can work; in 94 percent of the cases, the child was successfully found. Inspired
by the success of the Dutch AMBER Alert, the AMBER Alert Europe was founded in
2013 with the following goal:

1.To be a life-saving factor in abductions or disappearances of children throughout

Europe.

2.To undertake any further actions necessary related to achieving or advancing the

above-mentioned goal, in the broadest sense.

In 2014, AMBER Alert Europe launched the Police Expert Network on Missing Children.
The goal of the network is to allow missing children police experts to quickly and
informally contact their colleagues in other European member states and exchange best

practices.

AMBER Alert Europe is a neutral platform. It operates either evidence-based,
scientifically proven, or expert-based. All activities are executed with respect to the
privacy of missing persons and data protection laws. According to AMBER Alert Europe,

any child whose whereabouts is not known will be considered as missing until located,
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and their well-being or otherwise confirmed. All cases should be assessed to determine

the seriousness and immediacy of risk, which will indicate the response that is required.
Activation Criteria

Extensive US research, backed by UK findings, show that when a child is abducted and
killed, in 76% of the cases the child was killed within three hours after the abduction.

The AMBER Alert system was developed for these special ‘life or death’ cases.

Law enforcement agencies are responsible for issuing an AMBER Alert and use strict
criteria. Below you can find the current criteria as recommended by the European

Commission.
1.The victim is a minor (i.e. under 18 years of age).

2.1t is a proven abduction, there are clear elements indicating that it could be a case

of abduction.
3.The health or the life of the victim is at high risk.

4 Information is available which, once disseminated, will allow the victim to be

located.

5.Publication of this information is not expected to add to the risk facing the victim.

2.4.3AMBER Alert, Netherlands

The Dutch AMBER Alert was launched in 2008 by the Dutch National Police, the Dutch
minister of Justice at the time, Ernst Hirsch Ballin, and social enterprise Netpresenter.
On February 14, 2009, the first Dutch AMBER Alert was issued when a 4-year-old boy
went missing in Rotterdam. He was found safe and sound after being recognized by a
person who saw his picture on an electronic billboard in a fast-food restaurant. He was
recovered so quickly, that the transmission of the AMBER Alert was halted before all
recipients received it. Since 2008, the AMBER Alert system has been deployed for 29
AMBER Alerts and over 1000 Missing Child Alerts.

Currently, AMBER Alert has 3 million participants including thousands of large
organizations. Indirectly, a Dutch AMBER Alert reaches more than 12 million Dutch
citizens (89 percent of the Dutch population). With a success rate of 94 percent, the
Dutch AMBER Alert system is an example of effective citizen sourcing.

An AMBER Alert is issued when a child is missing or abducted and the Dutch police

fear that the life or health of the child is in imminent danger. The system enables the
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police to immediately alert the press and public nationwide, by means of electronic
highway signs, TV, radio, social media, PCs, large advertising screens (digital signage),
emalil, text messages, apps, RSS news feeds, website banners and pop-ups. There are

four key criteria in The Netherlands to be met before an AMBER Alert is issued:

1.The child is (very likely) abducted by an unknown person or persons or the child is

missing and its life is in imminent danger
2.The victim is a minor (under 18 years of age);

3.There is enough information about the victim to increase the chances of the child
being found by means of an AMBER Alert, such as a photo, information about

the abductor or the vehicle used during the abduction.

4.The AMBER Alert is issued as soon as possible after the abduction or

disappearance of the child.

Parts of the Dutch AMBER Alert system are being used for Missing Child Alerts. A
Missing Child Alert is issued when there is an immediate and significant risk of harm for
the missing child but the case does not reach the criteria for an AMBER Alert. The
Dutch police can decide to publicize information and ask the help of citizens to recover
the child.

2.4.4NCMEC - CyberTipline

In 1984, John and Revé Walsh and other child advocates founded the National Center
for Missing & Exploited Children as a private, non-profit organization to serve as the
national clearinghouse and resource center for information about missing and exploited
children. During the last 36 years, NCMEC'’s national toll-free hotline has received more
than 5 million calls. NCMEC has circulated billions of photos of missing children,
assisted law enforcement in the recovery of more than 327,000 missing children and
facilitated training for more than 367,000 law enforcement, criminal/juvenile justice, and
healthcare professionals. NCMEC’s Team HOPE volunteers have provided resources

and emotional support to more than 74,000 families of missing and exploited children.

In 2019 NCMEC assisted law enforcement and families with more than 29,000 cases of
missing children. Of the nearly 26,300 runaways reported to NCMEC in 2019, 1 in 6

were likely victims of child sex trafficking.

NCMEC also participates in the AMBER Alert Program, a voluntary partnership between

broadcasters, transportation agencies, law enforcement agencies, and the wireless
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industry to activate an urgent bulletin in the most serious child abduction cases.
NCMEC serves as the secondary distributor of these alerts. NCMEC’s forensic artists
have age-progressed more than 6,900 images of long-term missing children and
created more than 575 facial reconstructions for unidentified deceased children.
NCMEC is currently assisting with more than 691 cases of unidentified children’s

remains, and so far has assisted in 154 identifications.

Team Adam, which provides rapid, on-site assistance in cases of critically missing
children, has deployed more than 1,200 times. The program was named after Adam
Walsh, the abducted and murdered son of NCMEC co-founders John and Revé Walsh.
Team Adam also provides technical assistance and outreach regarding long-term
missing child cases and has assisted families, communities, criminal justice, and

forensic professionals more than 10,900 times.

NCMEC has analyzed more than 17,600 attempted child abductions to identify trends
and help develop safety tips for families. NCMEC operates the CyberTipline, a national
mechanism for the public and electronic service providers to report instances of
suspected child sexual exploitation. In 2019 the CyberTipline received more than 16.9
million reports, most of which related to:

e Apparent child sexual abuse material.

¢ Online enticement, including “sextortion.”
e Child sex trafficking.

¢ Child sexual molestation

Since its inception, the CyberTipline has received more than 71 million reports. To
further NCMEC’s mission and help reduce proliferation, NCMEC has sent more than
311,000 notifications to electronic service providers regarding publicly accessible

websites (URLs) on which suspected child sexual abuse material appeared.

2.4.5Child Alert Foundation (CAF)

The Child Alert Foundation (CAF) is a private, non-profit organization that was
established in the state of Pennsylvania in 1998. Operating strictly from donations and
fundraising, CAF is dedicated to assisting federal and local law enforcement agencies in
the recovery of missing and abducted children and elderly individuals. The Child Alert
Foundation helps law enforcement notify their surrounding communities with their

copyrighted Abduction Central Alert (ACA) community alert notification system.
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The Child Alert Foundation was the first organization to ever create a fully automated
implementation of the Amber Plan outlined in 1997 in Dallas, Texas, which has since
become the AMBER Alert. The original Amber Plan (1997) was a faxed based
procedure where law enforcement agencies were required to prepare information for
public distribution and then fax that information to a list of designated primary radio

stations. This was a manual procedure and time-consuming process.

The ACA system created by Child Alert is a totally automated procedure that was
designed from the very beginning to exceed the original Amber Plan requirements.
Rather than limit the alert to the radio, CAF expanded coverage to include television
and news organizations as well as other law enforcement agencies for notification. In
addition to sending faxes as the original plan required, the ACA system sends emails,
alert pagers, send text messaging, build automatic web pages, posters and more. The
ACA system also provides full circle notifications by issuing closure alerts when an
incident is terminated. Since its original implementation in 1998, the ACA system has
been further expanded to assist law enforcement with notifying the community when a

Silver Alert is issued for missing elderly individuals.

With their collective backgrounds in computer technology, applications development
and telecommunications, the founders of CAF collaborated and created a new Alert
Notification System (ANS) that was called Abduction Central Alert (ACA) in honor of all
missing children across the nation. With the ACA system, an alert area of one hundred
(100) miles is centered around the initial abduction location and establishes a "zone of
influence" for the notification area. Since the first hour of any abduction is critical and an
abduction vehicle can travel over 60 miles an hour, one minute can equal a mile and
this was the reason why the 100-mile radius distance was selected. The alert "zone of
influence” represents a virtual network that can cross state and local boundaries and
provides law enforcement with a greater advantage of apprehending a perpetrator in
that first hour. This system can immediately notify a variety of agencies and
organizations of missing and/or abducted individuals in a matter of seconds of being

activated.

In May 2001, the Child Alert Foundation released their infrared digital fingerprinting
services program called the ACA Child Identification Poster System (ACA CHIPS). This
program automated the old Polaroid photograph and ink fingerprint concept of providing
child identification services and stored information digitally on a disk that could easily be

retrieved and imported into the automated Abduction Central Alert (ACA) community
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alert notification system. The CHIPS program interfaces with a digital video camera to
take real-time video snapshots and an infrared fingerprint scanner to capture digital
impressions of a child's fingerprints. This information is saved in various digital formats
on a disk or flash drive and given only to parents and guardians to access in case of an
emergency. In the unfortunate event that a child is reported missing and/or abducted,
the digital information can immediately be reloaded into an alert notification system
(ANS) program like Abduction Central Alert so that an Amber Alert can be immediately

activated by law enforcement.

With the introduction of the digital ACA CHIPS program (2001), the Child Alert
Foundation became the first organization to offer full circle alert coverage to law
enforcement and their communities. Law enforcement could use ACA CHIPS to provide
parents and guardians with child identification disks as a community service. Parents in
turn could provide the CHIPS disks back to law enforcement in the case of an
emergency so that an expedited Amber Alert could be activated using the ACA system

to notify their surrounding community of a missing child.

2.4.6 Wireless Emergency Alerts

Wireless Emergency Alerts (WEA, formerly known as the Commercial Mobile Alert
System (CMAS), and prior to that as the Personal Localized Alerting Network (PLAN)),
is an alerting network in the United States designed to disseminate emergency alerts to
mobile devices such as cell phones and pagers. Organizations are able to disseminate
and coordinate emergency alerts and warning messages through WEA and other public

systems by means of the Integrated Public Alert and Warning System.
The government issues three types of alerts through this system:
-Alerts issued by the President of the United States.

-Alerts involving imminent threats to safety of life, issued in two different categories:

extreme threats and severe threats.

-AMBER Alerts

2.4.7GuardAnAngel contribution

The main conclusion is that acting quickly is critical. The historical data show that looser
activation criteria result in a higher safe-recovery ratio. In an alternative interpretation of
the proverb “better safe than sorry”, the GuardAnAngel application has been developed
based on the theory that false positives are preferable to delayed positives. The
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evidence indicates that GuardAnAngel moves in the right direction. A balance between
immediate action and invalid information transfer is achieved by employing a maximum

broadcast range, relatively short.

Compared to the existing systems, the GuardAnAngel service could be described as an
enhanced modern alert notification system, combining most of the other systems’
features. Additionally, it makes use of the high smartphone penetration in many
countries. Closer to the Dutch Amber Alert’ and CAF’s philosophy, GuardAnAngel fills
the current gap on the instant reaction of a missing child incident, counteracting the
slow response that gives the kidnapper an advantage. Moreover, it provides a citizen
sourcing mechanism for tackling abduction attempts to countries, which have not
developed such systems already. Most of the aforementioned systems and

organizations operate in the USA only.
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3. METHODS

3.1 Main Scenario
In this chapter, we will analyze the aspects of the main scenario from an engineering
perspective. First, we will describe the main scenario, and then, we will present the

most difficult or important problems and their solutions.

In our main scenario, the guardian of a child wants to inform the people in that area
about a missing child, either because he witnessed the abduction of the child or
because he has lost it from his sight for a long time and cannot find it, considering that
the child is in danger. By keeping a recent photo with some details on the child’'s
appearance in his GuardAnAngel application, he reports the disappearance of the child
through the application to the corresponding service.

Immediately, the people in the range of five hundred meters distance will receive a
notification about a missing child. We should note here that for someone to be informed,
he needs to retain our application on his smartphone. In our scenarios and examples,
we will assume that a large number of people have downloaded the application and
have given all the required permissions.

After ten minutes, if the child has not been found, the broadcast range increases to one
kilometer. Of course, without sending another notification to those persons that have
received it already. In twenty minutes, people in a broader area are informed, two
kilometers away from the incident. In thirty minutes, the broadcast range reaches its
maximum value, which is five kilometers. After half an hour, if the child has not been
found, an official authority should be contacted. After that time and in a longer distance,
the missing child broadcast loses its effect on immediate action. In this case, police and
established platforms, like Amber Alert, would provide a more efficient action plan and

valuable advice.

Moreover, due to the easiness of reporting such incidents, there is a high risk for a
significant number of false alarms that could possibly damage the service’s reputation
and credibility. Therefore, the service should have a sophisticated limit on the broadcast
range, so that the information is conveyed only in the critical area. In that way, we hope
that we will prevent a turn of GuardAnAngel into a “cry wolf’ service that people would

ignore.
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In the figure below, there is a visual representation of how the information will be

conveyed after an incident is reported.

p data 82017 Goog

Figure 1: Visual representation of alert notifications

3.2 Overall design
In this section, we describe the main concepts of our design, we present some of the
alternatives that were considered during the analysis phase, their limitations, and

explain how and why we ended up in our solution.

At the first and current stage, the service operates as a standalone and was designed
as such. This fact implies that only the service users can be notified of a missing child
incident, at least for the moment. Having that in mind, one thought would be that the
smartphone application could be used as an active component of the service, utilizing

mobile resources and offering a distributed approach for our service.

In this case, the server could send to all the users just one message, containing the
coordinates and the rest information about the missing child report. By receiving that
information, each device would be able to determine if its user should be notified or not,
based on the distance, the report time, etc. Those calculations would be realized by the

smartphones and the server’'s computation load would be minimized.

However, such an approach is not possible due to the security constraints of most
phones’ operating systems. The direct application messaging is not allowed, especially
for an application that either runs in the background or does not run at all. The service
can contact a smartphone device only via the notification system of each platform,
Android or iOS. After the user opens the received message, the corresponding
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application is launched. Therefore, the service needs to be very precise to avoid

becoming disturbing. These factors necessitated server-side processing.

The filtering of the users based on their position can occur only if the service knows
their location. Considering that a search could take place at any moment, the service
needs to keep track of them, almost constantly and in real-time. A discrete and energy-
efficient manner of location reporting is a prerequisite for the success of this service.
Such a way was found, by implementing a backoff algorithm of location posting,
similarly to TCP congestion-avoidance algorithm. The location tracking is crucial for the
reliable operation of this service and is elaborated in the following sections. With the
users’ locations given, a geographical query can take place at any moment and filter the
people in a specific area. After that, the service uses the provided notification system to

inform these people, based on the result-set.

3.2.1Server client communication

The most important parts of the server-client communication are two. First, by
chronological order, the server needs to ask the location of a mobile device. Second,
the server needs to notify the people in a specific area. In both cases, the server has to
initiate the communication with the client and possibly a sequence of actions.
Traditionally, the client starts the communication by sending a request to the server.
The main techniques for server-client communication are WebSockets and polling. Both
applied mostly on internet browser cases, with an already opened page, like a chat or
live score. On the contrary, our case is a smartphone application that is not even open.
Moreover, it should be noted that WebSockets is a very energy-consuming technique.

Especially for a mobile application, it cannot be adopted.

Regarding the location reporting, a polling technique was used. In our Android
prototype, a background service sends periodically a POST request to the
corresponding URI. The request contains the coordinates and the unique identifier of
the device, which is used by the notification system to inform that specific device.
Moreover, the background Android service sends the location to the server regardless
of the application status, if it is open or not.

About the messaging of people in a specific area, the notification system is employed, in
our case the Firebase Cloud Messaging on Android. After having collected the
coordinates and the notification identifiers, the server is able to filter first the devices in a
specific area and then send a notification alert to these devices. Actually, the server
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makes an API call to the Firebase platform, for all those identifiers. Then, Firebase
contacts the devices with the message that the GuardAnAngel server has defined. The

end-user will receive a notification, similarly to WhatsApp or Messenger messages.

3.2.2 Efficient battery consumption polling (backoff algorithm)

A background service that causes fast battery drainage is a serious drawback for an
application. Spotting its location is an expensive action for a mobile device. It consumes
a lot of energy. The effect of frequent location actions is apparent on the battery energy

bar.

Therefore, a backoff algorithm was developed for consumption efficiency, likewise the
Transmission Control Protocol (TCP) uses a slow start scheme for network congestion-

avoidance. In that way, the application’s impact on the battery is negligible.

Under normal conditions, the application reports its location every 5 minutes. If the
device has not been moved significantly, the application sends a location report after 10
minutes. Then after 20 minutes and at the end the period increases to 30 minutes. As
long as the location has not changed, the reporting period remains at 30 minutes. The

distance threshold that sets a location to "Changed" is 100 meters.

This approach affects the vast majority of the users. Most people remain in a place for a
long time, like people at work or people at home. Hence, it was considered a necessity.
A similar approach could be followed for people that travel and are not in the target
group to inform. For example, someone that has moved more than 25km in 30 minutes
could report every 30 minutes. However, this case needs extra analysis and was

skipped.
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Figure 2: Location reporting algorithm representation (red spikes denote location change)

3.2.3Geographical position

For location tracking, the most prevalent options are:
¢ the Global Positioning System (GPS), based on satellites
e the cellular triangulation, based on cellular network antennas, and
¢ the WiFi positioning, based on routers.

WiFi positioning allows great accuracy with small energy consumption and is widely
used in indoor navigation systems. However, it is not very suitable for the
GuardAnAngel application overall, thus the other two alternatives will be examined.

Moreover, Android provides positioning only via GPS or cellular network.

GPS uses satellites to locate an object. Theoretically and experimentally, GPS takes
significantly more time to locate a device than cellular triangulation. Especially, when
the mobile phone is in a building, where the signal is weaker, the GPS positioning could

take even 15 minutes. Moreover, GPS consumes more energy.

On the contrary, triangulation uses cellular antennas to locate an object. Comparing to
GPS, triangulation lacks in accuracy, in general. In the rural areas though, triangulation
becomes even less accurate. However, due to the larger number of incidents in the

cities, the GuardAnAngel application is mostly targeted at urban areas, where the
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density of antennas is high. For all the reasons above, the cellular alternative was

selected.

3.3 Design Analysis
The GuardAnAngel service was designed by taking into consideration the following

factors: performance, scalability, adaptability, and operational cost.

Regarding performance, response time and throughput were our metrics. About these
two metrics, the main concern was that the final choice would not be inferior to the

alternatives. After all, it was at least equivalent.

About scalability, the ability of a system to handle a growing amount of work by adding
resources, the service was designed to handle the increased load by scaling out.
Scaling out is adding more components in parallel to spread out a load. Scaling up is
making a component bigger or faster so that it can handle more load. Scaling up is

more expensive.

Concerning adaptability, the ability of a system to adjust to changes, there are two
parts. First, the changes in conditions on load and system needs are covered in
scalability. The second part is the changes in the real world, cost changes, cloud and
hosting providers changes. Briefly, the metric would be how easily the service can be

moved from one provider to another.

Finally, the operational cost for a nonprofit, social benefit service is a very important
issue. It could determine the service’s survival. Market research on cloud and hosting
providers has showed that for basic schemes and demands, the cloud choice is
preferable. However, very careful design and management are needed to avoid extra

costs, which are not obvious.

Overall, the service design was based on the paradigm of microservices. In that way
and with diligent searching and decision making, the reached outcome satisfies the
above criteria. The service consists of two main domains: administrative actions and
geographical search. Thus, the web application was split into two microservices, the
administration and the geosearch. The corresponding architecture is depicted in figure4.

There is no real need to elaborate on the administration service. It handles all those
user actions that need to pass via an authority or need authorization, like user
registration, account details editing, and missing child report. These requests are a
small percentage of the total requests. Consequently, it is unlikely that this module will

need to scale.
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On the other hand, the greatest number of requests are sent to the Geosearch service.
All the location report requests, while all the search requests too, are sent to this
service. The simplicity and decoupling of this service allow its hosting even in different
providers. The Geosearch service can scale-out not only over the same provider’s
virtual machines but also over different providers. In this way, the combination of
several free tiers of cloud services is possible to serve a larger number of users. The
orchestration of these instances over different providers is not in the scope of this thesis

and will not be covered here. Although, it is a straightforward issue to handle.

All in all, the GuardAnAngel service could be described as provider agnostic. Such a
characteristic was achieved by avoiding the use of specialized technologies and specific
features of providers, like a storage service, but instead developing the architecture
based on common features for all providers, mostly fundamental and inexpensive. For
example, all cloud providers’ free tier contains a relational database, like PostgreSQL or
MySQL. Various NoSQL databases or in-memory data stores that provide geospatial
functionality, like MongoDB or Redis respectively, are expensive modules to add in

cloud schemes.

Therefore, the Geosearch service was implemented on top of its own relational
database, by assigning the calculations and transformations to the business service
layer (Appendix 1). The geospatial queries end up to simple SQL queries on longitude
and latitude, which can be materialized by any relational database. By comparing just
numbers, basic indexes could be used to improve performance. The experimental

results proved our hypotheses.

AWS Free Tier Overview FAQs Terms and Conditions

Free Tier details

Filter by: Q
Clear all filters
M TierTypE COMPUTE STORAGE DATABASE

Featured
12 Months Free
Always Free Amazon EC2 Amazon S3 Amazon RDS
Trial
750 Hours 5GB 750 Hours

* Product Categories

Analytics Resizable compute capacity in the Secure, durable, and scalable object
Cloud storage infrastructura Managed Relational Database Service

Application Integration for MySQL, PostgreSQL, MariaDB,
Business Productivity Oracle BYOL, or SOL Server.
Compute

Customer Engagement

Database

Developer tools

Figure 3: Cloud services provider free tier

V. Skourtis 39



GuardAnAngel

E\ L -
= £ =

z E @ 0} [} o
<o %] &) ) %,
< 3 9 3 9
> ) o o Q
T

GuardAnAngel

Figure 4: GuardAnAngel Service Architecture

/ Missing Child Authenticate —— - Authenticated
N Report P4 User .
No
Filter F_etch Users & Yes
Unnotified Users % | in an Area -
from Geoservice
= ==
Send Notification Details! Natifications are y Notification
> | { J
To Firebase ‘ > sent to users > 7 Ended

Figure 5: Missing Child Report FlowChart

V. Skourtis 40



GuardAnAngel

3
i i i
. [ [
m [ =17 |
il B P o
i 1 L3
i T O
: o0
2 .
1 o
ol T
. [ T
H : —
3 i
i .
f

GuardAnAngel

(uwipy)
Aoy Jusng

‘GuardAnAngel

Figure 6: Missing Child Report Scenario

41

V. Skourtis



GuardAnAngel

3.4 Technical Overview

In the previous section, the design and architecture of GuardAnAngel Service were
described at a higher level. In this section, some more technical details are provided to
give the reader a better grasp of the implementation.

In figure 4, the illustration of the architecture shows us the two microservices that
constitute the GuardAnAngel Service and how the geosearch service could scale out as
more users are added. Geosearch service has its own database. Each service instance
keeps a separate database, the same schema with different data. In this way, a
distributed data store without a replication factor could be achieved over various
physical or virtual servers. When a geographical query needs to be executed, each
instance runs the query on its data, returns the result-set and the final result-set is
formed by the individual result-sets combined.

The database schema mainly consists of one table that holds the locations of the
registered devices. The table “location_spot”. Other tables could also be included, like
the “event_users_notified”, which is used for filtering out already informed users. Such
tables could exist either in the geosearch database or in the authority service database.
The geosearch database is preferable because it decreases the network traffic by
avoiding redundant information transfer. However, we will not elaborate on these

auxiliary tables.

The table location_spot contains three fields: id, longitude, and latitude. The table’s
definition and the field datatypes are provided in codeblock 1. Regarding the field id, it
could be used as an indexed identification field to improve the updates’ time. Indexes
could be used on fields longitude or latitude to speed up the query execution. The query
is given in codeblock 2. At this point, it should be noted that in-memory databases or
data structures could be used to store these records too. However, it is considered
unnecessary to use such an expensive measure, like memory, to implement the
geosearch service, while the queries rarely occur.

CREATE TABLE public.location_spot

(
id bigint NOT NULL,

latitude integer,
longitude integer,
CONSTRAINT location_spot_pkey PRIMARY KEY (id)

CodeBlock 1: LocationSpot database table
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SELECT id, latitude, longitude
FROM location_spot

WHERE longitude>longitude_MIN_VALUE AND longitude<longitude_ MAX_VALUE AND
latitude>latitude_ MIN_VALUE AND latitude<latitude_ MAX_VALUE

CodeBlock 2: Geosearch query

In case of an incident, the actions of the flow chart in figure 5 will take place. The step
“Fetch Users in an Area” is basically the query in codeblock 2. The result-set would be
empty or wrong if the records in location_spots table were not updated properly. The

devices inform the geosearch service as mentioned above.

More precisely, a device will call the geosearch service by making an HTTP POST
request. The body of the request contains a JSON object with three fields: id, longitude,
latitude. In figure 6, the first two images demonstrate these calls. The location update is
a repetitive, background task for a device. An increased number of subscribers means

an increased number of requests to the geosearch service and a larger database.

At the third image of figure 6, a Missing Child Report request occurs, which is also the
start of the flow chart in figure 5. This event is the most important and initiates a series
of actions. This request is also a POST HTTP request, which due to its criticality, has
some security constraints, like user authentication. The HTTP request body contains a
JSON object that includes information about the child and the coordinates of the device,
which reports the Missing Child Event.

In the next step, the Event Authority service calls the Geosearch service to fetch the
devices in a specific area, by making an HTTP POST request containing the
coordinates of the Missing Child incident and the desired distance. The Authority
service creates three scheduled tasks to run after the specified times. These tasks will
repeat this step and the following actions for a different distance. Meanwhile, if the
Authority service receives a “Child Found” event, the scheduled tasks will be cancelled.
The already notified users about the missing child incident should be informed

accordingly by another message.
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After receiving the response with the users to notify, the Authority service will retrieve
the corresponding notification tokens and send them to Firebase, accompanied by the
“Missing Child” message. Firebase will send this information to the specified devices.
These users will receive an alert notification about a missing child. By opening it, they
will be able to read more in GuardAnAngel application.

The last three images in figure6 are the results after the corresponding scheduled tasks
are executed. As more time passes, the distance increases up to a maximum. Then, the
“‘Missing Child” event is archived. If the Authority service receives a “Child Found”

event, the notified users will be informed.
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4. RESULTS

The “Results” chapter consists of two sections, according to the experiments that were
conducted. The first section focuses on the feasibility of such a service, as a proof of
concept. The second one presents the results of the comparison between two different
approaches, by using a relational database and by using a NoSQL database with

geospatial functionality.

4.1 Service feasibility
In this section, the verification process of GuardAnAngel service functionality will be
described, along with some observations that arose during this process. Various

aspects of the application and the service were monitored and examined.

First of all, the main items of the experiments were a mobile device with Android OS
and the service, Postgres database and 2 Tomcat servers running on a computer in a
local network, connected to the internet and having access to Firebase. In some
experiments, the Android application ran in debug mode, so that some of its operations
were controlled and investigated by us, like the GPS vs Cellular location spotting, or the
background location service operation, while some others were monitored through
logging.

At the beginning, we confirmed that the Android device was reporting its location to the
server while the application was closed. Moreover, the gradually backoff behavior was
also confirmed when the location remained unchanged. A significant observation should
be noted though. The longer the period of an application not in use, the less important
its background services become for Android OS, resulting in lower priority and
infrequent location posting. This fact should not discourage us at this phase, but it
should be recorded for future work. By having assured the location reporting, we could
proceed to the main scenarios.

First and foremost, various tests took place to prove the desired functionality and
outcome. Having the Android device as a neighbor with a specific and known location,
we used Google Map to extract coordinates for spots in a determined range and then
reported a Missing Child Incident via Postman. Indeed, after the expected time period,
the device was receiving the notification. Additionally, no notification was repeated for
the same incident, while the device was receiving more than one notification due to

reports for different incidents, as it should.
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In the second approach, the Android device was reporting the Missing Child incident, as
it would be the normal case. The neighbors had been set manually, with fixed positions
around the incident location. These neighbors did not include a Notification Identifier for
the Firebase platform. Thus, the server did not send any message to the Firebase and
the Quality Assurance step was materialized via the logs. Furthermore, the Android

device did not receive any notification because it was the reporter.

After all these experiments, the verdict was that the implementation of the
GuardAnAngel application as a proof of concept was successful. It is possible for such
an application to be created and operate properly. Also, it should be noted that the
impact on the battery was imperceptible, after hours and days of the application

background service running.

However, the current trends indicate that most people would not download another
application. Especially an application that they would not use often and would keep it
mostly as a subscriber. Further research needs to be done on how the application

would be more meaningful and effective in the real world.

4.2 Databases comparison on Geospatial queries

In this section, the results of the comparison between a relational and a schemaless
database on geospatial queries are demonstrated. The relational database was
PostgreSQL and the schemaless was MongoDB. All the rest of the infrastructure was
remaining unchanged. The same test cases and scenarios were materialized by

changing the database and calling the corresponding APIs.

The time measurements are presented in the table below. It should be mentioned that
the displayed values are the average from a series of measurements. Specifically, the
average of 20 values. Moreover, any value with a large deviation was removed and

spikes did not affect the final results. In that way, data credibility was ensured.

Table 1: Databases' execution times in milliseconds

NoOfRecords . . Postgres . _ _ MongoDB .
SavingTime QueryTime SavingTime QueryTime
1000 4 15.04 3 23.91
5000 3.6 41.43 2 94.65
10000 5.5 56.68 1.1 137.7
50000 5.8 215.74 1.3 582
100000 5.1 338.92 25 1422.41
500000 3.2 2445.07 15 6835.4
1000000 1.54 3344.31 1.4 13630.89
3000000 1.85 15581.3 0.8 54279.43
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These results prove our initial assumptions. Indeed, the execution time of a geospatial
query in a relational database is at least equal to a schemaless database query.
Actually, Postgres has achieved better execution time than MongoDB. Moreover, as the

number of records increases, the performance gain gets bigger.
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Figure 7: Geospatial queries' processing time (Blue:PostgreSQL, Red:MongoDB)
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Figure 8: Record saving time (Blue:PostgreSQL, Red:MongoDB)
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The query time metric is our main metric, the most important one. It denotes the
response time of the system in case of an incident. Write time is also an important factor
in the comparison of databases. Thus, it was included in this benchmark. However, in
our case it is not that critical. Apart from the fact that the difference is insignificant, there
are techniques to decrease the write time per record and control the load on the
database. For example, by using queues and batches. Therefore, the use of a relational
database is a clear favorite. The behaviors of the examined databases are illustrated in

Figure 7 (Read Time) and Figure 8 (Write time).

These two metrics are mostly used for comparison between the two databases. The
actual values are not so important. They could differ based on the environment that the
experiments are conducted. In this specific case, the measured time was the duration of
an application search. Network latency did not affect because the server and the
database were running on the same computer. The delays of the application loading the
records from the database are identical. Therefore, the measurements result in a fair

comparison of the two databases.

4.3 Results analysis

The experimental results are not surprising. Many benchmarks show that Postgres is
significantly faster than MongoDB for most query types. Especially about aggregation
queries and analytics, theory and empirical observations state that Postgres is better.
Although some official benchmarks do not demonstrate big differences, while there are
even some cases in favor of MongoDB, the context in these benchmarks is not quite

clear and the theoretical indications are regarded as valid.

Document-oriented databases, like MongoDB, and NoSQL in general, are known to
struggle when the dataset is larger than the memory. Relational databases perform
better in these cases. Moreover, relational databases are considered faster and more

efficient at retrieving records from the disk.

Furthermore, the schema is defined in our case. The fixed-length fields and tuples could
allow a more sophisticated approach to mature technologies, such as relational
databases, than a document scan that occurs in MongoDB. Postgres could take
advantage of tuples' specific memory space and even handle comparisons in a bitwise

manner. These gains add up when the number of records increases.

All these factors explain why Postgres performs much better as the dataset and the load

increase. Our query seems to fall into the category of aggregation queries because a
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potentially whole table processing is required. The multitude of processed and returned

records neutralize any effect of indexes.

It is worth mentioning that some additional experiments were conducted, in order for us
to investigate the database operation and the behavior of our queries. By running a
Query Analyzer and studying its output, we noticed that indexes were skipped. The
reason is the number of records returned. After decreasing the size of the area so that
few records were returned, we managed to make the query optimizer choose a query
plan using an index. The two query plans are presented in figure 9. Query A makes use
of the index on field longitude while query B does not. The application's real scenarios
would affect lots of users and indexes would be skipped. Therefore, any elaboration on

indexes' use and the demonstration of the related measurements were omitted.

However, MongoDB uses indexes by default for geospatial storage and searches. A
custom, enhanced R-tree approach is used for indexing the geospatial data. Such an
approach is an excellent fit for steady objects that are not moving. When the saved
objects change their locations often and re-indexing is needed, various complications
and performance issues could emerge, especially when these operations happen at
scale. We did not examine the updates of records in these experiments. It could be

added as an item for future work.

A. 1 record
|

explain analyze
SELECT serial number, latitude_integer_value, longitude integer_value

FROM location spot S5M indexed_integer

WHERE latitude_integer walue <« 3
longitude_integer walue < 2

3670 BND latitude_integer walue > 373
73 BND longitude integer walue > 2

‘

Data Qutput | Explain Messages History

QUERY PLAN
text
1 Bitmap Heap Scan on location spot Sm indexed integer (cost=7.73..1217.93 rows=1 width=15) (actual time=2.641..2.696 rows=1 loops=l)
2 Recheck Cond: ((longitude integer wvalue < 23822273) AND (longitude integer wvalue > 23822263))
3 Filter: ((latitude integer value < 37993670) BRND (latitude integer walue > 379393655))
4 Rows Removed by Filter: 306
5 Heap Blocks: exact=305
6 -> Bitmap Index Scan on longitude integer idx (cost=0.00..7.73 rows=330 width=0) (actual time=1.910..1.910 rows=307 loops=l)
7 Index Cond: ((longitude integer value <€ 23822273) AND (longitude integer value > 23822263))
8
9

Planning time: 0.240 ms
Execution time: 2.762 ms

B. 100000 records
|

explain analyze
SELECT serial number, latitude_integer_ value, longitude integer_value
FROM location spot S5M indexed_inte
WHERE latitude_integer walue <« 37
longitude_integer walue <

AND latitude_integer wvalue > 37
AND longitude integer walue >

bata Output | Explain Messages History

QUERY PLAN

text

Seq Scan on location spot 5m indexed integer (cost=0.00..127028.00 rows=1174065 width=15) (actual time=1.505..2134.179 rows=1186890 loops=1)
Filter: (({latitude integer value < 37998670) AND (latitude integer wvalue > 37973655) AND (longitude integer walue < 23801234) AND (longitude
Rows Removed by Filter: 3813110

Planning time: 0.290 ms

Wik WN R

Execution time: 2190.460 ms

Figure 9: The query plans for the geosearch query
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4.4 Outcome

MongoDB could be more suitable in other use cases, where the stored objects would
have a loose schema definition, with different extra information involved, while their
location does not change. For example, geographical searches of restaurants that have
a play area for children, offer tacos and souvlakia, and are located in the center of

Athens, would utilize MongoDB's features and capabilities, highlighting its strengths.

The ease of use for a distributed database that MongoDB offers is not really needed in
our scenario. Moreover, the distribution is achieved in another way, by moving the

control and routing to the service layer.

Overall, not only did we manage to implement a solution with geospatial searches over
a traditional relational database, but we achieved a better performance as well. We
proved that relational databases could also be adopted for geospatial queries for
various use cases, although such choice is not the mainstream approach. By analyzing
the needs of each application, implementations over relational databases could take
place and save a considerable amount of money (operational costs) to a potential

service provider.
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5. CONCLUSIONS

5.1 Overview

The developed application in this thesis acts as a proof of concept. Much additional
work needs to be done to make this application releasable to the public. In the case of a
standalone application, the extra work could be considered trivial, because the most
difficult and fundamental part has been implemented. In brief, the foundation has been
built. Styling, decoration, additional functionality needs to be added but the core has
been developed. Based on Pareto’s law, the result of this thesis is 20% of the total

implementation, which provides 80% of usage.

From a software engineering perspective, many tricky issues have been solved and an
operating service has been delivered. Creating an application is one thing though and
making an application successful is another. In general, a mediocre design and poor
performance lead to a bad experience that results in a service abandonment by the
user. Usually, he stops using the service and hardly ever comes back. Therefore,
software design is very important. But, in order for someone to leave a service because

of a bad experience, he first needs to start using it.

Current mobile industry trends indicate that a small percentage of people would
download our application. Lots of people avoid downloading applications to their
phones, let alone, an application that would be rarely used. Only some parents would
consider downloading it, most probably by having doubts about the real effect of a
missing child report, resulting in low engagement. Without a sufficient number of people,
acting as listeners, the service would lack effectiveness. Further research in alternatives

needs to take place as future work.

Some important facts that could dictate future decisions should be reviewed. 51% of US
smartphone users do not download apps. Around 13% of mobile device users in the US
download one app per month. Data on the average app downloads per month shows
that just 5% of users download eight or more apps during the same period, while 51% of
all US smartphone owners do not download any apps. 81% of mobile users have
Facebook installed on their device. Facebook is the app we are most likely to have
installed on our phones. 68% of mobile users have Facebook Messenger installed on
their device. Facebook’s Messenger app holds the third spot on the app popularity list.
According to these mobile app download statistics, users who have the basic app may
not care as much about its messaging features. The most popular app categories for

2019 seem to remain unchanged for the foreseeable future.
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5.2 Future work

The optimal way to broadcast a missing child notification event would be through SMS.
By sending the details to the mobile network operators, the operators would be able to
filter their subscribers in a specific area and inform them accordingly. It is a very
convenient solution, but an onerous approach with a small chance of success
nevertheless, due to bureaucracy and the reasonable hesitation from operators’ side.

This approach should definitely be inspected though.

Based on the statistics, the best way to expand the target audience without any
agreement with telecommunication providers is via social media. Particularly, the
Facebook platform would be a serious candidate for further research and development,
as the most downloaded and frequently used application. Perhaps, the application could
be converted to a “game” for the Games Area in Facebook. In that way, users would not
need to download an extra application to their mobile. Another approach would be by
using a Messenger Bot, which would take advantage of the Facebook Messenger,

allowing users to be subscribers without downloading the GuardAnAngel application.

5.3 Extensions

Some possible extensions for the application would be the notification for elderly people
and pets. Although the first idea was about children, which is a more sensitive case and
most people would allow being interrupted with such alarm, a broader notification
system would attract more people and consequently more subscribers. After some
market research, which cannot be considered necessarily indicative, it seems that pet
owners are more nervous and aware of a pet’s disappearance than many people are
about a child’s disappearance. By allowing preferences on what notifications a user
would like to receive, like Children, Elderly, Pets, etc., the application makes the user
responsible for the content he receives. In that way, the user can filter out any
information that he considers as noise, and the likelihood of remaining a subscriber is

increased.

Another extension could be the construction of special I0T bracelets, which would be
combined with the application to provide better service quality. Evidence from empirical
studies suggests that improved service quality increases profitability and long-term
economic competitiveness. Features, like maximum distance between a child and its
guardian, reminders for the child to declare “safe”, and much more could be developed,
contributing to the value growth of the service. Apparently, extensive research is

required in the following fields: Internet of Things, hardware design, product design.
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Perhaps, the most appealing extension for parents could be the GuardAnAngel
Academy, an educational unit that would focus on the child's development and would be
part of the application. GuardAnAngel Academy would provide advice and tips to the
parents based on the child's age, especially for the early stages of development. There
would also be fairytales, quizzes, riddles, games, and courses to enhance the training
and education of older children in an entertaining way. In such a way, users would be

more active and engaged.

5.4 Epilogue

At the end of the day, the feasibility of a fine and discreet notification service was
proved. The character of a child is tender and sensitive. A seriously unpleasant event,
like an abduction, could affect someone for the rest of his life, let alone a child. The pain
for the family is unbearable, especially in cases of no happy ending, while fear
dominates their thoughts and lives. Let us hope there will never be any missing child
incidents in the future. Let us hope that this application will never be used! Not because
it failed, but because the sick minds of this world would not even dare to touch a child.
Evil is strong. But Good is stronger! And from today, we have an extra weapon against

evil.

Amen
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ABBREVIATIONS — ACRONYMS

AMBER America's Missing: Broadcast Emergency Response
FBI Federal Bureau of Investigation

TCP/IP Transmission Control Protocol/ Internet Protocol
NISMART ?r?rgwsgwgidgzﬁgrgaudies of Missing, Abducted, Runaway and
NCMEC National Center for Missing & Exploited Children
NCIC National Crime Information Center

CAF Child Alert Foundation

ACA Abduction Central Alert

PLAN Personal Localized Alerting Network

CMAS Commercial Mobile Alert System

ANS Alert Notification System

WEA Wireless Emergency Alerts

GPS Global Positioning System

loT Internet of Things
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APPENDIX I

Distance calculation code
public double distanceBetweenTwoPoints (double latitudel, double longitudel,
double latitude2, double longitude2, double earthRadius) {
double dLat = Math.toRadians (latitude2 - latitudel);
double dLng = Math.toRadians (longitude2 - longitudel);
double sindLat = Math.sin (dLat / 2);
double sindLng = Math.sin(dLng / 2);
double a = Math.pow(sindLat, 2)
+ Math.pow (sindLng, 2)
* Math.cos (Math.toRadians (latitudel))
* Math.cos (Math.toRadians (latitude2));

double ¢ = 2 * Math.atan2 (Math.sqgrt(a), Math.sqgrt(l - a));
double dist = earthRadius * c;

return dist;

Find Location Spot by Distance and Direction

public LocationSpot findGeoPoint (double latitude, double longitude, double
distance, double earthRadius, double bearing) {

double brngRad = Math.toRadians (bearing);

double latRad = Math.toRadians (latitude);

double lonRad = Math.toRadians (longitude) ;

double distFrac = distance / earthRadius;

double latitudeResult =
Math.asin (Math.sin(latRad) * Math.cos(distFrac) +
Math.cos (latRad) * Math.sin(distFrac) * Math.cos (brngRad)) ;

double a =
Math.atan2 (Math.sin (brngRad) * Math.sin(distFrac) * Math.cos(latRad),

Math.cos (distFrac) - Math.sin(latRad) * Math.sin(latitudeResult));
double longitudeResult =(lonRad + a + 3*Math.PI) % (2*Math.PI) - Math.PI;

return new LocationSpot (
Math.toDegrees (latitudeResult),
Math.toDegrees (longitudeResult)
)
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Area Determination by coordinates

public List<LocationSpot> findByCoordinatesNear (double eventLatitude,
eventLongitude, double distanceInKilometers) {

LocationSpot eventLocationSpot =
new LocationSpot (eventLatitude, eventLongitude);
eventLocationSpot.initNumericValues|() ;

LocationSpot northLocationSpot = geoCoordinateHelper.
findNorthGeoPointInKiloMeters (eventLatitude, eventLongitude,
distanceInKilometers) ;

LocationSpot southLocationSpot = geoCoordinateHelper.
findSouthGeoPointInKiloMeters (eventLatitude, eventLongitude,
distanceInKilometers);

LocationSpot eastLocationSpot = geoCoordinateHelper.
findEastGeoPointInKiloMeters (eventLatitude, eventLongitude,
distanceInKilometers) ;

LocationSpot westLocationSpot = geoCoordinateHelper.
findWestGeoPointInKiloMeters (eventLatitude, eventLongitude,
distanceInKilometers) ;

northLocationSpot.initNumericValues () ;
southLocationSpot.initNumericValues ()
eastLocationSpot.initNumericValues () ;
westLocationSpot.initNumericValues () ;

’

double

int minLatitude = Math.min (northLocationSpot.getLatitudeIntegerValue(),

southLocationSpot.getLatitudeIntegerValue());

int maxLatitude = Math.max (northLocationSpot.getLatitudelIntegerValue(),

southLocationSpot.getLatitudeIntegerValue());

int minLongitude = Math.min (eastLocationSpot.getLongitudeIntegervValue(),

westLocationSpot.getLongitudeIntegerValue ());

int maxLongitude = Math.max (eastLocationSpot.getLongitudeIntegerValue (),

westLocationSpot.getLongitudeIntegerValue ());

return locationSpotRepository.findByAreaBorders (minLatitude, maxLatitude,

minLongitude, maxLongitude) ;

}
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public interface LocationSpotRepository extends CrudRepository<LocationSpot,

Long> {

@Query (

List<LocationSpot> findByAreaBorders (@Param (

@Param ( ) int maxLatitude,
@Param ( ) int minLongitude,
@Param ( ) int maxLongitude) ;
}
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