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ABSTRACT

MLInspect [1] is a debugging tool designed for data science pipelines. It detects issues re-
lated to data leaks, unintended data transformations and distribution shifts in ML pipelines
by automatically inspecting their data flows. This tool generates Directed Acyclic Graph
(DAG), which allows its users to look through all stages of pipeline processing or training.
It can also observe the ML pipelines even at the time when they fail to work properly as well
as debug them. Specific nodes of this DAG can have inspections attached to them so that
any possible problems can be detected and diagnosed at. The latter can be either pre-
defined or customised considering the requirements of this kind of a pipeline. Users can
define custom inspections and extend the tool to meet their specific requirements. This
makes MLInspect a versatile tool for a wide range of debugging and monitoring tasks.

Explainable Al (XAl) is a collection of methods and processes that allow human users
to comprehend and have confidence in the results of machine learning algorithms. XAl
helps describe an Al model, its impacts, and potential biases, ensuring accuracy, fairness,
transparency, and reliable decision-making. There are several approaches to interpret a
machine learning model. These include LIME, SHAP, Integrated Gradients, ALE, ICE
etc. Each has potential of giving different outcomes about the model in question. There-
fore, they should be employed considering different setup steps that could exist in an ML
pipeline.

This thesis enhances MLInspect by integrating explainability features. It patches meth-
ods like LIME, SHAP and others, some described above, into a Directed Acyclic Graph
(DAG) for visualisation. Additionally, it persists trained models in the DAG, facilitating sub-
sequent inspections. When triggered, a new inspection retrieves the model image from
the DAG and executes explainability methods, storing results alongside the model node.
This structured approach enables seamless integration of explainability into debugging,
enhancing understanding of machine learning models.

SUBJECT AREA: MLOps and Model Explainability

KEYWORDS: Explainability, Directed Acyclic Graph (DAG), Model Persistence, Inspec-
tion, Model Interpretation






NEPIAHWH

To MLInspect [1] €ival Eva epyaA€io EVTOTTIOPOU OQOAPATWY TTOU £XEI OXEDIQOTEI yIa ayw-
youg emoTANNG dedopévwy. EvToTridel (nTAMOTA TTOU OXETICOVTAI PE DIAPPOEG DEDOUEVWY,
OKOUOIOUG JETAOXNUATIOMOUG dedopévwv Kal aAAayEég dlavoung o aywyoug ML etmiBe-
WPWVTAG autouaTta TIG PoéG dedoPEVWY Toug. AuTO To gpyaleio dnuioupyei To Directed
Acyclic Graph (DAG), To OTT0iO ETTITPETTEI OTOUG XPrOTES TOU VA £EETACOUV OAa Ta OTAdIA
TNG €TTECEPYQTiag i TNG ekTTaiIdEUONG Tou aywyou. MrTropei, eTTiong, va TTapakoAouBnoEl
TOUG aywyoug €TMIOTAUNG OEBOPEVWV AKOUN Kal TR OTIYUE TToU v AIToupyolv CwoTd,
KaBwg Kal va Ta emdIopBwVEl. ZuyKeKpIPEVOl KOUPBoI Tou DAG pTTopouyv va €XouV ETTIBEW-
PAOEIG TTOU OUVOEOVTAI UE AUTOUG, WOTE VA PITTOPOUV VA EVTOTTIOTOUV KAl VA OlayVWOTOUV
TUXOV TTPOPBAARUATA O€ OXETIKA TOUG ONueia. To TEAEUTAIO PTTOPEI €iTE VO TTPOKABOPIOTEI EiTE
va TTPOCAPUOOTEI AauBAavovTag uttown TIG ATTAITAOEIS auToU Tou €idoug aywyou. Or xph-
OTEG JTTOPOUV VA OPICOUV TTPOCAPUOCUEVEG ETTIBEWPHOEIG KOl VA ETTEKTEIVOUV TO EPYAAEiO
WOTE VO AVTATTOKPIVETAI OTIG OUYKEKPIUEVES aTTAITAOEIS TOUG. AuTd KaBioTd To MLInspect
€va UENIKTO EPYOAEIO yIa Eva eUpU QACHUA EPYACIWY EVTOTTIOHNOU OCQAAUATWY KAl TTAPAKO-
AouBnong.

H Egnynoiun Texvntr) Nonuoouvn (XAl) gival pia ouAAoyr) peBodwv kai d1adIKaoIwy TTou
EMTPETTOUV OTOUG AVOPWTTIVOUG XPHOTEG VA KATAVOOUV Kal VO £XOUV EUTTIOTOCUVN OTA O-
TTOTEAEOPOTA TWV AAYOPIBUWY pnxavikAg padnong. H XAl BonBda otnv tTeplypa@n vog
MOVTEAOU TEXVNTAG VONUOoUVNG, TWV ETTITITWOEWY TOU KAl TV TTIBAVWYV TTPOKATAAAWEWY,
dlac@aAifovtag akpifela, dikaioouvn, dlagdveia Kal agiomoTn Afyn amo@acewy. YTap-
XOUV dIA@opOI TPATTOI EPUNVEIAG EVOG MOVTEAOU PUNXAVIKAG uadnong. Autoi repiAauavo-
pévouv 1o LIME, SHAP, Integrated Gradients, ALE, ICE k.A1r. O kaBévag éxel n duvaTto-
TNTA va dWOEl DIAPOPETIKA ATTOTEAECUATA OXETIKA PE TO €V Adyw PovTéAo. ETTopévwg, Ba
TIPETTEl VA XPNOIYOTTOIOUVTAl AauBAvVOVTaG UTTOWN TA SIAPOPETIKA OTAdIO EYKATACTAONG
TToU PTTOPE va uTTdpgouv o€ évav ML aywyo.

AuTr) n diatpiBn evioxuel To MLInspect evowuaTtwyvovTag XapaKTnEIoTIKA ETTEENYNMATIKO-
™NTag. Eeapudler pebodoug 6mrwg LIME, SHAP kail GAAeg, KATTOI01 ava@EpovTal Kal TTa-
patmadvw, o€ €va Directed Acyclic Graph (DAG) yia otrTikotroinon. ETmimTAéov, diatnpei
ektTaideupéva povréAda otnv DAG, dieukoAUvovTag TIG PETETTEITA €TIOswpnoclg. OTav €-
VEPYOTTOIEITAI, MIa VEQ €TTIBEWPNON AVOKTA TNV €IkOva Tou povtéAou atmd 1o DAG kai €-
KTEAEI HEBODOUG £TTEEYNONG, aTTOBNKEUOVTAG Ta TTOTEAETUATA TTAPAAANAQ pE TOV KOUBO
TOU POVTEAOU. AUTH N douNUEVN TTPOCEYYION ETTITPETTEI TRV ATTPOCKOTITN EVOWNATWON
TNG €TTEEAYNONG OTOV EVTOTTIOUO OQAANATWY, BEATIWVOVTAG TNV KATAVONGON TWV HOVTEAWY
MNXavikng pabnong.

OEMATIKH NEPIOXH: MLOps kai Etre€rjynon MovtéAou

AEZEIZX KAEIAIA: ETreénynoipotnTa, KateuBuvopevo AKUkAIKG Mpaenua (DAG), Atrodr-
keuon MovTélou, EmBewpnon, Epunveia MovtéAou
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Dataflow Representation, Model Inspection and Explainability in ML Pipelines

1. INTRODUCTION

Explainability in Artificial Intelligence (XAl) is a set of methods and processes that alter
the way users can understand and rely on machine learning (ML) algorithms. The pri-
mary objective behind XAl is to create Al models that are transparent by revealing their
operations, impacts, as well as potential biases. This kind of transparency ensures accu-
racy, fairness, truthfulness and dependability of artificial intelligence models, making them
more reliable for decision-making. One can interpret ML models using different methods
including LIME which stands for Local Interpretable Model-Agnostic Explanations, SHAP
meaning Shapley Additive exPlanations, Integrated Gradients, Accumulated Local Effects
(ALE), Individual Conditional Expectation (ICE) etc..

However far Explainable Al has come, there are still challenges when it comes down to
implementing it into practice, especially around complex data science pipelines. Many
stages are involved in processing data through pipeline systems and training models may
hide bugs like leaks. These leaks can be between datasets or unintended transformations
on input data or maybe distribution shifts during various stages. One great debugging
tool that addresses this problem is called MLInspect which was built specifically to handle
issues encountered within typical data science pipelines. It does so by creating a Directed
Acyclic Graph (DAG) representation of all stages in pipeline based on automatic inspection
of data flows. Users are able to follow through failed parts even if they have stopped
execution since inspections can be attached at any node level with this DAG structure.
This promotes successful debugging process where necessary.

To further enhance MLInspect’s functionality, an extension point should be introduced,
allowing advanced explanations capability integration directly into the framework itself.
Such a feature would involve incorporating popular XAl methods like LIME, SHAP among
others into DAG visualisation. Besides showing flow and inspections, visually enhanced
version now supports saving trained models within structures representing stages, which
are the nodes of the DAG, thus enabling better interaction for later execution of specific
inspections against stored models. When an inspection is triggered, system retrieves
stored model from DAG and runs selected explanation methods against it; then stores
results of these in the corresponding DAG node.

Integrating interpretability into MLInspect ensures a better systematic way of understand-
ing machine learning models; XAl techniques embedded within DAG allow for seamless
visualisation and interpretation of behaviour or performance throughout various stages in
the pipeline. These, not only help with debugging or monitoring, but also focus on un-
derstanding decisions made by ML models. These could produce a transparent view of
the ML models, therefore limiting the applicability of possibly erroneous pipelines. On this
note, improved vision offers comprehensive solution by acting as a powerful integrated
tool for ensuring trustworthiness, reliability as well as transparency of machine learning
pipelines.

This thesis is structured into 5 chapters. Chapter 2 gives some background information
regarding DevOps and MLOps, their principles, known tools and a comparison between
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them. It demonstrates what explainable Al is, describing the XAl methods that will be in-
tegrated in MLInspect implementation and frameworks that contain multiple XAl methods.
A sample taxonomy will be also displayed, taking into account the methods used in this
study. Finally, it showcases related work with the current paper. Chapter 3 reveals valu-
able information of MLInspect paper, which is the framework that this paper is based on. It
signifies its concepts, its architecture and its prior implementation. Chapter 4 presents the
current study, what was accomplished and the valuable results of the new implementation
of MLInspect. Chapter 5 shows a use case demonstration of the enhanced MLInspect be-
haviour as well as unit tests that back up these scenarios. Finally, chapter 6 concludes
the thesis, summarising what was accomplished, what could have been done differently
and future improvements.

This thesis supports the advancement of tools and frameworks responsible for transpar-
ently promoting trustworthy Al systems. Explainability methods can help user pipelines
become more easily portrayed, and the enhanced MLInspect can contribute more to this
purpose. The "Explainable” MLInspect framework not only improves the debugging pro-
cess but also provides deeper insights into the behaviour of machine learning models.

S. Patsou 28
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2. BACKGROUND AND RELATED WORK

This section gives a comprehensive overview of theory, concepts and prior research re-
garding the thesis. It starts with DevOps and MLOps, it summarises its principles, it com-
pares them, and finally reports relevant tools. The next subsection describes the Ex-
plainable Al, it categorises various explainability methods, highlights key techniques, and
attempts to give a detailed example on taxonomies. In the end, it covers related work,
representing two frameworks, HYPPO [2] and MLInspect. The latter promotes a better
understanding of the methodologies and technologies further used in the thesis.

2.1 DevOps

DevOps is a software engineering concept that combines development and operation pro-
cesses to ensure an improved collaboration and productivity [3]. The paper referenced
gives a thorough explanation of what DevOps is and gives a more transparent and clear
definition of what itencompasses. The core principles of DevOps include collaboration and
communication, automation, continuous integration and continuous deployment (CI/CD),
monitoring and feedback. Collaboration and communication describes the way that devel-
opment and operations teams cooperate and automation outlines the reduction of manual
processes by identifying the repetitive ones that could be automated. In addition, CI/CD
is labeled as the method that ensures a faster release cycle of code changes. It benefits
the system by getting feedback of how it operates, making it more reliable. Software En-
gineering Body of Knowledge (Swebok) defines the knowledge areas of DevOps. These
are the CI/CD, already mentioned, automated testing which is how a code change can
be tested automatically, infrastructure as code (laC), which is managing and provision-
ing a system through code rather than manual efforts and lastly monitoring and logging.
DevOps is a crucial modern software engineering methodology, which enables faster im-
plementation and deployment. It can support multiple cross-functional team collaboration
and transparency of code functionality.

Paper [4] illustrates a case study of DevOps in a product development organisation in
New Zealand. The DevOps principles were applied and further showed that the deploy-
ment frequency was increased (from 30 to 120 releases per month) and improved the
cooperation between development and operations teams.

2.2 MLOps

MLOps integrates machine learning with DevOps practices to create a cohesive workflow.
This workflow ensures that a product/project can be more testable, scalable and more
easily reproduced [5]. An example lifecycle can be viewed in Figure 2.1.
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2.21

Figure 2.1: Example MLOps Lifecycle

Principles

MLOps is based on the principles defined in Section 2.1. They can be described as:

1.

Continuous Integration and Continuous Deployment (CI/CD): This principle is all
about automating the entire ML pipeline, from gathering data to deploying models.
Continuous integration is applied to enable changes in the codebase to be regularly
merged and tested. Continuous deployment also contributes to ensuring that the
latest model versions are automatically deployed to production environments. This
automation allows for a reduced amount of manual intervention cases and faster
deployment that offers better reliability.

. Versioning: Versioning is actually used to flag a deployment with a specific identifier.

This additional information makes it easy for a developer or a third party community
member to trace the artefacts deployed, including data, models, and changed code.
This, furthermore, enables them to track changes, replicate experiments, and un-
derstand the evolution of models over time. Model development and deployment
is more easily tracked down, offering a sort of audit and lineage mechanism of the
model.

Testing: MLOps offers a better way to test the model defined. Using rigorous testing
protocols during Cl workflow, a developer can validate further a model and assess its
performance. Testing includes unit tests, integration tests for pipeline components,
and validation tests for model accuracy and robustness. With a testing suite during
Cl, there is now a way to identify possible errors of the model before a model is
deployed to production.

. Monitoring: Comprehensive monitoring is implemented in order to track model per-

formance and data drift in production environments. There are monitoring tools that
evaluate the model’s predictions and performance metrics and if something is out of
the ordinary, these tools can alert subscribed teams for any deviations or anomalies.
This monitoring capability is utilised when a model has been deployed to production
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or at a prior phase, at a UAT-session, which is a pre-production environment that
simulates production. This proactive approach allows for timely interventions when
necessary.

5. Collaboration: MLOps requires that there is collaboration among various opera-
tional members of a team, such as data scientists, engineers and operations. Dif-
ferent domains are combined into the ML lifecycle by encouraging cross-functional
collaboration. They help each other, ensuring that the models defined are charac-
terised by quality, accuracy and improved performance.

6. Governance and Compliance: This is where governance frameworks are put in
place to ensure adherence of models to legal and ethical guidelines. Data privacy
and particularly GDPR are significant components that must be integrated within an
MLOps life cycle’s workflow for trust creation purposes. Transparency in operations
will also enhance decision making while ensuring accountability throughout an ML
lifecycle. Successful governance promotes responsible deployment of models.

Additionally, an MLOps workflow is consisted of four phases:

1. Data Engineering: The first stage of an MLOps workflow is data engineering. This
entails preparing and preprocessing data before it is fed into the model during train-
ing. Data scientists collect all data they require from available sources. These in-
clude both internal and external ones which could be either structured or unstruc-
tured types of data formats depending on their research questions’ requirements.
Such datasets go through cleaning and transforming before being stored, thus the
whole process has to involve sound data engineering practices for improved accu-
racy and reproducibility.

2. Model Training: Model training, as the name implies, involves implementing and
training machine learning models. Choosing the best model algorithms or tech-
niques during this phase consists of tuning hyper-parameters, and model perfor-
mance validation. This section can be revisited several times because it is very
difficult to find the optimal model after one iteration of the stages. These models
are appropriately tested with unit tests or integration tests to allow finding the ideal
algorithm and parameters.

3. Model Deployment: Model deployment to production environment can be accom-
plished through CI/CD pipelines without hitches, accommodating a smooth transi-
tion into the latest version of the model. By doing this, automation cuts down on
deployment time, reduces errors and ensures that models are always updated in
a consistent and reliable manner. Also, as previously mentioned, in this stage, an
identifier depicting the version of the model is stored, to keep track of the model that
was deployed.

4. Model Monitoring: A well built MLOps workflow includes continuously monitoring
deployed models. Key indicators like performance, time to consume the whole train-
ing set and if a past version was more accurate than the latest one are tracked by
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monitoring tools. This stage also includes alerting of metrics that cross a defined
threshold, that probably introduce anomalies. Teams getting these alerts can more
easily gather all possible issues and continue with their resolution. The model is
always assessed which enables faster adjustments with visualisation of errors and
key indicators.

A more detailed workflow can be represented in Figure 2.2. The workflow depicted shows
how each component of MLOps works and how a phase interacts with others.

2.2.2 DevOps vs MLOps

DevOps is a practice aimed at improving development cycles, deployment speed, and
release reliability in large-scale software systems through Continuous Integration (Cl) and
Continuous Delivery (CD) [6].

However, ML systems have many differences from the software systems. First of all, ML
projects involve data scientists focused on exploratory data analysis and model devel-
opment, who may lack experience in building production-grade services. In addition, ML
development is experimental, requiring extensive testing of features, algorithms, and mod-
els, with a focus on reproducibility and code reuse. They also need to be tested multiple
times, including data validation, model quality evaluation, and model validation, beyond
typical unit and integration tests. Deploying ML systems involves complex pipelines for
automatic retraining and deployment and unlike straightforward software deployment in
production environment, ML models can degrade over time due to evolving data, necessi-
tating continuous monitoring and potential rollbacks. ML systems specifically adjust their
CI/CD processes. For example, Cl includes testing and validating data, schemas, and
models, whereas, CD involves deploying an ML training pipeline that deploys a model
prediction service. Continuous Training (CT), which is not part of software systems, fo-
cuses on the automated retraining and serving of models.

Overall, DevOps principles apply to ML systems, but with significant adjustments that
handle the unique challenges of ML development, deployment, and production monitoring.
ML operations require a structured approach to experimentation, tracking, and maintaining
model performance over time.

2.2.3 Tools

All these years, many tools have been implemented to accommodate the MLOps princi-
ples. A segment of some tools is considered in Table 2.1.
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Table 2.1: Example MLOps Tools

Type

Name

Description

Automation and
Orchestration

Airflow

Designed for creating,
scheduling, and
overseeing batch-oriented
workflows. Allows the
development of workflows
that integrate with nearly
any technology.

Automation and
Orchestration

Luigi

It helps build complex
pipelines of batch jobs. It
handles dependency
resolution, workflow
management,
visualisation, handling
failures, command line
integration and more.

Cl/ICD

CML

It is an open-source CLI
tool for implementing
continuous integration &
delivery (CI/CD) with a
focus on MLOps. It
automates development
workflows, including
machine provisioning,
model training and
evaluation, compares ML
experiments across project
history, and monitors
changing datasets.

Cl/ICD

Aqueduct

It is an MLOps framework
that allows definition and
deployment of machine
learning and LLM
workloads on any cloud
infrastructure.
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Data Management DVC[7] It is a command line tool
that helps develop
reproducible machine
learning projects. It
versions data and models,
it stores them in the cloud
storage but keep their
version info in Git repo and
it compares any data,
code, parameters, model,
or performance plots. It
also shares experiments.

Data Management Delta Lake An open-source storage
framework that enables
building a Lakehouse
architecture [8] with
compute engines including
Spark, PrestoDB, Flink,
Trino, and Hive and APls
for Scala, Java, Rust,
Ruby, and Python.

Data Management Feast It is an open-source
feature store for machine
learning. It manages
existing infrastructure to
productiosize analytic data
for model training and
online inference.

Data Management Pachyderm Automates complex
pipelines with
sophisticated data
transformations. It
versions large data sets of
unstructured and
structured data
automatically, intelligently
with a git-like structure.

Experiment Tracking Comet Integrates with existing
infrastructure so as to
manage, visualise, and
optimise models. It
handles models from
training up to production.
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Experiment Tracking

MLflow

It is an open-source
platform that focuses on
the full lifecycle for
machine learning projects,
ensuring that each phase
is manageable, traceable,
and reproducible.

Experiment Tracking

Neptune[9]

It offers a single place to
track, compare, store, and
collaborate on experiments
and models.

Experiment Tracking

Weights & Biases

It trains, fine-tunes and
manages models from
experimentation to
production, and track and
evaluate LLM applications.

Model Deployment

BentoML[10]

It is an open-source model
serving framework that
simplifies how Al/ML
models gets into
production.

Model Deployment

Kubeflow

It makes deployments of
machine learning (ML)
workflows on Kubernetes
simple, portable and
scalable.

Model Deployment

TensorFlow Serving

It makes it easy to deploy
new algorithms and
experiments, while
keeping the same server
architecture and APIs.
TensorFlow Serving
provides out-of-the-box
integration with
TensorFlow models, but
can be easily extended to
serve other types of
models and data.

Model Deployment

TorchServe

It is a performant, flexible
and easy to use tool for
serving PyTorch models in
production.
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Monitoring Evidently Evidently helps evaluate,
test, and monitor data and
ML-powered systems. It
offers predictive tasks,
generative tasks and data
monitoring.

Visualization Plotly Plotly is a python graphing
library that makes
interactive,
publication-quality graphs.
Visualization Altair[11, 12] Vega-Altair is a declarative
statistical visualisation
library for Python.
Vega-Altair helps
understand the data and
their meaning.

Awesome Production Machine Learning repository [13] offers a list of multiple tools that
can be explored further.

2.3 Explainable Al

Explainability in Al is the ability to illustrate, in an understanding manner, the way machine
learning models are behaving, what decisions they are making and their output. This is
important as it helps build trust and ensures fairness and accountability in Al systems.
Most importantly, explainability assists users to comprehend and trust Al by providing
transparency on how decisions were made. Secondly, Explainability also plays a part
in uncovering and addressing biases, promoting ethical use of technology and ensuring
compliance with regulations [14].

However, there are some difficulties associated with explainability. A great deal of Al mod-
els, especially deep learning models, are like “black boxes” that are not easily interpretable
from within. Crossing the tight rope between complexity of model versus interpretability
forms a big challenge; simpler models are easy to understand but might lack accuracy as
compared to more complex ones. For example, healthcare can use explainability to diag-
nose diseases through transparently stating the reasons behind its decisions. In finance,
it may be used for credit scoring by explaining why a loan was approved or denied. Ex-
plainability can also be applied in the legal field, autonomous driving and other high-stakes
areas where understanding Al decisions is critical.
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Research is currently concentrated on developing more sophisticated techniques that bal-
ance interpretability and accuracy. User-centric explainability, which focuses on how ex-
planations are given to end users to ensure they are understandable and actionable, is
becoming increasingly important.

2.3.1 Taxonomy

Categorising explainability methods will facilitate the implementation of a more concrete
understandability of explainability methods. For this purpose, articles [15] and [16] will be
considered as well as the paper with title ”A Review of Taxonomies of Explainable Artificial
Intelligence” [17]. In the paper, it is explained how the explainability methods can be clas-
sified regarding 4 approaches that are followed in the ML industry. The first classification
is the Functioning-Based Approach which focuses on how the methods work, e.g. lo-
cal perturbations, leveraging structure, meta-explanations, architecture modification, and
extracting examples. The second approach, Result-Based, concentrates on the result
that the methods may have, either feature importance or surrogate models and more.
The third approach is the Conceptual. This approach is based on conceptual objectives
such as transparency, interpretability and trustworthiness. Finally, the last approach is the
Mixed one, that brings together aspects from other approaches to provide a more holistic
taxonomy. The suggested taxonomy can be outlined in Figure 2.3.
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As shown in Figure 2.3, XAl methods can be divided in multiple categories. There can be
classified regarding their result, their output format, their scope, their stage, their function-
ality and other factors.

Result. XAl methods can be categorised as to the end result. It highlights different ap-
proaches for deriving explanations based on the end result, like feature relevance or lever-
aging model structure. Feature Relevance methods assess the importance of features in
the model. Examples methods use examples to explain model behaviour. Lastly, Surro-
gate Models methods use simpler models to approximate and explain complex models.

Functioning. Meta-Explanation methods explain further other explanations. In addition,
Structure Leveraging methods leverage the structure of the model for explanations. Archi-
tecture Modification methods involve modifying the model architecture to improve explain-
ability. Examples methods are defined above and depict the same functionality. Finally,
Perturbations methods use perturbations in the input data to generate explanations.

Other. This category includes Input Data and Problem Type methods. Input Data methods
explain by examining the input data. Problem Type methods vary based on the type of
problem being solved (e.g. classification, regression). The model output can alter how
the explainability method works. A model, for example, can either output probabilities of
a prediction for each data point or classify the data points regarding these probabilities.

Output Format. This classification includes the output format of an XAl method. It can
output arguments, rules, numerical values, or visual explanations in the form of plots and
graphs. It can be a new model (e.g. surrogate model), textual explanations, or mixed,
offering multiple formats.

Scope. This class of taxonomy is comprised of local and global types. Local ones provide
explanations for individual predictions. Local explainability methods refer to the ones that
will describe how a single datapoint led to a specific result. Global scope includes methods
that provide explanations for the entire model. It will give us a bigger picture of how each
feature collectively contributes to the results (predictions) of a model. In other words, it
will give us an explanation in general regarding the model using many data points.

Stage. Stage is split into Post-Hoc and Ante-Hoc categories. Post-Hoc methods pro-
vide explanations after the model has been trained. Ante-Hoc methods are built into the
model from the beginning to provide inherent explainability. Post-Hoc is further divided into
Model-Specific and Model-Agnostic classes. Model-Specific refers to XAl methods that
are tailored for specific types of models or group of models. On the other hand, Model-
Agnostic are fit for any model type. It is simply methods that do not take into account the
model trained (whether it is a linear, NN, tree-based etc.).

This taxonomy can be applied to categorise efficiently various XAl methods, helping users
identify easier the diverse complex methods that exist.
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2.3.2 Popular Methods

There is a considerable amount of XAl methods that have been contributed from other
data scientists in the community. More are provided as a result of a comprehensive sci-
entific research that was completed and reviewed. Coefficients of Logistic Regression
[18], Anchors [19], Contrastive Explanations Method (CEM) [20], Counterfactual Instances
[21, 22, 23], Deep Learning Important Features (DeepLIFT) [24], Explainable Boosting Ma-
chine (EBM) [25], Global Interpretation via Recursive Partitioning (GIRP) [26], Layer-wise
relevance propagation (LRP) [27], Leave One Covariate Out (LOCO) [28], Morris Sen-
sitivity Analysis [29], ProfWeight [30], ProtoDash [31], Scalable Bayesian Rule Lists [32]
and Tree Surrogates [33, 34] are some of the XAl methods that can be further inspected
and studied.

In the next sections, the most popular XAl methods will be defined, which will also be the
ones that are going to be integrated in the Explainable MLInspect project.

2.3.21 LIME

Local interpretable model-agnostic explanations (LIME) [35] is an approach that fits a
surrogate glass-box model around any black-box model’s prediction space. LIME aims
at modelling explicitly every local neighbourhood around each prediction made by such
black-box systems. It works through perturbing individual data points before generating
synthetic data which get evaluated within those black-box systems, before being finally
utilised as training set for corresponding glass-box models. This helps users understand
which features affect particular predictions and make their outputs more transparent and
reliable.

The main focus of LIME is to interpret individual predictions by creating a local surrogate
model that is interpretable, making it easier to explain the specific instance for which an
explanation is required. LIME works by initially selecting an instance to explain the pre-
diction of the model. This can be a specific data point of a dataset. Then, a dataset is
created with perturbed instances by making minor changes to the original instance. These
perturbations are usually small modifications of the initial state of the selected instance,
regarding the feature values. These perturbations are then used as a sample dataset to
the original complex model to get the predictions for each one. This step is very important,
as weight is assigned to each perturbed instance, based on its similarity to the original in-
stance. Typically, a kernel function is used for this goal. It usually gives higher weights to
an instance that is more similar to the original one. After that, a new interpretable model
is created, e.g. linear or decision tree, and it is trained on the perturbed dataset, using the
weights defined before, focusing more to the perturbations that are closer to the original
instance. Finally, the coefficients or structure of the interpretable model give insights as
to which feature was the most important, regarding the impact on the prediction for the
original instance.

Let’s illustrate LIME with a simple example. In this example, we have a black-box model
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predicting whether a person has diabetes based on two features: age and glucose level.
We want to explain the prediction for a specific patient. The patient data are: Age =
50, GlucoseLevel = 150 The model data that we own is that it predicts a 70% probability
of diabetes for this patient. The first step is to select an instance to explain. This is
x = (50, 150). For this specific instance, perturbations are generated by slightly tweaking
age and glucose level. These can be:

o« z_1=(49,149)

« 2 2= (51,151

z3 = (48, 150)

x4 = (52, 148)

Then, using the black-box model, the predictions we obtain for the perturbations are:

Prediction for z,: 65% probability of diabetes.

Prediction for z5: 72% probability of diabetes.

Prediction for z5: 68% probability of diabetes.

* Prediction for x4: 71% probability of diabetes.

Using these predictions, the distances and weights are calculated for these perturbed
data.

Distance between x and z;: 1.41, Weight: 0.95.

Distance between x and z,: 1.41, Weight: 0.95.

Distance between = and z5: 2.00, Weight: 0.85.

Distance between = and z,: 2.83, Weight: 0.75.

The weights calculated in the previous step are then utilized in a linear model definition.
The linear model will be specified as: DiabetesProbability = 0.3 x Age+0.5x GlucoseLevel.
Finally, the new linear model is interpreted using the predictions of the perturbed data.
For example, the coefficients of the linear model suggested that a 1-year increase in age
increases the diabetes probability by 0.3 and a 1-unit increase in glucose level increases
the diabetes probability by 0.5.
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2.3.2.2 Shapley Values

SHAP (SHapley Additive exPlanations) [36] is a framework that explains the output of
any model using Shapley values, a game-theoretic approach often used for optimal credit
allocation. While this can be used on any black-box model, SHAP can compute more
efficiently on specific model classes (like tree ensembles). It allows optimal credit allo-
cation and local explanations which simplify the interpretation of complex models. It was
named after Lloyd Shapley and it ensures that each feature’s contribution to the model’s
prediction is adequately quantified.

Each feature of a dataset is treated as a "player” in a game where the goal is to achieve
the prediction of the model. The Shapley value for a feature symbolizes the average con-
tribution of that feature across all possible subsets of features. This method considers the
contribution of each feature in the context of every possible combination of other features.
The first step of computing Shapley values is to look at all possible subsets (coalitions) of
the feature set. Then, for each subset, calculate the marginal contribution of the feature
of interest by including and excluding it from the subset. Finally, the Shapley value is the
average of these marginal contributions across all possible subsets.

Mathematically, for a feature i, the Shapley value ¢; is calculated as:

o= 3 BHINIZISIZ DN 6 gy~ o(s))

| V]!
SCN\{i}

Where: N is the set of all features, S is a subset of N that does not include i and v(.5) is
the prediction for subset S.

A simple example will give a better insight as to how Shapley values work. The example
will consider a model that predicts the house price based on three features: location, size,
and age. What we want is to explain the prediction for a specific house. This house’s
data is: Location = "Urban”, Size = 150m? Age = 10years with a model prediction of:
300,000¢€.

The steps are:

1. Coalition Formation: Create all possible subsets of the three features: {}, {Loca-
tion}, {Size}, {Age}, {Location, Size}, {Location, Age}, {Size, Age}, and {Location,
Size, Age}.

2. Marginal Contribution Calculation: For each subset, include and exclude each
feature and calculate the prediction difference.

3. Example Subset Calculations:

» Subset = {}: Prediction = 250,000€.
» Subset = {Location}: Prediction = 270,000€.
» Subset = {Size}: Prediction = 260,000€.
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Subset = {Age}: Prediction = 255,000€.

Subset = {Location, Size}: Prediction = 290,000€.
Subset = {Location, Age}: Prediction = 275,000€.
Subset = {Size, Age}: Prediction = 265,000€.

Full set = {Location, Size, Age}: Prediction = 300,000€.

For feature "Location”:

« Contribution when added to {}: 270,000 - 250,000 = 20,000¢€.
» Contribution when added to {Size}: 290,000 - 260,000 = 30,000¢€.

» Contribution when added to {Age}: 275,000 - 255,000 = 20,000€.

The average contribution for Location: 2200300002000 — 93 333 33€.

For feature ”"Size”:

 Contribution when added to {}: 260,000 - 250,000 = 10,000¢€.
» Contribution when added to {Location}: 290,000 - 270,000 = 20,000¢€.

» Contribution when added to {Age}: 265,000 - 255,000 = 10,000€.

The average contribution for Size: 12.000+20.000410000 — 13 333 33€.

For feature "Age”:

» Contribution when added to {}: 255,000 - 250,000 = 5,000¢€.
» Contribution when added to {Location}: 275,000 - 270,000 = 5,000¢€.
» Contribution when added to {Size}: 265,000 - 260,000 = 5,000¢€.

5.00045,00045,000 _ £ ()€
5,000+5,00045.000 _ 5, ]

The average contribution for Age: 3

These contributions sum to the total prediction:
23,333.33 + 13,333.33 + 5,000 = 41, 666.67€

which should be normalised to match the model prediction of 300,000€.
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2.3.2.3 Integrated Gradients

Integrated Gradients [37] method seeks to attribute importance value for each input feature
of a machine learning model based on gradients of the model output with respect to the
input. It was introduced by Sundararajan, Taly, and Yan in 2017 to address the challenge
of understanding the inner workings of neural networks. It has many use cases including
understanding feature importance, identifying data skew and debugging model perfor-
mance. The technique is useful for regression and classification models. For non-scalar
outputs, like multi-target regression or classification models, gradients are calculated on
one particular element in the output. In case of a classification model, usually the output’s
gradient refers to either the true class or class predicted by the model.

The calculation of Integrated Gradients can be done by firstly setting up a baseline input,
which is usually an input where all features are set to zero or some other neutral value.
This baseline works as a point of reference from which the change in the model’s output
can be measured. Then, the gradients of the model’s output with respect to the input
features are calculated. These gradients are integrated along a straight-line path from
the baseline input to the actual input. Finally, the attribution score for each feature is
computed. This score is the integral of the gradients over the path mentioned and depicts
the contribution of each feature to the model’s prediction.

In a mathematical form, given a model F and an input z, the integrated gradient along the
i-th dimension is defined as:

Y OF(2 +a(x — )
=0 ox;

1G(z) = (z; — ) / do

where 2’ is the baseline input, z; is the i-th feature of the actual input, and « is a scalar
that scales the input from the baseline to the actual input.

An example that encapsulates the Integrated Gradients implementation can be a simple
neural network model that predicts the price of a house based on three features: size (in
square meters), number of bedrooms, and age (in years). Integrated Gradients will be
used to understand how each feature contributes to the predicted price.

Steps of calculation:

1. Baseline Input: We choose a baseline input where the size, number of bedrooms,
and age are all set to zero:
baseline = [0, 0, 0]

2. Actual Input: Assume that our actual input for a specific house is:

actualinput = [200, 3, 20]

3. Model Prediction: Our neural network model F' predicts the price of the house
based on these features.
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4. Path Integration: In this step, the gradients of the model’s output with respect to
each feature are calculated, and integrated along the path from the baseline to the
actual input.

5. Attribution Scores: The integrated gradients give us the attribution scores for each
feature. Let’'s say we compute the following scores:

[Gsize = 1007 IGbedrooms = 507 IGage =-10

These scores indicate that the size of the house contributes 100 units to the predicted
price, the number of bedrooms contributes 50 units, and the age of the house subtracts
10 units from the predicted price.

2.3.2.4 Accumulated Local Effects (ALE)

Accumulated Local Effects (ALE) [38] are measures that show the effects of features on
machine learning model predictions. In the alternative to partial dependence plots, which
are slow and biased, ALE plots serve as faster and fairer solutions. The PDPs obtain
an average effect of a feature over its entire range while ALE plots examine how local
changes in the prediction as a feature value varies.

The ALE method starts by calculating the local effect of a feature, by measuring the change
in the prediction when the feature changes. All other features remain unchanged. This
calculation is averaged over all instances. After that, the local effects are accumulated to
show how the prediction changes as the feature varies across its range. This aggregation
helps in visualising the feature’s impact on the model’s predictions, in a more global man-
ner. Finally, the ALE plot is centred to have an average effect of zero. In this way, if any
deviations from the average prediction exist, they will be shown in the plot.

In a mathematical perspective, given a feature X; and a model f, the ALE for feature j at
a value z; is defined as:

1. Divide the range of X; into intervals. These intervals can be quantiles or evenly
spaced.

2. Compute the local effect. For each interval, the local effect is computed by taking
the difference in the model’s prediction at the interval boundaries, averaged over all
instances that fall within the interval.

3. Accumulate the local effects. The local effects are summed up to give the accumu-
lated effect, which is then centered. The accumulated effect for feature ; at a point
x; is given by:

ALE Z <|Nk| Z [ bIZ:T}c)lary f(méiindary)]>

=1 1€Ng
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where N, is the set of instances in the £-th interval, and x,()’jindwy are the boundaries
of the k-th interval.

Let’s consider, again, a simple example of predicting house prices. The model uses three
features: size (in square meters), number of bedrooms, and age (in years).

The steps are:

1. Model and Data: The hypothesis is that we have trained a regression model to
predict house prices. Our dataset includes the mentioned features.

2. Divide the Range of the Feature: We will focus on the "size” feature. We divide
the range of "size” into several intervals. For simplicity, we will use three intervals:
0-100, 100-200, and 200-300 square meters.

3. Compute Local Effects: For the firstinterval (0-100 sgm), we calculate the average
prediction difference when the size increases from 0 to 100 square meters. For the
second interval (100-200 sgm), we calculate the average prediction difference when
the size increases from 100 to 200 sqm. For the third interval (200-300 sgm), we
calculate the average prediction difference when the size increases from 200 to 300
sgm. Supposedly, their predictions are 50,000, 30,000 and 20,000 respectively.

4. Accumulate and Center the Effects: We aggregate these local effects and then
centre the ALE plot to have an average effect of zero. To create the ALE plot, we
accumulate these effects: ALE for 0-100 sgm: 50,000, ALE for 100-200 sgm: 50,000
+ 30,000 = 80,000 and ALE for 200-300 sgm: 80,000 + 20,000 = 100,000. To centre
the plot, we subtract the mean of these accumulated effects. The mean is (50, 000 +
80,000 + 100, 000)/3 = 76,667. The centred ALE values are:

« 0 — 100sgm : 50,000 — 76,667 = —26, 667
« 100 — 200sgm : 80,000 — 76, 667 = 3,333
* 200 — 300sgm : 100,000 — 76, 667 = 23, 333

2.3.2.5 Partial Dependence Plots (PDP)

A PDP illustrates the connection between target variable of interest and any or several
features in a machine learning model. The users can understand the impact on predicted
outcomes because specific feature values change while averaging out the impacts of other
features. In particular, this is useful for interpreting complex non-linear models [39].

PDPs show in a global manner the effect of one or two features on the predicted outcome,
averaged across all the instances in the dataset. They also depict the marginal effect of a
feature and in the same time the influence of all other features is averaged out. This helps
in isolating the effect of the feature of interest. Lastly, PDPs are model-agnostic, meaning
that they can be applied to any machine learning model, regardless of its complexity or
structure.
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Given a model f and a feature X, the partial dependence function for X is defined as:
; AN (i
filwj) =~ > Flay, X))
=1

where n is the number of instances, XYJ) represents all other features except X; for in-
stance 7, and z; is the value of the feature X, being analysed.

PDP plots can be displayed by following the below steps:

1. We choose one or two features that we want to visualise the partial dependence for.
2. We define a grid of points over the range of the selected feature(s).

3. We compute the model’s predictions while varying the selected feature(s) and aver-
aging out the other features. This is done for each point in the grid.

The average predicted outcome as a function of the selected feature(s) is being plotted,
which is also the desired PDP.

An easy example is the following. We implemented a machine learning model that predicts
house prices. We will consider three features: size (in square feet), number of bedrooms,
and age (in years). We will focus on the “"size” feature.

1. In our hypothesis, we have trained a regression model to predict house prices. We
have a dataset with instances like:

* Instance 1: size = 120 sgqm, bedrooms = 3, age = 10 years.
* Instance 2: size = 180 sqm, bedrooms = 4, age = 5 years.
* Instance 3: size = 240 sgqm, bedrooms = 4, age = 15 years.
2. We choose the 7size” feature to visualize its partial dependence on the predicted
house price. For this reason, we define a grid of points over the range of "size” from

100 to 300 sgm in increments of 50 sgqm. We vary the "size” feature across the grid
points: 100, 150, 200, 250, and 300 sgm.

3. For each point in the grid, we compute the model’s predictions while varying the
"size” feature and averaging out the other features. Specifically, for the above in-
stances and with assumed predictions:

» At size = 100 sgm: average prediction %(200, 000 + 250,000 + 230,000) =

226, 667.

» At size = 150 sgm: average prediction = %(220, 000 + 270,000 + 250,000) =
246, 667.

» At size = 200 sgm: average prediction = %(240, 000 + 290,000 + 270,000) =
266, 667.
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» At size = 250 sgm: average prediction = %(260,000 + 310,000 + 290,000) =
286, 667.

+ At size = 300 sgm: average prediction = %(280,000 + 330,000 + 310,000) =
306, 667.

The PDP plot has as X-axis the "size” feature and the average predicted house price
on the Y-axis.

Firstly, The PDP plot shows the average effect of "size” on the predicted house price. By
increasing the size from 100 to 300 sgm the average predicted price increases as well,
from 226,667 to 306,667. The plot is monotonic, the predicted house price changes with
the same rate as the size of the house. In the above example, a PDP plot reveals that
larger houses generally have higher predicted prices, which aligns with domain knowl-
edge. Finally, with a PDP plot, we can interpret the model behaviour, giving insights as to
how the model operates and if the predictions are expected.

2.3.2.6 Individual Condition Expectations plots (ICE)

An ICE plot displays the predicted outcome against the values of a feature for each in-
stance in the dataset [40]. Unlike PDPs, which show the average effect of a feature, ICE
plots show the effect for each individual instance, providing insights into the heterogeneity
of the feature’s influence.

ICE plots show the change in prediction for each instance as a feature varies. In this way,
a more personalised view can be created, compared to the aggregated view in PDPs.
Taking into account the values of the features being analysed, this method focuses on
the conditional expectation of the model’'s prediction regarding these values. Then, the
individual effects for multiple instances are plotted, revealing any variations in the feature
influence across different instances.

(i)

Mathematically, given a model f, a feature X;, and an instance : with feature values X;

(all features except j), the ICE curve for instance i is defined as:
[CE(x;) = f(x;, X))

where z; varies across its range, and X(_ZJ) remains fixed for instance «.

The steps to eventually visualise the ICE plots are:

1. Choose a sample of instances from the dataset.

2. For each instance, vary the feature X; across its range while keeping other features
fixed.

3. Compute the model’s predictions for each value of X; for each instance.
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4. Plot the individual prediction curves for each instance, showing the effect of X; on
the predictions.

Let’s say we have a machine learning model that predicts house prices. There are three
features to consider: size (in square meters), number of bedrooms, and age (in years).
We will focus on the “size” feature.

1. Model and Data: We have trained a regression model to predict house prices.
2. Select Instances: We select three instances from our dataset:

* Instance 1: size = 120 sgm, bedrooms = 3, age = 10 years
* Instance 2: size = 180 sqm, bedrooms = 4, age = 5 years
* Instance 3: size = 240 sqm, bedrooms = 4, age = 15 years

3. Vary the Feature: We vary the "size” feature from 100 to 300 sgm in increments of
50 sgm while keeping the other features fixed.

4. Compute Predictions: We compute the model’s predictions for each value of "size”
for the selected instances.

5. Plotthe Curves: We plot the individual prediction curves for each instance, showing
the effect of "size” on the predictions.

For Instance 1 (size = 100 sgqm, bedrooms = 3, age = 10 years): Predictions for size
=100, 150, 200, 250, 300 sgm: [200,000, 220,000, 240,000, 260,000, 280,000].

For Instance 2 (size = 180 sgm, bedrooms = 4, age = 5 years): Predictions for size
=100, 150, 200, 250, 300 sgm: [250,000, 270,000, 290,000, 310,000, 330,000].

For Instance 3 (size = 240 sqm, bedrooms = 4, age = 15 years): Predictions for size
=100, 150, 200, 250, 300 sgm: [230,000, 250,000, 270,000, 290,000, 310,000].

Then, the ICE plot can be visualized as a line plot where the X-axis will be the "size”
feature, range from 100 to 300 sgqm and the Y-axis are the model’s predicted prices.

2.3.2.7 DALE

The Accumulated Local Effect (ALE) is a more accurate feature impact estimation tech-
nique that resolves an underlying issue in earlier methods such as Partial Dependence
Plots. Nonetheless, the well-known approximation of estimating ALE from a small train-
ing set has two main limitations. First, it is not suitable for high-dimensional input data.
Furthermore, instances of out-of-distribution (OOD) sampling may be encountered when
there are few samples in the training set. There are cases where DALE [41] can be ap-
plied if differentiable machine learning model exists and an auto-differentiation framework
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is available. DALE provides an unbiased estimator of ALE and also a procedure for quan-
tifying the standard error of explanation.

Feature effect methods include the already mentioned Partial Dependence Plots (PDP),
Marginal Plots (MPlots), but also ALE and they quantify what individual features do to the
model’s output. However, PDPs and MPlots fail with correlated features hence leading
to inaccurate estimations. Using auto-differentiation enables DALE to overcome some
limitations of ALE by allowing efficient computation of feature effects directly from gradients
of the model. This ensures only observed data points are used, avoiding generation of
artificial samples that can result in OOD sampling issues. The approximation formula for
ALE by DALE is given below:

fpare(zs) = AIZ |S_1k;| Z fs(@i)
k=1 '

1:2; €Sk

Where f,(x;) is the partial derivative with respect to the feature =,. DALE computes local
effects very efficiently using a single pass, which reduces the high computational overhead
compared to traditional ALE. It scales well with big training sets and high-dimensional
datasets, thus making it appropriate for complex machine learning models. Additionally,
DALE allows users to change feature effect plots at different resolutions without having to
redo all approximations.

To illustrate how effective DALE is, a simple example should be given. Suppose we have
a dataset with two correlated features, x; and x,, and a black-box model f. The mathe-
matical expression of the model’s output is defined as:

f(351>$2) =1—x1— 1
if 21 + 129 < 1else f(x1,29) =0.

The features are uniformly distributed with z; ~ U(0,1) and z5 = ;.

1. Partial Dependence Plot (PDP): PDP would mistakenly calculate the effect of x;
due to its integration over unrealistic instances, resulting to a quadratic effect.

2. Marginal Plot (MPlot): MPlot also overestimates the combined effect of z; and x
in the linear subregion, thus providing misleading information.

3. Accumulated Local Effects (ALE): ALE would provide a more accurate effect by
considering the conditional distribution X | X, = =.

4. DALE: By leveraging auto-differentiation, DALE efficiently computes the local ef-
fects directly from the model’s gradients, which ensures accurate estimation without
resorting to artificial samples.

DALE offers a robust solution for global model interpretation, especially in high-dimensional
and complex scenarios. Its computational efficiency and resistance to OOD sampling
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make it a valuable tool for interpreting machine learning models. By accurately estimat-
ing feature effects, DALE helps stakeholders understand the average impact of individual
features, facilitating better decision-making and trust in Al systems.

2.3.2.8 Permutation Feature Importance (PFl)

Variable importance refers to the proportion of input characteristics that contribute to the
output of a predictive model. Permutation Feature Importance (PFI) [42] is a method for
determining the significance of features in machine learning models. This model-agnostic
approach measures how much each feature’s contribution can be evaluated by assessing
an increase in error when its values are shuffled randomly. The PFI technique identifies
which features play the most crucial role in predictions made by any given complex or
simple machine learning model.

Given a model f and a dataset D, to compute permutation importance for feature X;, we
have:

1. Compute the baseline performance of the model Per f(D) on the original dataset.
2. Permute the values of feature X, to create a new dataset D'.

3. Compute the performance of the model Perf(D’) on the permuted dataset.

4. The importance of X is given by the difference in performance:

Importance(X;) = Perf(D") — Perf(D)
The steps to be considered are:

1. Train the Model: Train the model on the original dataset.

2. Baseline Performance: Measure the model’s performance (e.g., accuracy, RMSE)
on the original dataset.

3. Permute Feature: For each feature, permute its values in the dataset.
4. Measure Performance: Measure again but this time use shuffled datasets instead.

5. Calculate Importance: Compute the difference in performance between the original
and permuted datasets.

As an illustration, let us consider a simple case where we want to predict house prices

based on three different attributes — size(sqm), number of bedrooms and age(years). We
will only look at these specific areas when it comes to evaluating their importance.

1. Suppose there exists a regression model trained specifically for predicting housing
prices over some instances such as these:
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* Instance 1: size = 120 sgm, bedrooms = 3, age = 10 years.
* Instance 2: size = 180 sqm, bedrooms = 4, age = 5 years.
* Instance 3: size = 240 sqm, bedrooms = 4, age = 15 years.

2. Compute the baseline performance (e.g., RMSE) of the model on the original dataset.
Let’'s say the RMSE is 20,000.

3. For each feature, permute its values and measure the model’s performance:

» Permute "size” and compute the RMSE. Permuted dataset: [(240, 3, 10), (120,
4,5), (180, 4, 15)].

» Permute "number of bedrooms” and compute the RMSE. Permuted dataset:
[(120, 4, 10), (180, 3, 5), (240, 4, 15)].

« Permute "age” and compute the RMSE. Permuted dataset: [(120, 3, 15), (180,
4, 10), (240, 4, 5)].

4. After permuting each feature, suppose we get the following RMSE values:

 RMSE with "size” permuted: 25,000.
* RMSE with "number of bedrooms” permuted: 22,000.
+ RMSE with "age” permuted: 21,000.

5. Compute the importance of each feature:

* Importance of "size” = 25,000 - 20,000 = 5,000.
* Importance of "number of bedrooms” = 22,000 - 20,000 = 2,000.
* Importance of "age” = 21,000 - 20,000 = 1,000.

6. Calculate Importance:

* Importance of "size” = 25,000 - 20,000 = 5,000.
* Importance of "number of bedrooms” = 22,000 - 20,000 = 2,000.
* Importance of "age” = 21,000 - 20,000 = 1,000.

The permutation feature importance can be visualized as a bar plot where the X-axis are
the feature names and the Y-axis are the importance values (change in RMSE).

2.3.2.9 Break Down (BD)

Break Down (BD) [43] is an XAl method that provides local explanations for predictions
made by complex machine learning models. This method decomposes a single instance’s
prediction into contributions from each feature. In this way, it is clear how they affect the
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final output. The contributions are cumulatively calculated to show step-by-step how much
each feature has impacted the prediction.

Unlike other methods, BD does not explain the overall behaviour of a model; instead
it explains individual predictions one at a time. It builds up towards the final prediction
by adding together features’ contributions in sequence. Any type of model can be used
with BD such as neural networks, tree ensembles and linear models. The order in which
features are considered can influence their contributions.

Given a model f and an instance © = (21, 2., ...,,), the Break Down method explains
the prediction f(z) by decomposing it into contributions from each feature. The process
involves the following steps:

1. Baseline Prediction: A starting point which is usually average over all predictions
in dataset denoted as ...

2. Cumulative Contributions: For each feature z;, compute its contribution A; and
add it to the cumulative prediction.

The final prediction f(x) can be expressed as:
p
f(ZE) = Qbase + Z Aj
j=1

where A; is the contribution of feature x;.

Consider predicting house prices using three variables: size (in sqm), number of bedrooms
and age(years). We shall illustrate our explanation on a single instance.

1. Model and Data: Assume we have built a regression model that predicts house
prices based on features like the below:
» Size: 180 sgm.
* Number of bedrooms: 3.
* Age: 10 years.

2. Baseline Prediction: Assume the baseline prediction is the mean house price,
which is 300,000¢€.

3. Cumulative Contributions: Calculate sequentially the contribution of each feature.
Let's assume the contributions are calculated as follows:
» Contribution of Size:

— Baseline prediction: 300,000€.
— Predicted price if only size is considered: 350,000€.
— Contribution of size: 350,000€ - 300,000€ = 50,000¢€.
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» Contribution of Number of Bedrooms:

— Cumulative prediction so far: 350,000€.

— Predicted price if size and number of bedrooms are considered: 370,000€.

— Contribution of number of bedrooms: 370,000€ - 350,000€ = 20,000€.
 Contribution of Age:

— Cumulative prediction so far: 370,000€.
— Predicted price if all features are considered: 360,000€.
— Contribution of age: 360,000 - 370,000 = -10,000€.

4. Calculate Final Prediction:

« Start with the baseline prediction: 300,000€.

+ Add the contribution of size: 300,000€ + 50,000€ = 350,000¢€.

+ Add the contribution of number of bedrooms: 350,000€ + 20,000€ = 370,000¢€.
+ Add the contribution of age: 370,000€ - 10,000€ = 360,000€.

The final predicted house price is 360,000€.

2.3.3 Example Taxonomy

Table 2.2 has been constructed with an example taxonomy, taking into account the Section
2.3.1 regarding the taxonomy logic being applied as well as Section 2.3.2, incorporating
only the XAl methods that will be integrated in MLInspect.

2.3.4 MLOps and XAl Tools

Explainable AI(XAIl) approaches are supported by a number of MLOps tools; each has
multiple functions for interpreting machine learning models. These offer functionalities
with which users can easily understand and explain their model, their behaviours and
decisions in advance. This could allow them to know about how their models operate in
practice as well as give them a chance to spot any biases that might exist or even ensure
that the ML algorithms have fairness or transparency aspects.

Data science teams and engineers have more control over creating dependable Al system
since they have access to XAl within MLOps platforms. Some tools will be summarised in
Sections [2.3.4.1,2.3.4.2,2.3.4.3, 2.3.4.4, 2.3.4.5]. Awesome Production Machine Learn-
ing repository, under Explaining black-box models and datasets section, offers more tools
that integrate XAl methods.
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Table 2.2: An example taxonomy of the Popular XAl methods

Method Result Functioning | Output Scope Stage
Format
LIME Surrogate Perturbations| Numerical, Local Post-Hoc:
Models Visual, Model-
Model, Agnostic
Textual
Shapley Feature Perturbations| Numerical, Local, Post-Hoc:
Values Relevance Visual, Global Model-
Model, Agnostic
Textual
Integrated Feature Structure Numerical, Local, Post-Hoc:
Gradients Relevance | Leveraging, | Visual, Global Model-
Perturba- Model, Specific
tions Textual
ALE Feature Perturbations| Numerical, Global Post-Hoc:
Relevance Visual Model-
Agnostic
DALE Feature Perturbations| Numerical, Global Post-Hoc:
Relevance Visual Model-
Agnostic
PDP Feature Perturbations| Numerical, Global Post-Hoc:
Relevance Visual Model-
Agnostic
ICE Feature Perturbations| Numerical, Local Post-Hoc:
Relevance Visual Model-
Agnostic
PFI Feature Perturbations| Numerical, Global Post-Hoc:
Relevance Visual Model-
Agnostic
Break Down | Feature Perturbations| Numerical, Local Post-Hoc:
Relevance Visual, Model-
Textual Agnostic
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2.3.41 InterpretML

InterpretML [25] is an open-source toolkit developed to improve the interpretability of ma-
chine learning models. It was created to aid data scientists and practitioners in order
to understand, diagnose, and trust their models through interpretable methods spanning
global and local perspectives.

Global interpretability methods help users understand the overall behaviour of their mod-
els. These include Explainable Boosting Machine (EBM) and Partial Dependence Plots
(PDPs). EBM is a highly interpretable glass-box model that competes with state-of-the-art
machine learning algorithms in accuracy while providing clear insights into feature impor-
tances and interactions. PDPs are plots that show how various features affect the model
predictions by illustrating the average effect of a feature across a dataset.

On the other hand, local interpretability methods concentrate on explaining individual pre-
dictions. Some methods supported are the Shapley Additive exPlanations (SHAP) and
Local Interpretable Model-agnostic Explanations (LIME). SHAP values break down a pre-
diction into contributions from each feature, providing consistent and accurate explana-
tions for individual predictions. LIME approximates the model locally around a specific
prediction to create an interpretable explanation of the model’s decision.

InterpretML maintains all the aforementioned methods as well as Morris method and In-
dividual Conditional Expectation (ICE) Plots. Morris method is a sensitivity analysis tool
that evaluates the impact of input variables on the model’s output by varying one input
at a time, helping to identify the most influential features. ICE plots are plots that extend
PDPs by showing how different instances are affected by one feature allowing for deeper
understanding of its effects.

It is easy to use as it offers a useful API for the user. Finally, it offers a comprehensive set
of tools to analyse model’s attributes, the performance and run what-if scenarios.

2.3.4.2 Alibi

Alibi [44] is an open-source Python library providing cutting-edge explainability algorithms
for machine learning models. The range of support varies from tables, data, texts, and
images in different classification and regression models. Local and global scopes are cov-
ered by both model-agnostic (black-box) and model-specific (white-box) methods offered
by Alibi Explain. Additionally, it can be employed in various machine learning applications.

Several key algorithms like Accumulated Local Effects (ALE), Anchor Explanations, Con-
trastive Explanation Method (CEM), Counterfactual Explanations or SHAP(Shapley Ad-
ditive Explanations) methods are supported by Alibi Explain. These methods have di-
verse applications such as calculating global feature effects, finding minimum subsets of
features ensuring prediction stability and generating artificial instances of the classifier’s
behaviour. A unified APl design ensures a consistent user experience across different al-
gorithms while at the same time, it emphasises robustness through extensive testing and
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continuous integration. This ensures code correctness as well as algorithm convergence.
Also, there exists a detailed documentation that offers theoretical backgrounds, usage in-
structions alongside end-to-end examples that render practical implementation possible.
Alibi Explain integrates with deployment platforms like Seldon Core and KFServing for use
in production environments.

In conclusion, Alibi Explain acts as a bridge between research on model explainability
and its application to real-life industry scenarios. It has been designed to serve as a
comprehensive toolkit aiding in the interpretation of machine learning models.

2.3.4.3 Al Explainability 360

Al Explainability 360 [45, 46] is an open source python library designed to make Al mod-
els more transparent and interpretable. It has been developed in response to growing
demands in society for Al systems, especially for the ones that offer methods to explain
the reasons for their outputs, particularly in high-stakes areas such as healthcare, finance,
or law. This toolkit is designed to cater for various stakeholders including data scientists,
end-users and regulators with different types of explanations needed to understand Al
models.

There are ten different explainer algorithms included in AIX360. Each one fits best in a
different type of explanation. These algorithms help interpret model predictions, feature
importance scores and data representations. Another tool in the kit is a taxonomy that aids
users through the maze of explanation methods. For instance, methods can be grouped
together based on whether they provide local or global explanations, if they are model-
agnostic or dedicated only for certain type of models. As for the architecture of AIX360,
it is built to allow easy integration of new explainability methods, providing extensibility.
Its API resembles familiar machine libraries like scikit-learn making them user-friendly.
All these are provided as reference in tutorials, demonstrated using web demos. These
features provided by this toolbox will help many people who do not have an idea about
these terms get started with understanding what Al explainability stands for.

Explainability algorithms included are Locally Interpretable Model-agnostic Explanations
(LIME), Shapley Values (SHAP), Disentangled Inferred Prior Variational Auto-encoder
(DIP-VAE) which helps in identifying independent, semantically significant features in the
data. Another method is the Boolean Decision Rules via Column Generation (BRCG)
which generates interpretable decision rules for binary classification, Contrastive Expla-
nations Method (CEM) and ProfWeight. ProfWeight is used so that training data weights
would be adjusted to improve interpretable models using complex neural network outputs.
Teaching Explanations for Decisions (TED), Generalised Linear Rule Models (GLRM),
ProtoDash and CEM with Monotonic Attribute Functions (CEM-MAF) are another algo-
rithms provided.

The two metrics, Faithfulness and Monotonicity are included in AIX360 so as to evaluate
the accuracy and consistency of explanation techniques. Its implementation follows Al
modelling pipeline stages, making it possible to fit it into different parts, thus ensuring
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seamless integration with existing workflows. Healthcare and human capital management
are some of the many use cases that support its versatility in practice, thereby implying
that it is not limited only by these examples.

In conclusion, Al Explainability 360 provides a range of methods and tools to increase the
interpretability of Al models, addresses the needs of different stakeholders, and promotes
transparent Al applications.

2.3.4.4 What-if Tool (WIT)

What-if Tool (WIT) [47] is an open source application that has been developed to assist
users in understanding and analysing machine learning (ML) model performance. This
tool is called the What-If Tool (WIT), which enables users to interactively probe, visualise,
and analyse ML systems with minimal coding and presented with hypothetical scenarios.

WIT is a versatile tool for usage across various ML frameworks since it is designed to
work with any trained model and sample dataset. This tool is provided as part of Tensor-
Board which is a frontend for TensorFlow but also Jupyter and Colaboratory notebooks
can employ it. Users are able to do “what-if’ queries examining how changes in data points
affect predictions given by models. Through this feature, counterfactual reasoning is sup-
ported, whereby different situations can be simulated and during these circumstances the
behaviour of the models can be observed. Moreover, different visualisation options are
available in WIT. These aid understanding of model behaviour among its users. The ones
included are confusion matrices, histograms, scatterplots and performance metrics among
others. The task of local or global model understanding can both be achieved using this
tool. With WIT, also, ML fairness metrics are quantified, visualised as well as analysed
by the user. By observing how models perform on different demographic groups, one can
make adjustments that improve fairness according to preference. These adjustments can
be integrated during computing process. One example is the intersectional analysis.

This tool is user-friendly even to non-experts who have little experience in programming.
Setup requirements are minimal. Therefore, it can be widely used by all those, including,
data journalists and civil society groups who wish to effectively engage with ML. WIT has
many practical use cases. These include, income prediction models, age prediction mod-
els and image-based classification models. Users found out that WIT was very powerful as
it helped them discover unexpected performance discrepancies and biases. It was tested
through multiple rounds of user feedback, including, internal studies and external work-
shops. Acting as a model debugging tool, WIT was found to be powerful for performance
analysis as well, making it possible to support iterative and exploratory processes.

Through interactive visualizations and a variety of different tasks for model understanding,
WIT allows deep probing into one’s model, thereby identifying problems which might not
have been noticed before as well as taking informed decisions towards improving the
model’s fairness and effectiveness.
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2.3.4.5 DALEX

DALEX [48, 49] is a Python package designed to improve model transparency and fair-
ness for responsible machine learning. The paper reveals the increasing opaqueness and
complexity of contemporary machine learning models that come along with challenges like
potential discrimination risks, non-reproducibility or decline in performance due to drift in
data.

The DALEX package resolves these problems by offering an interface that combines dif-
ferent explainer methods and fairness approaches into a single framework which can be
used for any kind of machine learning models. It builds on the previous work done on the
DALEXR package but it extends its functionalities to python language which is widely used
for developing machine learning algorithms. DALEX can run seamlessly with libraries like
scikit-learn, tensorflow, xgboost and h2o (machine learning libraries) as well as numpy
and pandas (data manipulation libraries).

DALEX includes a main explainer class. This class is a central component that serves
as a uniform abstraction over different predictive models and data APIs, facilitating the
computation of various explanation objects. DALEX offers both global (model-level) and
local (predict-level) explanations that help us understand how a model performs overall or
how a single observation behaves at a time. This can be achieved through permutation
importance technique; partial dependence plots (PDP); accumulated local effects (ALE);
individual conditional expectation (ICE); and Shapley values. This package, in addition,
offers methods for assessing model fairness. These enable users to visualise biases or
discriminations found within their machine-learning models. One can use the package to
construct interactive dashboards that enable comparison of models and explore them in
terms of their behaviour and fairness.

As a whole, DALEX seems like a huge achievement on the path of responsible machine
learning. It provides an all-encompassing tool which integrates explainability and fairness
into any machine-learning development cycle. It, thereby, makes sure that ML models are
not only powerful but also transparently fair.

2.3.4.6 Comparison

A comparison is depicted in Table 2.3 regarding the tools described in the previous sec-
tions. All tools can be used in a Python environment and provide a useful API that can
be utilised effectively. Also, they provide an extensive documentation to review current
functionality, with examples, tutorials and information about method parameterisation. In-
terpretML and DALEX provide their implementation as an R package, for users that do
not want to replace their pipelines with the python language. What-If Tool is specifically
provided to visualise what-if scenarios using a great variety of plots and it is really helpful
in depicting fairness. Alibi and AIX360 are equipped with a major variety of explainability
methods, but only AIX360 offers an API that can be extended more, enabling the user to
use AlIX360 further, implementing custom XAl methods, according to what is needed to be
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Table 2.3: MLOps & XAl Tools Comparison

Tool

XAl Methods

Programming
Environment

Benchmarked

InterpretML

EBM, ICE, LIME,
PDP, SHAP

Python, R

Yes

Alibi

ALE, Anchors,
CEM,
Counterfactuals,
Integrated
Gradients, PD
Variance, Partial
Dependence,
Permutation
Importance, SHAP,
Similarity

Python

Yes

AlIX360

CEM, Disentangled
Inferred Prior VAE,
Individual
Conditional
Expectation,
Integrated
Gradients, LIME,
ProfWeight,
ProtoDash, SHAP

Python

Yes

WIT

Counterfactuals,
PDP

Python

Yes

DALEX

Breakdown, LIME,
Permutation
Importance, SHAP

Python, R

Yes

accomplished. DALEX is a simple tool that integrates seamlessly with machine learnings

libraries and provides less XAl methods than AIX360 and Alibi.

2.4 Related work

We have based our work on MLInspect. Nevertheless, we have discovered that HYPPO
is another tool that uses hypergraphs to represent ML pipelines. This portrayal is utilised
to pick the most performant execution that minimises costs. This section will describe both
MLInspect and HYPPO, giving a high-level image of how they operate.
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241 MLinspect

It is important to ensure that data processing and machine learning (ML) pipelines are
correct and efficient in the dynamic, iterative world of data science. These often consist of
multiple interconnected stages such as data preprocessing, feature engineering, model
training, and evaluation. Given this complexity, there are common mistakes including
data leaks, distribution shifts, and unintentional data transformations which can lead to
significant impact on the performance of a model.

MLInspect functions through by automatically tracing the flow of data within a pipeline by
constructing an entire DAG graph that describes all the stages involved in data process-
ing as well as model training. This graphical representation provides an opportunity to
visualise every stage of activity within a pipeline for analysis purposes. Every node in
the pictured DAG represents some operation or transformation while edges show how
data moves between these operations. By organising it in such way MLInspect makes
it easy for users to identify possible problems. In addition, automatic instrumentation of
relevant function calls within a data science pipeline is one of its standout features. What
this means is that MLInspect can place checkpoints as well as monitoring hooks at strate-
gic points in the pipeline without requiring major code modifications to be made on it. By
so doing, MLInspect avoids slowing down debugging and complexifying manual inspec-
tions like debug statements. MLInspect allows predefined or custom inspections to be
attached to specific nodes within the DAG. Predefined inspections include detecting data
leaks (where some information from test set influences training set) and distribution shifts
(where statistical properties are different between test and training datasets). Besides,
users can customise their own inspection rules according to their unique needs by defin-
ing custom inspections. This capability ensures that MLInspect can adapt itself for various
debugging and monitoring requirements.

However, besides visualising, there are analytical components that operate on top of
DAGs created by MLInspect as well. In order to trace data propagation through pipelines,
MLInspect looks at these in form of flow graphs where transformations are represented
as edges and vertices represent entities involved into such a process. This holistic view is
invaluable when trying to find unintended biases or errors associated with any particular
data transformation.

To sum up, MLInspect is a powerful tool that can be used to improve the debugging and
monitoring of data science pipelines. Its ability to instrument function calls automatically
and generate up an elaborate DAG representation make it a very desirable tool for data
scientists and machine learning practitioners.

More of how MLInspect works will be encapsulated in Section 3.

2.4.2 HYPPO

HYPPO (Hypergraph-based Pipeline Optimization) is a pioneering system aimed at opti-
mizing ML pipelines especially in exploratory scenarios requiring fast iteration cycles and
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experimentation. It aims to create more efficient execution plans that take less time and
cost significantly fewer computational resources by leveraging equivalences and past ex-
ecutions.

The novelty behind HYPPO's innovation lies in its representation of workload using di-
rected hypergraphs. Hypergraphs, unlike conventional graphs, provide a way to capture
the intricate relationships between the computations involved in ML tasks including multi-
input and multi-output tasks and alternative computations called equivalences. With this
advanced representation, it becomes possible for multiple computational paths to reach
an end result thereby offering flexibility as well as optimisation opportunities not available
with simpler graph structures. HYPPO optimises the ML pipelines by acting like the main
problem is the search functionality over these directed hypergraphs. The main goal is
to find an execution plan that minimises computation time while being cost-effective. The
choice of artifacts to materialise forms a key part of this optimisation process. By selecting
which intermediate results should be stored strategically, HYPPO maximises the reusabil-
ity of such artifacts for other future calculations. Therefore, such an approach speeds up
current executions plus improves efficiency during future iterations on the pipeline since
these already computed results can be reused directly.

One significant contribution made by HYPPO is its handling logical equivalences within ML
pipelines. Logical equivalences denote distinct implementations of a logical operation that
give mutually matching outputs when employed upon similar inputs. For instance some
operations may undergo using different programming languages or frameworks. Equiva-
lences make it possible for HYPPO to discover additional opportunities for optimisations;
hence substituting one implementation with another if it leads to more efficient execution.
Moreover, this flexibility is valued in exploration scenarios where different methods are
often being tried and revised. The system, also, keeps track of the pipeline execution,
identifies possible optimisations, and applies them during the process. It records previous
executions as well as their respective outputs which it utilises to guide future optimisations.

Several ML pipelines were tested using the software, revealing that it is able to obtain exe-
cution plans which are up to two orders faster or cheaper than those not optimised. These
figures therefore indicate the significant cost savings HYPPO may achieve even where
materialisation is not feasible. As HYPPO moves forward, it will be important to enhance
its ability to handle larger and more complex pipelines, integrate with a broader range of
ML frameworks, and further improve its optimisation algorithms for handling increasingly
diverse and dynamic workloads.

2.4.3 Contribution

This thesis highlights the implementation of MLInspect. It leverages persistence of inter-
mediate results of an ML pipeline to automate the procedure of calculating preferred XAl
methods. These methods can also be shown in the DAG representation. In compari-
son with HYPPO, MLInspect depicts a ML pipeline using DAG, but not hypergraphs. Its
purpose is to offer a better visualisation of the ML pipeline when XAl methods are used,
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not to optimise the execution time. It can persist metadata between nodes but not only
for the sake of optimisation but to easily calculate XAl methods without the need for re-
calculations. This integration of XAl can easily support users that need to obtain valuable
information from their model, providing the means to understand how the model works and
therefore minimise the ML execution times. HYPPO attempts to accomplish the same job
but by utilising logical equivalences. Enhanced MLInspect tries to achieve a better visu-
alisation and debugging of an ML pipeline. It employs DAG representation, Inspections,
Checks and XAl methods to help the user define the ML pipeline more accurately. HYPPO
carries out a more strict purpose, to optimise the ML pipeline execution time by visualising
the pipeline and maintaining intermediate steps metadata for future calculations.
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3. THE MLINSPECT SYSTEM

MLInspect is a framework that debugs problems related to data distribution in machine
learning pipelines, applying also technical bias checks. Its purpose is to eliminate bugs
originating from skewed datasets which can compromise accuracy, dependability or fair-
ness in Al systems. This involves capturing the flowcharts representing input-output re-
lationships during data processing procedures following DAG concept so that code can
be automatically instrumented with pre-defined inspections. Such tracking is lightweight
because it employs common data science libraries unlike other approaches that require
manual code modification. MLInspect uses standard data science libraries and does not
require any changes to the code being inspected.

These are the core steps of its typical workflow:

1. Preparation: Find out what inspections should be set according to user’s choice of
desired checks.

2. Instrumentation: Instrument function calls within the Abstract Syntax Tree (AST)
of the user’s program.

3. Execution of the Instrumented Program: Delegate the execution of inspections
to library-specific backends; execute inspections in conjunction with pipeline opera-
tions; generate the dataflow Directed Acyclic Graph (DAG).

4. Results: Evaluate the checks using the DAG and the inspection outcomes.

3.1 Concepts

The paper "MLInspect: A Data Distribution Debugging and Inspection Library for Machine
Learning Pipelines” by Stefan Grafberger et al. brings out some great key ideas about how
the debugging and inspection in ML pipelines is improved. Here are the main concepts
included in the paper:

Directed Acyclic Graph (DAG) Representation. The flow of data through different pre-
processing steps is represented by a directed acyclic graph (DAG) in MLInspect. In this
graph, each node represents a particular operation or transformation applied to the data.
This representation of dataflow is important because it allows MLInspect to look at every
step systematically by tracking how the data changes along the pipeline, thereby ensuring
transparency and accountability in handling of data. It can also automatically instrument
code to enable inspections. The DAG helps visualising and comprehending what opera-
tions happen within pipelines.

Annotation Propagation. Lightweight annotation propagation is a method used in MLIn-
spect. This entails attaching metadata about lineage and transformation events with mov-
ing pieces of input through the system pipeline; therefore, information concerning where
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errors might have crept in can be obtained easily by this tool. Lineage, here, means know-
ing where something came from as well as all subsequent alterations that were made on it
till now. Lineage tracking works by giving a unique identifier to each tuple which gets prop-
agated by various operations such as joins or projections being done during processing
stages. Thus this knowledge helps one understand every bit’'s flow path across various
stages which may be required for purposes like debugging among others. Data truthful-
ness cannot only be verified but also ensured while using this approach.

Inspections. One feature that distinguishes MLInspect from other tools is its ability to in-
sert checks and inspections into code automatically without manual intervention needed.
Pre-designed inspections are meant for discovering frequent problems or biases encoun-
tered. These could be found during the pre-processing activities and can be data missing,
data that do not match expected format or data filled with null values. This may lead to
features which are easily biased. These automated checks help in preventing human
mistakes and speeding up debugging process. It also maintains fairness of ML models.

Custom inspections can be implemented using the library so that individual requirements
are taken care of. Statistics like histograms for sensitive groups can be computed at any
point along a pipeline. Custom inspections provide flexibility for data scientists to address
their specific needs.

The paper, also, introduces scan-sharing techniques which allow performing multiple in-
spections within one pass over the data thereby reducing overhead associated with run-
ning separate ones. It improves overall efficiency during execution time of pipeline com-
ponents.

Declarative Abstractions and Popular Data Science Libraries. One notable thing
about MLInspect is its reliance on pandas, scikit-learn, numpy and other widely used data
science libraries that provide high-level declarative abstractions. Declarative program-
ming makes it possible for users to specify what they want done without going into details
on how things should be accomplished thus offering simplicity in usage even when deal-
ing with complex tasks like large scale machine learning projects. Seamless integration
into these environments ensures accessibility together with user-friendliness making this
tool widely acceptable across various levels of knowledge and skills in the field of artificial
intelligence (Al).

Handling Control Flow. It describes how the current system creates the DAG during run-
time by modifying function calls and examining the stack frame. Such a method enables
the library to handle complicated controls and guarantee accurate inspection outcomes.

In summary, MLInspect is an advanced and effective system for debugging problems
related to data distribution in machine learning pipelines. By identifying biases automat-
ically, it enhances the general fairness as well as quality of ML models thus becoming a
must-have instrument for data scientists working on such projects.
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3.1.1 DAG Representation

As previously mentioned, MLInspect is specialized in generating a DAG to represent a
pipeline and also persist valuable data. Also, each DAG node persists an operator, which
shows what function type was called (example operators defined in Table 3.1). The oper-
ator plays a crucial role in determining what kind of data to be persisted in the DAG node
and how the DAG will be ultimately formed.

Table 3.1: Example Operator Types of MLInspect

Function Call Operator

(" pandas.io.parsers’, Data Source
"read csv’)

(" pandas.core.frame’, Data Source
"DataFrame’)

(' pandas.core.frame’, Projection

' getitem ')

(' pandas.core.frame’, Selection

' getitem ')

('pandas.core.frame’, ’dropna’) Selection
('pandas.core.frame’, ’replace’) | Projection (Mod)
("pandas.core.frame’, 'merge’) Join

(' pandas.core.groupbygeneric’, Groupby/Agg
"agg’)

(" sklearn.preprocessing. - Transformer
encoders’, ’'OneHotEncoder’)

(" sklearn.preprocessing. data’, Transformer
"StandardScaler’)

("sklearn.tree. classes’, Estimator
"DecisionTreeClassifier’)

("sklearn.model selection. - Split (Train/Test)
split’, ’'train test split’)
("sklearn.preprocessing. label’, | Projection (Mod)
"label binarize’)

("sklearn.pipeline’, ’'fit’), Train Data

arg: train data

("sklearn.pipeline’, ’fit’), Train Labels
arg: train labels

The DAG representation, therefore, helps in visualizing and understanding the sequence
of operations performed in an ML pipeline. One example is the below.

Consider the code block, which loads a dataset, merges and processes data before con-
figuring preprocessing steps and model, then it trains and evaluates the model (Listing
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3.1):

""" Predicting which patients are at a higher

import os
import warnings

import pandas as pd

from
from
from
from
from
from

from

)

from

# FutureWarning:

scikeras .wrappers import KerasClassifier

sklearn .compose import ColumnTransformer

sklearn.impute import Simplelmputer

sklearn. model_selection import train_test split
sklearn.pipeline import Pipeline

sklearn.preprocessing import OneHotEncoder, StandardScaler

example_pipelines.healthcare.healthcare_utils import (

MyW2VTransformer,
create_model,

mlinspect. utils import get_project _root

# that change will be fixed in an upcoming version:
# https :// github.com/scikit-learn/scikit—learn/pull/19263
warnings. filterwarnings (”ignore”)

COUNTIES_OF_INTEREST = ["county2”, "county3”]

patients = pd.read_csv(

)

os.path.join (

str(get_project_root()),
"example_pipelines”,
"healthcare”,
"patients.csv”,

),

na_values="7?",

histories = pd.read_csv(

)

data

os.path.join(

str(get_project _root()),
»example pipelines”,
"healthcare”,

"histories .csv”,

),

na_values="7?",

= patients .merge(histories , on=["ssn”])

complications = data.groupby(”age_group”).agg/(

)

data

mean_complications=("complications”, "mean”

= data.merge(complications, on=["age_group”])
data[”label”] = data[”’complications”] > 1.2 * data[”mean_complications”]
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data = data|
[

”smoker” ,
"last_name”,
"county”
"num_children”
"race”,
”income” ,
"label”,

]
data = data[data[’county”]. isin (COUNTIES OF INTEREST)]

train_data, test data = train_test split(data)

impute_and_one_hot_encode = Pipeline(
[
(”impute”, Simplelmputer(strategy="most frequent”)),
(”encode”, OneHotEncoder(sparse=False, handle_unknown="ignore”)),
|
)

featurisation = ColumnTransformer(
transformers =
(
“impute_and_one_hot_encode”,
impute_and_one_hot_encode,
[”smoker”, ”"county”, "race”],

(”word2vec”, MyW2VTransformer(min_count=2), [”last_name”]),
(”numeric”, StandardScaler (), [”"num_children”, ”income”]),

1,

remainder="drop”,

)

neural_net = KerasClassifier (
model=create_model,
epochs=10,
batch_size=1,
verbose=0,
loss="categorical _crossentropy”,

)

pipeline = Pipeline ([(”features”, featurisation), (”learner”, neural_net)])

pipeline . fit (train_data, train_data[”label”])
print (
"Mean accuracy: {}”
.format(pipeline.score(test data, test data[”label”]))

Listing 3.1: Example ML pipeline
The above code block is represented in Figure 3.1 with the corresponding lines of code

that are translated in their respective DAG nodes. There are also some illustrated nodes
that correspond to a specific code block. For example, the code-block (Listing 3.2):
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patients = pd.read_csv(
os.path.join (
str(get_project_root()),
“example_pipelines”,
"healthcare”,
"patients.csv”,

),

na_values="?",
Listing 3.2: Example code to DAG node depiction

is depicted by the node with id = 0. The initialisation of a Dataframe is captured by
using backend infrastructure. MLInspect understands that read csv method is called and
after an instrumentation process, it portrays the command with a DAG node. Each node
persists metadata and if it has one or multiple parents. It can secure the data arguments
and the non data arguments of the method. Finally, it can create edges taking into account
the operator used. In the case shown, the DAG node has DATA SOURCE operator. More
operators are included in Table 4.2.
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This DAG representation offers:

1. Transparency: The pipeline is easily understood at a glance, thanks to the visual
representation provided by the directed acyclic graph (DAG).

2. Debugging: Problems can be found and fixed faster when data scientists can see
the whole pipeline.

3. Inspection: The DAG allows for detailed checks on data transformations and model
operations, which helps ensure that the pipeline is correct and robust.

4. Documentation: By showing how all the pieces fit together, the DAG acts as docu-
mentation for the structure of the pipeline, which aids in collaboration and knowledge
sharing.

3.1.2 Inspections

Regarding the pipeline defined in the previous section, one can set required inspections
and therefore persist additional metadata to the DAG nodes. These inspections are meant
to improve understanding, transparency and reliability of machine learning systems (ML)
pipelines. The inspections offered are:

* First Row Output Inspection: This inspection captures first row output by each
operator within ML pipeline. This inspection captures the number of user input rows
for each command in an ML pipeline.

* Lineage Tracking: MLInspect keeps track of detailed lineage for every row as they
flow through the DAG of an ML pipeline. Lineage tracking lets users trace back
where their data instances came from and how each row was transformed across
different stages in their dataset wrangling process.

* Histogram Computations for Sensitive Groups: MLInspect computes histograms
of operator outputs specifically tailored for sensitive groups or subsets of data. This
inspection enables users to analyse and compare distributions of outputs across
different protected classes.

+ Column Inspections: MLInspect offers two inspections, one for calculating com-
pleteness of columns and another to count distinct number of columns. It also utilises
one inspection that propagates sensitive columns to other operators.

« Argument Capturing: One simple inspection that MLInspect provides, is the one

that captures the arguments passed to an operator. These are the non data ones,
ie not datasets.
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These inspections can be demonstrated with an example ML pipeline. The below code
(Listing 3.3) shows how MLInspect’s inspector can be set to use inspections. It takes
as input an ML pipeline, and adds the referenced inspections. Then it gets the DAG
representation and the inspection results.

HEALTHCARE FILE PY = os.path.join(
str(get_project_root()), "example_pipelines”, "healthcare”, "healthcare.py

)

inspector_result = (
Pipelinelnspector.on_pipeline_from_py_ file (HEALTHCARE FILE PY)
.add_custom_monkey_patching_module (custom_monkeypatching)
.add_required_inspection (RowLineage (5))
.add_required_inspection(MaterializeFirstOutputRows (5))
.add_required_inspection (ArgumentCapturing () )
.add_required_inspection (HistogramForColumns ([ "race”]))
.add_required_inspection (CompletenessOfColumns ([ "race”]))
.add_required_inspection (CountDistinctOfColumns ([ "race”]))

.execute ()
)
extracted_dag = inspector_result.dag
dag_node_to_inspection_results = inspector_result.

dag_node_to_inspection_results

groupby node = list(inspector_result.dag.nodes)[3]
inspection_results_tree = inspector_result.dag_node_to_inspection_results|
classifier_node

]

captured_args = inspection_results_tree [ArgumentCapturing ()]

Listing 3.3: Setup inspection in MLInspect

RowLineage inspection appends a unique identifier in each feature, a dict like {Lin-
eageld(operator id=1, row 1id=0) }, containing the operatorid and the row id. Each
row contains this kind of identifier, which can be further enriched depending on what the
operator does, merging, deleting, grouping or applying other calculations to the rows. Ma-
terializeFirstOutputRows prints the output of a node, but just the first number of
rows defined in the argument, e.g. 5. ArgumentCapturing will print out the arguments
defined in a node’s function call, ie a command in the ML pipeline, for example, for the
group by command of the healthcare script, it will capture the args: “mean”: (’com-
plications’, ’'mean’). CountDistinctOfColumns Will return the number of distinct
values in column “race”. As for HistogramForColumns inspection, it will return a dictio-
nary with the values of each column defined as arg, which can then be used in checks like
NoBiasIntroducedFor, referenced in Section 3.1.3.

Overall, inspections offered by MLInspect provide complete visibility into machine learning
pipelines starting from initial data transformation down to more granular levels of data
lineage, quality assessment and group-specific analysis of pipeline outputs.
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3.1.3 Checks

Checks are additional verifications that are added on top of an executed DAG when ini-
tialising the MLInspect tool. Checks may require either just the generated DAG represen-
tation or also the metadata of inspections that were implemented and integrated at the
pipeline execution. Some checks provided by MLInspect tool are:

1. NolllegalFeatures: Verifies that the ML pipeline does not include features that are
explicitly marked as illegal or prohibited. These features are: "race”, ”gender”,
”age” and more can be added, according to user input.

2. NoMissingEmbeddings: Verifies whether or not sensitive attributes like race were
included as part of input features for a given ML model. The user can specify a test
minimum threshold that if they are surpassed, it outputs the features.

3. NoBiasintroducedFor: Checks that the ML pipeline does not introduce bias be-
cause of operators like joins and selects. If it does, it outputs the code reference
and operator responsible for the change, for the features set up by the user. The
results are backed up by the distribution change that is calculated in the background,
having as metadata the histogram of a feature before and after an ML pipeline com-
mand execution.

These checks can be reviewed better with an example. The below code (Listing 3.4)
demonstrates how a user can execute MLInspect’s inspector. It takes as input an ML
pipeline, and adds the referenced checks. Then it gets the DAG representation and the
check results.

HEALTHCARE_FILE_PY = os.path.join (
str(get_project_root()), "example_pipelines”, ”healthcare”, ”healthcare.py

)

inspector_result = (
Pipelinelnspector.on_pipeline_from_py_file (HEALTHCARE_FILE_PY)
.add_custom_monkey_patching_module (custom_monkeypatching)
.add_check(NoBiaslIntroducedFor ([ "age_group”, “"race”]))
.add_check(NolllegalFeatures ())
.add_check (NoMissingEmbeddings () )
.execute ()

)

extracted_dag
check results

inspector_result.dag
inspector_result.check to _check results

feature_check_result = check_results[NolllegalFeatures ()]
embedding check_result = check_results [NoMissingEmbeddings () ]

for (
dag_node,
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missing_embeddings_info,
) in embedding_check_result.dag_node_to_missing_embeddings.items () :
print(
"\n\033[1m{} ({})\033[0m\n{}\n{}”.format(
dag _node.operator_info.operator,
dag _node.details.description ,
dag_node.optional_code_info.source_code,
dag node.optional _code_info.code_ reference,

)
)
print(
"\033[1mExamples with missing embeddings: {}\033[0m”.format(
missing_embeddings_info.missing_embeddings_examples

)
)

no_bias_check_result = check_results[NoBiaslntroducedFor ([ "age_group”, “race”

D1

distribution_changes_overview_df = (
NoBiaslIntroducedFor.get distribution_changes_overview_as_df(
no_bias_check_result)

)

display (distribution _changes_overview_df)

dag_node_distribution_changes_list = list(
no_bias_check_result.bias_distribution_change .items ()

)
Listing 3.4: MLInspect inspector and checks

The results NoIllegalFeatures could be "race” and for NoMissingEmbeddings will be
a string for each rare name with no embedding. For NoBiasIntroducedFor, MLInspect
generates a Dataframe with the information of the code reference and which configured
fields have changed above the test minimum threshold specified.

3.2 Architecture

The user process starts by running their pandas/sklearn-based data science pipeline with
MLInspect, specifying what inspections and checks to apply. Then, relevant function calls
get automatically modified by MLInspect before executing its modified version during run
time. When encountering estimators/transformers during execution phase, modified func-
tion calls for these libraries direct to backend libraries that expose inputs/annotations/out-
puts information about operators needed for configured inspections. After that, a dataflow
representation of program is generated by MLInspect and inspection results correlated
with corresponding operators or checks are applied. The overall architecture of the tool
can be described in Figure 3.2.
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Checks

Inspections

(e R owewn o[ -
v

Instrumentation Layer

1
| !

Backends
DAG Builder

Figure 3.2: MLInspect Architecture

3.3 Implementation

Implementation is written in Python, using pip as the dependency manager. One can
inspect the whole project by going to the GitHub repository. The implementation process
consists of four key phases: Preparation, Instrumentation, Execution, and Results. Here’s
a detailed breakdown of each phase:

1. Preparation. In this phase, the user defines the necessary set of inspections,
checks and also custom inspections and checks. This can be defined during the
initialisation of the MLInspect Pipeline Executor.

2. Instrumentation. MLInspect prepares the user’s program for inspection by mod-
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ifying its Abstract Syntax Tree (AST). This can be achieved by instrumenting the
function calls within the AST of the user’s program. This step integrates hooks that
will capture necessary data and metrics during execution. These hooks are imple-
mented using gorilla library, which patches selected python packages, determin-
ing the input, output and metadata. These data are then used from DAG builder as
well as inspections. Changes to the AST are made to ensure that the inspection
mechanisms are triggered appropriately during the program’s execution.

. Execution of the Instrumented Program. In the third step, MLInspect runs the
modified program and gathers inspection data. The execution of inspections is del-
egated to library-specific backends. The backends, previously defined in Section
3.2 consider both the input and output of a specific python function and using the
specified operator, they delegate the appropriate information to the correct DAG rep-
resentation kind of nodes. These backends are specialised, therefore, in handling
the intricacies of different machine learning libraries and frameworks. Inspections
are executed alongside the normal operations of the pipeline. This integration en-
sures that inspections are context-aware and do not hamper normal functioning of
ML pipeline. During execution, the framework also constructs the DAG.

. Results. The final step involves assessing the results in light of inspections out-
come. Based on these, the framework evaluates the checks provided during initial-
isation. All required criteria are enforced in this step.
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4. EXPLAINABLE MLINSPECT

In this section, the enhanced MLInspect that it is extended with XAl methods will be pre-
sented. The XAl methods integrated are the ones referenced in the subsections under
Section 2.3.2. These are: LIME, Shapley Values, Integrated Gradients, ALE, PDP, ICE,
DALE, PFl and BD. Afterwards, we will include the new inspection encapsulated into the
MLInspect, the Explainer and further give an insight of the new architecture of the sys-
tem. We will refer to other factors of the implementation and lastly we will mention any
issues that arose at the time of the implementation.

DAG representations for XAl methods

Explainable MLInspect supports the DAG representation of the below extra packages:

shap package, with KernelExplainer constructor and shap values function that
calculates the SHAP values.

lime package, with LimeTabularExplainer constructorand explain instance
function.

sklearn inspection package, with PartialDependenceDisplay constructorand
from estimator function that builds either PDP or ICE plot (if kind=individual
is set).

alibi package, with IntegratedGradients constructor and explain method
that calculates the corresponding explainability values. Also, alibi package sup-
ports ALE explainability method. For this reason, Explainable MLInspect supports
ALE constructor.

dale package, with DALE constructor and eval method that calculates explainability
results.

dalex package, with Explainer constructor and model parts and predict -
parts functions to calculate results.

All DAG representations that follow are based on the initial DAG representation defined in
Section 3, Figure 3.1, having as base code the below listing (Listing 4.1):

””” Predicting which patients are at a higher risk of complications”””

import os
import warnings

import pandas as pd
from scikeras.wrappers import KerasClassifier
from sklearn.compose import ColumnTransformer

79 S. Patsou



20

21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
4
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59

Dataflow Representation, Model Inspection and Explainability in ML Pipelines

from sklearn.impute import Simplelmputer

from sklearn.model_selection import train_test split

from sklearn.pipeline import Pipeline

from sklearn.preprocessing import OneHotEncoder, StandardScaler

from example_pipelines.healthcare. healthcare utils import create_model predict

from mlinspect. monkeypatching. _mlinspect _ndarray import MlinspectNdarray
from mlinspect. utils import get project _root

# FutureWarning: Sklearn 0.24 made a change that breaks remainder="drop’, that
change will be fixed

# in an upcoming version: https://github.com/scikit-learn/scikit-learn/pull
/119263

warnings . filterwarnings (”ignore”)

COUNTIES_OF_INTEREST = ["county2”, "county3”]

patients = pd.read_csv(
os.path.join (
str(get_project_root()),
"example pipelines”,
"healthcare”,
"patients.csv”,
)
na_values="7?",
)
histories = pd.read_csv(
os.path.join (
str(get_project_root()),
"example pipelines”,
"healthcare”
"histories .csv”,
e
na_values="7?",

)

data = patients.merge(histories, on=["ssn”])
complications = data.groupby(”age_group”).agg(

mean_complications=("complications”, "mean”
)

data = data.merge(complications, on=["age _group”])
data[”label”] = data[”’complications”] > 1.2 * data[”’mean_complications”]
data = data|
[

”smoker” ,

"last_name”,

“county” ,

"num_children”

"race”,

income” ,

"label”,
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]
data = data[data[”county”]. isin (COUNTIES_OF_INTEREST)]

train_data, test data = train_test split(data)
y_train = train_data[”label”]

y_test = test _data[”label”]

X _train = train_data.drop(”label”, axis=1)
X_test = test_data.drop(’label”, axis=1)

impute_and_one_hot_encode = Pipeline(
[
(”impute”, Simplelmputer(strategy="most_frequent”)),
(”encode”, OneHotEncoder(sparse=False, handle_unknown="ignore”)),
]
)

featurisation = ColumnTransformer (
transformers =

(
“impute_and_one_hot_encode”,
impute_and_one_hot_encode,
[”smoker”, ”"county”, “race”],

)

(”numeric”, StandardScaler(), ["num_children”, “income”]),

1,

remainder="drop”,

)

neural_net = KerasClassifier(
model=create_model_ predict,
epochs=10,
batch_size=1,
verbose=0,
loss="binary_crossentropy”,

)

X_t_train: MlinspectNdarray = featurisation.fit_transform (train_data, y_train)
X_t test: MlinspectNdarray = featurisation.fit transform (X test, y_ test)
neural_net. fit (X_t_train, y_train)

print(”Mean accuracy: {}”.format(neural_net.score(X_t test, y test)))

Listing 4.1: Example ML pipeline base code

4.1.1 DAG representation - SHAP

The implementation is supported by information referenced in Section 2.3.2.2. shap pack-
age can be installed via PyPI or conda and offers extensive examples and API references
for various types of models, including tabular, text, image, and genomic data. For more
details, you could check the SHAP documentation.

Two functions are patched in order to get the desired DAG representation, the Kernel-
Explainer. init and KernelExplainer. shap values. KernelExplainer is a
model-agnostic tool in SHAP (SHapley Additive exPlanations) used for interpreting pre-
dictions from any machine learning model. It approximates shapley values by sampling
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from the input features’ distribution. KernelExplainer works by creating a surrogate
model using a weighted linear regression. This method is particularly useful when dealing
with complex models or when the exact model infrastructure is unknown. The shap -
values function of KernelExplainer computes the SHAP values for a given set of in-
stances, which quantify the contribution of each feature to the model’s prediction.This
method uses a weighted linear regression to approximate the contribution of each fea-
ture to the prediction. It samples various combinations of feature values to estimate their
impact. The values produced from shap values can be visualised by force plot[50]
and summary plot. The force plot function creates a force plot, a visual representa-
tion which shows impact of each feature on the model’s prediction for a given instance. It
shows how features push the prediction from base value ie average model output to actual
output.The plot has positive/negative contributions with arrows pointing towards final pre-
diction value. The summary plot function provides a comprehensive visualisation of the
feature importance across a dataset. It combines feature importance with feature effects,
displaying the SHAP values of features for many instances. The plot shows how much
each feature contributes to the predictions and the distribution of those contributions. It
mostly employs a combination of bar plots and scatter plots to show the magnitude and
direction (positive or negative impact) of feature contributions.

The below code that calculates the shapley values is appended to the main ML pipeline
referred in Listing 4.1.

import shap

shap.initjs ()
explainer = shap.KernelExplainer(neural _net.predict, X _t train)
shap_values = explainer.shap_values(X_ t test[:2], nsamples=100)
shap.force_plot(

explainer.expected value,

shap_values,

X_t test[:2],

feature_names=featurisation.get feature_names_out(),
)
shap .summary_plot(

shap_values,

X_t test[:1],

feature_names=featurisation.get feature_names_out(),

plot _type="bar”,

Listing 4.2: Calculate shapley values
the new DAG representation is shown in Figure 4.1. The newly added nodes can be

shown with blue formation. The same visualisation inspection will be applied across all
XAl methods that will be mentioned in the next sections.
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What is added to the existing DAG representation are two new nodes, one for the ini-
tialisation of the explainability object and a new one to calculate the actual explainability
values. This new DAG representation can be also described using the partial diagram
in Figure 4.2. The diagram shows that the explainer, in order to be initialised, needs the

Predict
Model L Test Data J

|

Create Model
Explainer Test Data
SHAP explainer

Explain Model
Shapley Values

Figure 4.2: DAG representation with Shapley Values - Partial

predict function of the model as well as test data. Then, using this explainer and new test
data, shapley values can be calculated.

4.1.2 DAG representation - LIME

Background information for how LIME works can be found under Section 2.3.2.1. PyPi
1ime package has been used to integrate the XAl method. The LimeTabularExplainer
is a class in the LIME package that can be used for interpreting tabular data models. The
working principle is slightly different as it perturbs the data and fits a simpler or more inter-
pretable model like Linear Regression around an instance. This helps users to know which
features drive the model’s prediction about this particular instance. Datasets with cate-
gorical and continuous features are bravely supported by the LimeTabularExplainer
because it explains complex model predictions with simple, local explanations. The ex-
plain instance function generates an explanation for a given instance of dataset using
the LimeTabularExplainer class. It perturbs the instance by sampling around it, creat-
ing a new dataset of similar instances. It, then, collects the model’s predictions for these
perturbed instances. It fits an interpretable model to these instances, using their distances
from the original instance as weights. Finally, it identifies the influence of each feature on
the prediction for the specific instance. This approach results in a locally interpretable,
totally understandable and enough to reveal what leads to the predictions.
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Using the below code-block (Listing 4.3), one can calculate the explainability results of
LIME XAl method. This was also appended in the main ML pipeline defined in Listing 4.1.

import lime.lime_tabular

explainer = lime.lime_tabular.LimeTabularExplainer (
X_t_train,
mode="classification”,
feature_names=featurisation .get_feature_names_out (),
class_names=[False, True],

)
result = explainer.explain_instance (X _t test[0], neural _net.predict proba)
result.show_in_notebook ()

Listing 4.3: Calculate LIME

This produces the DAG representation in Figure 4.3.
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What is added is two new nodes for the initialisation of the explainability object and a new
one to calculate the actual explainability values. This can be also described using the
partial diagram in Figure 4.4. The explainer takes as arguments the model and the test

Test Data

Create Model Predict

Explainer Test Data
LIME explainer Mode
Explain Model
LIME

Figure 4.4: DAG representation with LIME - Partial

data. It needs the predict function of the model to calculate the results.

4.1.3 DAG representation - PDP & ICE

In this section, it will be demonstrated how PDP and ICE XAl methods were integrated
in the DAG representation of MLInspect. For how PDP works, one can check Section
2.3.2.5.

Partial Dependence Plots (PDPs) provide an insight into how individual feature or fea-
tures influence a machine learning model’s output. To show such relationship, each plot
focuses on only one feature at a time thereby visualising the impact that feature has on
the prediction made.

To see which selected functionalities partial dependence of a machine learning model re-
lies on, scikit-learn includes PartialDependenceDisplay class for straightforward
visualisation and explanation, using function from estimator.

The same function can be utilised to visualize an ICE curve, taking advantage the kind
parameter. ICE plot is described thoroughly in Section 2.3.2.6.

So, adding the PDP and ICE code-blocks at the end of the Listing 4.1:

from sklearn.inspection import PartialDependenceDisplay

# pdp
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display_pdp

PartialDependenceDisplay . from_estimator (

estimator=neural_net, X=X _t train, features=[1, 2],

)

# ice
display_ice

PartialDependenceDisplay . from_estimator (

estimator=neural_net, X=X_t train, features=[1, 2],

)

Listing 4.4: Calculate PDP and ICE

kind="average”

kind="individual”

The DAG representations can be described in Figures 4.5 and 4.6, for PDP and ICE re-

spectively.

S. Patsou
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And the partial diagrams defining what nodes were added to the existing DAG represen-
tation, can be shown in Figures 4.7a and 4.7b, for PDP and ICE respectively.

Estimator ’ l !
Model Test Data

Explain Model
PDP

(a) DAG representation with PDP - Partial

i Estimator ’ l
Model Test Data
)

Explain Model
ICE

(b) DAG representation with ICE - Partial

The package needs only the estimator and test data to produce the plots, be it PDP or
ICE.

4.1.4 DAG representation - ALE

ALE has been presented thoroughly in Section 2.3.2.4. In this section, it will be specified
what PyPi package was used and the implementation under it.

For calculating ALE and then representing it in DAG nodes, alibi package was used.
By means of ALE.explain function, ALE constructor sets up an explainer that can mea-
sure the explainability of a feature. Within the initialisation phase for this class, there is
need to input all parameters into the constructor including the model prediction function
as well as names of features it will take as arguments with. The test data is necessary
for interpretation purposes by the explain method. The explain method takes as input
a dataset (in this case x t train) and computes the ALE for each feature across the
data. The main results refer to how every individual predictor contributes to prediction on
average; these are quantified by ALEs . An output from this function would consist of an
explanation object containing calculated values for each variable such as age or sex. The
explanation can then be plotted using the plot ale method of alibi package.

The below listing (Listing 4.5) is added to the end of the Listing 4.1.

1 from alibi.explainers import ALE, plot_ale

91 S. Patsou
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ale_explainer = ALE(
neural_net.predict_proba,
feature_names=featurisation.get feature_names_out(),
target_names=[False, True],

)
explanation = ale_explainer.explain(X_t_train)
plot_ale (explanation)

Listing 4.5: Calculate ALE

The DAG generated is presented in Figure 4.8.
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And the partial one in Figure 4.9. ALE explainer needs the model to be fitted and test data
Estimator
Model

Create Model
Explainer
Alibi explainer

L

Test Data

S— S

Y

Explain Model
ALE

Figure 4.9: DAG representation with ALE - partial

to compute the explanation.

4.1.5 DAG representation - Integrated Gradients

Integrated Gradients XAl method has been comprehensively defined in Section 2.3.2.3.
The alibi implementation of the integrated gradients method is specific to TensorFlow
and Keras models. It needs a constructor IntegratedGradients and then an explain
method to be called from the IntegratedGradients object so as to create an explana-
tion object. This object contains the explained instances results.

As described in the above sections, the XAl method calculation is added as a last step in
Listing 4.1.

from alibi.explainers import IntegratedGradients

ig = IntegratedGradients (
model=neural_net.model_,
method="gausslegendre” ,
n_steps=50,
internal_batch_size=100,
)

explanation = ig.explain(X=X_t test[:1], baselines=None, target=0)

Listing 4.6: Calculate Integrated Gradients

The full code produces the DAG displayed in Figure 4.10.
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The partial DAG showing which nodes were added can be shown in Figure 4.11. IG

Estimator
Model

Create Model
Explainer Test Data
Alibi explainer

Explain Model
Integrated
Gradients

Figure 4.11: DAG representation with Integrated Gradients - partial

explainer needs the model to be fitted and test data to compute the explanation, just like
for the ALE case.

4.1.6 DAG representation - DALE

More about DALE can be read in Section 2.3.2.7. In order to apply DALE, we consulted its
implementation defined in the GitHub Repository. DALE. init andeval are patched
to create the appropriate nodes in the DAG. DALE. init is the constructor of the
class, which initialises the DALE object with the data, the model, and the Jacobian of the
model. The dale func method is a static method that returns the DALE function for
a specific feature. This function computes the accumulated effect of the feature. The
eval method of DALE class is responsible for evaluating the DALE function on the data
provided. It accepts two arguments: x, which is a numpy array of data, and s, which
is an integer that represents the feature index number. The specified feature of interest
denoted by the s variable will will be evaluated using the whole x dataset. Therefore, its
aim is to compute how much cumulative impact each given feature had on a dataset and
return this information.

As will all other XAl cases, the below Listing 4.7 is appended at the end of the base code
defined in Listing 4.1.

from features.explainability.dale.dale import DALE

def model_grad(inp):
x_inp = tf.cast(inp, tf.float32)

S. Patsou 96
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with tf.GradientTape () as tape:
tape.watch(x_inp)
preds = neural_net.model (x_inp)
grads = tape.gradient(preds, x_inp)
return grads.numpy ()

© © N o o

10

11 dale = DALE(data=X_t_train, model=neural_net, model_jac=model_grad)
12 dale. fit ()

13 explanations = dale.eval (x=X_t_test, s=0)

Listing 4.7: Calculate DALE

This generates the DAG shown in Figure 4.12.
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The partial DAG can be found in Figure 4.13. In the above diagram, it is described better

Estimator

Model Test Data
Create Model
Explainer Test Data
DALE explainer
Explain Model
DALE

Figure 4.13: DAG representation with DALE - partial

which nodes are created and the input of each node for explainability calculation. The
explainer of DALE needs as input the DALE constructor as well as test data. The DALE
constructor should have access to the estimator and test data to calculate the explainer’s
metadata.

4.1.7 DAG representation - PFl and BD

Variable importance is a measure of what proportion each input characteristic (variable)
is accountable for in determining the output of a predictive model. There are visualisa-
tion tools used in interpretable machine learning to explain the prediction of a model at
an individual level. These plots aim to decompose the model’s prediction for a specific
instance into contributions from each input feature. Breakdown plots focus on explaining
the prediction of a machine learning model for a single instance rather than providing a
global model explanation.

dalex package that is employed in Explainable MLInspect supports Shapley values, ALE,
PFland BD plots. In this implementation, it is only utilised for the last two mentioned, ie PFI
and BD plots. More about these two can be seen in Sections 2.3.2.8 and 2.3.2.9 respec-
tively. To start with, dalex explainer is created with initial train data, training labels and the
model to be fit. model parts method computes Permutation Feature Importance (PFI),
which is a global interpretability measure useful to understand the importance of differ-
ent features in trained models. predict parts function helps to compute the prediction
breakdown for one observation so as to understand how each feature affects final predic-
tions. predict parts method works by calculating the contribution of each feature to the

99 S. Patsou
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prediction for a given observation; it does this by changing the value of each feature one
by one and observing how that affects prediction.The contributions are then aggregated
into detailed breakdowns of predictions.

The below code is attached at the end of Listing 4.1.

import dalex

dalex_explainer = dalex.Explainer(
neural _net, X _t train, y train, predict function=KerasClassifier.predict
)

explanation = dalex_explainer.model _parts ()

train_explanation = explanation.result

df = pd.DataFrame ([ X_t_test.view(np.ndarray)[0]], index=["first_row”])

test _explanation = dalex_explainer.predict_parts(df, label=df.index[0]).result

Listing 4.8: Calculate PFI and BD plots

This generates the DAG in Figure 4.14.

S. Patsou 100
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And the partial DAG showing which nodes were added can be found in Figure 4.15. PFI

Test Labels Estimator Test Data
Model

L

Create Model
Explainer Test Data
DALEX explainer

4

Explain Model
Breakdown
Interactions

Explain Model
Variable Importance

Figure 4.15: DAG representation with BD/PFI - partial

and BD plots can be calculated by giving a test dataset as well as the dalex explainer.
The explainer needs the test labels, test data and a model estimator.

4.2 Explainer Inspection

The provided Python code in this sections is part of the Explainable MLInspect that aims to
explain machine learning models. It uses a combination of different explainability methods,
which are integrated in the Explainer class.

Explainer classis aninspection class that takes a list of explainability methods, test data,
feature names and testing labels as its arguments. This class has a visit operator
method called. If an operator is visited during this inspection, it will pass through this
method.

The class constructor is defined in Listing 4.9:

class Explainer(Ilnspection):

def _ _init__ (
self
methods: List[ExplainabilityMethodsEnum],
test_data: Any,
feature_names: Optional[List[str]],
test_labels: Optional[List[Any]],

) —> None:

Listing 4.9: Explainer inspection constructor
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If this operator is an estimator and supported for explainer inspection by the explainer
inspection class; when certain explainability methods are selected by the explainer in-
stance, it applies them on the given estimator. The output of these explainer methods
will be stored in _results attribute of Explainer object. The explainability methods
supported are defined in Table 4.1. There is a separate if-statement for each explana-

Table 4.1: Supported Explainability Methods Enumeration

Name Value

SHAP Shapley Values

LIME Lime

PDP Partial Dependence Plots

ICE Individual Conditional Expectation

INTEGRATED_GRADIENTS Integrated Gradients

ALE Accumulated Local Effects

DALE Differential Accumulated Local Effects

DALEX Descriptive Machine Learning
Explanations

tion method in visit operator function in KernelExplainer. For instance, if SHAP
is chosen then library SHAP would be imported, KernelExplainer created and SHAP
values computed for test data (Listing 4.10).

1 def visit_operator(

2 self ,

3 inspection_input: Union]|

4 InspectionlnputDataSource ,

5 InspectioninputUnaryOperator,
6 InspectionlnputNAryOperator,
7 InspectioninputSinkOperator,
8

9

1
) —> lIterable[Any]:

1 if self. operator_type == OperatorType.ESTIMATOR:

13 if model:

14 if ExplainabilityMethodsEnum .SHAP in self.methods:
15

16 if ExplainabilityMethodsEnum .LIME in self.methods:
17

18 if ExplainabilityMethodsEnum .PDP in self.methods:
19

20 if ExplainabilityMethodsEnum .ICE in self.methods:
21

22 if (

23 ExplainabilityMethodsEnum .INTEGRATED_GRADIENTS in self.methods
24 and is_neural_network (model)
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if ExplainabilityMethodsEnum .ALE in self.methods:

if ExplainabilityMethodsEnum .DALE in self.methods and
is_neural_network (model):

if ExplainabilityMethodsEnum .DALEX in self.methods:
Listing 4.10: Explainer visit operator method

The SHAP results then are persisted in a dictionary with key ExplainabilityMethod-
sEnum.SHAP in _results attribute. The same happens with all other explanation tech-
niques. For the methods wanting one instance or one feature, the first one is selected by
default. The implementation persists the data under key defined in Table 4.1 name field
(Listing 4.11). Explainability is implemented by following Section 4.1.

if ExplainabilityMethodsEnum .SHAP in self.methods:
import shap

explainer = shap.KernelExplainer(model. predict, train_data)
results = explainer.shap_values(self.test _data[:2])
self. results[ExplainabilityMethodsEnum .SHAP] = {
"explainer”: explainer,
"results”: results ,

Listing 4.11: Example Explainer results setup

The get operator annotation after visit method will be executed after visiting
the operator. This method returns results from the explanation functions and also resets
_operator type and results attributes (Listing 4.12).
def get_operator_annotation_after_visit(self) —> Any:
assert self. operator_type
if self. operator_type is OperatorType.ESTIMATOR:
result = self. results
self. _operator_type = None
self. _results = {}
return result
self. operator_type = None
self. _results = {}
return None

Listing 4.12: Reset Explainer results

Explainability results are stored in an estimator DAG node. One example of usage is the
inspection.ipynb under examples/shap package. Loading and pre-processing data
occupies initial part of the Jupyter notebook. Reading patient and history data from CSV
files, merging them together and carrying out some transformations form the first steps
before narrowing it down to specific counties within interest area alone. The train -
test split function is used to split the data into training and test sets (Listing 4.13).
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data = patients.merge(histories, on=[’ssn’])

data = data[data[ 'county’].isin (COUNTIES_OF INTEREST) ]
train_data, test data = train_test split(data)

Listing 4.13: Example data train/test split

This code later defines a preprocessing pipeline to deal with missing values through im-
putation and categorical variable encoding. Also, it scales numerical features. Then this
pipeline is applied to the training and testing data (Listing 4.14).

impute_and_one_hot_encode = Pipeline (

[
(”impute”, Simplelmputer(strategy="most frequent”)),
(”encode”, OneHotEncoder(sparse=False, handle_unknown="ignore”)),

)

X _t_train: MlinspectNdarray = featurisation.fit transform (train_data, y_train)
X_t test: MlinspectNdarray = featurisation.fit _transform (X test, y_ test)

Listing 4.14: Example data preprocessing

Then MLInspectlibrary’s PipelineInspector classis used to inspect a machine learning
pipeline in the notebook. Explainer inspection is specified for the PipelineInspector
which applies the SHAP as its explainability method on the model of that pipeline (Listing
4.15).

inspector_result = (
Pipelinelnspector.on_pipeline_from_py file (EXAMPLE_PIPELINE)
.add_required_inspection (
Explainer (
[ExplainabilityMethodsEnum .SHAP] ,
X_t test.view(np.ndarray),
featurisation.get_feature_names_out (),
[False, True],
)
)

.execute ()
Listing 4.15: Pipelinelnspector with Explainer setup

The results of the inspection are then printed out. The notebook specifically prints the
results for the estimator operator in the pipeline (Listing 4.16).

relevant_node = |
node
for node in extracted_dag.nodes
if node.operator_info.operator
in {
OperatorType .ESTIMATOR,
}

110]
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O [
10 inspection_result = dag_node_to_inspection_results[relevant_node ]|

1 Explainer (

12 [ExplainabilityMethodsEnum .SHAP] ,

13 X_t_test.view(np.ndarray),

14 featurisation .get_feature_names_out (),
15 [False, True],

16 )
17 ]

18 print(inspection_result)

Listing 4.16: Print Explainer inspection results

Finally, shap library is used to create a force plot, a summary plot and a decision plot for
SHAP values. These plots give graphical insight into how model generates its predictions
(Listing 4.17).

1 shap.force_plot(

2 explainer.expected_value,

3 shap_values,

4 X_t test[:2],

5 feature_names=featurisation .get feature_names_out(),
6

7

8

9

)

shap.summary_plot(
shap_values,
10 X_t test[:1],
11 feature_names=featurisation.get _feature_names_out(),
12 plot_type="bar”,

14 ...
15 shap.decision_plot(

16 explainer.expected value,

17 shap_values,

18 X_t test[:1],

19 feature_names=featurisation.get feature_names_out(),
20 link="logit”,

Listing 4.17: Visualize shapley values
In summary, the inspection.ipynb notebook demonstrates how one can make use of

both m1inspect and shap libraries to inspect a machine learning pipeline and explain
predictions made by the model.

4.3 Architecture
The new overall architecture of the tool can be described by the diagram in Figure 4.16.
The diagram outlines the architecture of an explainable machine learning inspection sys-

tem within a Docker [51] container. The added inspection is the Explainer which was
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referenced in Section 4.2. A python interpreter exists to execute inspection processes
and interacting with the system. Also, an instrumentation layer can be found, which acts
as a middleware that helps communication between the inspections, checks, backend
and DAG builder. The packages are the ones already defined in MLInspect Section 3.2.
Regarding python packages, the ones added are:

* shap

e lime

* alibi

* sklearn inspection
* dale

* dalex

DAG Builder has been enhanced with constructing the nodes of explainability, shown
in Section 4.1. These are the Create Model Explainer and Explain Model. The
project is also integrated with Make [52] commands to easily setup the Docker container
and startup a Jupyter notebook server[53]. More will be concluded in Section 4.4. Make-
file and make commands provide a user interface that allows users to interact with the
Docker container. The workflow is:

1. Checks are performed to ensure data integrity and absence of bias.
2. Inspections are executed, interacting with the Python interpreter.

3. The Instrumentation Layer connectsthese inspections with the backend libraries
and the DAG Builder.

4. The Backends provide the computational and analytical power needed for inspec-
tions.

5. The DAG BRuilder constructs the execution flow.

6. Make prompts interface facilitates user interaction and prompts generation.

4.4 Implementation

To improve the project’s capabilities, a new package that focused on explainability has
been integrated. It introduces advanced tools and methodologies aimed at offering in-
sights into how machine learning models behave and make decisions. This includes
samples for the new DAG representation, a new inspection defined in Section 4.2 and
a new backend implementation ExplainabilityBackend.
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The ExplainabilityBackend class has two main methods: before call and af-
ter call.

The method before call accepts two arguments: operator context and input -
infos. operator context iS an instance of OperatorContext which contains infor-
mation about the operation that was performed just before calling the back-end. input -
infos is a list of AnnotatedDfObject instances, which are Dataframes with additional
metadata. This function returns the input infos variable as it receives it (Listing 4.18).

def before_call(
self,
operator_context: OperatorContext,
input_infos: List[AnnotatedDfObject],
) —> List[AnnotatedDfObject]:
return input_infos

Listing 4.18: ExplainabilityBackend before_call method

The after call method is more complex. It takes four parameters: operator con-
text, input infos, return value, and non data function args. The return -
value is the result of the operation, and non data function args is a dictionary or
any other object that contains non-data arguments for the function (Listing 4.19).

def after_call(

self ,

operator_context: OperatorContext,

input_infos: List[AnnotatedDfObject],

return_value: Any,

non_data function_args: MappingProxyType | Any = MappingProxyType ({}) ,
) —> BackendResult:

Listing 4.19: ExplainabilityBackend after_call method

Inside the after call method, there’s a conditional statement that checks the type of the
operator in the operator context. If the operatoris OperatorType.EXPLAINABILITY
or OperatorType.CREATE EXPLAINER, it calls the execute inspection visits -
nary op function with the provided parameters. This function performs an explanation or
a creation of an explainer operation regarding the data provided, if the source that called it
is either an explainability method or a creation of an explainer respectively (Listing 4.20).

if operator_context.operator == OperatorType.EXPLAINABILITY:
return_value_be = execute_inspection_visits_nary_op(
operator_context
input_infos ,
return_value ,
non_data_function_args,
)
elif operator_context.operator == OperatorType .CREATE_EXPLAINER:
return_value_be = execute_inspection_visits_nary_op (
operator_context,
input_infos ,
return_value ,
non_data_function_args,
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Listing 4.20: ExplainabilityBackend handle operator

The operator types supported are defined in Table 4.2.

Table 4.2: Supported Operator Types

Name Value

DATA_SOURCE Data Source

MISSING _OP Encountered unsupported operation!
Fallback: Data Source

SELECTION Selection

PROJECTION Projection

PROJECTION_MODIFY Projection (Modify)

TRANSFORMER Transformer

CONCATENATION Concatenation

ESTIMATOR Estimator

SCORE Score

PREDICT Predict

TRAIN_DATA Train Data

TRAIN_LABELS Train Labels

TEST_DATA Test Data

TEST_LABELS Test Labels

JOIN Join

GROUP_BY_AGG Groupby and Aggregate

TRAIN_TEST_SPLIT Train Test Split

CREATE_EXPLAINER Create Model Explainer

EXPLAINABILITY Explain Model

If the operator does not belong to any of these expected types, then it raises a Not Im-
plementedError exception with an associated message indicating that Explainabil-
ityBackend doesn’t support given operation type (Listing 4.21).
else:

raise NotlmplementedError(

"ExplainabilityBackend doesn’t know any operations of type ’{}’ yet!”.
format (

)

operator_context.operator

Listing 4.21: ExplainabilityBackend unhandled operator

Finally, the after call method returns the result of the execute inspection vis-
its nary op function or raises an error if the operator type is not supported. This back-
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end is capable of persisting in the explainer nodes, valuable metadata of the explainability
methods integrated.

To make it easier to understand and visualise data processing workflows, examples and
reviews were included in Directed Acyclic Graph (DAG) representations. These visualisa-
tions help users understand their workflow pipelines better by showing how data changes
along different stages. They are well demonstrated in Section 4.1.

The novel Differential Accumulated Local Effects (DALE) approach was integrated to es-
timate feature effects in machine learning models. For this reason, some parts of DALE
codebase were copied and adjusted to suit the project framework.

In terms of utils used, new make commands were added to bring out the project’s user in-
terface. These commands make it easier to launch and interact with the GUI of this project,
enabling users to easily access and use its numerous features and tools. As such, a new
Makefile was created which would help automate some repetitive tasks as well as stream-
line the development process so that the project could be built in seconds instead of min-
utes like before. In addition, these commands included also running tests or documenting
code by executing specific rules. Regarding the tools used, code quality and consistency
standards were also made to be enforced by pre-commit hooks [54] before any changes
will be committed into the repository. These are hooks that automatically check for is-
sues like code formatting, syntax errors and coding guidelines compliance thus making
sure that the project’s code base is always clean and maintainable. In order to streamline
dependency management and ensure consistent environments across different develop-
ment and deployment stages, Docker and Poetry [55] were used. Docker container was
configured in order to maintain cache and expose the Jupyter host. This guarantees that
the project will run similarly regardless of the host system; it also makes scaling very con-
venient plus facilitates easy deployments. Poetry was employed for managing python de-
pendencies. Dependency resolution is simplified with poetry, package management and
environment isolation making it possible to maintain and update project’'s dependencies
easily. Its alternatives include traditional tools like pip and virtualenv. To ensure high code
quality as well as coverage, code coverage was implemented. This measures how much
tests have covered a piece of code. This enables to find out untested components in the
codebase thus increasing overall test coverage. Furthermore, GitHub Actions were used
to set up a Continuous Integration/Continuous Deployment (CI/CD) pipeline that does the
following: automatically builds the project Docker image, runs tests, and deploying up-
dates whenever there are changes being pushed into repository so that at any given time
software could remain deployable.

A technique called monkey patching is used to change or extend the behaviour of certain
libraries dynamically [56]. The implementation in /features/explainability/mon-
key patching module must be followed if an end-user wants to enable more libraries
in this monkey patching process. For example, patching SHAP includes the Kernel-
Explainer. init and the KernelExplainer.shap values methods, which are
going to be patched by a module named patch shap.py. One method creates a node
for the explainer and the other for the actual explanation being computed in a user pipeline.
Other modules are also included in the aforementioned path, for patching LIME, PDP, ICE,
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ALE, IG, DALE, PFl and BD plots.

Finally, creation and maintenance of wide-ranging test pipelines was done to test the func-
tionality and reliability of the components that make up the project. Such pipelines take
into account different aspects of the system such as unit tests and integration tests. All
these are put in place so as to ensure all parts function together correctly and efficiently.

4.5 Issues

The complexity of the intricacies of different packages made it difficult to manage depen-
dencies. Upgrading dependencies often caused new issues, especially involving libraries
such as scikeras and gensim. These problems emanated from version incompatibilities
and changes in the APIs or internal functioning of these libraries. The structure of depen-
dency tree became complicated and ensuring compatibility across all packages required
a lot of effort and troubleshooting. Our Docker environment, for instance, posed a variety
of challenges when setting up Jupyter. Specifically, Jupyter had to be able to work within
Docker Networking configurations on Docker containers. A number of concerns such as
connectivity issues, port mapping, and guaranteeing persistent data storage required at-
tention for a stable and operational setup to be achieved. Flakiness was exhibiting by our
test suite, which means that tests would fail at times while sometimes the passed, even if
we did not change any code at all. This inconsistency created issues since it undermined
the trustworthiness of our testing process. Unreliable results were due to flaky tests as
they are indicators of other problems like race conditions, external system dependencies
or wrong test isolation that had to be identified and fixed.

There were further complications with the predict method of the estimators which neces-
sitated additional monkey-patching methods which were not initially part of the project.
Debugging can be difficult when there are maintenance issues associated with monkey
patching even though it might sometimes be necessary. Correctly implementing patches
without affecting other parts of the codebase was essential here. We had to check whether
we should apply monkey patching by considering syntax in our pipeline configurations.
This step ensured that patches were applied selectively as well as correctly because it
maintained pipeline integrity while introducing necessary modifications into it accordingly.
The integration also involved copying pieces from the official package DALE (Differential
Accumulated Local Effects) into ours. This needed additional adaptation thus becoming
complex for us given its non-official nature. A careful manual procedure was adopted dur-
ing this integration process to avoid any bug introduction and to effectively onboard DALE
functionalities.

Since 2021, the gorilla package on PyPl has not had a new version release which
poses significant problems for projects relying on it. Therefore, as Python changes or
expands, gorilla is liable of being incompatible with subsequent versions of Python or
other libraries widely used in data science and machine learning workflows.

In summary, our project faced multiple challenges related to dependency management,
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environment setup, flaky tests, method patching, and integration of non-standard pack-
ages. Each of these issues required specific strategies and solutions to ensure a smooth
and functional development process. Addressing these challenges was crucial to main-
taining the robustness and reliability of our machine learning workflows.
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Figure 4.16: Explainable MLInspect Architecture
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5. DEMONSTRATION, SCENARIOS AND EVALUATION

To illustrate how the MLInspect framework works with the addition of explainability feature,
a set of user stories will be presented, to convey better how a user can interact with the
project. These user stories will show the impact of the Explainable MLInspect in using and
setting up explainability methods to run on the background, when a pipeline is executed.

Let’s say that a data scientist wants to understand better the model in a pipeline, to gain
insight as to how each feature of the data set impacts the model accuracy. Let’s also
hypothesise that this data scientist’'s name is Dr. Antonia, having a Ph.D. in data science
and working in a healthcare industry. Dr. Antonia aims to develop a predictive model that
identifies patients at high risk of complications after surgery. She needs to ensure that the
model is not only accurate but also interpretable.

Inspections Scenario. This scenario encompasses the majority of situations where one
might use techniques to explain a model:

1. The data scientist should install MLInspect, executing:
1 make run

Listing 5.1: Makefile run command

She should only have installed prior to executing the tool, docker and make com-
mands and be inside the source folder of the project. Now, as described in Section
4.4, a container is initialised, containing all the dependencies in a virtual environ-
ment, named e.g. venv.

2. Then, she gets the jupyter notebook link (e.g. session link) from the previous com-
mand’s output and pastes it inside a browser.

3. She creates a notebook file, setting also the kernel of the notebook to previously
referred venv.

4. After initialisation, Dr. Antonia starts by gathering patient data, including demo-
graphic information, medical history, and other patient details, an example code can
be the below (Listing 5.2):

COUNTIES_OF_INTEREST = [”"county2”, "county3”]

os.path.join (
str(get_project_root()), "example_pipelines”, "healthcare”, ”
patients.csv”

)

na_values="?",

1
2
s patients = pd.read_csv(
4
5

6
7
8 )
o histories = pd.read_csv(
10 os.path.join (
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24
25
26
27
28
29
30

”

str(get_project_root()), "example_pipelines”, ”healthcare”,
histories.csv”
)!

na_values="?",

)

data = patients.merge(histories, on=["ssn”])
complications = data.groupby(”age group”).agg(

mean_complications=("complications”, "mean”)
)
data = data.merge(complications, on=["age_group”])
data[”label”] = data[”complications”] > 1.2 * data[”mean_complications”]
data = data]
[”smoker”, "last_ name”, ”"county”, "num_children”, ”"race”, ”income”, ”
label”]

]
data = data[data[”county”].isin (COUNTIES_OF INTEREST) ]

train_data, test _data = train_test_split(data)
y_train = train_data[”label”]

y test = test data[”label”]

X _train = train_data.drop(”label”, axis=1)

X _test = test_data.drop(”label”, axis=1)

Listing 5.2: Example ML pipeline - data retrieval

5. After retrieving the required data, she needs to preprocess them, ensuring that miss-
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ing values are filled or removed, categorical features are encoded etc (Listing 5.3).

impute_and_one_hot_encode = Pipeline (

[

(”impute”, Simplelmputer(strategy="most frequent”)),
(”encode”, OneHotEncoder(sparse=False, handle_unknown="ignore”)),

]
)

featurisation = ColumnTransformer(
transformers =]

(
impute_and_one_hot_encode”,
impute_and_one_hot_encode,
[”smoker”, "county”, “race”],

)

(”numeric”, StandardScaler(), ["num_children”, “income”]),

1,

remainder="drop”,

Listing 5.3: Example ML pipeline - data preprocessing

Inspection Explainer needs as input a test sample of the dataset, the feature
names, a list of what explainability methods should be taken into account in run-
time execution of the pipeline and also the label distinct values. Dr. Antonia has
access to all this information, so she executes the MLInspect Pipelineinspec-
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tor, setting as inspection the Explainer. Dr. Antonia wants to interpret the model
using LIME and sHAP explainability methods (Listing 5.4).

inspector_result = (

1

2 Pipelinelnspector.on_pipeline_from_py file (EXAMPLE_PIPELINE)

3 .add_required_inspection (

4 Explainer (

5 [ExplainabilityMethodsEnum .LIME, ExplainabilityMethodsEnum .
SHAP] ,

6 X_t_test.view(np.ndarray),

7 featurisation.get feature_names_out (),

8 [False, True],

° )

10 )

11 .execute ()

Listing 5.4: Example Pipelinelnspector initialization with Explainer inspection

The Explainer inspection takes as input the below:

» Testsample of the dataset: X t test = featurisation.fit transform-
(X test, y test)

* Feature names: featurisation.get feature names out ()

Explainability methods: ExplainabilityMethodsEnum.LIME, Explain-
abilityMethodsEnum.SHAP

Label values: [False, True]

7. Using the framework’s inspection capabilities, Dr. Antonia finds the DAG node that
describes and persists the estimator with its metadata. This node also contains the
explainability results (Listing 5.5).

inspection_result = dag_node_to_inspection_results[relevant_node ][
Explainer (
[ExplainabilityMethodsEnum .LIME, ExplainabilityMethodsEnum .SHAP],
X _t test.view(np.ndarray),
featurisation.get feature_names_out(),
[False, True],

©® N o a A~ W N =

Listing 5.5: Find Explainer results

8. Theresults contain the LIME as well as the sHAP values. Dr. Antonia decides to show
these using plots, to better visualise and understand what each method’s results are
(Listing 5.6).

1 inspection_result[ExplainabilityMethodsEnum .LIME][ "results”].
show_in_notebook ()
> explainer = inspection_result[ExplainabilityMethodsEnum .SHAP][ "explainer”

]
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s shap_values = inspection_result[ExplainabilityMethodsEnum .SHAP][ "results”
]

4 shap.force_plot(

5 explainer.expected_value,

6 shap_values,

7 X_t test[:2],

8 feature_names=featurisation.get_feature_names_out (),

° )

10 shap.summary_plot(
11 shap_values,

12 X_t test[:1],

13 feature_names=featurisation.get _feature_names_out(),
14 plot_type="bar”,

15 )

16 shap.decision_plot(

17 explainer.expected value,

18 shap_values,

19 X _t test[:1],

20 feature_names=featurisation.get feature_names_out (),
21 link="logit”,

Listing 5.6: Visualize shapley values and LIME

9. Finally, she checks the results and acts accordingly, either by changing the test sam-
ple or the explainability methods that she should apply next.

Without even implementing the explainability methods, Dr. Antonia achieved interpreting
her model and features. The integration was seamless and very easy to be reproduced,
which gave her more time to focus on her model rather than implementing explainability
methods all by herself. Dr. Antonia wished to also check other explainability methods.
Fortunately, MLInspect allows the referred set of options (Section 4.4), so Dr. Antonia
could apply more methods, like ALE, Integrated Gradients Or PDP.

DAG Representation Scenario. This scenario covers the needs of when the data scien-
tist wants to see how the pipeline can be represented, taking into account the available
explainability methods integrated in MLInspect:

1. The data scientist should install MLInspect, executing same command listed in List-
ing 5.1. She should only have installed prior to executing the tool, docker and make
commands and be inside the source folder of the project. Now, as described in
Section 4.4, a container is initialised, containing all the dependencies in a virtual
environment, named e.g. venv.

2. Then, she gets the jupyter notebook link (e.g. session link) from the previous com-
mand’s output and pastes it inside a browser.

3. She creates a notebook file, setting also the kernel of the notebook to previously
referred venv.
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4. After initialisation, Dr. Antonia starts by setting up a pipeline, also containing an
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explainability method referred in Chapter 4. One pipeline could be:

FRTI]

"”” Predicting which patients are at a higher risk of complications

import os
import warnings

import pandas as pd

from scikeras.wrappers import KerasClassifier

from sklearn.compose import ColumnTransformer

from sklearn.impute import Simplelmputer

from sklearn.model_selection import train_test_split

from sklearn.pipeline import Pipeline

from sklearn.preprocessing import OneHotEncoder, StandardScaler

from example_pipelines. healthcare. healthcare utils import
create_model_predict

from mlinspect. monkeypatching. mlinspect ndarray import MlinspectNdarray
from mlinspect. utils import get project_root

# FutureWarning: Sklearn 0.24 made a change that breaks remainder="drop’,
# that change will be fixed

# in an upcoming version:

# https :// github.com/scikit-learn/scikit—-learn/pull/19263

warnings . filterwarnings (”ignore”)

COUNTIES_OF INTEREST = [”county2”, ”county3”]

patients = pd.read_csv(
os.path.join (
str(get_project_root()),
“example_pipelines”,
"healthcare”,
"patients.csv”,
),
na_values="7?",
)
histories = pd.read_csv(
os.path.join(
str(get_project_root()),
"example_ pipelines”,
“healthcare”,
"histories.csv”,
),
na_values="?",

)

data = patients.merge(histories, on=["ssn”])
complications = data.groupby(”age_group”).agg(

mean_complications=("complications”, "mean”)
)

data = data.merge(complications, on=["age _group”])
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96
97
98

100
101
102

data[”label”] = data[”complications”] > 1.2 * data[”mean_complications”]
data = data]
[

”smoker” ,

"last_name”,

"county”,

"num_children”,

"race”

"income” ,

"label”,

]
data = data[data[”county”].isin (COUNTIES OF INTEREST) ]

train_data, test data = train_test_ split(data)
y_train = train_data[”label”]

y _test = test _data[”label”]

X _train = train_data.drop(”label”, axis=1)
X_test = test_data.drop(”label”, axis=1)

impute_and_one_hot_encode = Pipeline (
[
(”impute”, Simplelmputer(strategy="most _frequent”)),
(”encode”, OneHotEncoder(sparse=False, handle_unknown="ignore”)),
]
)

featurisation = ColumnTransformer (
transformers =

(
impute_and_one_hot_encode”,
impute_and_one_hot_encode,
[”smoker”, "county”, “race”],

) £

(”numeric”, StandardScaler(), ["num_children”, “income”]),

1,

remainder="drop”,

)

neural_net = KerasClassifier (
model=create_model predict,

epochs=10,
batch_size=1,
verbose=0,
loss="binary_crossentropy”,
)
X_t_train: MlinspectNdarray = featurisation.fit_transform (train_data,

y_train)
X _t test: MlinspectNdarray = featurisation.fit_transform (X _test, y_ test)
neural_net. fit(X_t _train, y_train)
print(”Mean accuracy: {}”.format(neural_net.score(X_t_test, y_test)))
# Introduce explainability

# LIME
import lime.lime_tabular

S. Patsou 120



103
104
105
106
107
108

110

1M1
12
113
114
115
116
17
118
119
120
121
122
123
124
125
126
127
128
129
130

[ T B N O

Dataflow Representation, Model Inspection and Explainability in ML Pipelines

explainer = lime.lime_tabular.LimeTabularExplainer(
X_t_train,
mode="classification”,
feature_names=featurisation.get feature_names_out(),
class_names=[False, True],

)

result = explainer.explain_instance (X _t test[0], neural _net.predict proba

)

result.show_in_notebook ()

# SHAP
import shap

shap.initjs ()
explainer = shap.KernelExplainer(neural_net.predict, X_t train)
shap_values = explainer.shap_values(X_t test[:2], nsamples=100)
shap.force_plot(
explainer.expected_value,
shap_values,
X_t test[:2],
feature_names=featurisation.get feature_names_out(),
)
shap.summary_plot(
shap_values,
X _t test[:1],
feature_names=featurisation.get feature_names_out(),
plot_type="bar”,

Listing 5.7: Example ML pipeline use case

. Then, in order to generate the DAG, she needs to initialise a PipelineInspec-

tor, patching the explainability methods’ packages defined inside the pipeline. As
she executes L.IME and sHAP XAl methods, she needs to patch the correspond-
ing python packages using the command add custom monkey patching mod-
ule (Listing 5.8).
inspector_result = (
Pipelinelnspector.on_pipeline_from_py_file (EXAMPLE_PIPELINE)
.add_custom_monkey_patching_module (patch_lime)

.add_custom_monkey_patching_module (patch_shap)
.execute ()

Listing 5.8: Pipelinelnspector setup and execution use case

. After executing the inspector, Dr. Antonia can save the DAG representation in an

image extension (e.g. png). She can thoroughly check the depiction (Figure 5.1)
and how each node is linked altogether.
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7. She understands that .TME explainer needs as input test data to be initialised and the
predict result of the estimator in order to explain the model. sHAP explainer requires
the predict result of the estimator as well as test data to be created, but only another
set of test data to explain the model.

8. Finally, she can find the relevant node of the explainer output (e.g. 40 or 45 in Figure
5.1) and retrieve the explainer’s results accordingly.

This whole scenario helped Dr. Antonia to understand how the pipeline’s components
are connected together. She, additionally, generated a clear and simple visualisation of
the components. Each component does persist metadata or intermediate data, which
actually enable her to test the output of each node and additionally check the explainability
methods’ results with reliability and flexibility.

5.1 Unit Tests

Unit tests can be found under the test/features/explainability package. For the
whole section, the mentioned package will be the root path of all test files.

Regarding the newly introduced inspection, the /inspections/test explainer.pyfile
contains several test cases for the Explainer inspection.

1. test explainer healthcare keras classifier all methods: Thisis atest
case, which verifies that when subjected to all explainability methods supported and
after being trained on healthcare data, a Keras classifier functions properly.

2. test explainer compas sgd classifier all methods:This is a test case,
which investigates if explainability methods work properly when used on an SGD
classifier trained on COMPAS data.

3. test _explainer compas decision tree classifier all methods: In this
test case, the functionality of all explainability methods is checked when applied to
a decision tree classifier trained on COMPAS data.

4. test explainer compas logistic regression all methods: This is a typ-
ical example of how this method can be utilized to check whether all explainability
methods would generate output in logistic regression models trained on COMPAS
data or not.

Each of these tests checks the following explainability methods: LIME, SHAP, PDP, ICE,
Integrated Gradients, ALE, DALE, and DALEX. Each is supposed to return an explainer
and its results applied to machine learning model along with none values indicating no
results. It is also verified that the inspection has results for each explainability method,
like the explainer and the output of each explainer.
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The /backends/test explainability backend.py file contains several test cases
for the explainability backend. In each test case, the functionality of the explainability
backend is checked in the context of different types of annotations and multiple analyz-
ers. The tests ensure that the backend correctly propagates the annotations and works
correctly with multiple analysers. Specifically:

1. test explainability backend random annotation propagation: Thisisa
test case that checks if random annotation strategy can be successfully applied in the
explainability back-end. It reads the code from the EXPLAINABILITY LIME PY file
and runs the run random annotation testing analyzer function on it. The
test asserts that the length of the result is 25, indicating that 25 random annotations
were successfully propagated.

2. test explainability backend row index annotation propagation: Itis
a check to see whether row index annotation propagation is correctly handled by
the explainability backend. It reads the code from the EXPLAINABILITY LIME PY
file and runs the run row index annotation testing analyzer function on
it. The test asserts that the length of the result is 25, indicating that 25 row index
annotations were successfully propagated.

3. test explainability backend annotation propagation multiple ana-
lyzers: A feature of multiple analyzers is tested in this case when several are used
at the same time. It reads the code from the EXPLAINABILITY LIME PY file and
runs the run multiple test analyzers functiononit. The test then asserts that
each analyzer is present in the inspection results for each node in the DAG (Directed
Acyclic Graph).

The /monkey patching/ package is the most important one that tests if the monkey
patching of extra libraries, used for explainability, can be achieved and interpreted in a
DAG. This package contains six modules, each testing a different library. For example,
the /monkey patching/test patch alibi.py verifies that a DAG representation can
be achieved, if a code contains alibi specific functions used for initialising an explainer
and outputting explainability results. The assertion on DAG representation is a way to
ensure that some graph matches the pipeline execution graph. In provided code of re-
ferred module, DAG is constructed with nodes representing different stages of pipeline
such as classifier, creation of explainer, test data explainability, and explainability results.
Edges are added so as to join these nodes in order of execution. For example, the classi-
fier is connected to the explainer creation, and the explainer creation is connected to the
explainability. The test data explainability is also connected to the explainability node.

After constructing the expected DAG, it is compared with the actual DAG obtained from
the pipeline execution. This is done using the compare function from the testfixtures
library. If the actual DAG and the expected DAG are not the same, the compare function
will raise an exception, causing the test to fail.

Here’s a brief explanation of the DAG nodes and edges in the provided code:
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* expected classifier: This node represents the classifier used in the pipeline.
In the provided tests, different types of classifiers are used, such as KerasClas-
sifier, SGDClassifier, DecisionTreeClassifier,and LogisticRegres-
sion.

* expected explainer creation: This node represents the creation of the ex-
plainer. In the provided tests, ALE and IntegratedGradients explainers from the
alibi library are used.

* expected test data explainability: This node represents the test data used
for explainability.

* expected explainability: This node represents the explainability process.

The package alsoincludes tests for 1ime, shap, dale, dalexandsklearn inspec-
tion libraries, applying the same logic to check that monkey patching and DAG represen-
tation works as referenced in Chapter 4.

125 S. Patsou






Dataflow Representation, Model Inspection and Explainability in ML Pipelines

6. CONCLUSIONS AND FURTHER WORK

At the outset of this research, the aim was to help users of MLInspect interpret and un-
derstand better their models. This was achieved by integrating explainability methods in
MLInspect, making it an "Explainable MLInspect”. The methods were integrated seam-
lessly into two aspects of the framework, the newly created inspection Explainer and
the capability to generate a DAG of a user pipeline that depicts also the explainability
methods.

The implementation revealed that it is very important to utilise explainability in user pipe-
lines, to better comprehend how the model functions. This was transparently done by
persisting explainability data at the runtime execution of the pipeline, thoroughly decreas-
ing the time to manually do implement this in a pipeline. It can as well narrow down the
code of a pipeline as the explainability methods are executed at the background, at run-
time. The framework can explain a model with multiple methods as seen in Section 4.2
at the same time, maintaining the data in an easily refined manner to help the user find
the explainability results and depict them accordingly, using plots etc. The user can de-
fine and monkey patch more explainability methods to be executed at the background as
referred in Section 4.4. Another great win was the illustration of a user pipeline and how
the components interact with each other, having thus a better picture of what a pipeline
does, showing explainability components too.

While this paper significantly integrates multiple packages that support a great aspect of
explainability methods, instead it could be further enhanced with more methods or kind of
explainers. There exist multiple explainability methods (as enumerated in Section 2.3.2)
and in this study it was decided to integrate the most known ones with their own pack-
age. More tools (defined in Section 2.3.4) can be also taken into account to have a more
comprehensive and complete implementation. Another improvement that can be thought
about as a future work is a way to better setup the inspection inputs. These arguments can
be further refined to be user defined and more in preference. Finally, this whole interface
could be deployed in an actual online website that executes a user uploaded pipeline with
the MLInspect framework, where the user has the opportunity to opt for a set of explain-
ability methods to be integrated in the pipeline.

In conclusion, this paper highlights the usage and meaning of explainability methods in
a user pipeline. By integrating explainability in MLInspect framework, the user can easily
understand how the model works, explain it at runtime, check the pipeline’s components
in a DAG and incorporate more explainability methods at their stead. This could save
a meaningful time of model interpretability maintenance that is essential in the everyday
work of a data scientist.

127 S. Patsou






Dataflow Representation, Model Inspection and Explainability in ML Pipelines

7. FIGURES AND TABLES

129 S. Patsou






Dataflow Representation, Model Inspection and Explainability in ML Pipelines

ABBREVIATIONS - ACRONYMS

ALE Accumulated Local Effect

AST Abstract Syntax Tree

CD Continuous Deployment

CEM Contrastive Explanations Method

Cl Continuous Integration

CT Continuous Training

DALE Differential Accumulated Local Effects
DAG Directed Acyclic Graph

DeepLIFT Deep Learning Important Features
DevOps Development Operations

EBM Explainable Boosting Machine

GDPR General Data Protection Regulation
GIRP Global Interpretation via Recursive Partitioning
ICE Individual Conditional eXpectation

IG Integrated Gradients

LIME Local Interpretable Model-Agnostic Explanations
LOCO Leave One Column Out

LRP Layer-wise relevance propagation

ML Machine Learning

MLOps Machine Learning Operations

PDP Partial Dependence Plots

SHAP SHapley Additive exPlanations

UAT User Acceptance Testing

XAl EXplainable Artificial Intelligence
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