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“International economic law is in a constant state of evolution, reflecting the
tension between national sovereignty and the forces of economic
interdependence”.

- John H. Jackson (Legal scholar and educator specializing in international trade law)

“International investment law must evolve beyond the protection of capital to
address the development needs of host states”.

- M. Sornarajah (Prominent legal scholar specializing in international investment law)

“In a few decades, when you look back, the invention of blockchain might turn out
to be as significant as the invention of the internet.”

- Marc Andreessen (American entrepreneur, investor, and software engineer)
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Introduction

The digital transformation of the global economy has fundamentally changed how goods,
services, and capital move across borders. One of the most significant technological advancements
in this context is blockchain technology, which has emerged as both a disruptive force and a
potential enabler of transparency, security, and efficiency in international trade and investment.
Originally designed as the foundational infrastructure for cryptocurrencies, blockchain has rapidly
evolved into a versatile tool with applications in supply chain management, customs facilitation,
investment transactions, and dispute resolution. Its decentralized and immutable characteristics
promise to reduce information asymmetries, strengthen trust in cross-border dealings, and
streamline the procedural complexities that have historically hindered global commerce. However,
alongside these opportunities, blockchain introduces a range of legal, regulatory, and policy
challenges. Its decentralized nature disrupts traditional regulatory frameworks that are based on
state sovereignty. Additionally, its immutability raises questions about compliance with existing
obligations under international trade law, investment treaties, and data protection regulations.
Furthermore, blockchain’s interactions with financial markets and trade systems introduce risks
such as volatility, market abuse, money laundering, and unequal access across different
jurisdictions. These tensions have led legal scholars, policymakers, and international organizations
to explore how blockchain can be effectively governed in ways that promote trade and investment
while mitigating systemic risks.

In this thesis, | will attempt to investigate and examine the role of blockchain technology
in international trade and investment law against the current context. | will merely focus on three
interrelated research questions: First, how can blockchain be integrated into the existing
framework of international trade law, particularly concerning the World Trade Organization
(WTO) and related trade facilitation instruments. Second, can blockchain and digital assets be
recognized as “investments” under international investment law, and what implications does this
recognition hold for investment facilitation and Investor-State dispute settlement (ISDS). Third,
what challenges and risks are associated with the application of blockchain in global trade and
investment, and how are various jurisdictions, for example the European Union, the United States,
and innovative states such as Singapore, the UAE, China, and Switzerland, responding through
their regulatory frameworks?

By answering and responding to these questions, | will try to contribute to the growing
body of scholarship that connects blockchain and digital technology regulation with international
trade and investment law and | will provide some policy-oriented insights for the future
governance of blockchain in the global economy.

The thesis is structured into five substantive chapters, each building on the last to provide
a comprehensive analysis of blockchain's role in international trade and investment. Chapter 1
introduces the fundamentals of blockchain technology, detailing its evolution from
cryptocurrencies to more diverse applications and its significance in international economic law.
This chapter establishes the conceptual framework needed to understand both the potential and
limitations of blockchain. Chapter 2 examines blockchain applications within the framework of
the WTO and trade facilitation. It looks at how blockchain can improve transparency, efficiency,
and trust in customs administration and cross-border trade processes. Additionally, the chapter
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discusses the institutional, legal, and technical barriers to its adoption under the Trade Facilitation
Agreement (TFA). Continuing, Chapter 3 focuses on international investment law, exploring the
recognition of blockchain and digital assets as investments, the role of blockchain in facilitating
investments, and its potential application in ISDS. This chapter emphasizes also the opportunities
that blockchain presents for secure and efficient investment flows, as well as the challenges it
introduces regarding jurisdiction, enforceability, and arbitral practices. Chapter 4 provides a
comparative regulatory perspective by examining the approaches of various jurisdictions,
including the European Union, the United States, and pro-innovation regions such as Singapore,
the UAE, China, and Switzerland. It analyzes how different legal systems tackle blockchain
regulation, including measures related to digital identity (eIDAS 2.0), crypto-asset markets
(MICAR) and financial regulation. This comparative analysis reveals differing regulatory
philosophies and their implications for global trade governance. Finally, Chapter 5 addresses the
challenges and risks tied to blockchain adoption in trade and investment. It discusses issues of
legal recognition, enforcement, liability, data governance, and the digital divide, as well as
systemic risks such as cybersecurity vulnerabilities, market abuse and financial crime such as
money laundering. This last chapter emphasizes that blockchain is not a risk-free technology and
that careful governance is necessary to balance innovation with accountability.

The thesis concludes by synthesizing the findings from the previous chapters, highlighting
the conditions under which blockchain can genuinely facilitate international trade and investment.
It also outlines the risks and regulatory pathways that must be addressed to ensure the sustainable
and equitable integration of blockchain into global economic governance. Moreover, this thesis
presents three key contributions. First, it positions blockchain technology within the legal
frameworks of WTO law and international investment law, clarifying how existing legal
frameworks can accommodate technological innovation. Second, it offers a comparative analysis
of regulatory approaches across major jurisdictions, identifying best practices and potential areas
for convergence. Third, it emphasizes that finding a balance between facilitation and risk
mitigation is the central challenge for blockchain governance in international trade and investment.
Through these contributions, the thesis provides a roadmap for aligning blockchain technology
with the principles of legality, predictability, and inclusivity that are fundamental to international
economic law.

[5]



Chapter 1 — What is the Blockchain Technology?

1.1 Understanding Blockchain.

Blockchain technology is considered one of the most transformative innovations of the 21st
century, with the potential to reshape economic, legal, and social structures. At its core, blockchain
is a decentralized and distributed ledger that records transactions across multiple computers. This
means that the recorded data cannot be altered retroactively without changing all subsequent
blocks in the chain and obtaining the consensus of the network. Each block contains a
cryptographic hash of the previous block, a timestamp, and transaction data, together forming an
immutable and verifiable chain of records.? In other words, since the records are connected to each
other, changing the ledger is a tough task because previous blocks or transaction records would
also need to be changed for the new updates to stay hidden. The distributed nature of blockchain
means that tampering with data or taking down the entire network would require affecting many
nodes, which is very hard to do. These features make distributed ledger technology highly secure
and hard to hack.’

In a few more simple words, Blockchain refers to a system with many parts that work together
to solve significant problems in various industries. The best way to understand blockchain is by
comparing it to a ledger. However, this ledger differs from a bank or any other record-keeping
center because it is decentralized. Blockchain achieves this decentralized ledger by storing its
transactions on thousands of different “nodes”. Each node holds a complete history of every
transaction completed on a particular blockchain, starting with the first transactions processed into
the first block, known as the “genesis block”.*

Unlike traditional centralized systems, where a single trusted intermediary verifies and
records transactions, blockchain allows for peer-to-peer interactions without the need for such
intermediaries. This is made possible through consensus mechanisms like Proof of Work (PoW)>®
or Proof of Stake (PoS)®, which ensure agreement among distributed network participants on the
validity of transactions.” In other words, these consensus mechanisms govern how transactions
are validated and records are added to the network. They differ in energy consumption and the
speed at which blocks or transactions can be validated.® This disintermediation not only reduces

! Mik in DiMatteo, Cannarsa, Poncibo (eds.), (2020), pp. 20, 162; The European Central Bank (ECB) has tried to
define blockchain as the “the ledger (book of records) of all transactions, grouped in blocks, made with a
(decentralised) virtual currency scheme”; See ECB, “Virtual Currency Schemes — A Further Analysis,” (February
2015), p. 33.

2 |bid; Kshetri, (2023), p. 75.

% Ganne in Burri (ed.), (2021), p. 130.

4 Benson Jr., (2019), p. 496.

® Proof of Work (PoW) requires solving computationally intensive puzzles to validate transactions (it was used by
Bitcoin). The participants who validate the blocks (called “miners”) compete with each other to validate a block and
add it to the blockchain. The miner who validates the new block is rewarded with Bitcoins. The big disadvantage of
proof-of-work is its high level of energy consumption.

& Proof of Stake (PoS), on the other side, differs from PoW because validators are chosen based on their stake of their
tokens they hold, reducing energy consumption (used by Ethereum post-2022 merge). PoS is based on the ownerships
or assets of cryptocurrency in the network. In essence, POW prioritizes security and decentralization through
computational effort, while PoS prioritizes energy efficiency and potentially scalability through economic stakes.

7 Supra note 3, p. 131.

8 1bid.
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transaction costs and time delays but also minimizes the risks of fraud and corruption, as records
are transparent and accessible to all authorized participants.

While blockchain is most often linked to cryptocurrencies, it has uses in supply chain
traceability, managing intellectual property, secure identity systems, land registration, and even
voting systems. This wide range of applications has led scholars to see blockchain as a general-
purpose technology.

1.2 Historical Development.

Stuart Haber and W. Scott Stornetta first described the concept of cryptographically
secured chains of blocks in 1991.° However, the Blockchain technology was first introduced in
2008 when an individual or group using the pseudonym “Satoshi Nakamoto” published the Bitcoin
white paper, which introduced blockchain as the foundational technology for a peer-to-peer
electronic cash system.® This system resolved the “double-spending problem” without the need
for a central authority, employing a combination of Proof of Work consensus, cryptographic
hashing, and a decentralized network of nodes. Nakamoto aimed to create a system that allows
people and institutions to exchange money without intermediaries. In his vision, money
transactions between parties would be recorded on a shared ledger, maintained by computers
around the world, known as network nodes. Since these computer nodes could change or fake
transactions, Nakamoto developed a complex method based on cryptography rules and majority
agreement for validating new transactions and adding them to the ledger. Because of this method,
only valid transactions could be recorded in the blockchain, meaning transactions could only be
made by a person with the right to spend the money. Additionally, once a transaction was recorded,
it could not be changed or deleted.!!

Over the next decade, blockchain technology evolved beyond cryptocurrencies. The launch
of Ethereum in 2015 introduced the programmable “smart contracts”, which enabled decentralized
applications (dApps) to automatically execute code when predetermined conditions were met.2
This development expanded blockchain's utility to various sectors, including finance
(decentralized finance, or DeFi), supply chains, digital identity, and the tokenization of real-world
assets.

® See Stuart Haber and W. Scott Stornetta, “How to Time-Stamp a Digital Document”, (1991), Journal of Cryptology,
Vol. 3, No.2.
10 See the original text of Satoshi Nakamoto named “Bitcoin: A Peer-to-Peer Electronic Cash System” (2008),
available here https://bitcoin.org/bitcoin.pdf.
11 Gatteschi, Lamberti, Demartini in DiMatteo, Cannarsa, Poncibo (eds.), (2020), pp. 38-39.
12 Smart contracts are computer programs that enforce themselves automatically when certain conditions are met.
They follow the “if... then...” logic. For example, “if the goods are unloaded at port X, then the funds are transferred”.
These contracts outline the responsibilities of each party involved, along with the benefits and penalties that may apply
to either party in different situations; See Ganne, (2018), p. 13.
13 Supra note 11, p. 42.
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1.3 Classifications and Types of Blockchain.

Behind the simple term “Blockchain”, are many different models. Blockchain networks
can be classified based on their access permissions, the identity of participants, speed, privacy,
energy use and governance models. Each type offers unique benefits and trade-offs for different
use cases.

The first most common distinction is the permissionless and the permissioned platforms.
Explicitly, the distinction between permissionless and permissioned blockchains primarily relates
to the access to the platform. A permissionless blockchain is open to anyone with a computer,
meaning there are no restrictions on who can access the platform or validate transactions.* In
contrast, a permissioned blockchain restricts access. This restriction can vary based on the specific
type of platform. Access limitations can include who can read data, propose new transactions, or
validate transactions.®

Moreover, there is also a distinction between public and private blockchain platforms that
relates to who manages the platform and how users are authenticated, specifically regarding the
anonymity of participants.’® Specifically, public blockchains, allow anyone to join the network
without disclosing their identity or agreeing to any specific rules or terms of use. The only
requirement for participation is to download the appropriate software. In public blockchains,
anyone can take part in the consensus process, which determines which transactions and blocks
are added to the chain.!” Public blockchains are typically decentralized, meaning that no single
entity controls what becomes a node or how the blockchain operates. They are not managed or
maintained by a centralized organization; instead, they are collectively overseen and maintained
by all users.'® As such, it is a completely trustless system since it does not depend on a trusted
party to validate transactions. The majority of public blockchains are permissionless. However,
some public blockchains are permissioned. For example, with the Proof of Stake protocol, which
Ethereum, the second largest public blockchain uses, only those who meet certain preconditions
can validate transactions based on their “stake” in the blockchain.'® On the other side, private
blockchains consist of participants with known identities. Individuals can join as nodes if they
meet specific requirements and/or receive approval from an administrator. Since the identities of
the participants are recognized, they can be held legally accountable for their actions. This
accountability allows private blockchains to use less computationally intensive consensus
algorithms, as there is no need for a “trustless” environment.?’ Nevertheless, the original term of
blockchain in the context of private platforms is controversial and debated because these highly
centralized ledgers share little with the original concept of blockchain technology.?!

Additionally, under the category of private blockchain there is a subtype called
“consortium”. This type is sometimes seen as a separate kind of blockchain (blockchain “on its

14 Ganne, (2018), p. 8.

15 Ibid; Yermack, (2017), p. 10.

6 The two classifications raised above are sometimes conflated and it is not uncommon to associate public with
permissionless blockchains and private blockchains with permissioned blockchains. However, some public
blockchains can be permissioned.

17 Mik in DiMatteo, Cannarsa, Poncibo (eds.), (2020), p. 163.

18 |bid; Bitcoin and Ethereum are public blockchain platforms.

19 Ganne, (2018), p. 9.

20 Supra note 16, p. 164.

21 Ganne in Burri (ed.), (2021), p. 133.
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own right”).?2 Consortium is a type that stands in between public and private platforms and works
as a “hybrid”. Consortium blockchain is a partially decentralized platform that operates under the
leadership of a group rather than a single entity. In this system, participants are identified. Instead
of allowing anyone with an internet connection to verify transactions or giving full control to one
entity, a few selected nodes are predetermined.?® However, part of the network remains public,
meaning it is accessible to any participant. Only a privileged group is responsible for the consensus
process. Therefore, it is partially decentralized because the blockchain is distributed only among
entitled participants.* For example, a consortium platform could be formed among 10 companies.
Each company operates a device connected to the blockchain network. If company 2 only trades
and shares its invoices with companies 3, 4, and 5, it could be decided that only these companies
receive permission to read the shared data.?

Private and consortium blockchains are often permissioned blockchains. Access to these
platforms is limited to those with permission. This setup allows participating institutions to keep
a certain level of control and privacy.?® In conclusion, private and consortium platforms offer
greater scalability but sacrifice some level of decentralization. In contrast, public platforms are
highly decentralized, providing a high degree of security, but this results in lower efficiency and
scalability.?’

1.4 Benefits and Challenges of the Blockchain technology.

Blockchain technology is increasingly recognized as an alternative to traditional financial
ledgers that rely on classical double entry bookkeeping. Traditionally, transaction records have
been maintained in centralized databases. These systems are often costly, lead to duplicated efforts,
take a significant amount of time to manage, face numerous challenges, particularly in terms of
trust, and, after all, require third-party verification. In centralized databases, all parties involved
must place their trust in a central authority that controls the master copy, ensuring the accuracy of
records and the technological infrastructure needed to prevent data loss in the event of equipment
failure or cyberattacks.?® However, if the central authority’s technology is compromised, the
database is lost immediately. This would affect the entire business network, making centralized
systems vulnerable. The primary objective of blockchain technology is to address these
vulnerabilities and the issues associated with traditional centralized systems. By enabling fast,
low-cost, and secure transactions, blockchain eliminates the need for third-party intermediaries.?®

Blockchain’s technology potential lies in several inherent benefits and advantages.
Specifically, Blockchain, as it was mentioned before, enables decentralized transaction processing
and record-keeping, allowing individuals to transact and form agreements directly without the
need for a central authority or intermediary to verify trust or facilitate the transfer of value. This

22 Supra note 18, p. 8.

23 Supra note 20; lbid, p. 11.

24 Martino, (2021), p. 18.

% Ganne, (2018), p. 11.

% |bid.

27 Ganne in Burri (ed.), (2021), p. 133.
28 Martino, (2021), p. 15.

29 |bid.
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can lead to lower transaction costs (decentralization).®® Additionally, since the complete
transaction history of all participants on the network is stored on the blockchain and visible to
anyone with access (all network participants have a full copy of the distributed ledger), blockchain
ensures greater transparency. This transparency may reduce the likelihood of fraud.3! Moreover,
information on the blockchain is secured using cryptographic methods. Once a transaction is
entered into the database and the accounts are updated, the records cannot be altered because they
are linked to preceding transaction records. As a result, blockchain can provide an immutable and
verifiable audit trail for transactions involving any type of asset (immutability).3?

Nevertheless, many technological challenges and significant hurdles have yet to be
addressed. Explicitly, compared to traditional systems, blockchain (particularly public
blockchains) faces challenges related to scalability in terms of both transaction volume and
verification speed. For instance, while the public blockchain used by Bitcoin can only handle
between four and seven transactions per second due to a block size limit of 1 megabyte, traditional
banking systems can process thousands of operations every second.® In addition, in public
blockchains, all network participants have access to a transaction’s information, which raises
privacy concerns. Transactional anonymity cannot be guaranteed because the identities associated
with all transactions and balances for each cryptographic key are publicly visible. As a result, it is
possible to track a user by monitoring their transactions.3* Finally, although blockchain technology
is widely regarded as secure, there are still cybersecurity issues that need to be resolved before the
public can fully trust their data to blockchain solutions®, because flaws in the technology could
potentially lead to theft and cyberattacks.*

%0 |bid; Zheng et al., (2018), p. 357.

31 Yermack, (2017), pp. 11-12.

32 Martino, (2021), p. 16; Zheng et al., (2018), p. 357.

33 Jena, Dash in Panda et al. (eds.), (2021), p. 9; Zheng et al., (2018), p. 367.

34 Ibid; Martino, (2021), p. 17.

% Niranjanamurthy et al., (2018), p. 13.

3 Supra note 27, p. 17; It has to be stated though that of the challenges as it was shown are connected with public
blockchain platforms. For this reason, most of them are solved with private blockchains platforms.
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Chapter 2 - Blockchain Technology and Cross-Border Trade
Facilitation under the legal framework of WTO.

2.1 Trade Facilitation in International Trade - The WTO Trade Facilitation
Agreement and its Relation to GATT and GATS.

2.1.1. The WTO Trade Facilitation Agreement and its structural features.

The World Trade Organization (WTQ) Trade Facilitation Agreement (TFA) was adopted
at the Bali Ministerial Conference in 2013 and entered into force in 2017.%" It marks a significant
multilateral achievement since the WTO was established via the Marrakesh Agreement in 1995.
However, it might be surprising to learn that there is no standard definition of the term “trade
facilitation” in the WTO Trade Facilitation Agreement.®® It could be described as “simplifying
trade procedures to move goods more efficiently across borders”.3® According to another definition
of the UN, trade facilitation is defined as “the systematic rationalization of procedures and
documents for international trade (trade procedures being the activities, practices and formalities
involved in collecting, presenting, communicating and processing data required for the movement
of goods in international trade)”.4°

The TFA is seen as a key agreement for breaking the long-standing deadlock in multilateral
trade talks. The agreement aims to eliminate unnecessary customs procedures and administrative
requirements. Its primary objective is to speed up the movement, release, and clearance of goods
across borders, thereby reducing the cost and complexity of international trade.*!

The obligations outlined in the TFA are categorized into three types: (1) obligations that
are mandatory and take effect immediately upon the agreement’s entry into force, (2) obligations
that will become mandatory only when a specific condition is met or a commitment is fulfilled,
and (3) obligations that are aspirational in nature or considered to have a soft-law character.*? In
accordance with the above categorization of obligations, the TFA features a clear three-part
structure. Each part serves a specific legal, functional, and policy role. This split setup expedites
the speed up trade and supports different abilities in various countries. Explicitly, Section I
contains the core Trade Facilitation Measures and is the main part of the TFA. It has 12 articles,
which are further subdivided into approximately 36 separate technical measures, that directly
control customs practices and border procedures for moving, releasing, and clearing goods,
including goods in transit.*® Articles 1-5 require publication of information, opportunities for
comment, advance rulings, procedures for appeal or review, and other impartiality measures

37 Agreement on Trade Facilitation, WTO (Annex to the Protocol amending the Marrakesh Agreement establishing
the WTO), entered into force in 2017.

38 International Trade Center, Training Manual on the Trade Facilitation Agreement, (2015), p. 17.

% Ibid.

40 1bid; According to the manual, the WTO adapted the UN definition for the purposes of the Trade Facilitation
negotiations, with the source of the UN definition being the “Facts about the Working Party on Facilitation of
International Trade Procedures”.

41 Eliason, (2015), pp. 644-645.

%2 |bid, p. 653.

43 Supra note 38, p. 19.
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(transparency disciplines).** Articles 6-10 address fees, charges, documentation, border agency
cooperation, movement under customs control and formalities for imports and exports (operational
streamlining).*® Lastly, Article 11 emphasizes freedom of transit, vital for landlocked nations,
while Article 12 sets detailed requirements for customs cooperation (transit and cooperation).*®

In addition, Section Il introduces a new system divided into three distinct categories that
allows special and differential treatment (S&DT) for developing and least-developed countries:
Category A - commitments that are implemented immediately upon the agreement’s entry into
force; Category B - commitments that are implemented after a transitional period; Category C -
These commitments are implemented on the condition that capacity-building support is received.*’

Lastly, Section Il establishes a WTO Committee on Trade Facilitation to oversee the
operation and implementation of the Agreement, emphasizing ongoing monitoring and
cooperation rather than static commitments.*®

2.1.2. Doctrinal Foundations of the TFA in GATT.

The TFA does not exist in isolation. It codifies and expands existing obligations under the
General Agreement on Tariffs and Trade (GATT 1994). The TFA established a view of clarifying
and improving relevant aspects of Articles V, VIII, and X of the GATT. More specific, Article V
GATT focuses on the freedom of transit*® and includes two primary obligations: first, members
must not hinder transit traffic by imposing unnecessary delays or restrictions, or by charging
unreasonable fees;> second, all transiting goods from all members must receive Most-Favored-
Nation (MFN) treatment and respect the obligation of National treatment.>* In continuance, Article
VIl GATT deals with the fees and formalities related to importation and exportation, excluding
import and export duties and internal taxes, which fall under Article 111 of the GATT.5? Article X
GATT requires the publication and administration of trade regulations. It mandates that parties

4 See Articles 1 (publication and availability of information), 2 (opportunity to comment, information before entry
into force and consultations), 3 (advance rulings), 4 (procedures for appeal or review) and 5 (other measures to
enhance impartiality, non-discrimination and transparency). They all originate from the rules in Article X of the
GATT (as it will be further analyzed below), since they all relate to the publication and management of trade
regulations.

45 See Articles 6 (disciplines on fees and charges imposed on or in connection with importation and exportation and
penalties), 7 (release and clearance of goods), 8 (border agency cooperation), 9 (movement of goods intended for
import under customs control) and 10 (formalities connected with importation and exportation and transit).

46 See Articles 11 (freedom of transit) and Article 12 (customs cooperation).

47 Section 11, Articles 13-22; International Trade Center, Training Manual on the Trade Facilitation Agreement, (2015),
p. 19.

48 Section 111, Articles 23-24.

49 Article V GATT, para. 1 “Goods (including baggage), and also vessels and other means of transport, shall be
deemed to be in transit across the territory of a contracting party when the passage across such territory, with or
without transshipment, warehousing [ ...]. Traffic of this nature is termed in this article traffic in transit”.

%0 Article V GATT, para. 3 “Any contracting party may require that traffic in transit through its territory be entered
at the proper custom house [...], delays or restrictions and shall be exempt from customs duties and from all transit
duties or other charges imposed in respect of transit [...]".

51 Article V GATT, paras. 5 “[...] each contracting party shall accord to traffic in transit to or from the territory of
any other contracting party treatment no less favorable than the treatment accorded to traffic in transit to or from
any third country” and 6 “Each contracting party shall accord to products which have been in transit through the
territory of any other contracting party treatment no less favorable than that which would have been accorded to such
products had they been transported from their place of origin to their destination [...]”

52 Article VIII GATT, para. 1(a) “All fees and charges of whatever character (other than import and export duties
and other than taxes within the purview of Article I11) imposed by contracting parties on or in connection with
importation or exportation shall be limited in amount to the approximate cost of services rendered and shall not
represent an indirect protection to domestic products or a taxation of imports or exports for fiscal purposes”.
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shall publish their trade-related laws promptly and accessibly.>® Additionally, that they must
refrain from enforcing general measures before these laws are published and ensure that their
administrative practices are uniform, impartial, and reasonable.>* This includes the maintenance
of tribunals or procedures for the quick review and correction of administrative actions related to
customs matters.>®

The question that arises is how these articles can be expanded through the TFA. Explicitly,
from what it is stated in its preamble, the TFA’s goal is to clarify and improve important aspects
of Articles V, VIII, and X of the GATT. It aims to speed up the movement, release, and clearance
of goods, including those in transit.*® This is a broader mandate and suggests that the TFA’s scope
is intended to go beyond the requirements of the GATT articles.®’ In this sense, the TFA represents
a shift from other specialized agreements and may lead to different legal interpretations.>®
Moreover, according to Article 31(2) of the Vienna Convention on the Law of Treaties (VCLT),
the interpretive context of a treaty includes its preamble and annexes.*® Therefore, the agreements
in Annex 1A of the Agreement Establishing the WTO are considered part of the WTO Agreement
as a whole. For an agreement to officially join the WTO’s single undertaking, it must be included
in Annex 1A.%° The TFA is included in Annex 1A of the WTO Agreement, through a Protocol of
Amendment that was adopted in 2014, making it an integral part of the WTO’s legal framework.
Additionally, the TFA itself contains a statement that reinforces its connection to the GATT. It
notes, “Notwithstanding the General interpretative note to Annex 1A, nothing in this Agreement
shall be construed as diminishing the obligations of Members under the GATT 1994”°1
Consequently, the provisions of the TFA will be interpreted in light of Articles V, VIII, and X of
the GATT.

In this essence, the TFA makes GATT’s foundational rules much more detailed, actionable,
and suitable for today’s supply chains. It changes GATT’s broad, principle-based language to
specific obligations, procedures, and transparency mechanisms. This speeds up cross-border trade

%3 Article X GATT, para. 1 “Laws, regulations, judicial decisions and administrative rulings of general application,
made effective by any contracting party [...] shall be published promptly in such a manner as to enable governments
and traders to become acquainted with them”.

% Article X GATT, para. 2 “No measure of general application taken by any contracting party effecting an advance
in a rate of duty or other charge on imports under an established and uniform practice, or imposing a new or more
burdensome requirement, restriction or prohibition on imports, or on the transfer of payments therefor, shall be
enforced before such measure has been officially published”.

% Article X GATT, para. 3(b) “Each contracting party shall maintain, or institute as soon as practicable, judicial,
arbitral or administrative tribunals or procedures for the purpose, inter alia, of the prompt review and correction of
administrative action relating to customs matters”.

% See TFA’s preamble where it is stated that “Desiring to clarify and improve relevant aspects of Articles V, VIII and
X of the GATT 1994 with a view to further expediting the movement, release and clearance of goods, including goods
in transit”.

5 Eliason, (2015), p. 649.

%8 See for example other WTO Agreements that have similarly expanded upon underlying GATT, such as the
Safeguards Agreement, the Subsidies and Countervailing Measures (SCM) Agreement, the Anti-Dumping
Agreement, and the Trade Related Investment Measures (TRIMS) Agreement. Of these agreements, the Safeguards
Agreement, with its stated goal of “clarifying and reinforcing the disciplines of GATT 1994, and specifically those of
Article XIX” offers the clearest precedent for the TFA; Ibid.

% Article 31(2)(a) VCLT “The context for the purpose of the interpretation of a treaty shall comprise, in addition to
the text, including its preamble and annexes: a) any agreement relating to the treaty which was made between all the
parties in connection with the conclusion of the treaty”.

80 Supra note 57, p. 650.

61 Article 25(6), TFA.
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and lowers uncertainty. While GATT offered the basic framework, the TFA adds the necessary
strength and operational detail for more consistent implementation among WTO members.

2.1.3. Complementarity with GATS.

The General Agreement on Trade in Services (GATS) focuses on services instead of goods,
but it is still important for trade facilitation. Trade in goods cannot operate smoothly without
support from services like customs brokerage, freight forwarding, logistics, and financial
intermediation. By improving customs procedures and reducing delays, the TFA creates a better
commercial environment for service providers who follow GATS commitments. Although the
TFA does not change or expand GATS in a legal way, its implementation greatly affects and helps
achieve the goals of GATS.

Explicitly, both GATS and TFA highlight transparency as an important principle.®? TFA
goes further for goods and, by extension, for services that rely on cross-border logistics, such as
transport and distribution services. TFA requires timely online publication of procedures, fees, and
border rules.®® This helps service providers who need dependable customs and logistics
information, creating more predictability in international service transactions. Moreover, since
GATS aims to establish a clear, shared framework for providing services across borders, TFA puts
these ideas into action for the movement of goods, which are often essential for service industries.
For instance, professional services like construction, engineering, and logistics depend on the
quick clearance of equipment and materials. Improved customs procedures under TFA help service
firms operate more easily in international markets.%*

In addition, TFA simplifies import, export, and transit processes, which helps service
operators involved in global goods movement. This boosts the effectiveness of GATS’ framework
for progressive liberalization.®® Therefore, TFA acts as an “indirect services liberalization
instrument” since it supports GATS goals by improving the environment for service sectors
through the facilitation of trading in goods.%®

In conclusion, TFA highlights the increasing overlap between WTO law and digital trade
regulation, as many TFA provisions anticipate the use of electronic platforms, interoperable data
systems, and emerging technologies such as blockchain. Furthermore, it consolidates the principles
of the GATT concerning freedom of transit, simplification of formalities, and transparency, while
also complementing commitments GATS by enabling efficient trade-related services. Most
importantly for this thesis, the TFA establishes an institutional framework in which blockchain
technology can be utilized to ensure compliance with obligations related to transparency,
predictability, and efficiency. The following sections of this chapter will explore how blockchain
can effectively address ongoing challenges in the implementation of the TFA and support the
broader trade facilitation agenda.

62 The GATS Agreement, even from its preamble contributes to trade expansion “under conditions of transparency
and progressive liberalization and as a means of promoting the economic growth of all trading partners”. Moreover,
Acrticle Il GATS, that is related to transparency, requires that Members publish promptly all measures of general
application pertaining to or affecting the operation of the GATS.

83 See Article I of the TFA “Publication and Availability of information”.

84 Razon, (2019), p. 9; Eliason, (2015), p. 655.

8 GATS aims also to contribute on promoting progressive liberalization through successive rounds of negotiations.
Part IV of the Agreement is dedicated to progressive liberalization.

% Supra note 64, p. 656.

[14]



2.2 Blockchain Applications in WTO law and Trade Facilitation.

International trade continues to be heavily reliant on paper-based processes, duplicative
verification requirements, and fragmented supply chain information systems. Despite years of
digitalization efforts, customs clearance and trade finance still depend significantly on physical
documentation. The WTO’s TFA, as it was stated before, represents the most significant
multilateral initiative aimed at reducing bureaucratic obstacles in cross-border trade. Its core
objectives (meaning enhancing transparency, expediting the movement and clearance of goods,
and reducing transaction costs) align closely with the capabilities of distributed ledger technologies
(DLTs) such as blockchain. Blockchain technology itself is built to offer a decentralized, tamper-
resistant ledger. This allows all network participants to access the same information in real time
without needing a central intermediary. For trade facilitation, this means better handling of
fragmented customs and logistics data across different areas. In this context, blockchain is not just
an emerging technology but also a potential tool for legal harmonization, helping WTO members
to meet better their obligations under the GATT, the GATS and the TFA. Consequently,
blockchain as a potential “infrastructure of trust” for the global trading system.®’

In this subchapter, | will explore blockchain’s role in three main areas: a) customs and
supply chain management, b) trade finance and electronic documentation, and c) alignment with
WTO digital trade principles.

2.2.1 Customs and Supply Chain Management.

The facilitation of customs and supply chain procedures is essential to global trade law and
policy. Delays at borders, excessive documentation requirements, and unclear procedures raise
transaction costs, distort competition, and disproportionately affect traders in developing
economies. TFA aimed to tackle these barriers by requiring member countries to simplify,
modernize, and harmonize export and import processes. However, despite notable progress,
implementation has often been inconsistent and reliant on paper-based systems. This situation
creates an opportunity for blockchain technology to emerge as a potentially transformative tool for
customs and supply chain management.

Specifically, Blockchain is often called a “trust machine”, since it creates a decentralized,
tamper-resistant ledger of transactions. This means that it can eliminate a single trusted
intermediary.®® Traditional customs processes suffer from data discontinuities, the need for manual
checks, and disconnected information systems. These problems might create delays and raise the
chances of non-compliance. It is true that a large number of documents must be submitted for
international trade transactions, including documents related to the commercial transaction itself,
%9documents related to trade financing, such as letters of credit, transport documents (bills of
lading, etc.) and documents for border procedures.” Given this perspective, by using Blockchain

57 Ganne, (2018), pp. 17-18.

8 Ganne in Burri, (2021), p. 134; World Economic Forum (WEF), (2019), p. 10.

8 These documents include the sales contract, commercial invoices, and, if needed, a packing list submitted by the
exporter before exportation.

0 Documents for border procedures include certificates of origin, sanitary and phytosanitary certificates (in the case
of food, plant and agricultural products), certificates of conformity, export or import licenses (if required by the
authorities of the exporter’s or importer’s country), customs declarations and customs inspection documents; See
Supra note 67.
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technology, various stakeholders in the supply chain (such as exporters, importers, insurers and
national authorities) can access and verify the same data in real time. Once documents like
invoices, certificates of origin, or sanitary permits are entered onto the ledger by authorized
entities, they become immutable records that cannot be altered retroactively. "

This characteristic directly addresses long-standing challenges in customs management:
forged certificates, duplicate documentation, and the costly need to resubmit identical information
to multiple agencies. Many reports emphasize that blockchain’s immutability, automation, and full
transaction history make it uniquely suitable for customs operations requiring transparency and
trust.”2 Similarly, it can be said that blockchain may represent a shift in customs data management,
with nearly one-third of surveyed customs authorities already engaged in pilots or proofs of
concept.”

Practical initiatives highlight blockchain’s potential in customs operations. One of the most
widely publicized examples is TradeLens, a blockchain-based shipping platform developed
collaboratively by IBM and Maersk. Designed as a permissioned blockchain platform, TradeLens
aimed to connect shippers, freight forwarders, ports and customs authorities on a single platform
that records each stage of a shipment’s journey.’* A pilot shipment of flowers from Kenya to
Rotterdam demonstrated how the platform could replace over 200 interactions and a 25cm stack
of paper documents with digital equivalents, thereby reducing delays and minimizing the risk of
error. Although TradeLens was discontinued in 2022 due to a lack of widespread adoption, its
experiments underscored blockchain’s potential to assist customs authorities in pre-clearing
goods.”™

Another practical example is the CADENA platform. In 2018, the Inter-American
Development Bank (IDB), along with the customs administrations of Mexico, Peru, Costa Rica,
and Chile, and with technical support from Microsoft, developed a blockchain solution known as
CADENA v0.33. This platform highlighted how blockchain can facilitate regional trade
integration through improved customs cooperation.’® Currently implemented across eight
countries (Bolivia, Chile, Colombia, Costa Rica, Ecuador, Guatemala, Mexico, and Peru)
CADENA focuses specifically on facilitating Mutual Recognition Arrangements (MRAs)’ for
Authorized Economic Operators (AEOs).”® CADENA addresses a critical challenge in
international trade: the real-time sharing of AEO certification status across borders. Traditional
systems rely on monthly or periodic data exchanges, which prevent customs authorities from
granting immediate benefits to certified operators and limit their ability to respond swiftly to
certification suspensions or cancellations. On the contrary, by implementing blockchain
technology, CADENA enables real-time, automated validation of AEO status, thereby reducing

T WCO/WTO Study Report on Disruptive Technologies, (2022), p. 25; Han in Wang, Pettit (eds.), (2022), p. 30;
Ganne in Burri, (2021), p. 135; World Economic Forum (WEF), (2019), p. 12.

72 United Nations Economic Commission for Europe - United Nations Centre for Trade Facilitation and Electronic
Business (UNECE/UN-CEFACT), (2020), pp. 16-17.

8 WCO/WTO Study Report on Disruptive Technologies, (2022), p. 28; Macedo, (2018), p. 89.

4 Han in Wang, Pettit (eds.), (2022), pp. 32-34; Ganne in Burri, (2021), p. 135.

5 Ibid.

6 World Economic Forum (WEF), (2019), p. 13.

7 Mutual Recognition Arrangements (MRAS) are trade facilitation agreements between countries to reduce technical
barriers to trade by making it easier and faster for products to enter foreign markets, thereby reducing costs and
improving market access for businesses.

8 An Authorized Economic Operator (AEO) is a trusted partner in the international supply chain, recognized by
customs authorities for meeting specific security and customs compliance standards.
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the time needed to grant trade facilitation benefits and increasing transparency in cross-border
operations.”®

Continuing, from a WTO law perspective, blockchain-enabled customs processes can
contribute to compliance and implementation with several GATT and TFA provisions. Explicitly,
GATT Article V (freedom of transit) requires that goods in transit shall not be subject to
“Unnecessary delays or restrictions”.8’ By reducing clearance times and enabling immediate
verification of documents, blockchain directly facilitates compliance with this obligation. Second,
GATT Article VIII (Fees and Formalities connected with Importation and Exportation) dictates
that that fees and formalities connected with importation and exportation should be minimized.8!
Blockchain can significantly lower costs by eliminating duplicative paperwork and reducing the
number of intermediaries needed to verify transactions.

As what stands for the TFA provisions, Article 1 of the TFA obliges Members to publish
information and make it readily accessible.®? A blockchain-based customs ledger, accessible to
relevant stakeholders, ensures that regulatory requirements and transaction data are transparent
and easily available, aligning with these commitments. Moreover, blockchain could enhance
interagency cooperation (Article 8 TFA)® by allowing all participants to interact directly and in
quasi-real time. This would improve the efficiency of customs clearance processes and reduce the
need for manual verification.®* Additionally, requests for advance rulings (in accordance with
Article 3 TFA)%, if submitted through a blockchain platform, would be securely stored on a
permissioned ledger, remaining accessible at all times to authorized stakeholders, including all
customs offices within the territory, throughout the validity period of the ruling. This would
facilitate the release and clearance process.® Lastly, the real-time sharing of required data on the
ledger could also support pre-arrival processing and expedite the release of goods®” (Art. 7 paras.
1and 8 TFA)®, while it could also assist in managing the temporary admission processes for goods
(Article 10 para. 9 TFA).®°

Summing up, from the above analysis it is clear that blockchain offers significant potential
for customs and supply chain management. Its decentralized and unchangeable design can cut
down on duplication, stop fraud, and help meet WTO commitments under GATT and the TFA.
Real-world projects like TradeLens and CADENA display this potential.

8 Supra note 76.

8 Article V, para. 3 GATT “Any contracting party may require that traffic in transit through its territory be entered
at the proper custom house [...] shall not be subject to any unnecessary delays or restrictions and shall be exempt
from customs duties and from all transit duties or other charges imposed in respect of transit [...]”

81 Article VIII, para. 1(c) GATT “The contracting parties also recognize the need for minimizing the incidence and
complexity of import and export formalities and for decreasing and simplifying import and export documentation
requirements”.

8 Article 1 TFA, “Publications and Availability of information”.

8 Article 8 TFA, “Border Agency Cooperation”.

8 Ganne in Burri, (2021), p. 137.

8 Article 3 TFA, “Advance Ruling”.

8 Supra note 84.

87 Ibid.

8 Article 7 TFA, “Release and Clearance of Goods”, para. 1 “Pre-arrival Processing”, para. 8 “Expedited Shipments”.
8 Article 10 TFA, “Formalities Connected with Importation, Exportation and Transit”, para. 9 “Temporary Admission
of Goods and Inward and Outward Processing”.
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2.2.2 Trade Finance and Digital Documentation.

The trade finance ecosystem is one of the most paper-intensive aspects of global
commerce. The application of blockchain technology in trade finance presents a promising
opportunity for digital transformation in international trade. Traditional trade finance processes
often involve extensive paperwork, lengthy processing times, and high risks of fraud, creating
many barriers. Another issue is that in many jurisdictions legal frameworks do not yet recognize
electronic versions of negotiable financial instruments. This situation keeps paper-based practices
still in place. Blockchain technology has the potential to help address these inefficiencies by
enabling secure, immutable, and real-time exchanges of financial and commercial documents
across borders, while also might be in the position to resolve pain points in the global system of
trade finance.

More specific, traditional trade finance, especially letter of credit transactions, is heavily
reliant on paper, involving numerous participants, creating significant inefficiencies. The trade
finance sector has long struggled with issues such as delays and risks arising from manual
processes and paper-based documentation.®® These inefficiencies directly undermine the goals of
the TFA, which calls for simpler trade documentation and greater transparency in regulatory
processes.”! However, the response to these issues lies in the rise of blockchain technology. The
latter presents a transformative opportunity by changing how financial transactions are conducted
and recorded across borders.®? With its decentralized and immutable ledger system, blockchain
technology can help reduce risks related to fraud and errors in trade finance transactions.®
Researches have shown that more than twenty parties are typically involved in a single trade
finance transaction, which relies on 10 to 20 documents and generates approximately 5 thousand
interactions.®* Blockchain has the potential to simplify or eliminate over 90 percent of the
unnecessary data interactions in trade finance through effective digitization. Thus, it provides a
valuable technological pathway to streamline these processes.®®

In this context, Blockchain platforms have the possibility to provide solutions that can
digitize and simplify many sectors of trade finance. In detail, one of the most valuable applications
of blockchain technology is the “smart contracts”. The latter is a set of promises that parties agree
on, and it is encoded in software.? The smart contract is executed automatically when the agreed-
upon criteria are met.%” Via this mechanism, trading using smart contracts (TSC) can replace paper-
based contracts by clearly defining and documenting all terms, conditions, and time-specific events
that occur during trading procedures. TSCs can help exporters and importers track deals in real-
time, serving as formal records in case of trade disputes.®®

% Bohmecke-Schwafert, (2024), p. 12.

%1 See Atrticle 10 of the TFA.

92 Supra note 90.

% Ibid.

% Ganne in Burri, (2021), p. 136; the author mentions the Boston Consulting Group research.

% Supra note 90; See also Kellaf, (2024), p. 139 where it is stated that “According to the analysis of Gartner experts
Kandaswamy and Furlonger (2018), the project that the economic importance attributed to blockchain technology
will experience a significant increase, reaching a valuation of just over $360 billion by the year 2026

% Han in Wang, Pettit (eds.), (2022), p. 31.

7 Kellaf, (2024), p. 142.

% Mukherjee, (2023), p. 19.
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Blockchain technology can also enable the secure transfer of tokenized or digital bills of
lading®® between parties, significantly reducing the risk of duplication. This allows exporters to
claim payments without needing to present physical bills of lading, while importers can retrieve
items from warehouses without submitting traditional bills of lading.%° Projects like CargoXt
and Bolero!®? have successfully piloted blockchain-based bills of lading, reducing document
transfer times from weeks to mere minutes, all while enhancing security. 1%

Additionally, blockchain technology through smart contracts, can automate the execution
of Letters of Credit!®, since it could automatically release payments when predefined conditions
are met (e.g., confirmation of shipment by a carrier or customs). A blockchain-based letter of credit
can ideally involve just three parties, which helps reduce operational costs: the importer, the
exporter, and a single credit institution.'® The institution acts as the issuing bank, the advising
bank, and the beneficiary bank, utilizing smart contracts to streamline the process. This automation
minimizes the need for manual verification and reduces the risk of fraud.’%® An example of
platform issuing smart contracts letter of credits is Contour.’

What is more is that several industry-led blockchain consortia have emerged. The Marco
Polo Network!®®, supported by major banks, enables real-time settlement of trade obligations using
distributed ledgers. Similarly, we.trade,'% a consortium of European banks, facilitates blockchain-
based open account trade finance for small and medium-sized enterprises. These platforms create
shared trust environments where credit institutions, corporations, and regulators can interact with
less paperwork and improved visibility.

At this level, the UNCITRAL Model Law on Electronic Transferable Records (MLETR)
that was established in 2017 is a first crucial legal framework in modern trade.'° It establishes the

% Bill of lading isa legal document issued by a carrier, such as a shipping company, that serves three primary
functions: a receipt of goods, a document of title and evidence of a contract of carriage. Yet it remains overwhelmingly
paper-based.

100 Sypra note 97.

101 CargoX is an independent supplier of an on-chain bill of lading that operates on the Ethereum network. They have
developed a Blockchain Document Transaction System, which is an open-source protocol that tokenizes, encrypts,
and transfers the BL and any other documents needed for trade processes; See Trade Finance Global and WTO Report
(Patel — TFG and Ganne —~-WTO as authors), (2020), p. 36.

102 Bolero is a messaging platform that is not based on DLT. It enables secure communication among trade parties
such as shipping carriers, corporate clients, and banks. Each party on the Bolero network can send and receive trade
transactions using the Bolero messaging protocols. It aims to work with different DLT platforms and non-DLT
platforms, providing access to Bolero services through open APIs; Ibid.

103 Supra note 97.

104 A letter of credit is a bank’s formal guarantee of payment to a seller on behalf of a buyer, contingent on the seller
meeting specific conditions, typically the submission of documents proving shipment of goods (is issued by the
importer’s bank and include a guarantee of the exporter’s obligations for the goods shipped). It acts as an assurance
and risk mitigation tool in trade; Benson Jr, (2019), p. 493.

105 Bghmecke-Schwafert, (2024), p. 12.

106 Kellaf, (2024), pp. 146-147; Mukherjee, (2023), p. 19.

107 Contour is an open industry platform that creates, exchanges, approves, and issues letters of credit.

108 The Marco Polo Network, powered by R3’s Corda DLT platform, includes more than 30 banks from around the
world. The main goal of the network is to provide working capital finance solutions through a distributed trade finance
platform. More than 35 financial institutions and other participants, including Accenture, Microsoft and Mastercard,
have joined the network.

109 We.trade is a European trade finance consortium. It operates on a model that includes a license fee and transaction
fees. Currently, we.trade has several active products, including autosettlement, which automates payment based on
pre-agreed conditions, bank payment undertaking (BPU), which confirms that the buyer’s bank will pay the seller,
BPU financing, which offers a financing option for the seller based on the BPU and invoice financing.

110 The UNCITRAL Model Law on Electronic Transferable Records (MLETR) of 2017 is a successor that it builds
upon and expands the framework of electronic commerce established by the 1996 Model Law on Electronic
Commerce (MLEC), which laid the foundation for the validity of electronic commerce.
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principle of functional equivalence between paper-based transferable documents and their
electronic counterparts, allowing rights to delivery or payment to be exercised using electronic
records.'! This legal framework supports blockchain platforms in creating Electronic Transferable
Records (ETRs), such as electronic bills of lading that were mentioned before, which hold the
same legal weight as traditional paper documents.!*? To date, 12 states have adopted the MLETR,
while several other countries, including Germany, either are in the process of adopting it or are
considering its adoption.’'® Conversely, in jurisdictions that have not embraced the MLETR,
blockchain-based documents may lack legal recognition, which can undermine their effectiveness
in international trade.!*

To conclude, blockchain has the potential to transform trade finance and digital
documentation. By digitizing and securing key trade instruments, such as bills of lading and letters
of credit, blockchain can help to reduce costs, speed up transactions, and minimize fraud. These
innovations support the objectives of the WTO under the TFA, while also fostering broader
financial inclusion. However, to fully realize this potential, it is essential to harmonize legal
frameworks, particularly through the adoption of the UNCITRAL’s MLETR.

2.2.3 Alignment with other WTO frameworks.

Blockchain’s role in trade facilitation cannot be assessed solely by its technical efficiency
or specific uses in different sectors. Its adoption also raises broader questions about the consistency
of international trade law in the digital age. While blockchain is seldom explicitly referenced in
WTO documents, its key characteristics such as transparency, immutability and automation, are
closely aligned with other legal frameworks endorsed by the WTO. Consequently, the issue at
hand is not just whether blockchain can enhance customs processes and trade finance, but also
whether it can be integrated with WTO regulations.

At first, member States of the WTO have launched a Joint Statement Initiative!™® that led
to an agreement on E-Commerce. This agreement represents the biggest effort to create binding
global digital trade rules, with 91 member countries taking part in negotiations that ended in July
2024, accounting for over 90 per cent of global trade. The agreement establishes a framework that
directly supports blockchain applications in international trade, through provisions addressing
electronic transactions!!®, digital signatures!’, paperless trading!8and single window systems.

11 Kellaf, (2024), p. 147.

112 According to Article 10 of the MLETR, an Electronic Transferable Record is an electronic record that “(a) contains
the information that would be required to be contained in a transferable document or instrument; and (b) a reliable
method is used: (i) to identify that electronic record as the electronic transferable record; (ii) to render that electronic
record capable of being subject to control from its creation until it ceases to have any effect or validity; and (iii) to
retain the integrity of that electronic record.”

113 The States that have adopted the MLETR are Bahrain, Belize, France, Kiribati, Papua New Guinea, Paraguay,
Singapore, the United Kingdom, the United States, Timor-Leste and the United Arab Emirates (Abu Dhabi Global
Market).

114 Kellaf, (2024), p. 151.

115 A Joint Statement Initiative is a process where a group of WTO members issues a joint statement to advance
discussions on specific, complex issues that are not yet covered by the broader WTO framework. Its aim lies
in fostering consensus and providing a framework for developing rules and disciplines in new areas of trade, like e-
commerce.

116 See Avrticle 4 of the Agreement that dictates that each party shall endeavor to adopt both UNCITRAL Model Law
on Electronic Commerce 1996 and UNCITRAL Model Law on Electronic Transferable Records 2017.

17 Article 5 of the Agreement “Electronic Authentication and Electronic Signatures”.

18 Article 8 of the Agreement “Paperless Trading”.
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These provisions establish legal clarity for blockchain-based trade documentation while
encouraging member countries to adopt compatible digital infrastructure and support the cross-
border data flows, which is essential for blockchain functionality.

In addition, as it was previously stated regarding customs, GATT Article X and TFA
Article 1 stipulate that Members promptly publish trade-related regulations in an accessible
manner. Blockchain enhances these obligations by offering a tamper-proof, publicly verifiable
ledger for regulatory requirements, licenses, and permits.*'® In the context of Technical Barriers
to Trade (TBT) and Sanitary and Phytosanitary Measures (SPS), agreements can benefit from the
traceability and transparency features of blockchain technology.!?® These features can help assess
sanitary risks as outlined in Article 5 SPS of the agreement!?, ensure conformity assessment, and
manage conformity assessment procedures as specified in Article 5 TBT.1?2 Unlike traditional
labeling systems that can be easily manipulated, blockchain offers a highly secure method to verify
key characteristics of products.?®

Additionally, blockchain can facilitate the determination of product origin, whether in
compliance with the WTO Agreement on Rules of Origin, which pertains to non-preferential rules,
or in the context of a preferential trade agreement among multiple parties. As blockchain
traceability from farm or factory to shelf becomes more widely adopted, it could significantly
simplify the process of determining product origin.?

The crucial part at this point is the alignment of blockchain with GATS. First, the WTO
Panel in the case of United States - Measures Affecting the Cross-Border Supply of Gambling and
Betting Services (“US - Gambling”) expressed the view that the GATS rules apply to services
provided in the digital marketplace.*?® This viewpoint seems to be largely shared among WTO
Members. 8 It is important also to emphasize that GATS is a multilateral agreement, not merely
an agreement among private parties, and is intended to serve as a long-term arrangement rather
than a temporary or ad hoc transaction. The flexibility of its provisions reflects the desire to adapt
to rapid technological changes.*? In this regard, the services provided through smart contracts that
utilize blockchain technology fit the GATS definition of “supply of a service”. For instance,
developers who code smart contracts onto a platform provide a service similar to how lawyers
draft legal contracts.'?®

Moreover, under Article I (2) of the GATS, there are 4 modes of services supply: (1) cross-
border supply, (2) consumption abroad, (3) commercial presence and (4) presence of natural
persons.?® In the supply of digital services, two modes are relevant: Mode 1 (cross-border

119 See supra note 82.

120 Sypra note 84, p. 139.

121 Article 5 of the SPS Agreement “Assessment of Risk and Determination of the Appropriate Level of Sanitary or
Phytosanitary Protection”.

122 Article 5 of the TBT Agreement “Procedures for Assessment of Conformity by Central Government Bodies”.

123 Sypra note 84.

124 |bid, p. 140.

125 US — Gambling case, Panel Report, 2004, para. 6.285.

126 | bid.

127 Razon, (2019), pp. 10-11.

128 | bid.

129 Article I, para. 2 of the GATS: “For the purposes of this Agreement, trade in services is defined as the supply of a
service:(a) from the territory of one Member into the territory of any other Member; (b)in the territory of one Member
to the service consumer of any other Member;(c)by a service supplier of one Member, through commercial presence
in the territory of any other Member;(d)by a service supplier of one Member, through presence of natural persons of
a Member in the territory of any other Member”.
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supply)**® and Mode 2 (consumption abroad)®*!. To determine which mode applies to digital
services, two questions must be considered: Does the service supplier virtually travel to the
consumer’s country to provide the service (Mode 1), or does the consumer travel across borders
to the service supplier’s country (Mode 2)?*32 Mode 1 supply means that a network participant,
acting as a service supplier, virtually travels to the consumer’s territory and is subject to that
jurisdiction. In this scenario, the consumers are the transacting users, those involved in making
payments (as with Bitcoin) or the parties engaged in a smart contract (as with Ethereum). For their
transactions to be executed, these users rely on the peer-to-peer network of participants. The
network participants supply their services by validating Bitcoin transactions or the conditions set
in smart contracts.!3 However, classifying blockchain-based services as a Mode 1 supply may be
unnecessarily complicated, if not unfeasible, because network participants would effectively be
traveling to the locations of numerous transacting users, often spread across various jurisdictions.
This situation leads to ambiguity regarding which applicable laws would govern the transactions.
Moreover, objects of smart contracts may not fall within the jurisdictions of the contracting parties
at all.13

On the other hand, Mode 2 services supply via blockchain would simplify the application
of the GATS. Under Mode 2, the applicable law would clearly be that of the service supplier (the
network participant). A Mode 2 supply would imply that transacting users, by engaging the peer-
to-peer network of participants in blockchain, virtually travel to each network participant’s
location to request validation of their transaction. In this case, the domestic law of the relevant
service supplier would apply.t®

Blockchain aligns closely with the principles of digital trade established by WTO. It can
enhance transparency (as outlined in Art. X of the GATT and Art. 1 of the TFA) and support
paperless trade. This technology has the potential to transform international trade by improving
customs operations, modernizing trade finance, and supporting the WTO’s digital trade objectives.
Current implementations of blockchain have demonstrated measurable benefits, including
significant reductions in processing times and enhanced security in trade transactions. However,
realizing this potential requires more than just technology; it also necessitates the harmonization
of legal frameworks (notably through MLETR). In this context, blockchain is not a threat to the
multilateral trading system but rather an opportunity for the WTO to reaffirm its relevance in the
digital age. If integrated into the broader agenda of e-commerce and trade facilitation, blockchain
could become a cornerstone of a new, transparent, and inclusive framework for global trade.

130 Mode 1 triggers the application of the consumer’s domestic laws.

131 Mode 2 triggers the application of the domestic laws of the service supplier and it is more liberal than mode 1; See
supra note 127.

132 Sypra note 127, p. 13.

133 |bid, p. 14.

134 Ibid.

135 Ibid, p. 15.
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Chapter 3 - Blockchain and International Investment Law.

3.1 Legal Framework for Cross-Border Investments.

International investment operates under a complex and decentralized legal framework. It
is primarily based on bilateral investment treaties, multilateral conventions, and regional
agreements, ensuring essential protections for foreign investors while also respecting the
regulatory sovereignty of host states. Unlike the multilateral trading system represented by the
WTO, there is no single treaty that serves as a universal code for the protection and facilitation of
foreign investments.*® Instead, international investment law is fragmented, comprising thousands
of bilateral investment treaties (BITs), regional agreements, and institutional frameworks like the
International Centre for Settlement of Investment Disputes (ICSID). This legal framework that
governs cross-border investments is one of the most intricate and rapidly evolving areas of
international economic governance. In this subchapter, I will briefly present the international legal
framework for cross border investments.

3.1.1 Sources of International Investment Law.

Investments can take many forms. The wide variety of individual investment types appears
to be limited only by the creativity of investors who want to fulfill their interests and those of the
businesses they invest in. Because of this, new types and forms of investments are always emerging
to address changing economic conditions and meet shifting financial goals.'®" An increasing
number of individuals and organizations are investing abroad, making them “foreign investors”.
In simple terms, foreign investors are individuals or legal entities from one country that invest
funds or capital in another country through various investment transactions.3® Foreign investors
vary from State to State, making their number steadily increasing. The most common and larger
category of foreign investors includes private investors, which consist of individuals and legal
entities that are not part of any government or state apparatus. Among private investors,
corporations and companies are particularly significant.>*® The second major category of investors
includes governments and governmental entities. States may create corporations to deliver specific
services. These entities, known as state or government corporations, typically operate under a legal
framework that is distinct from that is governing private companies.*® A third important category
includes international institutions and organizations that are established and owned by states.
These entities have international legal personalities and are governed by international law,
primarily through the treaties that created them. 4!

136 Echandi in Yannaka-Small (ed.), (2018), p. 3.

137 Salacuse, (2013), p. 7.

138 |bid.

139 |bid, pp. 8-9.

140 Ibid, p. 10.

141 For example, The World Bank and its affiliates, like the International Finance Corporation (IFC), along with
regional development banks such as the Inter-American Development Bank, are international institutions. Their goal
is to invest funds obtained from governments and private capital markets to promote economic development; Ibid, pp.
11-12.
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Moreover, foreign investments can take various different forms. The most important of
these forms is foreign direct investment (FDI). FDI refers to an investment in which an investor
from one country (the “home country”) acquires more than 10 percent ownership in an enterprise
located in another country (the “host country”). FDI grants investors ownership rights and control
over economic assets in the host country. As a result, foreign direct investment serves as a powerful
mechanism for integrating national economies and promoting globalization.'*? In contrast, another
form is the foreign portfolio investment, which involves a resident of one country investing in a
company based in another country by purchasing shares that represent less than 10 percent of the
overall voting power in that company. The key distinction between FDI and foreign portfolio
investment lies not in the type of investment but in the level of control transferred. An FDI is
substantial enough to allow the investor to influence the management of the enterprise, whereas a
portfolio investment is insufficient to provide such control.}** Other forms of investment may
include international loans'** and various contractual agreements, wherein one party commits
capital or funds to a project with the expectation of receiving a return in the future.1#

In this context, international investment transactions operate within a three-tier legal
framework that provides comprehensive coverage for cross-border investments: a) the national
legal framework, b) the contractual legal framework and c) the international legal framework.14®
Specifically, the national legal framework consists of the domestic laws and regulatory systems of
states that have jurisdiction over investment transactions. This framework includes legislation
from both the host state and the home state, such as corporate laws, tax regulations, and sector-
specific rules that dictate how investments are established and operated within national borders.
The effectiveness of this national framework can vary significantly across different jurisdictions,
with developed economies usually providing more predictable and transparent regulatory
environments.!*” Continuing, the contractual legal framework arises from negotiations and
agreements between investors and relevant governments, aimed at regulating specific investment
projects. These Investor-State contracts may include production-sharing contracts and other
specialized arrangements that outline the terms and conditions for particular investments. The
enforcement of these contracts heavily relies on the existence of reliable national legal systems
and may also include international arbitration clauses. This contractual aspect allows for tailored
arrangements that address the specific needs and risks of individual investment projects.*® Finally,
the international legal framework is the most complex one, consisting of treaties, customary laws,
and international institutions established by nations to regulate international investment.
International investment law follows the sources of international law, outlined in Article 38 of the
IC)’s Statute!®®, since international law itself affects private international investment

142 Sypra note 137, pp. 14-15.

143 |bid, pp. 15-16.

1441 oans provided by banks and other financial institutions in one country to enterprises in another country are another
form of foreign investment; Ibid.

145 A variety of other contracts, especially long-term agreements between entities in different countries, may qualify
as investments, if one party has to commit capital or money. For example, contracts between individuals and entities
from different countries to operate public services or construction deals, land purchase agreements, and many other
types of contracts can all be seen as international investments.

148 Sypra note 137, p. 35.

147 1bid, pp. 38-39.

148 |bid, pp. 40-42.

149 According to Article 38 of the ICJ’s Statute, the sources of international law are: “a) international conventions,
whether general or particular, establishing rules expressly recognized by the contesting states, b) international
custom, as evidence of a general practice accepted as law, c) the general principles of law recognized by civilized
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transactions.'®® International investments rely heavily on the international legal framework, since
investment treaties, multilateral conventions like the ICSID Convention and regional trade
agreements with investment chapters follow the sources and principles of international law, while
customary international law imposes obligations and provides a floor for protection.’®! Thus,
international framework creates a global architecture for investment protection that crosses
national boundaries.

In addition, having explained the above frameworks, it is essential to analyze the BITs,
since the international investment regime is fragmented across them, constituting them the
cornerstone of modern international investment law. Explicitly, BITs are agreements between two
countries designed to protect foreign investments. They impose specific obligations on host states
through both substantive and procedural safeguards, while also providing a mechanism for
resolving disputes in a neutral international forum.>? Legally, the structure and content of BITs
are generally very similar across the globe. Common elements found in these treaties include
provisions that address the scope of application, the admission of investments, fair and equitable
treatment, national treatment, and most-favored nation (MFN) treatment. Additionally, they cover
expropriation and compensation, the transfer of payments, and dispute resolution, which can occur
both between the contracting parties and between a contracting party and an investor.?>® The
principles of national treatment and most-favored-nation treatment ensure that foreign investors
receive treatment no less favorable than that afforded to domestic investors or those from third
countries throughout the investment process.*>* Provisions for fair and equitable treatment require
host states to treat foreign investors in accordance with international law, emphasizing
transparency, consistency, and the protection of legitimate expectations.!*> Furthermore, the
protection against expropriation is a fundamental aspect of investment protection. It sets clear
limits on government confiscations while acknowledging the sovereign right of states to
regulate.’™® The scope of BITs protections includes the transfer of investment-related funds. This
enables investors to move capital into and out of host countries immediately, using market
exchange rates. Restrictions on performance requirements stop host governments from putting
trade-distorting conditions on foreign investments, like local content targets or export quotas.

In a multilateral level, The International Centre for Settlement of Investment Disputes
(ICSID) is the leading institution worldwide for resolving international investment disputes. ICSID
operates as an independent and depoliticized institution, effectively balancing the interests of both
investors and host states. The ICSID Convention, established in 1965, serves as the foundation of
the system by providing a self-contained mechanism for Investor-State arbitration, enforcement of
awards, and fostering confidence in the dispute resolution process.™® In contrast, the United
Nations Commission on International Trade Law (UNCITRAL) Arbitration Rules offer an

nations, d) judicial decisions and the teachings of the most highly qualified publicists of the various nations, as
subsidiary means for the determination of rules of law”.

150 Radi, (2020), p. 31.

151 |hid, pp. 32-33.

152 Mohanty, Tangara, (2023), p. 67.

153 Echandi in Yannaka-Small (ed.), (2018), p. 6.

154 Supra note 150, pp. 120-121; lbid, p. 16.

155 |bid, pp. 70-71; Ibid, pp. 12-13.

156 1bid, pp. 14-15; Modern investment agreements differentiate between direct expropriation, which involves the
physical seizure of property, and indirect expropriation, where government actions significantly deprive investors of
the economic value of their investments without officially transferring ownership.

157 ICSID Convention has been ratified by 158 States and entered into force on 14 October 1966.
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alternative framework for resolving investment disputes, particularly in cases involving states that
have not ratified the ICSID Convention or when parties prefer ad hoc arbitration procedures.
Adopted by the UN General Assembly in 1976 and revised in 2010, 2013 and 2021, the
UNCITRAL Rules provide comprehensive procedures for conducting arbitral proceedings,
including specific provisions for treaty-based Investor-State arbitration.>

The legal framework for cross-border investments is complex but strong, sophisticated and
continuously evolving, aiming to balance the protection of investments with the regulatory
sovereignty of states. Primarily based on BITs and supported by multilateral conventions such as
the ICSID Convention and regional agreements, it offers crucial protections for foreign investors
and establishes mechanisms for dispute resolution through international arbitration.

3.1.2 Definition of investment.

The previous subchapter briefly presented the framework of international investment law.
However, it is a core issue to define the term “investment”, since it is the main aspect of
international investment law’s protection. The complexity arises in part from the evolution of new
forms of investment, where investors do not establish a business entity or own a tangible asset in
the host country. National investment laws and international agreements have introduced broad
definitions of investment that encompass a wide range of assets. Additionally, this complexity is
heightened by the fact that the concept of “investment” is dynamic.*® The different levels should
be distinguished, as | will focus on: i) the different treaty definitions, ii) the ICSID Convention
and iii) jurisprudence and case law.

The overwhelming majority of BITs utilize an “asset-based” definition of investment. In
international investment agreements, it is common to define investment as “every kind of asset”
that is directly or indirectly controlled by investors from the home state, often followed by an
illustrative but typically not exhaustive list of included assets. Most of these definitions are open-
ended and encompass both direct and portfolio investments.®® For example, Article 1(6) of the
Energy Charter Treaty (ECT) defines ‘investment’ as follows: “Investment means every kind of
asset owned or controlled directly or indirectly by an investor and includes: (a) tangible and
intangible assets, as well as movable and immovable property, including property rights [...], (b)
a company or business enterprise, shares, stock, or other forms of equity participation in a
company or business enterprise, [...]; (c) claims to money and claims to performance related to a
contract with economic value associated with an investment; (d) intellectual property; (e) Returns;
(f) Any right conferred by law or contract or by virtue of any licenses and permits granted pursuant
to law to undertake any Economic Activity in the Energy Sector”.*®! In this definition, the assets
covered by the term investment are not exhaustively listed, as indicated by the word ‘includes’ and
the phrase “every kind of asset”.16?

Another example is the 2010 UK-Colombia BIT, which defines investment as “every kind
of economic asset owned or controlled directly or indirectly by investors of a Contracting Party

158 The 2013 version incorporated the UNCITRAL Rules on Transparency for Treaty-based Investor-State
Avrbitration and the 2021 incorporated the UNCITRAL Expedited Arbitration Rules.

159 Yannaca- Small, Katsikis in Yannaka-Small (ed.), p. 267.

180 I bid.

161 See Avrticle 1, para. 6 of the Energy Charter Treaty (ECT).

162 Supra note 159, p. 268.
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in the territory of the other Contracting Party, in accordance with the law of the latter” 13
Furthermore, the EU-Canada Comprehensive Economic and Trade Agreement (CETA) adopts a
similar approach by outlining the essential characteristics that an asset must possess to qualify as
an ‘investment’ and providing examples of the various forms that such an investment may take.'%*
Lastly, the United States—Mexico—Canada Agreement (USMCA), formerly known as NAFTA,
includes a definition that excludes certain portfolio investments, short-term debt securities, and
purely speculative assets.'®®

Additionally, given the fact that International investment law operates within a complex
legal framework, it is primarily governed by the ICSID Convention. When an aggrieved investor
brings a claim before an arbitral tribunal constituted under this Convention, they must demonstrate
that their 'investment’ not only meets the definition outlined in the investment treaty but also fulfills
the requirements of the ICSID Convention.%® According to Article 25 of the ICSID Convention,
for a claim to be admissible, three criteria must be satisfied: (1) the dispute must arise from an
investment (ratione materiae - Article 25, paragraph 1)7; (2) the claimants must qualify as
protected investors under the BIT (ratione personae); and (3) the relevant BIT must be in force at
the time the dispute arose (ratione temporis). % It is important to note that the term investment is
not explicitly defined in the Convention, highlighting an intentional absence. Article 25 requires a
“legal dispute arising directly out of an investment”, indicating that the drafters acknowledged the
evolving nature of investment forms.’®® To accept jurisdiction under the ICSID Convention,
tribunals typically adopt a dual approach. They assess whether there is an ‘investment' in
accordance with both Article 25(1) of the Convention and the relevant investment agreement. This
method, referred to by some as the “double keyhole approach” or “double-barrelled test”, provides
parties in ICSID arbitration with considerable discretion in characterizing a particular transaction
as an investment. However, this discretion is not unlimited, and any such characterization will not
be conclusive for the tribunal in determining its competence.®

Furthermore, as to ICSID jurisprudence and case law, the landmark case that established
what has become known as the “Salini test”, providing the objective criteria for determining
whether an economic activity qualifies, as an investment under the ICSID Convention, is the Salini
v. Morocco case. According to its ruling, there are 4 main criteria for an asset to be characterized
as investment: “1) it must represent a commitment of capital; (2) it must have a certain duration;

163 UK-Colombia BIT (Bilateral Agreement for the Promotion and Protection of Investments between the Government
of the United Kingdom of Great Britain and Northern Ireland and Republic of Colombia), 17 March 2010, Article 1,
para. 2(a); Rubinina, (2023), p. 9.

164 Comprehensive Economic and Trade Agreement between Canada and the European Union (CETA), entered into
force on 21 September 2017, Art. 8.1 “investment means every kind of asset that an investor owns or controls, directly
or indirectly, that has the characteristics of an investment, which includes a certain duration and other characteristics
such as the commitment of capital or other resources, the expectation of gain or profit, or the assumption of risk.
Forms that an investment may take include [...]”.

185 Agreement between the United States of America, the United Mexican States, and Canada (USMCA), entered into
force on 1 July 2020, Art. 14.1.

186 Supra note 159, p. 270.

167 See Article 25(1) of the ICSID Convention: “The jurisdiction of the Centre shall extend to any legal dispute arising
directly out of an investment, between a Contracting State (or any constituent subdivision or agency of a Contracting
State designated to the Centre by that State) and a national of another Contracting State, which the parties to the
dispute consent in writing to submit to the Centre. When the parties have given their consent, no party may withdraw
its consent unilaterally”.

168 Mohanty, Tangara, (2023), p. 69.

169 Supra note 159.

170 Ibid, p. 271.
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(3) it must be subject to risk; and (4) it must contribute to the economic development of the host
state”.!’* The first three criteria, established by the Salini v. Morocco tribunal, have been widely
adopted in cases involving the ICSID Convention, as well as in cases outside of ICSID"2, The
fourth criterion is the most controversial in practice.!”

The commitment requirement mandates that investors allocate capital or other valuable
resources to the host state.!’* The duration criterion requires investments to have a specific
temporal scope; however, tribunals have applied this requirement inconsistently, with some
accepting contracts as short as one year.!”® The risk component encompasses various forms of
uncertainty, including commercial, regulatory, and political risks that investors face.l’® The
economic development of the host state requirement is particularly controversial and strict, as it
necessitates that investments make a meaningful contribution to the host state’s economic growth,
which is difficult to prove.l”” While these criteria are widely accepted, they should be viewed as
interpretative tools or typical characteristics of investments rather than strict prerequisites that a
tribunal must confirm to determine the presence of an investment. Unless the Salini criteria are
expressly included in the instrument granting the tribunal jurisdiction over an investment dispute,
the tribunal is free to define what constitutes an “investment”.1’® Generally, the Salini criteria are
not considered binding but rather indicative of what constitutes an investment. They should be
regarded as interdependent and not evaluated in isolation as if they were standalone jurisdictional
prerequisites.’

Lastly, the Abaclat v. Argentina case, which dealt with disputes over sovereign bonds,
introduced a significant approach to the concept of territoriality for financial instruments. The
tribunal established a “benefit test” asserting that financial investments could be regarded as
localized in instances where the host state derived economic benefits from the funds. This approach
prioritizes economic substance over formal legal structures by questioning where the funds were
ultimately used and for whose benefit.®®® The Abaclat decision was highly controversial.
Dissenting opinion argued that this approach improperly bypassed traditional territorial
requirements, pointing out that the bonds were “intentionally situated outside Argentina and out
of reach of its laws and tribunals.”*®! The dissent underscored that a proper territorial analysis must

171 salini Costruttori S.p.A. and ltalstrade S.p.A. v. Kingdom of Morocco case, Decision on Jurisdiction, 23 July 2001,
para. 52.

172 Supra note 159, p. 285.

173 Rubinina, (2023), p. 12.

174 Supra note 159, p. 286.

175 There are no clear guidelines on how long an endeavor must last to qualify as an investment. For example, in KT
Asia v Kazakhstan, the tribunal considered the short period the claimant planned to hold the shares, which was three
to four weeks. This duration suggested that the ownership of the shares was not meant to be a long-term use of
resources needed to qualify as an investment. In contrast, in Deutsche Bank v Sri Lanka, the tribunal determined that
a hedging agreement lasting twelve months was enough to meet the duration requirement for an investment (para.
304); lbid, pp. 290-291.

176 Supra note 159, pp. 288-289.

177 Demirkol, (2015), p. 47.

178 Supra note 159, p. 285.

178 For example, various ICSID tribunals have applied this test, some in non-1CSID contexts as well, while others have
chosen not to apply it in non-ICSID proceedings.

180 Abaclat and Others v. Argentine Republic case, Decision on Jurisdiction and Admissibility, 4 August 2011, paras.
374, 376.

181 Dissenting opinion of Georges Abi-Saab, 4 August 2011, paras. 78, 109.
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take into account legal factors such as governing law, forum selection, currency of payment, and
place of payment.182

To conclude, the definition of “investment” in international investment law is still debated,
contested, fluid and unclear. This lack of clarity creates uncertainty for investors, since there is no
global practice and each tribunal and treaty differs in terms of interpretation of the notion.

3.2 Blockchain Technology as a subject of International Investment Law and
Investment Facilitation.

3.2.1 Blockchain technology, Cryptocurrencies and Digital Assets as Investments under
international Investment law.

Having examined the unclear legal framework of the definition of investment, the core
question that arises is whether blockchain-based assets and specific applications of blockchain
technology like cryptocurrencies!® qualify as investments” under international investment
agreements (I1As), BITs and the ICSID Convention. Due to the rapid growth of cryptocurrencies,
tokenized securities, and blockchain infrastructure projects, arbitral tribunals may soon encounter
disputes over the classification of these assets as “investments”. The decentralized nature of
blockchain systems poses fundamental legal questions to traditional legal frameworks that are
designed for centralized institutions. Unlike traditional assets, which typically have clear
jurisdictional connections, blockchain networks operate across multiple jurisdictions
simultaneously. For all these reasons, it is crucial to examine if blockchain technology assets and
cryptocurrencies fall within the notion of investment.

Explicitly, the broad asset-based definitions typically found in international investment
treaties extend the coverage of these treaties to all assets without limitation. Under traditional asset-
based investment definitions, cryptocurrencies and blockchain technology would likely qualify as
protected investments. These definitions typically encompass “every kind of asset” and explicitly
include intangible assets, intellectual property, and financial instruments. 8 Due to their wide and
non-exhaustive nature, these definitions might be interpreted to include digital assets or
businesses.'® In addition to this broad asset-based definition, many treaties also provide a list of
forms that investments may take, which further suggests that digital assets cannot be excluded
from the definition of “protected investment” simply because of their intangible nature.*® In this
essence, “intangible assets” is another way to interpret blockchain cryptocurrencies as investments
which is a category that is often mentioned in BITs.*®" In this regard, Tribunals have consistently
preferred a straightforward approach, applying this broad interpretation to encompass any asset

182 See also the Fedax N.V. v. The Republic of Venezuela case (Decision of the Tribunal on Objections to Jurisdiction,
11 July 1997), where Venezuela issued promissory notes to Fedax, a Dutch company, to pay for steel supplies.
Although these notes were not physically located or obtained in Venezuela, the tribunal decided they met the territorial
requirement and represented a protected investment (“the funds made available are utilized by the beneficiary of the
credit, as in the case of the Republic of Venezuela, so as to finance its various governmental needs” — para. 41).

183 Cryptocurrencies are digital or virtual currencies secured by cryptography and functioning on decentralized
networks.

184 polanco, (2023), p. 575.

185 De Brabandere in Tsagourias, Buchan (eds.), p.188.

186 | bid.

187 Mohanty, Tangara, (2023), p. 74.

[29]



that holds economic value.'8 Therefore, one could argue that digital tokens, tokenized shares, or
blockchain licenses fall within the protective scope of these treaties.

However, modern treaties are increasingly narrowing this concept. For instance, the
USMCA excludes short-term debt instruments and purely speculative assets.!8® Similarly, the
CETA defines investment as an “every kind of asset” such as the “commitment of capital or other
resources” made with an “expectation of gain or profit” and an acceptance of risk.'*®® These
formulations and provisions show that overly broad definitions include unstable financial flows
that do not provide developmental benefits. The use of these criteria for blockchain assets is still
unclear.

In continuance, since the ICSID Convention does not clearly define the term “investment”,
it is crucial to examine if the criteria that derive from the Salini case (Salini test), meaning
substantial commitment of capital (contribution), certain duration, participation in risk and
contribution to the economic development of the host state.’®! Starting with the contribution of
capital requirement, tribunals have varied in their interpretation of what constitutes a substantial
commitment of capital. For example, the majority of the Postova Banka tribunal noted that a
“contribution, as an element of investment, must be part of an economic operation that creates
value”, and that the investment should be linked to an “economic venture”.*®> However, most
tribunals have adopted a more liberal stance regarding the contribution requirement, often not tying
it to a specific project and asserting that a contribution can take any form.**3 In the blockchain and
cryptocurrency context, whether an asset meets this requirement depends on its specific
characteristics and how it is held, as well as the tribunal's perspective on the contribution criterion.
A mere holding of cryptocurrency, regardless of its size, may not fulfill this requirement, as it
could be challenging to demonstrate its connection to a particular “economic venture”.*** On the
other hand, if a more mainstream view is taken, many cryptocurrency holdings could likely satisfy
this requirement. The situation becomes more favorable in cases involving investments in
cryptocurrency exchanges or infrastructure linked to cryptocurrency mining.'®® Hence, the
contribution requirement is typically satisfied through the capital expenditure necessary to acquire
cryptocurrencies or to develop blockchain infrastructure. This acquisition involves a monetary
contribution, whether made through fiat currency, other cryptocurrencies, or development costs.

Moving to the certain duration criterion, while there is no specific minimum duration for
an investment, tribunals have sometimes found that if the investor did not intend to maintain the
investment for a long period at the time it was made, this requirement may not be satisfied. For
example, in the case of KT Asia, the investor intended to hold shares in a bank in Kazakhstan for
only 2-3 weeks, although they ended up holding them for several years. The tribunal concluded

188 | bid.

189 Agreement between the United States of America, the United Mexican States, and Canada (USMCA), entered into
force on 1 July 2020, Art. 14.1.

19 Comprehensive Economic and Trade Agreement between Canada and the European Union (CETA), entered into
force on 21 September 2017, Art. 8.1.

191 As explained by the tribunal in Casinos Austria case the first three criteria of the Salini test aim to exclude non-
economic activity and the non-commercial use of assets owned by foreign nationals from the definition of
“investment”; See Casinos Austria International GmbH and Casinos Austria Aktiengesellschaft v. Argentine Republic
case, Decision on Jurisdiction, 29 June 2018, para. 189.

192 Postova banka, a.s. and ISTROKAPITAL SE v. Hellenic Republic case, Award, 9 April 2015, para. 361.

193 Rubinina, (2023), p. 13.

194 Ibid.

195 Ibid, p. 14.

[30]



that the duration requirement was therefore not met.'% On the other hand, the required duration
does not necessarily need to be excessively long. In the case of Deutsche Bank v. Sri Lanka, the
tribunal determined that a twelve-month hedging agreement fulfilled the duration criterion.®’ In
this sense, duration has to be analyzed in light of all circumstances and the investor’s overall
commitment.?®® In the context of cryptocurrency, the answer regarding duration will heavily
depend on the specific circumstances of the investment. While blockchain development projects
typically involve long-term commitments, cryptocurrency trading often entails very short holding
periods. Many cryptocurrency investments are short-term in nature, do not require a long-term
commitment, and can be sold quickly, especially considering the highly volatile nature of
cryptocurrency prices.**® Conversely, other types of investments related to cryptocurrencies—such
as investments in cryptocurrency exchanges, long-term contracts for future cryptocurrency
purchases, or physical investments in cryptocurrency mining operations—could potentially meet
the duration requirement.?®

Regarding the risk element, it is clearly present in digital asset investments.
Cryptocurrencies exhibit extreme price volatility, technological risks, and significant regulatory
uncertainty. These risks exceed those found in many traditional investments that tribunals have
recognized. Blockchain investments face additional technological risks including platform
adoption, security vulnerabilities, and rapidly evolving competitive landscapes.?**

Lastly, concerning the most controversial element of contribution to the economic
development of the host state, tribunals have been inconsistent in interpreting the criterion of
“contribution to economic development” due to the subjective nature of the term “development”.
The application of this criterion may pose issues to cryptocurrency investments to meet the
requirement.?%2 The decentralized and borderless characteristics of many cryptocurrency networks
make it challenging to demonstrate clear economic benefits for specific host states. Pure
cryptocurrency holdings often provide minimal direct economic development, especially when
they are held for speculative purposes.?’® Nevertheless, this situation could evolve as blockchain
cryptocurrencies increasingly intersect with traditional economic activities since several factors
can support arguments for economic development. For instance, the development of blockchain
infrastructure in host states can create jobs, foster technological advancement, and promote
platform development. Additionally, cryptocurrency mining operations necessitate significant
local investment in facilities, equipment, and personnel. The financial inclusion offered by digital
assets can also align with broader economic development goals. Furthermore, cryptocurrencies
can create incentives for entrepreneurs by providing easier access to international markets.2%
However, another argument that can be said is that even if the blockchain cannot be linked
properly, according to the requirement, to the economy of the host state, many tribunals do not
regard this aspect as a mandatory component in defining the notion of investment.

In addition, the territoriality concept-requirement that derives from the Abaclat case has to
be analyzed. In detail, as it was stated before, the investment must have a territorial link to the host

19 KT Asia Investment Group B.V. v. Republic of Kazakhstan case, Award, 17 October 2013, paras. 212-216.
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state or, in other words, it must be located in the host state. As blockchain technology
cryptocurrencies are more decentralized than traditional financial instruments, determining their
legal situs can be challenging. These assets are not linked to payments made in a specific currency
or location, nor are they issued or recorded by a particular state.?® Most cryptocurrency holdings
do not establish a clear connection to a specific project in the host state. The intangible nature of
these FDIs and digital assets complicates the establishment of a territorial link to a potential host
state.?%® Moreover, the factors influencing the territorial nexus can vary depending on the type of
digital asset, including elements such as location, possession, and control. Cryptocurrency assets
tend to be more volatile, independent, and detached from a specific jurisdiction.’

However, if a physical connection exists, such as physical servers and electrical equipment
used for cryptocurrency mining, it becomes easier to establish a territorial link with the host
state.?%® Furthermore, it is suggested that the territorial nexus should not rely solely on physical
presence, as some cryptocurrency transactions may be stored on foreign servers while serving
customers in the host state. The presence of physical infrastructure, like servers or mining
operations, simplifies this connection.?®® What is important is that in cases such as CSOB v.
Slovakia, which concerned loan obligations, the tribunal held that “a transaction can qualify as an
investment even in the absence of a physical transfer of funds” 2%

Establishing a territorial link may be complex in hypothetical investment scenarios
involving digital assets, especially when transactions occur across multiple territories, in
decentralized environments, or entirely online.?!* Nonetheless, existing International Investment
Dispute Settlement (ISDS) case law indicates that a territorial nexus could be established if the
investment's benefits have an economic impact on the host state's territory.?'? It may be necessary
to fundamentally reconsider the territoriality requirement for digital assets and blockchain
technology, as these can be considered investments.

In summary, whether blockchain assets qualify as “investment” depends on their form and
function. While traditional investment definitions appear broad enough to encompass digital
assets, significant challenges remain in satisfying territorial requirements and demonstrating
economic development contributions, with the territorial requirement being the most significant
obstacle, requiring creative application of existing doctrines or development of new approaches
suited to decentralized digital systems. In my opinion, as the digital economy continues to grow,
investment law must evolve to address these new forms of economic activity while maintaining
the fundamental principles that have governed international investment protection for decades.

3.2.2 Blockchain in Investment Facilitation under International Investment Law.

Even if blockchain assets are not always recognized as investments in themselves, it was
examined that there is some room for them to be included in the context of investment. In addition,
the technology nonetheless plays a transformative role in investment facilitation processes, as this
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next section will show. In analogy with trade facilitation, Investment facilitation refers to measures
that improve the transparency, efficiency, predictability, and integrity of the investment climate.
At present, however, there is no universal definition of the notion.?*® It is distinct from investment
liberalization, which involves removing entry barriers, investment promotion?, which includes
providing incentives and investment protection, which covers substantive rights and 1SDS.?®
Investment facilitation has evolved from being a “soft” administrative goal into a fundamental
component of international investment law, increasingly being codified in bilateral, regional, and
now multilateral agreements. The emergence of blockchain technology raises the question of
whether distributed ledger technology can help implement these new facilitation obligations,
despite the several challenges that were raised above.

Explicitly, investment facilitation can be identified into three separate values: a)
instrumental value, b) ability-institutional value and c) purposive value. Regarding instrumental
value, it refers to the idea that something serves as a means to achieve a specific goal. This concept
can be expressed as follows: “When X serves as a means to achieve Y, and Y is the goal that X
aims to reach, then X has instrumental value”. In other words, external goals serve as the criteria
for determining the importance of various things.?*® In the context of investment law, instrumental
value is associated with reducing transaction costs and delays. Investment policymakers need to
implement strategies that encourage foreign investment, which includes policies for promoting
and facilitating such investments.?!” Blockchain technology can directly addresses these
challenges by reusing Data across Agencies and by setting digital registries. As for the first one,
once the investor credentials or filings are recorded on a permissioned ledger, they can be reused
by tax, customs, and sectoral regulators, eliminating the need for repeated submissions. What
concerns the second, immutable registries for land, property, or collateral might help lower due
diligence costs by reducing the risks of fraud and information asymmetry.

The second important aspect of investment facilitation rules is governance and institutional
capacity building. These rules outline the administrative measures that the state imposes on foreign
investments, aiming to limit arbitrary government actions. Investment facilitation rules are
essential for modernization and can help establish contemporary administrative institutions, which
represent significant inherent value.?!® In this context, blockchain technology can enhance
institutional quality through tamper-proof publication of regulations, since distributed ledgers
prevent selective disclosure or retroactive modifications of rules, thereby reinforcing legal
certainty. Moreover, every administrative action like submission, approval, or denial, can be
logged, which deters bribery and backdating, making audit trails immutable. Thus, by embedding
transparency and accountability, blockchain enables states to demonstrate compliance with good
administration principles and strengthens the trust between investors and host governments.

The last value, the purposive, lies in the ability to promote inclusive growth and sustainable
development. Within the international investment legal framework, sustainable development
should be understood as a process of transformation where resource use, investment goals,

213 Jian, (2023), p. 99.
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technological advancements, and institutional changes work in harmony. The aim is to enhance
current and future capabilities to meet human needs and aspirations.?*® Blockchain technology has
the ability to play a significant by traceability, since supply chain ledgers can verify adherence to
environmental commitments outlined in investment agreements. In addition, tokenization of green
bonds or renewable energy certificates can enable smaller projects to raise capital more easily,
lowering in this way the entry barriers for sustainable investments.?2° In this way, blockchain
supports investment facilitation with development goals, not just improve its process.

Continuing, blockchain technology offers remarkable opportunities for transforming
international investment facilitation. Its ability to enable near-instantaneous cross-border
payments represents a significant improvement over traditional banking systems, which often
require several days for settlement. Blockchain-based payment systems can process transactions
in just seconds, operating 24/7, thereby greatly enhancing the efficiency of international
investment transactions.??! On the other side, tokenization of traditional assets opens up new
possibilities for fractional ownership and increases liquidity in previously illiquid asset
classes.???Assets such as real estate, art, and commodities can be tokenized, allowing for global
investment participation, lowering transaction costs, and improving market efficiency. This
democratization of access to high-value assets has significant implications for international
investment flows and strategies for portfolio diversification. Furthermore, the potential for
automated compliance through smart contracts, as it was stated in the previous chapter, and
blockchain-based identity verification systems could greatly reduce the costs and complexities
associated with regulatory compliance.

Investment facilitation has emerged as a crucial component of international investment
law. Blockchain technology can help realize the values presented above (reducing transaction
costs, improving governance, and aligning with development goals) by providing tamper-proof
transparency, streamlining licensing processes, creating secure registries, and establishing
compliant financial frameworks. However, without well-defined legal frameworks like MLETR,
blockchain could potentially reproduce existing administrative fragmentation rather than resolve
it. When properly utilized, though, blockchain can enhance the credibility, enforceability, and
development focus of facilitation obligations, thereby bridging the gap between policy
commitments and the experiences of investors.

3.3 Blockchain Technology and ISDS.

ISDS has been a fundamental aspect of the international investment framework, allowing
foreign investors direct access to arbitration against host states. However, the traditional
mechanism of dispute resolution faces criticisms, highlighting its lack of transparency,
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inconsistency in awards, perceived bias, and high costs. In this context, blockchain technology is
being explored not as a complete substitute for ISDS, but as a practical tool to address some of its
procedural shortcomings. The increasing popularity of blockchain technology has led to a rise in
litigation concerning its application across various markets and industries, including questions
about its trademarkability.?2® While blockchain is not a cure-all, it may offer useful solutions for
certain concerns, particularly in areas such as evidence management, transparency in proceedings,
the integrity of case records, and enforcement of awards. Moreover, blockchain technology can
provide its own platforms and mechanisms to facilitate dispute settlement that could easily stand
with the traditional models.

In more detail, one of the most promising applications of blockchain technology in ISDS
is the management of evidence. Arbitral proceedings often involve a large amount of documentary
evidence, leading to frequent disputes regarding authenticity and the chain of custody.??* The value
of blockchain in this context is undeniable, due to its features of immutability, encryption, and
time stamping. The evidentiary value of blockchain systems can be understood in two main ways:

i) Proof of Transactions. Transactions executed within the blockchain can be verified
through a blockchain receipt. These transactions are tracked, validated, registered, and
time-stamped in the chain via a hash. If accepted in court, this serves as verified proof
of the transaction’s time, location, and nature.?%®

i) Authentication of External Information. Blockchain also acts as an authentication
system for information generated outside of it. By storing information on the
blockchain, which serves as a tamper-proof, time-stamped database, there is a
significant impact on the establishment of evidence. For example, if a design is
uploaded to a blockchain platform, it provides proof that the design existed at a specific
time. This information is crucial for any judge when determining ownership.??®
Furthermore, blockchain offers a solution to the challenging problem of uncertainty
regarding the source, integrity, and authenticity of digital data in comparison to original
documents. By comparing the hash of the original document to the one stored on the
blockchain, an expert can determine if they are exact copies.??’

Submitting blockchain evidence can be also time-efficient due to its tamper-proof and
time-stamped nature, which enhances the credibility of the evidence and may expedite the process
of proving claims. This efficiency could potentially eliminate the need for lengthy witness hearings
or the presentation of extensive documentary evidence. Moreover, if the parties select arbitrators
who are knowledgeable about blockchain technology, the assessment of this evidence will not
require additional explanations regarding how the technology operates, which is often necessary
in traditional court proceedings.??

In continuance, enforcement of arbitral awards remains one of the most critical aspects of
ISDS. In most investment disputes, the parties typically comply voluntarily with arbitration
awards. Only a small number of cases require successful claimants to seek judicial enforcement of
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their awards through national courts. Awards resulting from ad hoc investment arbitrations,
primarily conducted under the UNCITRAL Rules, as well as those administered by institutions
like the International Chamber of Commerce (ICC), are generally recognized as foreign arbitral
awards under the 1958 New York Convention.??® The New York Convention establishes the
framework for the recognition and enforcement of foreign arbitral awards in general. Its central
provision mandates the recognition and enforcement of awards that are free from serious defects,
as specified within the Convention.?° However, recognition and enforcement may be denied if the
opposing party can demonstrate any of the following: (a) the invalidity of the arbitration
agreement; (b) lack of notice or violation of due process; (c) excess of power by the arbitral
tribunal; (d) irregular composition of the arbitral tribunal; or (e) that the award has not yet become
binding or has been set aside or suspended in the country of origin.?* On the other hand, the
enforcement of ICSID awards is governed by the ICSID Convention, which stipulates that awards
must be enforced in all contracting states in the same manner as judgments of their domestic courts.
Article 53 of the ICSID Convention establishes the binding nature of these awards, requiring the
parties involved to abide by and comply with their terms.?*2 The obligation to recognize and
enforce ICSID awards is essentially unrestricted, meaning that national courts are not allowed to
conduct substantive reviews. This requirement is outlined in Article 54(1) of the ICSID
Convention, which mandates that contracting states treat these awards like final judgments made
by their own national courts.?*®* However, since Article 54(1) equates ICSID awards with the final
judgments of domestic courts, enforcement may be challenged in countries where national laws
provide for exceptions to enforcing final judgments.?®* Consequently, while arbitral awards can be
enforced under the legal frameworks provided by the ICSID Convention, compliance may still be
delayed or contested.

All these traditional enforcement mechanisms under the New York Convention and the
ICSID Convention involve lengthy procedural steps. These include document authentication,
translation, and court proceedings, all of which can significantly delay enforcement timelines.
Blockchain technology has the potential to streamline these processes by creating immutable and
cryptographically authenticated awards that do not require additional proof of existence or
authenticity. Additionally, blockchain could facilitate enforcement through tokenized escrow
accounts®®® that automatically release compensation once an award becomes final. It can also
utilize smart contracts to monitor partial payments and interest accrual, further improving
efficiency in the enforcement process.

Additionally, with the rise of e-commerce, transactions increasingly occur between
strangers, often from different countries and cultures. These parties face challenges related to
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language, cultural differences, and varying legal systems. The fast pace of online communication
and the limited nature of interactions further complicate matters. Traditional methods of dispute
resolution, such as courts and alternative dispute resolution (ADR),%% which typically require
physical presence, are not practical for most online disputes. Many of these disputes involve small
sums of money and occur between parties who cannot meet face to face.?*” As a result, a new form
of dispute resolution has emerged: Online Dispute Resolution (ODR). ODR serves as the online
equivalent of traditional ADR processes. Over the last few decades, the scope of ODR has
expanded beyond e-commerce and disputes generated on private platforms. It now encompasses
the public sector and conflicts that arise in face to face situations.®® ODR is no longer just a last
resort for low-value disputes between strangers when courts and ADR options are unavailable.
Instead, it is often the first choice for individuals whose lives increasingly take place online, as
they engage in disputes with other individuals, companies, and public entities.?*® In this evolving
landscape, emerging technologies such as blockchain and smart contracts have been proposed as
alternatives or complements to ODR. This approach is referred to as blockchain dispute resolution
(BDR).24

BDR is a process used to resolve disputes through blockchain technology and decentralized
mechanisms. Platforms that offer BDR utilize the unique features of blockchain, such as
immutability, transparency, and smart contracts, to ensure that disputes are resolved fairly,
efficiently, and in a tamper-resistant manner.?*! Disputes in BDR are divided into two categories:
on-chain disputes and off-chain disputes. On-chain disputes arise from blockchain interactions or
smart contracts, while off-chain disputes do not originate from blockchain or smart contracts but
use blockchain technology to facilitate their resolution.?*? To understand how BDR functions, it is
essential to highlight its key components. Successful BDR relies on two main elements: (i) a
decentralized platform and (ii) crypto-economic incentives. These incentives are crucial for
encouraging participation, ensuring the quality and accuracy of the process, promoting fairness
and impartiality, mitigating manipulation and collusion, and supporting the growth and
sustainability of blockchain dispute resolution platforms.?*® Additionally, blockchain dispute
resolution mechanisms do not depend on the moral behavior of participants. Instead, they rely on
strict economic incentives achieved through well-designed mechanisms.?#4

The use of blockchain in dispute resolution has led to the development of various
innovative platforms and mechanisms designed to streamline processes, enhance transparency,
and facilitate fair conflict resolution. One notable example is Kleros, a pioneering decentralized
arbitration protocol established in Paris in 2017. Kleros utilizes crowdsourced jurors and economic
incentives to resolve disputes across multiple domains, including e-commerce, freelancing, and
decentralized finance (DeFi).?*® The platform is based on principles of game theory, where
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methods such as negotiation, inquiry, mediation and conciliation. Arbitration can also fall within its context, due to
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arbitrators are motivated to vote with the majority to maximize their economic benefits, while
minority voters risk losing their staked tokens. Klero’s dispute resolution system reflects
characteristics similar to those found in the blockchain environment. It thrives on
crowdsourcingand employs game theory. Resolutions are reached through jury voting, with
members incentivized to participate and vote in alignment with the majority using a mechanism
akin to the “Schelling Token”.?*® To initiate the dispute resolution process, funds must be
deposited to cover the jurors’ compensation. This approach has successfully managed numerous
disputes, showcasing the practical effectiveness of blockchain-based arbitration.?*

Another example is JUR, a blockchain-based dispute resolution protocol that allows parties
to resolve legal disputes through arbitration or mediation using smart contracts. JUR’s mechanism
relies on a decentralized voting system that also draws on the wisdom of the crowd and
tokenization.?*® Users utilize tokens for voting and are encouraged to align their votes with what
they anticipate the majority opinion will be.?*® Other platforms examples are Juris®°, Aragon?®
and Sagewise.?>?

However, what about the enforcement of such blockchain arbitral decisions and awards?
In compatibility with the definitional elements of arbitration under the New York Convention, the
ICSID Convention and the UNCITRAL Model Law, there are two types of enforcement according
to the award: a) On-chain blockchain arbitral award enforcement (self-execution) and b) Off-chain
blockchain arbitral award (requiring court exequatur).?5® On-chain refers to a blockchain arbitral
award that is fully integrated into the blockchain environment. This type of award deals exclusively
with assets that are entirely escrowed on the blockchain, meaning it focuses solely on assets held
within the system. As a result, on-chain blockchain arbitral awards typically do not face
enforcement issues. Additionally, since the enforcement process is conducted on-chain, the award
can be executed immediately without the need for further enforcement measures often required in
traditional arbitration, such as applying for recognition and enforcement in national courts. In
short, an on-chain blockchain arbitral award is self-reinforcing, allowing both disputing parties to
expect minimal issues and a swift resolution to their dispute.?®* On the contrary, the off-chain
blockchain arbitral award may involve elements that are not fully on the blockchain, either by
choice or due to inherent limitations that prevent certain items from being placed on the
blockchain. This type of award remains integrated within the blockchain environment.
Nevertheless, it requires some external intervention. Often, the underlying obligations or
reciprocal exchanges in a digital contract involve real-life actions, and the restitution requested
may reflect those actions.?>®
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Despite the promising applications of blockchain technology in ISDS, significant legal,
technical and jurisdictional challenges remain, mostly in relation with the New York Convention.
The decentralized nature of blockchain systems creates uncertainty regarding the territorial
requirements of existing arbitration conventions. Article 1(1) of the New York Convention states
that awards must be made “in the territory of a state other than the state where recognition and
enforcement are sought”.2°® However, blockchain-based awards exist within distributed networks
that lack clear territorial boundaries. Additionally, under Article V(1)(a) of the New York
Convention, recognition and enforcement may be denied if no valid agreement to arbitrate exists
between the parties.?®” By agreeing to arbitrate, the parties waive their fundamental right to access
state courts and subject themselves to a private adjudication process, which ultimately results in a
binding, enforceable award with res judicata effects. For this reason, consent is widely seen as a
prerequisite for arbitration. This particular ground for refusal, the absence of consent, may become
relevant whenever the parties have participated in a blockchain-based dispute resolution
procedure, the nature of which is not always immediately clear.?®

Another one potential ground for refusal to these decisions relates to the fact that a party
was not given adequate notice regarding the appointment of the arbitrator and the arbitration
proceedings. This concern may be relevant in any dispute resolution procedure where a large
number of users can participate in voting on the outcome of the dispute.?®® Even if such procedures
are classified as a type of arbitration, the party opposing enforcement could argue that they did not
receive proper notice of the arbitrator’s appointment, as anyone holding tokens in their wallet
would be allowed to cast a vote. Additionally, that party may contend that this method of
appointing arbitrators results in a tribunal composed of a variable and unpredictable number of
members, making meaningful consent to such a composition impossible.?%° This argument could
be used as a ground for refusal under Article V(1)(d) of the New York Convention. 26!

Lastly, another challenge for blockchain dispute resolution is scalability. Blockchain
networks might have trouble processing a large number of disputes and transactions. This might
cause congestion, delays, and increased costs.?%?

In conclusion, blockchain offers significant practical tools to enhance evidence integrity,
improve transparency, strengthen procedural safeguards, and support enforcement. With respect
to the legal frameworks of ICSID and the New York Convention, these innovations can boost the
ongoing reform efforts at UNCITRAL and ICSID and may provide the necessary infrastructure to
restore trust in ISDS. The key is to integrate blockchain applications within strong governance and
accountability frameworks, ensuring they function as a trustworthy infrastructure rather than an
unaccountable private layer for dispute resolution. The early adoption of blockchain technology
by arbitration institutions and jurisdictions will likely influence the broader development of
international arbitration practice, potentially establishing new standards and best practices for the
global arbitration community.
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Chapter 4 - Comparative Policy and Specific Examples for
Blockchain Technology in Trade and Investment.

The global spread of blockchain technologies has highlighted both the potential benefits
and the complexities involved in integrating distributed ledgers into the frameworks that govern
international trade and investment. While Chapter 3 examined blockchain in relation to the legal
frameworks of BITs, investment facilitation, ICSID and ISDS, this chapter shifts its focus to the
regulatory and policy approaches of major jurisdictions around the world. A comparative
perspective is essential because blockchain inherently transcends national borders, yet its adoption
and legal treatment are significantly influenced by domestic and regional regulatory choices. The
variation in global approaches to blockchain reflects broader differences in economic governance.

First, the European Union will be examined, where blockchain policy is part of a larger
initiative aimed at achieving digital sovereignty and creating a Digital Single Market. The next,
Section will address the United States, where a fragmented regulatory environment presents both
opportunities and challenges for incorporating blockchain into trade and investment. In the third
section, | will examine selected pro-innovation jurisdictions, including Singapore, the UAE,
China, and Switzerland, which demonstrate different models for adopting and regulating
blockchain. Together, these case studies provide a comparative foundation for understanding the
evolving role of blockchain in international economic governance.

4.1 The European Union Perspective.

The European Union (EU) has positioned itself in a leading force in shaping the regulatory
and institutional environment for blockchain technologies. It has established a comprehensive
regulatory and strategic framework for blockchain technology, putting it at the forefront of digital
transformation in international trade and investment. Its approach demonstrates a commitment to
both technological innovation and regulatory oversight, viewing blockchain as a key driver of
digital sovereignty, supply chain resilience, and sustainable development. Below, | will explore
the EU’s multifaceted approach to blockchain adoption, regulatory harmonization, and
infrastructure development.

Specifically, the Markets in Crypto-Assets Regulation (MiCAR) is the EU’s significant
achievement in blockchain regulation, establishing the world’s first comprehensive framework for
crypto-assets. This regulation became fully operational on 30 December 2024.23 MiCAR creates
a harmonized legal framework across all 27 EU member states, replacing fragmented national
approaches with unified standards for crypto-asset service providers (CASPs)?%4, token issuance,

263 MICAR was first adopted by the European Parliament on 20 April 2023; Regulation (EU) 2023/1114 of the
European Parliament and of the Council of 31 May 2023 on markets in crypto-assets (MiCAR).

264 According to its Article 3, para. 1(15) a crypto-asset service provider is “a legal person or other undertaking whose
occupation or business is the provision of one or more crypto-asset services to clients on a professional basis, and
that is allowed to provide crypto-asset services”.
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and market conduct.?®® It represents, as well, the first provisions for crypto-assets within a major
regional bloc, covering the issuance, trading, and regulation of stablecoins.?® MiCAR has four
main objectives: it provides legal clarity and certainty, supports innovation and fair competition,
ensures the protection of consumers and retail investors, and promotes financial stability.?®’ In this
sense, the regulation has a profound impact on international trade and investment, as it introduces
strict licensing requirements for crypto-asset service providers, mandatory capital requirements,
governance structures, and measures to combat money laundering.?®® Additionally, MiCAR
establishes a European passport system that allows authorized CASPs to operate throughout the
entire EU.%° This facilitates cross-border blockchain-based trade services while ensuring
consumer protection. While it creates significant opportunities for international blockchain firms
looking to access the EU market, it also imposes substantial compliance costs and operational
requirements. MICAR compliance requires CASPsto obtain authorization from a national
competent authority, meet capital requirements, and implement robust governance and operational
frameworks, including risk management and cybersecurity measures. Operational requirements
involve managing customer assets securely and transparently, and publishing detailed information
in white papers.?®

In the same context, EU adopted the regulation 2022/2554 concerning the Digital
Operational Resilience Act (DORA), which entered into force on 17 January 2025. DORA
complements and supplements the MICAR by establishing standards for Information and
Communication Technology (ICT) risk management for financial entities employing blockchain
technology. This regulation aims to enhance the digital resilience of economic entities. It ensures
that the integration of blockchain in financial services adheres to operational resilience and
cybersecurity standards, thereby addressing vulnerabilities in critical infrastructure that could
influence international trade finance and investment flows.?’* For a CASP, compliance with
DORA is essential for meeting MiCAR’s requirements. This approach ensures a strong operational
framework and compliant crypto asset management. Additionally, in 2022, the EU adopted
Regulation 2022/858, regarding the Pilot Regime for Market Infrastructures based on Distributed
Ledger Technology (DLT Pilot Regime). This regulation allows for temporary exemptions from
certain financial regulations to facilitate the testing of blockchain-based trading and settlement
systems. It establishes a provisional and simplified legal framework for market infrastructures to
experiment with and evaluate DLT applications, such as blockchain, in trading and settling
financial instruments.2"?

%5 According to Article 2 the Regulation applies to natural and legal persons that are “engaged in the issuance, offer
to the public and admission to trading of crypto-assets or that provide services related to crypto- assets in the Union”.
266 Stablecoins are a type of cryptocurrency that aims to keep a steady value. They are linked to a real-world asset,
such as a fiat currency (like the US dollar) or a commodity like gold; They are defined by the Financial Stability Board
(FSB) as privately issued “crypto-assets designed to maintain a stable value relative to another asset”; Cichon, (2024),
p. 80.

267 Divissenko, (2023), pp. 667,673.

268 \World Economic Forum Report, (October 2024), p. 9; Blockstand-INATBA Report, (April 2025), p. 10.

269 Article 59 MiCAR “Authorization”, para. 2 “Crypto-asset service providers authorised in accordance with Article
63 shall have a registered office in a Member State where they carry out at least part of their crypto-asset services.
They shall have their place of effective management in the Union [...]”

270 Article 4 dictates that issuers offering crypto-assets other than asset-referenced tokens (ARTS) or e-money tokens
(EMTs) must be legal persons and they shall prepare, and publish a crypto-asset white paper. Article 6 stipulates the
mandatory contents for the crypto-asset white paper that issuers of crypto-assets must draft and submit.

271 Supra note 267.

212 Article 1 of the DLT Regulation stipulates: “This Regulation lays down requirements in relation to DLT market
infrastructures and their operators in respect of: a) granting and withdrawing specific permissions to operate DLT
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Moreover, the European Union has strengthened this framework with the adoption of
elDAS 2.0, the revised regulation on electronic identification and trust services, which also entered
into force in 2024.27 eIDAS 2.0 establishes the European Digital Identity Wallet (EUDI Wallet)
and broadens the scope of legally recognized trust services to include electronic ledgers. This
expansion provides the necessary legal certainty for blockchain-based applications in identity
management, notarization, certification, trade documentation and the exchange of credentials
across borders.?’* Together, the MiCAR, the DORA, the DLT Pilot Regime, and eIDAS 2.0 form
the regulatory framework for the EU’s blockchain strategy, which encompasses financial markets,
digital assets, and digital identity.

At the institutional level, the European Blockchain Services Infrastructure (EBSI) is one
of the most ambitious public sector blockchain initiatives in the world. It establishes a network of
distributed nodes across all 27 EU member states, along with Norway and Liechtenstein. It was
launched in 2018 and aims to deliver cross-border public services that enhance trust among public
administrations, businesses, and citizens, and forming also the European Blockchain Partnership
(EBP).2"> EBSI’s core use cases directly support international trade and investment goals. This
includes notarization services that create trusted digital audit trails for trade documents, diploma
verification systems that facilitate the cross-border mobility of professionals, and European digital
identity capabilities that enable secure international transactions. Additionally, it provides trusted
data-sharing mechanisms that allow customs and tax authorities to exchange information
seamlessly. The infrastructure is designed with interoperability in mind, which creates
opportunities for hybrid public-private blockchain applications in international trade.

Furthermore, the European Parliament, even from 2020, has explicitly recognized
blockchain technology as a strategic tool for enhancing international trade and supply chains. By
its report in 2020276 it has highlighted blockchain’s applications in customs procedures, logistics,
intellectual property rights enforcement, and food safety traceability. Blockchain technology in
the Parliaments opinion is seen as a means of increasing transparency, reducing transaction costs,
and reinforcing compliance with environmental and labor standards. What is important is that in
the final chapter of the report, the Parliament proposed some policy options as well concerning
blockchain. These policy options included six overarching policy themes. These themes were: 1)
Customs facilitation through blockchain; 2) Involvement of Small and Medium Enterprises
(SMEs) in the blockchain sphere; 3) Sustainable trade through blockchain; 4) Leadership in
standardization of blockchain technology; 5) Evidence-based policy-making in the area of
blockchain and 6) Awareness raising for the use of blockchain.?’’

Nevertheless, it has to be stated that the most significant contradiction in the EU’S
blockchain framework lies in the conflicting requirements of the General Data Protection
Regulation (GDPR) and the immutable nature of blockchain technology. The GDPR assumes that

market infrastructures in accordance with this Regulation; b) granting, modifying and withdrawing exemptions
related to specific permissions; ¢) mandating, modifying and withdrawing the conditions attached to exemptions and
in respect of mandating, modifying and withdrawing compensatory or corrective measures; (d) operating DLT market
infrastructures [...]”

273 eI DAS was adopted by the Regulation 2024/1183 of 11 April 2024.

274 Blockstand - INATBA Report, (April 2025), p. 10.

215 See the website of EBSI, available here https://ec.europa.eu/digital-building-blocks/sites/spaces/EBSI/overview.
276 «Blockchain for supply chains and international trade”, Report on key features, impacts and policy options,
European Parliament, May 2020.

217 See Chapter 8 of the report “Policy options for the European Parliament”.
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personal data can be modified or erased to fulfill legal obligations, as outlined in Articles 16278
and 17. Article 17, which addresses the “right to erasure” (the right to be forgotten), mandates that
personal data must be deletable upon request.?’® In contrast, the core principle of blockchain
security relies on immutability, rendering data modification or deletion technically impossible
without jeopardizing the entire network.?®® The European Data Protection Board’s guidelines from
April 2025 mentioned that blockchain is “simply a technology like any other” and must comply
with GDPR requirements without exception.?®® However, proposed solutions like off-chain
storage with blockchain references or disposing of encryption keys fundamentally undermine the
transparency and verification benefits of blockchain. These solutions effectively require
sacrificing the essential properties of blockchain to achieve regulatory compliance, resulting in a
Pyrrhic victory for both innovation and data protection.?82

In summary, the EU’s approach to blockchain is marked by its aim to establish a
comprehensive regulatory framework along with strategic investments in infrastructure. The EBSI
along with EBP, the MICAR regulation, the DORA, the DLT Pilot Regime, and eIDAS 2.0
collectively showcase the Union’s ambition to set global standards. Additionally, initiatives that
focus on trade facilitation and supply chain governance highlight the integration of blockchain into
its wider policy objectives. Whether this model of “regulated innovation” will help the EU bridge
its commercialization gap remains uncertain. However, the EU’S commitment to legal certainty
and sustainability ensures that blockchain will continue to be a central aspect of the Union’s digital

policy.

4.2 The United States Perspective.

The regulatory environment for blockchain technologies in the United States contrasted
sharply with the European Union’s integrated framework. Instead of a unified legislative approach,
the United States had previously developed a fragmented, multi-layered system, characterized by
overlapping jurisdictional claims from federal agencies and significant regulatory experimentation
at the state level. However, throughout 2025, the US underwent a profound transformation in its
approach to regulating blockchain technology. It shifted from a fragmented “regulation by
enforcement” model to a more structured and comprehensive framework that seeks to balance
innovation with consumer protection and financial stability. This shift represents the most
significant regulatory development in the digital asset space since the advent of cryptocurrencies.
Its implications extend far beyond domestic markets, affecting international trade and cross-border
financial systems.

278 Article 16 GDPR “Right to rectification”.

279 Article 17 GDPR, “Right to erasure (to be forgotten)”, para. 1: “The data subject shall have the right to obtain
from the controller the erasure of personal data concerning him or her without undue delay and the controller shall
have the obligation to erase personal data without undue delay [...]".

280 7afar, (2025), p. 3.

281 The European Data Protection Board (EDPB) held its 104th plenary meeting on 8 April 2025, where it
adopted Guidelines 02/2025 on the processing of personal data through blockchain technologies. The EDPB stipulated
that organizations using blockchain technology must ensure their practices align with the GDPR. See for example pp.
10-14.

282 Supra note 280, pp. 12-14.
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Explicitly, in the same essence with MICAR, the most significant milestone in US
blockchain regulation occurred with the enactment of the Guiding and Establishing National
Innovation for US Stablecoins (GENIUS Act - S. 1582) on 18 July 2025.28 This landmark
legislation creates the first comprehensive federal framework for payment stablecoins, addressing
a critical gap in the regulatory landscape that had caused uncertainty for both domestic operators
and international trade participants.?®* Under the GENIUS Act, stablecoin issuers are required to
maintain a 1 to 1 basis reserve backing with liquid assets, such as insured bank deposits, short-
term treasury bills, and central bank reserves.?® This requirement directly addresses concerns
about financial stability and provides clarity for cross-border payment systems that increasingly
rely on stablecoins for efficient international transactions. The legislation explicitly prohibits
stablecoin issuers from paying interest or yields to holders, distinguishing these payment
instruments from investment products.?®® Importantly, the GENIUS Act includes federal
preemption provisions that standardize requirements across states, eliminating the complex
patchwork of state regulations that previously created compliance challenges for entities operating
across multiple jurisdictions. This federal standardization is particularly important for international
trade applications, as consistent regulatory treatment facilitates the cross-border adoption of
blockchain-based payment and settlement systems.

At the federal level, in general, the most influential actors are the Securities and Exchange
Commission (SEC)®7 and the Commodity Futures Trading Commission (CFTC)?%, which have
asserted jurisdiction over blockchain-based assets depending on their classification. On the one
hand, SEC’s approach to determining when cryptoassets are classified as securities has evolved
and is not well-established or clear. However, the test that the SEC typically relies upon has been
in existence for decades. Since the federal securities laws were not specifically designed to apply
to cryptoassets, they do not explicitly include these assets within the scope of the securities
statutes.?®® The test used by the SEC is the Howey test, which was developed by the US Supreme
Court in 1946.2°° The Howey test defines an investment contract under the Securities Act as “a
contract, transaction, or scheme in which an individual invests their money in a common enterprise
and expects to earn profits solely from the efforts of the promoter or a third party”.?** The Howey
test could be applied today with the following elements: i) An investment of money (or something
else of value), ii) a common enterprise, iii) the purchaser expects to receive profits and iv) the
expectation of profits is derived from the essential entrepreneurial efforts of others.?%? As a result

283 The U.S. Senate on 17 June 2025, and the U.S. House of Representatives one month later (July 17 2025), adopted
the Act.

284 Under para. 2 (22) of the Act, a payment stablecoin is “digital asset that is, or is designed to be, used as a means
of payment or settlement and the issuer of which (i) is obligated to convert, redeem, or repurchase for a fixed amount
of monetary value and (ii) represents it will maintain or create the reasonable expectation that it will maintain a
stable value relative to the value of a fixed amount of monetary value”.

285 Section 4(a)(1)(A) of the Act.

286 Section 4(a)(8), (9), (11) of the Act.

287 The Securities and Exchange Commission (SEC) supervises securities exchanges, securities brokers and dealers,
investment advisors, and mutual funds. Its goal is to promote fair dealings, disclose important market information,
and prevent fraud.

288 The Commaodity Futures Trading Commission (CFTC) protects the public from fraud, manipulation, and abusive
practices connected to the sale of commodity and financial futures and options.

289 Goforth, (2022), p. 117.

290 SEC v. W.J. Howey Co. case, 328 U.S., 1946.

291 |bid, pp. 298-299.

292 Supra note 289, pp. 118-119.
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of this test, many initial coin offerings (1COs)?*® and tokenized investment contracts have been
classified as securities, thereby triggering registration and disclosure obligations under the
Securities Act of 1933 and the Securities Exchange Act of 1934.

On the other hand, CFTC recognizes cryptocurrencies like Bitcoin and Ethereum as
commodities under its authority. This means they fall under the Commodity Exchange Act?,
especially concerning derivatives and anti-fraud enforcement. This situation has created a lot of
legal uncertainty, as how tokens are classified often relies on facts that can differ from case to case.
For this reason, the House of Representatives passed the Digital Asset Market Clarity Act of 2025
(H.R. 3633), which is an attempt to resolve jurisdictional ambiguities between the SEC and the
CFTC. Under the legislation, the CFTC will have primary jurisdiction over digital commodities
(decentralized, blockchain-based assets that do not qualify as securities), while the SEC will retain
authority over digital asset securities.?®> Moreover, on 2 September 2025, the SEC and CFTC
issued a groundbreaking joint statement clarifying that current law does not prohibit neither SEC
nor CFTC from facilitating trading in certain spot crypto asset products. This coordination marks
an unprecedented level of regulatory cooperation, providing market participants with more choices
and options within the existing regulatory framework.?%

A significant case that is worth mentioning regarding SEC policies is the Ripple case. In
December 2020, the SEC sued Ripple Labs Inc., a Delaware corporation founded in September
2012 with its principal place of business in San Francisco. The SEC alleged that Ripple conducted
an unregistered securities offering worth over $1.3 billion by selling XRP tokens.?®” The SEC
argued that XRP qualified as an “investment contract” under the Howey Test.?®® The court
delivered a nuanced ruling. The Programmatic sales of XRP (on public exchanges) in the court’s
view were not considered securities. The court determined that anonymous buyers in the secondary
market did not have a reasonable expectation of profits from Ripple’s managerial efforts. Thus,
XRP sales to retail customers via exchanges were not classified as securities.?® On the contrary,
the Institutional sales of XRP (to sophisticated investors) were considered securities. Ripple made
direct sales to institutional investors, which included contractual obligations and promotional
materials, suggesting a reasonable expectation of profit under the Howey Test. These sales to
institutional investors were deemed as securities offerings.3%° As a result, Ripple was fined $125
million and subjected to an injunction regarding its institutional sales. Although the SEC initially
pursued an appeal, it was abandoned in March 2025. On 7 August 2025, both parties jointly moved
to dismiss all remaining appeals, officially concluding the case.

The Ripple decision is significant because it clarifies that the classification of digital assets
under US law depends not on the asset itself but on the context of the transaction. While retail

293 An Initial Coin Offering (ICO) is a way for startups to raise money by selling digital tokens to investors. They
maintain to do this to raise capital for a new project, service, or blockchain application.

2% The Commodity Exchange Act (CEA) is a US federal law established in 1936 that regulates the trading of
commodity futures and options in the United States.

2% The full text of the Digital Asset Market Clarity Act is available here https://www.congress.gov/bill/119th-
congress/house-bill/3633/text.

2% The Joint Statement is available here https://www.sec.gov/newsroom/speeches-statements/sec-cftc-project-crypto-
090225.

297 XRP is a digital asset native to Ripple’s blockchain and is also developed and partially managed by the same
company.

29 SEC v Ripple Labs Inc. case, SDNY, SEC, Complaint, 20 Civ. 10832, (22 December 2020).

299 SEC v Ripple Labs Inc. case, No 20-cv-10832, SDNY, (13 July 2023), pp. 23-25.

300 1hid, pp. 16-21.
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exchange sales of XRP fell outside the SEC’s jurisdiction, institutional sales established a
securities relationship under the Howey Test.

Lastly, other federal agencies have also become involved in regulation. The Financial
Crimes Enforcement Network (FInCEN)3' plays an important role in blockchain regulation
through its oversight of anti-money laundering (AML) and Bank Secrecy Act (BSA)*?
compliance. FinCEN’s framework requires cryptocurrency businesses that operate as money
services businesses to register with the agency. They shall also implement effective AML
compliance programs.

In addition, the regulatory landscape at the state level plays a pivotal role. States present
significant complexity, with jurisdictions adopting vastly different approaches to blockchain and
cryptocurrency regulation. This diversity creates both opportunities and challenges for businesses
operating across multiple states. The most prominent example is Wyoming, which has enacted a
series of blockchain-friendly laws that recognize the legal status of decentralized autonomous
organizations (DAOs), establish special purpose depository institutions (SPDIs) for digital assets,
and grant digital asset custodianship rights. As a result, Wyoming has positioned itself as the most
crypto-friendly jurisdiction in the United States. The state’s approach facilitates blockchain
innovation while also providing necessary consumer protections.®® Moreover, lllinois has recently
passed comprehensive digital asset legislation through the Digital Assets and Consumer Protection
Act and the Digital Asset Kiosk Act, both enacted in August 2025. These laws create state-level
oversight mechanisms while recognizing federal authority where applicable, representing a
balanced approach to regulating emerging technologies.®®* In contrast, New York maintains the
most restrictive regulatory environment through its BitLicense regime, which requires extensive
licensing and compliance procedures for cryptocurrency businesses. While this approach offers
strong consumer protection, it has faced criticism for creating barriers to innovation and market
entry. All these state-level innovations reflect the traditional US model of regulatory competition,
where jurisdictions compete to attract blockchain businesses through tailored legal frameworks.
However, this patchwork approach can lead to fragmentation and forum shopping, creating risks
for businesses and regulators alike.

The US blockchain regulatory framework has significant implications on international
trade facilitation, international investments and WTO compliance. As | have analyzed before,
Blockchain technology can improve customs procedures, increase supply chain transparency, and
lower trade documentation costs. This also fits well with the goals of the TFA. This very recent
legislation that establishes clear federal standards removes a major obstacle to blockchain adoption
in international trade for the US. With standardized regulatory treatment, US businesses can create

301 FinCEN aims to protect the financial system from illegal activities like money laundering, and to support national
security through the strategic use of financial authorities and the collection, analysis, and sharing of financial
intelligence.

302 The Bank Secrecy Act (BSA) is a 1970 U.S. law that requires financial institutions to keep records and file reports
on certain financial transactions to detect and prevent money laundering, terrorist financing, and other unlawful
activities.

303 Wyoming Senate File 38, also known as the Decentralized Autonomous Organizations Supplement, established
the first legal framework in the United States for Decentralized Autonomous Organizations (DAOSs) by allowing them
to form as Limited Liability Companies (LLCs). It was signed in April 2021 and entered into force on 1 July 2021
(https://www.wyoleg.gov/2021/Introduced/SF0038.pdf).

304 Digital Assets and Consumer Protection Act (DACPA), SB 1797 / HB 0742.
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blockchain-based trade solutions with more confidence in their legal standing and ability to operate
across borders.3%

The US blockchain technology framework marks a fundamental shift toward coordinated
and comprehensive regulation since it aims to balance innovation with proper oversight. The recent
legislative achievements of 2025 (like the GENIUS Act), provide regulatory clarity while
maintaining flexibility for technological development. The framework’s multi-layered structure,
encompassing federal legislation, agency coordination, and state-level implementation, creates
both opportunities and challenges for market participants and, in general, it facilitates the adoption
of blockchain technology for trade and international investments.

4.3 Pro-Innovation Jurisdictions.

Beyond the approaches of the EU and the US, several jurisdictions have adopted pro-
innovation regulatory strategies for blockchain technologies, offering valuable insights into how
to balance technological advancement with legal certainty. Notably, Singapore, China, the UAE,
and Switzerland serve as focal points for analyzing blockchain legal frameworks. The selection of
these States was made because these regions are recognized for their comprehensive regulatory
approaches that merge innovation with investor protection, thereby creating a climate of legal
certainty while promoting technological advancements in blockchain applications. Each of these
jurisdictions presents unique regulatory models that span the range of pro-innovation blockchain
governance, from technology-neutral frameworks to state-controlled networks. This variety
provides essential insights for blockchain enterprises in search of optimal regulatory environments.

4.3.1 Singapore.

Singapore has established itself as a leading global hub for blockchain technology by
integrating regulatory clarity, licensing frameworks, and a sandbox approach for innovation. The
primary regulatory framework is the Payment Services Act 2019 (PSA)*, which introduces a
licensing regime for digital payment token (DPT) services, overseen by the Monetary Authority
of Singapore (MAS).2%” The PSA outlines clear requirements regarding capital, risk management,
consumer protection, and anti-money laundering (AML) compliance. It also allows the MAS to
adjust requirements based on the level of risk.2® Under the PSA framework, crypto service
providers must obtain either a Standard Payment Institution License, which is for monthly
transaction volumes of up to SGD 3 million, or a Major Payment Institution License for volumes
exceeding SGD 3 million. These licenses include as well strict requirements for AML and

305 See the PwC Global Crypto Regulation report of March 2025, pp. 8-9.

306 The Payment Services Act (PSA) is a law enacted in Singapore that establishes a regulatory framework for payment
systems and payment service providers. It was enacted in 2019 and it came into force on 28 January 2020 (the guide
is available here https://www.mas.gov.sg/-/media/mas/regulations-and-financial-stability/requlations-guidance-and-
licensing/payment-service-providers/guide-to-the-payment-services-act-2019.pdf).

307 The Monetary Authority of Singapore is the country’s central bank and integrated financial regulator. It oversees
monetary policy, banking, insurance, securities, and the financial sector to ensure stability and promote economic
growth.

308 Sufian et al, (2024), p. 8; The MAS employs a technology-neutral, risk-based supervisory approach, applying the
principle of "same risks, same rules," irrespective of the underlying technology.
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Counter-Terrorism Financing compliance.®® In this sense, studies have projected that Singapore’s
blockchain sector could reach US $2.6 billion by 2030 (compound annual growth rate of
32.5%).310

Additionally, Singapore has pioneered the use of regulatory sandboxes, which enable
companies to test blockchain-based financial products under less stringent regulatory
conditions.®! MAS’s Project Guardian, a public—private initiative to explore asset tokenization
and decentralized finance within a controlled environment, supplements this approach.3'? Most
importantly, Singapore has also advocated for blockchain technology in trade facilitation, as
evidenced by the TradeTrust platform, which was analyzed in previous sections.®® As it was
mentioned before, this platform utilized distributed ledger technology to verify and exchange
electronic trade documents and it was aligned with the UNCITRAL MLETR. Therefore,
Singapore’s framework focuses on technological neutrality and risk-based proportionality. This
enables it respond quickly to new use cases while providing clear regulations, via MAS actions.

4.3.2 China.

China presents a paradoxical situation regarding blockchain technology and
cryptocurrencies. On the one side, it has banned most private crypto-asset activities while, on the
other side, it has simultaneously promoting state-led blockchain adoption on an unprecedented
scale. The Cybersecurity Law of the People’s Republic of China®'* and the Blockchain Information
Service Management Regulations®'® establish the legal framework for blockchain oversight under
the Cyberspace Administration of China (CAC). All blockchain service providers must register
with the CAC, according to its articles.®'® However, the People’s Bank of China (PBoC)*!’ and
other regulators have prohibited initial coin offerings, crypto exchanges, and crypto mining,
viewing them as threats to financial stability. 3

In addition, China’s most significant blockchain innovation is the Blockchain Service
Network (BSN), a government-backed infrastructure launched in 2020. The BSN functions as a
national blockchain platform, providing developers with standardized and cost-effective access to
distributed ledger technology while ensuring state oversight. The network integrates both

309 See the guide for the Payment Services Act 2019, pp. 6, 9-10.

310 Sypra note 308.

311 See the Fintech Regulatory Sandbox Guidelines by MAS, (January 2022), p. 4.

312 Project Guardian, Report by MAS and Bank of International Settlements (BIS), (June 2023), p. 9.

313 See subchapter 2.2.1 regarding “Customs and Supply Chain Management” in Trade Facilitation.

314 The PRC Cybersecurity Law entered into force in June 2017. It requires network operators to protect personal
information and data integrity. They must store data within China and follow government security reviews and
requests for source code and other information.

315 The Cyberspace Administration of China (CAC) released the Blockchain Information Management Regulations in
January 2019. These regulations took effect the following month. They followed a draft from October 2018 and outline
basic content and registration rules for entities that provide blockchain functionality as a service. The translated text
is available here https://digichina.stanford.edu/work/translation-blockchain-information-service-management-
regulations-2019.

316 See articles 8, 10, 12 and 14 of the Blockchain Information Management Regulations.

317 The People’s Bank of China is the central bank of the People’s Republic of China. It is charged with formulating
and implementing monetary policy and maintaining financial stability.

318 See for example The PBoC’s 2017 Notice on Preventing Risks of Token Offerings, which is also called the Initial
Coin Offering or ICO ban. This notice declared 1COs illegal for fundraising. It required also completed offerings to
return funds to investors and barred financial institutions and token exchanges from taking part in ICO-related
activities.
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permissioned domestic services and international public blockchain frameworks, with separate
platforms for domestic and international users to comply with regulatory requirements.3°

Furthermore, China has taken the lead in creating the Digital Yuan (e-CNY), a central bank
digital currency that incorporates blockchain-inspired architecture for secure and programmable
payments. The e-CNY offers round-the-clock services to the public, ensuring maximum
accessibility for users. It also improves efficiency with settlement occurring upon payment and
can handle up to 10,000 transactions per second, significantly enhancing the performance of the
central bank’s payment system.3%

Hence, China’s model can be described as an authoritarian innovation, which is
characterized by a centralized, state-driven approach to adopting blockchain technology without
allowing decentralization, individual intervention or private token markets. This approach
illustrates that blockchain can be scaled without relying on liberal market structures. Nevertheless,
this comes at the expense of openness and private innovation and serves as a contrast to the market-
driven models found in the US and Singapore, as well as the regulated frameworks seen in the EU.

4.3.3 The United Arab Emirates.

The United Arab Emirates (UAE) has adopted an innovation-driven model that encourages
experimentation with blockchain technology through strategically permissive special economic
zones. It has established a multi-layered regulatory framework to accommodate various blockchain
business models across different jurisdictions within the federation.

Specifically, the Dubai International Financial Centre (DIFC)%! and Abu Dhabi Global
Market (ADGM)®*?? have developed their own independent regulatory frameworks tailored
specifically for digital assets. For instance, ADGM introduced a comprehensive crypto asset
regulatory framework in 2019, becoming one of the first regions to license crypto exchanges and
custodians under a clear prudential regime.®?* However, the more recent “Guidance — Regulation
of Virtual Asset Activities in ADGM?” broadens, updates, in some respects replaces, and subsumes
the older frameworks, like the previous one.3?* The new framework uses the term “virtual assets”,
to include broader asset classes such as stablecoins.®® Additionally, in 2022 under Law No. 4,
Dubai launched the Virtual Assets Regulatory Authority (VARA), the first standalone regulator
focused solely on virtual assets.®?® VARA has issued specific rulebooks concerning licensing,
market conduct, custody, and the issuance of virtual assets, with the aim of creating a predictable
legal environment that can attract international firms.

319 Kuo, Shyu, (2021), p. 14.

320 Mu in Dombret, Kenadjian (eds.), (2023), p. 180.

321 The Dubai International Financial Centre is a leading financial center in Dubai. It is known for its independent
regulatory framewrok, common law system, and tax-friendly environment that support international business and
finance. It operates under an independent regulator and a judicial system based on English common law.

322 Abu Dhabi Global Market is an international financial center in the capital of the United Arab Emirates. It operates
as a free zone, with its own civil and commercial laws based on English common law. It serves as a hub for banking,
asset management, fintech, and corporate services in the Middle East.

323 See Financial Regulatory Authority, Guidance — Regulation of Crypto Asset Activities in ADGM, (14 May 2019).
324 Guidance — Regulation of Virtual Asset Activities in ADGM (VER07.100625) of 10 June 2025.

325 ADGM has moved from a more general/regime-launch stage (crypto assets) into a more mature regulatory regime
(virtual assets) to keep pace with innovation and risks. This newer guidance gives more certainty to firms wishing to
engage in virtual asset-related activities.

328 Chapter 2 “Regulatory Framework of VARA”, Article 4 “Establishment of VARA” of Law No.4 of 2022.
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The important thing is that each regulatory authority has distinct licensing regimes
designed for specific market segments and risk profiles. For example, VARA primarily focuses on
retail and commercial virtual asset services, while the Financial Services Regulatory Authority of
ADGM provides frameworks to institutional investors and sophisticated market participants.
Furthermore, the UAE government is actively promoting state-led blockchain adoption through its
UAE Blockchain Strategy 2031, which is a federal policy initiative started by the UAE to use
blockchain and distributed ledger technology to improve government efficiency, promote digital
transformation, and make the UAE a global center for blockchain innovation.3?’

The UAE’s approach shows how regulatory competition works with special zones.
Blockchain technology firms can choose between the legal regimes of DIFC, ADGM, and VARA.
By speeding up the adoption of blockchain frameworks, UAE has emerged as a regional
blockchain hub, hosting leading exchanges and fintech companies.

4.3.4 Switzerland.

Switzerland from its part has adopted a “technology-neutral” yet highly facilitative legal
framework, positioning itself as a global center for blockchain finance. In detail, Switzerland’s
blockchain regulation is primarily governed by the Federal Act on the Adaptation of Federal Law
to Developments in Distributed Ledger Technology (DLT Act), which came into effect on 1
August 2021. This DLT Act serves as “umbrella legislation” amending ten existing federal laws
to create legal clarity for blockchain applications without establishing sector-specific regulations.
One of the key features of the DLT Act is the legal recognition of securities based on distributed
ledger technology. This allowed for the tokenization and digital transfer of assets in a legally sound
manner. As a result, companies could issue shares or bonds directly on the blockchain, thereby
eliminating the need for intermediaries such as banks or stock exchanges and significantly
lowering transaction costs.3?® By officially recognizing blockchain-based securities, Switzerland
has streamlined the process for businesses to engage in transactions using DLT while also
enhancing investor protection by ensuring that these digital assets are regulated within the existing
legal framework.®?® Additionally, the DLT Act clarifies legal procedures for bankruptcy
proceedings involving digital assets. This provides greater certainty for both creditors and debtors
in cases of insolvency, which is a crucial step in building trust in blockchain technologies and
promoting the broader adoption of digital assets within Switzerland's financial system. %

In addition, the Swiss Financial Market Supervisory Authority (FINMA) applies a
principle-based, technology-neutral approach that emphasizes in the saying of “same risks, same
rules”, regardless of the underlying technology. Instead of creating entirely new regulations,
FINMA has chosen a strategy that applies existing financial laws to new technologies while
adapting them as needed to accommodate the unique features of blockchain-based assets. In 2018,
FINMA released guidelines for the regulation of 1COs, becoming one of the first regulators
globally to do s0.33! These guidelines classify tokens into three broad categories: a) payment
tokens, which function as digital currencies, b) utility tokens, which provide access to specific

327 This strategy has several accomplishments, including government integration, with over 24 blockchain use cases
implemented across sectors such as healthcare, transportation, and real estate; See Alketbi et al., (2025), pp. 6-7.

328 Zehnder, (2024), pp. 48-49.

329 | bid.

330 |bid.

331 |bid, p. 48.
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services and c) asset tokens, which represent assets such as bonds or shares.33? This classification
system enables FINMA to apply relevant existing laws to each category, ensuring that blockchain-
based financial activities are subject to the same regulatory oversight as traditional financial
instruments.

Finally, it is important to be stated that the Swiss canton of Zug is known as “Crypto
Valley” and hosts a high concentration of blockchain firms, benefitting from regulatory clarity
established under federal law.33® Therefore, Switzerland’s success lies in its predictable, principle-
based approach, which provides clarity for institutional investors and facilitates cross-border
tokenised finance. Its financial rules for blockchain and digital currencies are among the most
progressive and flexible in the world. It shows as well a strong understanding of the need to
embrace financial innovation while keeping a solid regulatory environment that ensures market
stability, protects investors, and meets international standards.

4.3.5 Thoughts — Mini Conclusion.

These four jurisdictions analyzed above (Singapore, Switzerland, the UAE and China)
represent the most significant approaches to blockchain regulation internationally, each one
addressing different aspects of the blockchain technology’s legal integration. Singapore and
Switzerland offer technology-neutral frameworks that adapt existing financial regulations to
incorporate blockchain applications. The UAE, from its perspective, showcases multi-
jurisdictional specialization, while China exemplifies state-controlled adoption of blockchain
technology. The regulatory approaches of these jurisdictions influence global standards and
provide templates for other regions to develop their own blockchain frameworks. They stand at
the forefront of blockchain regulation, each contributing unique methods for managing distributed
ledger technology within established legal systems. Together, they illustrate that pro-innovation
regulatory strategies are not one-size-fits-all. While these models have effectively attracted
blockchain investment and pilot projects, they also, nevertheless, raise some concerns regarding
regulatory fragmentation or excessive state control. For the fields of international trade and
international investment law, these jurisdictions demonstrate that tailored regulatory frameworks
can facilitate blockchain adoption. However, there is a chance that their differing approaches might
complicate the efforts toward global regulatory convergence. Their experiences underscore a
fundamental tension in blockchain governance: how to balance legal certainty, incentives for
innovation, and cross-border compatibility.

332 See the Guidelines for enquiries regarding the regulatory framework for initial coin offerings (1COs), (16 February
2018), Section 3.1, p. 3.
333 Supra note 328.
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Chapter 5 - Challenges and Risks to Blockchain Adoption in
International Trade and Investment.

5.1 Challenges regarding Blockchain Application in Trade and Investment.

While the previous chapters have shown that blockchain technology has the potential to
transform international trade and investment regimes by promoting transparency, trust, and
automation, its implementation within the current framework of international economic law faces
significant legal and institutional challenges. These issues are not just related to technological
readiness or market adaptation but they also stem from a fundamental misalignment between the
decentralized nature of blockchain systems and the centralized, sovereignty-based structures of
international economic law. The international trade regime, centered on the WTO, was established
to regulate the cross-border movement of tangible goods and services under the authority of states.
Similarly, the investment protection framework, built on thousands of BITs and enforced through
ISDS, assumes the existence of identifiable legal entities, territorial jurisdiction, and enforceable
rights and obligations. In contrast, blockchain infrastructures are borderless, decentralized, and
often pseudonymous, lacking centralized control or legal personhood. This structural mismatch
leads to legal uncertainties regarding the recognition, enforceability, and liability of blockchain-
based transactions within international law. Due to these challenges, despite the potential of
blockchain technology to enhance trust, transparency, and efficiency, its adoption in global trade
and investment is hindered by substantial structural, legal, and institutional obstacles. In this
subchapter, I will focus on the various challenges that the adoption of blockchain technology faces
in the fields of international trade and international investment.

5.1.1 Lack of International Legal Harmonization.

One of the most significant challenges in the realm of blockchain-based trade and
investment transactions is the lack of harmonized international legal frameworks. The global
landscape for blockchain regulation is highly fragmented, resulting in a complicated web of
inconsistent regulations that hinder international trade facilitation. Different countries have
adopted a variety of approaches, ranging from comprehensive regulatory frameworks to complete
prohibitions.33*

The WTO has not established binding rules concerning distributed ledger technologies.
While the TFA promotes paperless trade, it does not specifically address blockchain technology.
Pilot projects have demonstrated blockchain’s potential in WTO procedures. However, legal
fragmentation prevents these pilots from scaling on a global level.®*® Advancements that are more
concrete have been made through the UNCITRAL, particularly with the above-mentioned
adoption of the UNCITRAL MLETR.3%® This framework allows for the legal use of electronic

334 See for example the previous chapter where the different legal frameworks of blockchain technology in different
countries are analyzed.

335 Ganne in Burri (ed.), (2021), p. 141.

336 See subchapter 2.2.2.
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transferable documents, such as bills of lading. Despite this, only a limited number of states,
including for example Singapore and Bahrain, have implemented the MLETR, while major
economies, such as the European Union and the United States, have not.*¥’ This legal
fragmentation results in a recognition gap, where blockchain-based trade documents and smart
contracts often lack cross-border validity. Consequently, trade is forced to maintain parallel paper
systems.

In the realm of investment law, most BITs and Free Trade Agreements (FTAS) were
established before blockchain technology became prevalent and do not account for tokenized or
digital assets. This creates uncertainty regarding whether these assets qualify as protected
“investments”.33® There are significant structural challenges in applying International Investment
Agreements (11As) to Information and Communication Technology (ICT) due to the nature of their
definitions and composition.®*® One major issue is the inconsistency in terms and coverage
outlined in these agreements, especially regarding investments in the intellectual property and
digital assets of the ICT sector. For instance, while I1As typically include broad, asset-based
definitions of investment, they often do not recognize digital assets. As a result, claimants seeking
protection for these types of assets must prove that they qualify as investments.34

Additionally, the rapid evolution of blockchain technology creates a constantly shifting
landscape for regulatory frameworks. New applications and business models are continuously
emerging, transforming cross-border trade. This dynamic environment makes it difficult to
establish fixed, multilaterally negotiated regulations, as any frameworks developed may quickly
become outdated. Regulatory agencies often find it challenging to keep pace with the fast-evolving
technology, leading to disagreements about the role of blockchain in international trade
ecosystems. The speed of technological advancement often surpasses the development capacity of
regulatory frameworks across multiple jurisdictions.®** Many existing regulations designed for
traditional financial systems are inadequate for addressing the unique characteristics of blockchain
technology. This regulatory lag introduces uncertainty for businesses that utilize blockchain,
creating barriers to economic empowerment, particularly for marginalized players in international
trade.

5.1.2 Legal Recognition of Cross — Border Blockchain Transactions.

A related challenge is the lack of formal legal recognition for blockchain-based
transactions and records. Legal systems generally do not regard data recorded on distributed
ledgers as equivalent to traditional paper documents. The legal validity of blockchain transactions
remains uncertain in many jurisdictions, which creates significant obstacles for trade facilitation.
Different States have varying approaches to recognizing blockchain-based records and smart
contracts as legally binding agreements. The limited adoption of the MLETR has left blockchain-
based documents with ambiguous legal standing. While the model law’s technology-neutral

337 See supra note 335.

338 See subchapter 3.2.1.

339 Polanco, (2023), p. 577.

340 |bid.

341 United Nations Economic and Social Commission for Western Asia (ESCWA), Blockchain for trade facilitation —
Guide for Governments, (2023), p. 65.
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approach supports the use of blockchain applications, practical implementation requires
coordinated national legislation.

The legal status of cross-border blockchain transactions and smart contracts is also
uncertain, partly due to the absence of a unanimous definition for the terms “blockchain” and
“smart contract”. The term blockchain is often used generically to refer to DLT technology, but it
can also refer interchangeably to specific blockchain protocols, services, business applications,
and platforms. This inconsistency creates confusion, especially for those outside the expert
community. Various international initiatives have been launched to develop common
definitions.34?

Smart contracts from their perspective, pose unique challenges for legal recognition. The
European Law Institute’s®*® principles acknowledge that smart contracts can constitute legally
binding declarations when their execution can reasonably be interpreted as the declarations of
intent from the relevant parties.®** However, determining when the automated execution of code
qualifies as valid contractual performance remains complex. Formal validity requirements further
complicate the recognition of smart contracts. While blockchain technology may meet the
underlying purposes of these formal requirements, blockchain records alone may not satisfy
traditional written form requirements. To achieve legal validity, smart contracts must comply with
electronic signature requirements under frameworks like eIDAS.3*® Without explicit legal
recognition, blockchain smart contracts remain legally precarious and often unenforceable.

5.1.3 Applicable Law, Liability and Enforcement Gaps — Decentralized Responsibility.

Blockchain’s decentralized nature, in both permissionless and permissioned blockchain
applications creates significant challenges related to jurisdiction, liability, and enforcement.
Explicitly, traditional legal frameworks assign liability to identifiable individuals. However,
blockchain technology operates on a decentralized network, which complicates the determination
of applicable laws and jurisdictions for disputes related to blockchain transactions and smart
contracts. Since nodes can be located anywhere in the world, identifying the relevant laws and
regulations for a specific application can be challenging, especially for public permissionless
blockchain platforms.#® One might argue that each transaction falls under the jurisdiction of every
participant’s location in the network. Nevertheless, the anonymous nature of blockchain makes it
extremely difficult, if not nearly impossible, to identify the responsible entity and to determine
where the disputed transaction occurred.34

This decentralized architecture of blockchain creates significant challenges in attributing
liability, leading to gaps where identifying responsible parties becomes very difficult or even
impossible. The anonymity of blockchain participants further complicates the identification of
potentially liable entities.®*® The issue of smart contract liability is also particularly complex since

342 Ganne in Burri (ed.), (2021), p. 143.

343 The European Law Institute is an independent, non-profit legal organization was founded in 2011 and is based in
Vienna, Its mission is to improve the quality, coherence, and development of European legal systems, and to contribute
to better law-making in Europe. The ELI does not have formal legislative power. It is not an EU institution, so it
cannot make binding legislation or regulations. However, ELI’s documents are highly respected soft-law instruments.
344 ELI Principles on Blockchain Technology, Smart Contracts and Consumer Protection, Report, (2023), pp. 23-24.
345 For the eIDAS framework, see chapter 4.1; bid, pp. 33-34.

346 Szabho et al., (2024), pp. 7-8; Ganne in Burri (ed.), (2021), pp. 144-145.

347 |bid.

348 Frommelt, (2021), pp. 197-198.
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the parties to a smart contract are located in different States and they have a different role in the
platform. It remains unclear whether liability should rest with the developers, users, or the
blockchain platforms themselves.®*°

Moreover, enforcing blockchain-related judgments and arbitration awards across borders
faces significant challenges.®° The pseudonymous nature of blockchain transactions complicates
enforcement, especially when it comes to identifying assets for recovery. Traditional enforcement
mechanisms rely on the assumption that counterparties are identifiable and assets are locatable,
which may not be the case in decentralized blockchain environments. Arbitration awards that
involve cryptocurrency present particular enforcement challenges. In some jurisdictions, courts
have refused to enforce cryptocurrency-related arbitration awards based on the notion of public
policy.®! For example, the Court of Appeal of Western Central Greece ruled in 2021 that
recognizing a US arbitral award granting damages in Bitcoin would violate Greek public policy,
as Bitcoins is a digital asset and cryptocurrency is not recognized as legal currency under Greek
law and the regulations set by the European Central Bank.3%?

In addition to liability issues, another crucial concern is whether blockchain-based
transactions can be considered admissible evidence in court. A notable development in this area
occurred when China’s Supreme Court ruled in September 2018 that evidence authenticated by
blockchain is binding in legal disputes. Although this ruling is an important advancement, it does
not resolve all issues. Courts may still have concerns about the admissibility of blockchain-based
transactions as evidence unless the true identities of the participants in the transaction can be
established, which can be challenging in public blockchains.®>

5.1.4 Data Flows, Data Privacy and Digital Divide.

A significant challenge arises from the governance of cross-border data flows and the
conflicting data privacy regimes that apply to blockchain-based systems. As international trade
and investment increasingly rely on the free movement of data across borders, blockchain’s
distributed architecture often requires data to be replicated across multiple jurisdictions
simultaneously. This can create conflicts with data localization and privacy regulations. The cross-
border nature of blockchain necessitates unrestricted data flows. Without a universal approach to
these issues, regulatory fragmentation could hinder the development of a technology that holds
great promise for facilitating global cross-border transactions.®®* This problem is particularly
pronounced under data protection regimes such as the GDPR of the EU.3®

The GDPR applies to the processing of all personal data belonging to individuals in the EU
unless the data has been anonymized. Personal data is defined as “any information relating to an

349 |bid.

350 See also subchapter 3.3.

%1 See Article V(2)(b) of the New York Convention regarding the notion of public policy for the refusal of
enforcement of an investment award: “[...] b) The recognition or enforcement of the award would be contrary to the
public policy of that country”. Public policy is related to the State’s basic notions of morality and justice; See Reinisch
in Yannaka-Small (ed.), (2018), p. 807.

352 Decision No. 88/2021 by the Court of Appeal of Western Central Greece, which upheld the Decision No. 193/2018
of the Court of First Instance. The court also mentioned that Bitcoin is a digital unit of value that can be exchanged
online and has no physical form and it is created d monitored by a network of computers using complex mathematical
formulas, rather than by a single authority or organization.

33 Ganne in Burri (ed.), (2023), p. 145.

4 Ibid, p. 146.

35 Szaho et al., (2024), p. 8; See also subchapter 4.1.
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identified or identifiable natural person”.3%® Anonymization requires not only that it be impossible
to identify the individual but also that the process be irreversible. Non-anonymous data, including
pseudonymous data, remains subject to the GDPR. This raises the question of whether
blockchain’s characteristics make it possible to anonymize data, thereby exempting blockchain
data from the GDPR’s scope.®®’

Two key provisions of the GDPR appear to be incompatible with blockchain technology:
the “right to rectification”3*® and the “right to be forgotten”. 3*° These rights grant individuals the
ability to rectify their data or request its deletion. The quasi-immutable nature of blockchains
makes it very challenging to update, erase, or alter data. However, the GDPR does not explicitly
define what constitutes erasure.®° For this reason, it can be suggested that a possible solution is to
keep personal data off the blockchain, while only exposing its evidence (in the form of a
cryptographic hash®?) to the chain. This approach would maintain the integrity of transactions
while allowing for the possibility of deleting the transaction itself. If the external data is deleted,
the hash stored on the blockchain would then point to a location that no longer exists. %2

It has to be stated nevertheless, that the GDPR has limited direct relevance to international
trade in goods and international investment since most information in trade documents pertains to
companies rather than individuals. It can only affect it in situations like when the contact details
of a person at a firm must be provided.3%

Furthermore, the so-called “digital divide” imposes challenges for the international
application of blockchain technology. Digitalization and the digital economy that includes
blockchain technology may exacerbate existing inequalities, further disadvantage developing
countries, and exclude their populations from opportunities to enhance their economic capabilities.
As technology advances, the potential for a digital divide among States increases.®®* At an
individual level, digital technologies create a stark divide between those with Internet access and
those without, as well as between those with reliable connectivity and those with poor service.
There is also a growing divide between individuals who can code and have expanded knowledge
on how blockchain technology works and those who cannot. For instance, crypto assets may
become accessible only to individuals who have both Internet access and coding skills. Developing
countries often lack the regulatory and technical capacity to comply with advanced data protection
frameworks. This limitation restricts their ability to participate in blockchain-enabled trade
networks.®%® From a global perspective, digital technologies can also have negative impacts on the
physical environment, potentially leading to catastrophic consequences. The expansion of the
digital economy, particularly in areas like data mining, may result in significant environmental
harm that will eventually need to be addressed.®®® Without any support to unify and harmonize

356 Article 4 (1) of the GDPR “[...] an identifiable natural person is one who can be identified, directly or indirectly,
in particular by reference to an identifier such as a name, an identification number, location data”.

357 Supra note 353, p. 146.

358 Article 16 of the GDPR “Right to rectification”.

39 Article 17 of the GDPR “Right to erasure (right to be forgotten)”.

360 Supra note 353, p. 148.

361 A hash is a math function that inputs data of any size and generates a fixed-size output that is encrypted.
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data governance and privacy standards, blockchain technology may actually reinforce existing
imbalances in international trade and investment instead of reducing them.

The above analysis reveals that blockchain technology’s potential for transforming
international trade and investment facilitation faces substantial legal and regulatory obstacles. The
path forward requires coordinated international efforts to develop harmonized regulatory
frameworks while preserving blockchain technology’s innovative potential. However, success
ultimately depends on addressing fundamental tensions between blockchain’s decentralized,
immutable characteristics and traditional legal system requirements for centralized responsibility
and transaction reversibility. Creative legal solutions, such as hybrid governance frameworks
combining decentralized architecture with regulatory oversight, may provide pathways for
reconciling these competing demands.

5.2 Risks of Applying Blockchain Technology in International Trade and
International Investment.

The integration of blockchain technology into international trade and investment systems
presents a complex array of opportunities and risks that require careful analysis. While blockchain
offers the promise of increased transparency, efficiency, and security in cross-border transactions,
its implementation introduces various risks across technical, cybersecurity, market, financial, and
regulatory dimensions. Unlike the challenges discussed in section 5.1, which arise from the
external legal and institutional environment, these risks are inherent to the blockchain technology
itself. They can threaten the stability, predictability, and legitimacy of international economic
governance. In the following section, I will provide a brief overview of the interrelated categories
of risk associated with the use of blockchain in international trade and international investment.

5.2.1 Technical Risks.

Blockchain networks encounter significant technical and scalability®® limitations,
hindering their ability to process transaction volumes typical of international trade and
investment.®%® For instance, blockchain platforms like Bitcoin can handle around 7 transactions
per second (TPS), while Ethereum processes between 20 and 30 TPS. In contrast, other payment
networks and corporations like Visa surpasses this capacity with over 24,000 TPS and claims to
support up to 56,000 at peak hours.3®® These limitations become critical bottlenecks when
considering the speed and volume requirements for global trade transactions. Research shows that
achieving high TPS rates often requires complex technical solutions, which can compromise other
aspects of blockchain architecture.3"°

There is a common belief regarding the blockchain scalability trilemma, which has now
evolved into what some refer to as a quadrilemma.®’* The blockchain trilemma suggests that
scalability, decentralization, and security cannot perfectly coexist without compromising one of

367 Scalability is the ability of a blockchain network to handle an increasing number of transactions and users
efficiently.

368 Reddy Talla, (2023), p. 85.

%69 Sanka, Cheung, (2021), p. 3.
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these aspects. Additionally, trust plays a critical role in blockchain scalability. Blockchain
platforms that rely on trusted parties may implement less complex consensus mechanisms,
communication protocols, and computations to achieve higher scalability. This leads to the
extension of the blockchain scalability trilemma into a quadrilemma, incorporating trust as a fourth
factor.3’2 Achieving all four properties simultaneously is quite challenging within existing
blockchain frameworks. Therefore, to reach an optimal blockchain solution, it is essential to find
the right balance of security, decentralization, trust, and scalability.

Moreover, interoperability®”® issues among various blockchain networks further
complicate the scalability challenge. According to industry analysis by Cyfrin, which is
a blockchain security organization focused on protecting smart contracts and decentralized
applications, as of November 2024, there are currently over 1,000 distinct blockchains managing
13,217 cryptocurrencies.®* A similar statement regarding the amount of cryptocurrencies have
been made by the World Bank in a 2024 report regarding crypto-assets as foreign reserve
portfolios®”. This fragmentation creates isolated information islands, preventing seamless
communication among trade partners using different blockchain platforms. The current landscape
is marked by technical incompatibilities, as various blockchain platforms employ distinct
protocols, consensus mechanisms, and data structures, making seamless interaction quite
challenging.

5.2.2 Cybersecurity Risks.

Although often promoted as secure, blockchain networks are still vulnerable to
cybersecurity and operational failures. Cybersecurity risks present significant challenges to the
implementation of blockchain in international trade and investment. Hacks on cryptocurrency
exchanges have become a critical and ongoing threat within the digital asset ecosystem, leading to
the theft of billions of dollars over the past decade.3’® The types of cyberattacks targeting
blockchain systems are diverse and sophisticated. Bridge attacks affect cryptocurrency trading
services during transfers between different blockchains, while wallet hacking takes advantage of
software or network vulnerabilities to gain unauthorized access to crypto wallets.®’” Exchange
hacking employs various tactics, including phishing and social engineering, to steal coins stored
in hot wallets.3’® Nevertheless, the decentralized nature of many blockchain networks,
paradoxically, can make them more susceptible to certain types of cyberattacks.

A research has revealed that malleability attacks are the most common cybersecurity attack
in blockchain technology platforms, accounting for 80% of the studied cases.3”® Following this

372 | bid.

373 Blockchain interoperability is the ability of different blockchain networks to communicate, share data, and interact
with each other seamlessly.
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type of cyberattack are wallet security attacks and the 51% attacks, which occur when a malicious
actor or group gains control of more than half of the network’s computing power (hash rate) to
manipulate the blockchain.8® Each of these types of attacks representing 33% of the challenges
identified. Other significant cybersecurity threats reported in blockchain platforms include smart
contract attacks, loophole attacks, double-spending attacks, and system error attacks. 38!

One of the most recent incidents highlighting the severity of cybersecurity risks is the
attack on the Bybit cryptocurrency exchange platform. In February 2025, hackers exploited a
vulnerability in Bybit’s Ethereum multi-signature cold wallet transfer process. They manipulated
the transaction signing mechanisms to approve unauthorized withdrawals while circumventing
security protocols. As a result, $1.4 billion in Ethereum was stolen.®? This cyberattack
demonstrated that hacks on cryptocurrency exchanges continue to be a critical and persistent threat
within the digital asset ecosystem that will probabaly in cases affect international trade and
investments. Moreover, the Bybit breach is recorded as the largest hack of a cryptocurrency
exchange in history.® In this essence, cybersecurity risks threaten the integrity and availability of
trade and investment facilitation blockchain platforms, since they can potentially cause cross-
border supply chain disruptions or incorrect transfers of high-value digital assets.

5.2.3 Financial and Market Risks.

Blockchain-based trade and investment systems as it was mentioned often use crypto-
assets or tokenized instruments for example as mechanisms for settlement. However, these assets
are highly volatile and susceptible to price manipulation, liquidity shortages, and speculative
bubbles. Price volatility is one of the most significant market risks in blockchain-based
international trade and investment applications. The factors contributing to cryptocurrency
volatility include immature market price discovery processes, supply and demand dynamics
influenced by limited supply caps and large investors (often referred to as “whales”) and regulatory
uncertainty. In this context, currency risk in blockchain applications for international trade and
international investment arises from multiple sources beyond traditional foreign exchange
exposure. Digital assets introduce added layers of currency risk due to their volatility compared to
fiat currencies. The complexity of multi-currency environments in blockchain systems plays also
its part in the currency risk. Unlike established currency markets that have recognized hedging
instruments, cryptocurrency markets often lack the depth in derivatives necessary for effective risk
management. Research on volatility spillovers indicates strong interconnections between
cryptocurrency markets, and traditional stock markets, suggesting that diversification benefits may
be limited during periods of crisis.

In addition, the pseudonymous nature of blockchain transactions raises serious Anti-
Money Laundering (AML)*¥* and Know Your Customer Compliance (KYC)** risks and
challenges for the international economic community and governance. In detail, money laundering
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typically involves three stages: placement, layering, and integration of illicit assets.3%® Placement
refers to the process of introducing illegal assets into the legitimate financial system. Layering is
the stage where efforts are made to hide or disguise the true source of the assets. The third one is
when the assets have been “laundered,” they are removed from the legitimate financial system and
utilized by the criminal beneficiary.3” Moreover, there are also three primary methods of money
laundering. These include laundering money through the financial system, physically moving
money, such as with cash couriers and the Trade-Based Money Laundering (TBML).*® The
Financial Action Task Force (FATF)® defines TBML as “the process of disguising the proceeds
of crime and moving value through trade transactions in an attempt to legitimize their illicit
origins.”3%

A Dblockchain system that does not adequately allow for cross-checking of information
could be exploited by money launderers to engage in trade description fraud and money
laundering. Moreover, the effectiveness of such a system in preventing anomalies and detecting
“red flags” is questionable since malicious activities could also be facilitated by the potential for
blockchain technology-based trade to be manipulated for creating false or fictitious entities.>** In
the same sense, applying KYC principles is challenging because assessing risk is complicated
when there are numerous small-scale buyers and sellers rather than a single large transaction. To
prevent the establishment of fraudulent entities, a blockchain-based system must implement
measures that replicate the physical checks typically used for identity verification.3%

The task of identifying users or participants is difficult in a blockchain system, as there is
usually no central authority overseeing transactions. In contrast to conventional digital trade
involving electronic bills of lading and electronic letters of credit, which are generally monitored
by a platform provider, the absence of a controlling party in blockchain systems and the
pseudonymous nature of many blockchain systems could hinder compliance AML legislation.3
Additionally, since all blockchain users have access to the same information stored on the
blockchain, data protection laws may complicate efforts to identify any discrepancies in user
identities.

To conclude, the decentralized nature of blockchain creates the potential for systemic
failures to occur without any legally accountable actors, posing new risks to the legitimacy and
stability of international economic governance. This analysis highlights that blockchain
technology, while offering transformative opportunities; it upholds significant risks for
international trade and investment applications. While the technology promises benefits in terms
of transparency, efficiency, and automation, it also comes with substantial and multifaceted risks.
Technical risks, including scalability limitations and vulnerabilities in smart contracts, demand
sophisticated mitigation strategies. Additionally, cybersecurity threats continue to evolve,
necessitating constant vigilance and regular updates to security measures. Market and financial
risks, characterized by volatility and potential manipulation, present challenges for commercial
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combat money-laundering, terrorist financing, and related threats to the integrity of the international financial system.
It was founded in 1989 by the G7.
390 See FATF, Trade Based Money Laundering, (23 June 2006), p. 3.
391 Supra note 386, p. 57.
392 |bid, p. 58.
393 1bid, pp. 58-59.
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applications. Furthermore, AML and KYC frameworks violation risk is stemming also from legal
uncertainties in applying blockchain platforms for cross-border trade and investments in practice.
The interconnectedness of these risks indicates that effective risk management needs
comprehensive approaches that address these multiple risk categories at once. Without powerful
mitigation frameworks, these risks could undermine the very trust and efficiency that blockchain
aims to provide.
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Concluding Remarks

In this thesis, | had the chance to explore the complex relationship between blockchain
technology and international economic law, focusing on its role in trade facilitation and investment
governance. Across five substantive chapters, this thesis has demonstrated both the transformative
potential and the persistent challenges and risks associated with integrating blockchain into the
global legal and institutional framework for international trade and investment. In detail, Chapter
1 introduced blockchain technology as a decentralized and distributed ledger system that provides
transparency, immutability, and automation in economic transactions. It traced the evolution of
blockchain from its origins in cryptocurrency to its broader applications in supply chains, customs
administration and investment flows. This foundational discussion established a conceptual
framework for understanding blockchain as more than just a technological tool but as a socio-legal
phenomenon that disrupts established regulatory systems. Chapter 2 analyzed blockchain
applications within the framework of the WTO and trade facilitation. It was mentioned that
blockchain could significantly improve efficiency and trust in cross-border trade by reducing
paperwork, enhancing traceability, and supporting compliance with the TFA. However, the
chapter concluded that there is a need for coordinated efforts at both the WTO and national levels,
so that its potential in international trade could be reached.

In addition, Chapter 3 shifted to the realm of international investment law, investigating
whether blockchain technology and digital assets can qualify as “investments” under BITs and the
ICSID framework. It argued that while blockchain-based assets and infrastructure can meet the
criteria of contribution, risk, and duration, their volatility and decentralization complicate their
recognition and protection under existing legal doctrines. The chapter further explored
blockchain’s potential role in investment facilitation, highlighting its promise for secure
communication between investors and states and for transparent monitoring of investment flows.
In the context of ISDS, blockchain was shown to offer both opportunities (such as verifiable
evidence and smart contract enforcement) and risks (such as jurisdictional uncertainty and
questions related to the recognition and enforcement of blockchain-based arbitral awards). Chapter
4 provided a comparative regulatory analysis, focusing on the EU, the US, and pro-innovation
jurisdictions such as Singapore, the UAE, China, and Switzerland. The EU is pursuing a
comprehensive regulatory approach through instruments like MiCAR, the DLT Pilot Regime, and
eIDAS 2.0, aiming to harmonize digital markets while imposing significant compliance
obligations. By contrast, the US continues to rely on the divergent roles of the SEC and CFTC.
This comparative analysis highlighted the lack of global regulatory convergence and the increasing
risk of jurisdictional fragmentation in blockchain governance. Finally, Chapter 5 addressed the
inherent challenges and risks of blockchain adoption. It identified ongoing issues of legal
recognition, liability, and enforceability, alongside risks related to cybersecurity, scalability,
financial volatility and AML/KYC compliance. Importantly, it emphasized that blockchain is not
a risk-free solution; it can generate new vulnerabilities ranging from market manipulation to the
reinforcement of existing inequalities in digital capacity. These risks necessitate careful
governance through international cooperation, regulatory innovation, and capacity building.

All these findings suggest that blockchain has the potential to facilitate international trade
and investment, but this is only possible under certain conditions. Its success relies on, first, legal
recognition and harmonization; by ensuring that blockchain records and smart contracts are
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enforceable across different jurisdictions. Furthermore, strong governance frameworks are
required so that it could address accountability in decentralized systems and ensure compliance
with AML and KYC regulations, as well as data protection and sustainability standards. Moreover,
organizations like the WTO, UNCITRAL, and the ICSID, have to integrate blockchain into trade
facilitation and dispute resolution mechanisms. Lastly, there is a need for inclusive capacity
building, by bridging the digital divide to ensure that blockchain adoption supports development
rather than exacerbating inequalities.

My final point of view in this thesis is to state that blockchain’s role in international trade
and investment law should not be viewed as deterministic. It is neither a simple solution that will
automatically modernize global commerce nor a threat that will inevitably disrupt established
systems. Instead, blockchain is a contingent technology, with its benefits and risks shaped by the
legal, regulatory, and institutional frameworks in which it operates. The challenge is to create
governance structures that leverage blockchain’s strengths (such as transparency, efficiency, and
trust), while minimizing its systemic vulnerabilities. In this sense, blockchain can provide a new
perspective to examine the adaptability of international economic law in the digital age. If
governance frameworks are developed with foresight, cooperation, and inclusivity, blockchain
technology could become a cornerstone of a more transparent, predictable, and equitable global
economic order.
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